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privacy. The word resonates within American society, its citi-
s often making social and legal claims based on the belief
that they have a fundamental right “to be let alone,” as U.S.
Supreme Court Justice Louis Brandeis put it in 1928 in Olm-
stead v. United States.

New digital technology — from massive databases and social
networks to sophisticated search engines, fitness trackers, and
surveillance cameras on streets and in buildings — and new
fears ranging from identity theft to terrorist attacks, have com-
bined to make privacy a major concern in today’s world.

With the spread of COVID-19 in the United States and across
the world in 2020 and the resulting medical and economic cri-
s, new privacy concerns developed alongside the efforts to
bring the virus under control. Several large technology compa-
ties, including Google and Apple developed methods to use cell
phones, apps, and other devices to assist in the contact tracing
ind the tracking of individuals with the virus or exposed to
o8 with it. Some companies and government agencies even
U5éd drones and surveillance cameras to assist in the maintain-
?8‘ Quarantines. While many lauded these efforts to use new
0:315:1 Wols and social media to aid these public-health efforts,

A s“’1d€rsta.ndably raised concerns about privacy 'and how
turepersonally identifiable information might be used in the fu-

I :

Onln Teent years the privacy issue has frequently arisen not

; : In t}.IE context of pandemics and government data colle(.:-
2t in the context of news media reports related to the pri-

vate lives of celebrities and others.

In 2016, for example, privacy rights, new media, new tech-
nologies and celebrity culture collided in court and in the head-
lines with the $140 million verdict against Gawker Media, in a
case filed by Terry Bollea, better known as Hulk Hogan, over
the airing of a brief, grainy sex-tape of Hogan with the wife of
one of his best friends. Whatever one may think of Gawker’s
penchant for posting outrageous news and gossip, the notion
that a celebrity who openly bragged about his sex life could con-
vince a jury he was damaged to the tune of $115 million in com-
pensatory damages plus another $25 million in punitive dam-
ages, shocked many observers. Just a few months later, Gawker
and its chief executive officer would file for bankruptey and Ho-
gan later settled for a reported $31 million.

In 2018, another famous celebrity, Olivia De Havilland, met
with less luck in her statutory right of privacy, misappropria-
tion of her likeness, and false light privacy claims against the
FX Network over a miniseries docudrama that featured — with-
out her permission — an actress playing her for about seventeen
minutes and some fictitious dialogue. An appellate court in
California rejected the notion that the aging actress could use
that state’s privacy law to control non-fictional or fictional en-
tertainment about her history.

There is no question documentaries, entertainment media,
the Internet, social media and mobile telephones are affecting
societal expectations and legal doctrines regarding privacy.
Every year legislators and consumer advocates propose new
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In April 2020, the federa
breathed new life into a class a
over its use of what is known as
While just about everyone who uses social media knc_l“‘
sites collect information about the users, much of that |nf?rmn'
tion is used for commercial purposes, including the targeting ©
advertising to the user. What many did not know is that. Face-
book apparently uses these third-party plug-ins to track its us-
ers’ browsing even when they are not logged into Far.‘EbOOk: The
court allowed the case to go to trial under various privacy
claims, California law and federal law.

The outrage of this practice reflects a growing concern about
privacy on the Internet. In 2009, for example, more than 90 per-

cent of people surveyed considered online privacy to be an im-
portant issue in society. And, in 2013 and to this day, the ubiq-
uitous search engine Google has faced precedent-setting litiga-
tion in the United States over wiretapping allegations related to

hat has become

its Street View project, and in Europe over W
known as the European “right to be forgotten.” While many
scholars agree that European countries protect privacy to a
greater degree than the United States, researchers and some
critics have found that even Europe’s stricter standards for on-
line publications have flaws.

The frontiers and legal battle lines over privacy continue to

evolve — driven in large part by advances in technology. Privacy
concerns have arisen in the context of cellular telephones,
drones — private as well as government-operated — and the con-
tinuing revelations about the activities of the National Security
Agency. In 2018, the U.S. Supreme Court decided in Carpenter
v. United States that police need a warrant to obtain cell phone
location data absent certain compelling circumstances and that
cell phone users have a legitimate expectation of privacy in that
information when it is maintained by the telephone service pro-
vider.

The privacy battle took on an increasingly political tone in
2017 when President Donald Trump essentially repealed new
online privacy protections adopted by the Federal Communica-
tions Commission under the Barack Obama administration, The
repeal effectively allowed broadband providers such as Verizon
and Comcast to collect and sell their users’ online information
with fewer restrictions (and without consent), though some pr
viders, no doubt fearing a backlash, said they would not do scIJ) "

Privacy is a social concept much older than our modern te;:h
nologies and as old as the nation, embedded in its beginnj .
from the first settlers drawn to a new land in search of rgell' n’mg,
and political freedom in the seventeenth century to rev, llgl.OUS
ary patriots affronted by England’s disregard for the a 2 ution-
of their businesses and the sanctity of their homes, Th TR
ofl privacy can be found in the liberal theories of Exlllig}?tgflrllrfzpz
i . B 5 . n

philosophers, whose emphasis on individual libertjeg based on
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ghts inspired the f:ounding fathers’ generyy;,
began to envision a new natlc'm.,lndeed, essentia] Elemn 8
privacy are woven into the nation’s most hallowed d0cumen
a social value was apparent duriy, ::ta.
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While privacy as ¢ )
ion's early years. it remained eluw:e as the basis g, ;
claims. Only in the last 100 years has it entered the lega]r legal
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stream, mainly due to changes in the way Americang i
think. To be understood in an information-driven sociey ive gy
in social and legal contexts — privacy must be viewed g, a_ bath
that changes as society tries to balance the rights of indivi;alue
with its needs and desires for information. Courts typicy)
sider the customs, mores and conventions of the Commlmity con.

This chapter looks, first, at the evolution of the concept Zf )
vacy. It then focuses on the development of privacy ag 5 IPn-
doctrine and on the four distinct privacy torts: (1) PUblicatiuigai
embarrassing private facts, (2) physical and technologica] intrz
sion, (3) false light invasion of privacy and (4) commercialiui
tion. The chapter addresses related torts as well as constity.
tional and statutory privacy, both of which place limits on goy.
ernment use of personal information — limits that have impor.
tant implications for journalists, especially in the era of data.
the Internet, social media and data journalism.

natural ri

bases,

THE EVOLUTION OF A RIGHT TO PRIVACY

The general concept of privacy was not unknown in English
common law, the dominant legal system in Colonial America.
Cases dating to the Norman Congquest recognized a value re
sembling privacy in individuals’ property rights. In 1741, the
House of Lords, then England’s highest court, invoked in Pope
v. Curl a property-rights doctrine to protect contents of personal
letters from unauthorized publication. The case 1s important in

the development of privacy in American law because it ac-
tion and con-

knowledged a property right in individuals’ reten
trol of personal ideas and information in Jetters sent to others
not only in the letters themselves. .
John Locke, an English philosopher whose writings inflo
enced Thomas Jefferson and other founders, argued that g
ernment has a duty to protect fundamental rights such & i
liberty and property. These rights were described in the i?ecla'
ration of Independence, the Constitution and the Bill of By
The Supreme Court, almost 200 years Jater in 196 .gleanin
from the concept of liberty a constitutional right of prive

Griswold v. Connecticut.

In his book Privacy in Colonial New England,
David H. Flaherty explored the precursors to mode_rn s
He observed that although privacy as a legal doctr®* 'Z! e
slowly, its underlying values were expressed I - 0:111 by &%
toms. Courts, he said, protected privacy values g siarches
forcing laws against trespass, by limiting governmen cognifiﬂg
and seizures, by hearing defamation cases and by © o
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gainst the practice of general search

nctity of the home, declaring that a
pan's house is his castle. On the eve of the Revolution, each col.

oy drew up a list of grievances against Britigh, authorities. On
each list was concern about general warrants, which authorized
prernment agents to search premises at wil] wit
snting evidence of a specific violation of the
wlonies won independence, James Madison, a major proponent
of 2 bill of rights spelling out individual liberties, introduced a
woposal at the Constitutional Convention in 1789 to limit the
wope of government searches. That proposal, which established
e right of the people to be secure ... against unreasonable

search and seizures” was later adopted as the Fourth Amend-
ment.

hout first pre.
law. After the

Values supporting privacy also found expression in the writ-
ngs of nineteenth-century English philosopher John' Stuart
MU He argued in his influential On Liberty that the govern-
ment should have no say in certain kinds of personal conduct,

theent tompelling social interest and impact on others

PRIVACY AS A LEGAL RIGHT

lffgal claims related to privacy developed slowly during the na-

bon's firgy century, in part because society was largely agrarian.
¢ was sparsely settled. This physical distance reduced un-
tontacts and intrusions.
1 demographics of American society shifted dramatically
Mth the Ndustrial Revolution. Technological developments
Such gg th steam engine led to manufacturing-based cities pop-
lsﬂated by factory workers. Physical distance between people
ﬂo‘:nk b CiFies grew, and those in foreign lands began 2 ne“;
i u Mmigration, In those crowded cities, the. barrlers.o
lme and gpg e common to rural settings no longer insulated in-
"0zl fropy unwanted contacts.
t Tamatje technological developments in the nineteenth cen-

*8a0 to threatey privacy. Alan F. Westin traced them in
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udy of privacy issues.
elopments in the late
Pression ang lchnnged lung-s.tanding attitudes towarc! ex-

hon l“lrv':'lll‘ance. These innovations were the micro-
Phone and telephone i the late 1870s, the Kodak camera in the
1880s, and the dictog

raph recorder in the 1890s,
In 1877, the New Y,

fock.of ork Ti{ncs expressed concern about the ef-
-y NeW technology on Privacy. It called the telephone “a ne-
fanm‘:s Instrument” with “yqgt capabilities for mischief’ that
promised to rob ind; iduals of their personal privacy. Respond-

the city to allow telephone wires to be at-
Posts, the Times cautioned:

ing to a decision by
tached to city lamp

Every confidential remark made to a lamp-post by a belated
Democratic statesman could be reproduced by a telephone
connected with any other lamp-post.... Men who had trusted

to friendly lamp-posts, and embraced them with the utmost
confidence in their silence and discretion, would find them-

selves shamelessly betrayed, and their unsuspecting philoso-
phies literally reported to their indignant families.

While increased technology spurred the growth of industrial
cities and the development of such privacy-altering inventions
as the telephone, other innovations — high-speed newspaper
presses and advanced photography — spawned an aggressive
kind of journalism, a distant cousin to what was espoused by
the colonial and revolutionary printers who catered to society’s
well-read and politically astute. New printing processes repro-
duced newspapers quickly and cheaply. As a result, a journalism
developed that often directed its content at the swelling num-
bers of city dwellers. The “penny press” era of the mid-nine-
teenth century later yielded to “yellow journalism,” sensational-
istic news coverage designed to boost newspaper circulations
that reached its peak toward century’s end. Newspaper readers,
not so interested in the complexities of politics and other public
issues, sought information about misdeeds and travails. This
new readership, coupled with journalists armed with cameras
intruding into new, heretofore private areas, sometimes brought
newspaper practices and privacy concerns into conflict,

In 1890, two former law partners and Harvard Law School
classmates took issue with newspaper practices and technolo-
gies of the day. Louis Brandeis and Samuel Warren, upper-crust
Boston lawyers, wrote “The Right to Privacy” for the Harvard
Law Review. The seminal article would steer the notion of a Je-
gal right of privacy toward the mainstream of American law. At-
tempting to document what they considered a climate of jour-
nalistic excess, the authors wrote: “Instantaneous photographs
and newspaper enterprise have invaded the sacred precinets of
private and domestic life; and numerous mechanical devices
threaten to make good the prediction that ‘what is whispered in
the closet shall be proclaimed from the house-tops” Brandeis
and Warren argued that individuals possess certain attributes,
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such as sentiments and intellect, over which they have rights
akin to personal property rights.

While Brandeis and Warren nudged the issue of privacy onto
the social and legal stages, the development of a unified legal
theory remained elusive. In the ensuing decades, the Ic:al‘w"'
tours of privacy developed piecemeal and with many variations.
Seventy years after “The Right to Privacy” was published, torts
expert William Prosser summarnized the extent of the common
law development of privacy in an article in the California Law
Review. Titled simply *Privacy,” it dealt with tort law and not
with constitutional or statutory questions of privacy. After re-
viewing some 200 privacy-related cases, Prosser identified four
geparate torts: (1) disclosure of embarrassing private fact-s
about individuals; (2) intrusion, the physical or technological v1-
olation of an individual's privacy; (3) false light, the intentional
dissemination of highly offensive false publicity about another;
and (4) appropriation, or the use of another person’s likeness
without permission.

THE PRIVACY TORTS

American law assumes members of society have certain duties
toward one another. These duties — derived from customs, mo-
res and values — are often recognized in common law cases and
in various statutes; they form the basis of tort law. Under the
theory of tort law, when a member of society violates a duty to-
ward another person that results in an identifiable harm, the
injured person may recover damages. One class of duties deals
with privacy and the harm — usually mental — that results
when it is violated. When the news media are involved, courts
have balanced individual privacy with other interests, such as
the free flow of information about matters of public concern.
Since the nature of the harm is usually mental, privacy tort law
protects only individuals, not businesses or corporations that
exist merely as creatures of law. Businesses and corporations
may, though, have claims related to the theft or disclosure of
trade secrets and other confidential business information.

Tort law varies from state to state. Any generalizations are
based on trends in cases from the various states. Actual applica-
tion of law in privacy cases may vary from state to state.

Embarrassing Private Facts

Definition: The publication of private information that would be
highly offensive to a reasonable person and is not a matter of le-
gitimate public concern.

The common law acknowledges that some information about
individuals should remain beyond the reach of neighbors — and
the media — and that disclosure normally would lead to un-
warranted embarrassment or humiliation, The embarrassing
private facts tort rests on several questions, each of which a
plaintiff must answer effectively to advance a privacy claim. As
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these questions, consider also the facts
Hulk Hogan dispute with Glawker and the 2016 vergje
1lion over the sex tape mtroduc?d at the beginpjy
n;m‘ ter. Is a sex tape inherently private and its pub);,
chapt l;crentl)' outrageous? Is there ever any pogs;
o ":hat might protect the airing of such a tape?
\-al‘l;_:a‘ is publication? In libel law, “publication” hag 5 Speci
ized meaning. Ata mfnimum. a libel plaintiff mugt ", amdael:
famatory communication reached at least one person othe, than
the plaintiff and defendﬂn.t- I'Jmier the eTba"aSSi“g Private
facts tort, however, “PUb]lcat’orf R publicity,” thyy is
widespread communication. Put?hcatlon.m a newspaper, magaj
zine or other print medium satisfies this requirement, 54 doeg
dissemination by broadcast, cable and the Internet.

Is the information private? As a threshold, a plaintiff myg o,
tablish that the information in question is, in fact, Private,
What happens in public, or appears in public records, normally
is not considered private. In Cox Broadcasting Co. v. Cohn, th,
Supreme Court held in 1975 that the news media are not liah,
for publication of personal information, even if they violate 4
state statute designed to protect rape victims, if they merely
publish information about a plaintiff that is already public, Gep.
erally, a person involved in an automobile accident or the victim
of a crime, therefore, cannot claim invasion of privacy based on
photographs of or stories about the accident. Likewise, a par-
ticipant in a public rally or parade cannot claim privacy related
to those actions,

Even intimate personal information cannot normally be the
basis for a privacy claim if it is already widely known, as Oliver
Sipple learned after he thwarted an assassination attempt on
President Gerald Ford in September 1975. News accounts of
Sipple’s heroism disclosed that he was homosexual, a fact al-
ready well-known in the San Francisco gay community.

Consent is also a factor in determining whether personal in-
formation is public or private. While the question of consent will
be addressed later in this chapter, it should be noted that a per-
son may not normally provide information knowingly to the
news media and later claim an invasion of privacy, although in
some instances consent might be effectively withdrawn. One ca
easily envision the relevance of disclosures made on social net
working sites. A person who discloses previously private infor-
mation on a widely accessible social network may be surrender-
ing a degree of his or her privacy. A

What kind of information might be considered highly offensive
to a reasonable person? To be sufficiently offensive, 8 privaté
disclosure must outrage the community’s notions of decen®
Some courts have added the public’s legitimate interest in per
sonal information ends when a publication forgoes legitim?te
news values and amounts to a morbid and sensational PV
Into private lives. Often, stories dealing with medical condr
tions, hospital stays or other intimate health matters aré mo.St
problematic for journalists. As a rule, invasive stories o P
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B ot (Second) of Torts suggests several pro
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;ken in private places, and information from individual tax re.
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blem areas: sex-
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A plaintiff must prove the widespread publicity of intimately
private material that'a rcason.able person would find highly of.
fensite and that the mform.atlon Was not related to a matter of
public concern. In many prlv.ate-facts cases involving the news
edia, however, plaintiffs fail because most of what is printed
or broadcast is chosen because it {s newsworthy,

JWhat constitutes a matter of public concern? Even if a plain-
iiff can establish that disclosure is highly offensive, the likeli-
hood of winning a privacy suit is slim if the plaintiff has become
part of a public event or controversy. Information related to
traditional news values is likely to deal with matters of public
concern. Information about politics, law enforcement, crime, do-
mestic violence, suicide, medical advances and social trends
falls within the realm of traditional news,

The 1982 case of Hilda Bridges, who became an unintended
celebrity on a very public stage, dramatically underscores the
dearth of privacy protection for individuals caught up in news
events. She was dragged into a public matter when police offi-
cers — and members of the news media — surrounded her apart-
ment when her estranged husband took her hostage and forced
ber to undress to prevent her from fleeing. During the standoff,
be shot himself, and police rushed the apartment. Bridges fled
naked and distraught into the street, clutching only a hand
towel. Today newspaper in Cocoa Beach, Florida, published a
revealing photograph, and she sued for invasion of privacy and
infliction of emotional distress.

Satisfied that such publicity was unwarranted and highly of-
fensive, a Florida jury awarded Bridges $10,000. An appellate
tourt, however, unanimously set aside the award, ruling that
the law had not been properly followed. The jury erred, the
tourt reasoned, because the events happened in public and be-
@use crime was a matter of public concern. The judge note.d
.that individual privacy at some point must yield to the public
Interest, even if embarrassing or distressful.

The result was essentially the same when a bystander at a
Public event thwarted an attempt to assassinate President qer-
ald Forg during his visit to San Francisco in 1975. As descr‘lbed
catlier, Oliver Sipple’s act of heroism drew him into t.he lime-
‘81t luminating his Vietnam War record as well as his homo-
*eXuality. Sipple, well known in San Francisco's gay cgm.munlty

efore the Ford episode, sued the San Francisco Chronicle al.ld
UFher Newspapers for invasion of privacy. He arguesi that Whll:.‘
'S Public actions were mewsworthy, his private hfe. was ;m ’
and tht disclosure of his sexual orientation caused him em az
fassment because his homosexuality was not widely known.
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California appellate court held that both his heroism and his
homosexuahty were news

: : worthy, noting that his heroic behav-
10 cu% against gay stereotypes,
cia\:f::; ":10‘;:&:: fwhnt is newswort}?y deals with matt.ers of so-
lead to newsye tl:‘mPOI'tance, anythxpg out of ‘the ordinary can
i plice intervr Iness. If one commits a public act that results
ention, courts have held one cannot expect those
acts to be private, Unusual occupations, hobbies, talents and
other qualities that attract public attention are newsworthy.
'Furt}}ermere, newsworthiness normally stands the test of time
In privacy actions. Once becomes the object of public attention
dug to a crime or other newsworthy action, one generally re-
mains a matter of legitimate interest in the public’s mind.

What about instances when news accounts reveal private in-
formation about public officials or public figures? As a rule,
most activities of public persons are newsworthy by virtue of
their public status. When the Miami Herald disclosed that De-
mocratic presidential contender Gary Hart spent the night with
a woman who was not his wife, for example, some critics raised
questions about the proper bounds of reporting and the Herald's
conduct; but no one seriously raised the legal question of pri-
vacy because Hart was a candidate for president

Private Facts and Constitutional Protections. The media have
some protection under the First Amendment when they publish
truthful, lawfully obtained information about matters of public
concern. Several cases help define the scope of this protection,

In Cox Broadcasting Corp. v. Cohn, parents of a teenage girl
who was raped and murdered sued an Atlanta television station
for broadcasting the girl's name. The suit was based on a Geor-
gia statute that forbade publication of names of alleged rape vic-
tims. WSB-TV had obtained the name from records provided at
an open court hearing. The Georgia Supreme Court upheld the
parents’ right to sue, but the U.S. Supreme Court reversed in
1975, focusing on the fact that judicial records revealed the in-
formation. It said the onus should be on government to ensure
privacy by keeping certain information out of the public domain.
The Court added that allegations of crime and the resulting
proceedings are matters of legitimate public concern.

Similarly, when the Florida Star, a small weekly newspaper,
published the name of a rape victim as part of its routine police
report, copied from a public bulletin board at the Duval County
Sheriffs Department, the Court held in 1989 that the report
was protected. The rape victim sued the newsp_aper, cl{um%ng
that violation of the state criminal statute barring publication
of names of alleged rape victims constitut.e# evidence of brleach
of duty and that she should be awarded civil damages for inva-
sion of privacy. A jury agreed and awardeq her $100,000. Th?
Supreme Court overturned the verdict, holding that tl.le Consti-
tution prevents states from punishiflg lthe news media — even
by allowing civil damages — for publishing truthful, lawfully ob-
tained information.
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The Supreme Court reaffirmed in 2010 the public nature of
public records came in John Doe v. Sam Reed. The case was not
a press case, but it did involve the public’s right to information
about individuals. Under Washington's public records act, the
names of people who sign citizen petitions calling for a referen-
dum to overturn a state law are available to the public. The pe-
tition in question called for a vote on Washington's new law ex-
tending some benefits to same-sex couples. The plaintiffs
claimed that disclosure of their names would violate their First
Amendment rights to free speech and association. The Supreme
Court rejected the challenge to the law, which it said served suf-
ficiently important government interests in discouraging fraud,
fostering transparency in government and protecting integrity
of the state’s electoral process. The case was not specifically a
privacy case, but privacy interests were obviously close to the
core of the plaintiffs' concerns and, yet, were insufficient to

strike down that provision of the state’s public records law as a
general matter,

Consent as a Defense. Normally, individuals may not knowingly
and willingly disclose personal information and then claim in-
vasion of privacy. As a rule, the more intimate the information,
the more important for the reporter to be sure consent was
clearly given, either explicitly or implicitly. Consent is explicit
when professional communicators ask for and receive permis-
sion to use personal information for publication. Consent must
come from someone with the authority or legal capacity to pro-
vide the information. A friend cannot give consent for the use of
private information about a college roommate. A day-care op-
erator cannot independently give consent for children under his
or her care, nor can a hospital official give consent when the
privacy of patients is involved. Minor children cannot give legal
consent. Consent need not be in written form, but written con.
sent is almost always easier to prove in court than oral consent.

Whether a person who explicitly consented can later with.
draw the consent is a tricky question in the courts. Some have
ruled a person cannot withdraw it later, especially if the person
providing information is a newsworthy adult and the journalist
uses the private information for legitimate news purposes, but
whether such forms of consent or similar agreements amount tg
enforceable contracts remains a difficult question,!

Implied Consent. Reporters frequently talk to sources and use

the information without specifically asking for permission,

Members of the public generally understand the function of re.

1 In a related, but factually different, context, the Supreme Court hag limited the
freedom of reporters to change reporterisource agreements that rise to the leve] of ry.
dimentary contracts. In Coben v. Cowles Media, it said a Teporter's promise to keepa
source’s name private could be treated by states as an ora] contract without violating
the First Amendment rights of the journalist, Journalists had argued that the source's
name was newsworthy and that the ultimate decision to yse Or not to use newswor-
thy information should reside with the news media, 5p] US. 663 (1991},
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porters. If journalists identify themselve.s and source.s talk will.
ingly, there should be no problem'- IU}PIIEd consent is propley,
atic, however, if private mforma_tlo.n is obtained from Somegpg
who does not understand that it is likely to be publisheq,

Intrusion

Definition: The invasion of a-person's solitude, either Physically
or by use of technological devices.

The fundamental purpose of the tort of intrusion — o Protect
a person’s solitude — can be traced to many of the nation’s early
values. But the notion of intrusion has gone beyond the trag;.
tional legal doctrine of trespass, or physical intrusion, t, me.
chanical and electronic violations of private space. The means
by which intrusion occurs have changed from the “Instantane.
ous photography” that so riled Brandeis and Warren to the
miniature video cameras that left ABC’s Prime Time Lipe reel-
ing, as explained later, from a $3.5 million verdict in 1996,
which, though later reduced to $2, cost the network dearly in
terms of legal fees and credibility. The tort of intrusion, wheth-
er physical or technological, deals with the act of gathering in.
formation, not the content of the information gathered.

Privacy in Public and Quasi-Public Places. Under the common
law, people in public places have little expectation of privacy
with regard to what they do. People engaging in public activities
must assume they might be photographed, filmed or recorded.
The public sphere almost certainly includes widely accessible
Web sites, including many social networks, as well as more tra-
ditional, physical spaces.

While people in public places do not forgo all rights to pri-
vacy, journalists encounter few problems when they photograph
or report about what is reasonably considered public. Photo-
graphs taken from public streets or sidewalks typically record
only what any passerby would see and thus rarely raise any pri-
vacy concerns. Courts have applied similar reasoning to in-
dividuals on private property that is customarily open to the
public, such as malls, restaurants and businesses. The key issue
is typically the Presence or absence of any reasonable expecta-
tion of privacy. .

Courts also have suggested that journalists may be perSiSten,t
when encountering people in public without invading their pr1-
vacy, so long as the behavior is not highly intrusive or overzeal
ous. Journalistic behavior that s simply annoying is not neces-
sarily an invasion of privacy, but behavior can become legally
problematic when it ig menacing or harassing, as has been the
case with some paparazzi pursuing celebrities.

Trespass or Physical and Technological Intrusion. According
The Restatement (Second) of Torts, anyone who enters pl‘l."ate
Property without consent of the owner or possessor commits 8
trespass. Everyone hag seen “No Trespassing” signs posted to_ '
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r unri"ate property fr(-)m m{mders and define Specific pep.
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: e 1o different from
e 0{anv other private citizen.
gee 01 %

.5  rule, 8 visitor on ptt'ivz:e_propert‘y must obtain permis.
A e entry. One 'mu: obtain permission fr?m the posses.
gon (he propert’ be it the owner or someone wit, contractug]
gt 0 | over the property, sucb asa lrentgr, caretaker or tenang.
mr(':cent may be either explicit or_ implied. Explicit consent gc.
< when 8 visitor askslfor ar_1d is grante(.i permission, A pe.
rter might request 31“ l?\tr;met\; at a residence or at a bus.
ess offices fag examxe. “¥rhen:the Purpose (?f the visit is ob.
“«d, however, of when ]ournal-lsts simply lie about their jp.
wﬁonS- the question of trespass is much less clear.
trnJournalists have an array of device's _that enhance newsgath-
ring, from telephoto lenses, to senmt_we }istening devices, to
miniﬂtu"ized video c.ameras. Technol‘oglcal Intrusion is as old ag
ihe discussion of privacy. As noted, In 1890, Brandeis and War.
o were concerned about 2 new lflr}d of “instantaneous” pho.
ography that no longer required willing subjects to remain per-
fectly still. Today, the culprit likely would be a mini video cam-
era or even a smart phone. As a rule, the use of technology that
enhances viewing or listening is legal as long as it does not ef-
fectively let the journalist hear or see what normally could not
be observed. If a device simply allows a journalist to see or hear
what might be witnessed in public, there is no intrusion. People
who go into public places — streets, parks and college campuses,
for example — enjoy very little privacy, as long as they are not
menaced or harassed. That is, the zone of privacy they enjoy is
very small compared to the privacy they can expect in their
bomes or other private places.

Several cases involving the same television network demon-
strate how troublesome the question of lawful access to private
Property and technological intrusion can be. In 1997, a North
Carolina jury awarded the Food Lion grocery chain $3.5 million
b damages after ABC's Prime Time Live carried a report, af-
forded by hidden video cameras, that Food Lion relabeled and
festocked meat after its expiration date. The judge had allowed

€ Juy to consider fraud and trespass charges against ABC
“thout considering the veracity of the network’s report on Food

1o0's buginegg practices. The jury based its award on the fact

t‘ rime Time Live producers had committed a trespass .bY
"Maining access to Food Lion facilities through fraudulent job
Wlications, Fyen though an appellate court reduced the Food
[;;011 Mdgment ¢ $2 in 1999, the case illustrates 'fhe da;%;!;;
tech;t-ers face in a society increasingly wary of ce;talzsl';;;a -
depe;g}ms' Thes.e techniques may be worthy o Cob'ect F ths
story "8 a review of local law apd when tget}?:r : b
i, bc €arly rajses g strong public interest an i ool

Rl alternative means of reporting. Much will dep

2004, applicable to i
taken on federa) pro
Privacy expectation,
Similar issues can aris
photograph celebrities
through trespass or othe

mproper photographs, film and videotape
perty when an individual has a reasonable

e in the context of the paparazzi who
with an intrusive telephoto lens or

: r unlawful means. Google's Street View
project and similar efforts have also raised privacy claims over

both the collection of incidental information, such as email ad-
dresses. As if strangely outfitted cars were not enough to stir
privacy advocates, drones, too, may become a regular sight in
domestic skies. Whether drones are used by police or other gov-
ernment agencies, by commercial, private ventures or by jour-

nalists, the risks to privacy are obvious, and the demands to
create rules are just beginning to be voiced.

Custom and Usage. While explicit consent requires a request of a
property owner or possessor, implied consent occurs in a num-
ber of ways under what is called the “custom and usage” doc-
trine. A degree of access is implied by custom or typical use of
private and quasi-private property. It is customary to cross .pri-
vate property to ring someone’s doorbell to solicit conn:lbutlc?ns
or sell a product, absent a locked gate, a “No Trespassmg". sign
or other warning. It is also customary for shoppers and d.m.ers
to enter stores and restaurants. This access assumes a visitor
does not engage in unwanted activities and lfeaves when askedf.f
A reporter’s entry into private property.wnh government offi-
i ises i i d complex privacy concerns. Some
cials raises interesting an p :
have found this to be a customary a.nd allowable.pracmce,
courfss ly when covering crimes or disasters, while other
pal‘tlcul;rvi :ajected these arguments and allowed lawsuits at
b ” the government agents, if not the press.
vl B he Supreme Court, in 1999, indicated
In Wilson v. Layne,-t le Wsu};ts & vy gnainhen
that individua's can Wullg a' urnalists into private homes. The
gnfioeri T Ofﬁcefr Sd t:alen];;\rshals and sheriff's deputies from
;;se tbei:rngsznt; (;v[aryland, raided the home of Charles and
ontgo
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Geraldine Wilson. Officers were looking for the Wilsons’ son,
Dominic, on charges that he had violated probation. The early-
morning raid was part of “Operation Gunsmoke,” a program
started in 1992 in which law enforcement agencies routinely in-
vited journalists to accompany them in apprehending fugitives.
A reporter and photographer from the Washington Post accom-
panied officers on the raid of the Wilson home. The Wilsons
sued the officers for violating their Fourth Amendment rights
against unreasonable search and seizure by bringing into the
home journalists who had no official role in the search.

Chief Justice William Rehnquist, writing for a unanimous
Court, conceded that reporter ride-alongs were common at the
time of the raid and that the law governing the practice was un-
certain. Nevertheless, he concluded, the presence of third par-
ties with no legitimate law enforcement roles during the execu-
tion of a search warrant violated the Fourth Amendment'’s core
interest in residential privacy.

He rejected the argument that the presence of reporters dur-
ing raids served a legitimate law enforcement purpose and also
rejected the argument that the publicity resulting from ride-
alongs significantly benefited the government by publicizing ef-
forts to combat crime. The media play an important role by in-
forming the public about law enforcement activities, he wrote,
but Fourth Amendment concerns were paramount in the Wilson
case, not good public relations for the police. Finally, Rehnquist
rejected the argument that the presence of journalists could, in
some instances, minimize abuse of suspects and protect the
safety of officers.

Recording Conversations with Sources. Journalists often record
conversations with their sources to create verbatim records of
complicated information and lengthy direct quotes. In many
states, this practice poses no legal problem because the law as-
sumes that an exact account of a conversation can only benefit
all parties involved. Parties to a conversation are legally al-
lowed to recount a conversation to others, and the law simply
extends this reasoning to allow taped conversations.? In some
states, however, it is illegal to record a conversation without the
consent of all parties. The reasoning assumes that if a person
knows a conversation is being taped, the person might behave
or respond differently. Perhaps the source would be more cau-
tious or guarded in his or her comments or say nothing at all.
At least twelve states require that all parties to a conversation
know when the conversation is recorded. In cases involving per-
sonal contact, a journalist may ask for permission or may as-
sume consent if a tape recorder is in full view and turned on, It
is always a good idea to state before the conversation begins
that it is being taped. This creates a record of consent. For tele-

? Federal law permits a party to a conversation to record it, so long as the recording
is not for criminal purposes. However, the Federal Communication Commission, un-
der penalty of lost phone service, requires all parties to consent. See 18 U.S.C.'A. §
2511 (West Supp. 1996).
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phone conversations, one shou.ld 1.'equest consent before tapi
begins and restate it at the bemg of the conversatig, The
laws may be subject to challenges in some states, depending:e
the local law, if applied to all non-consensual recordings iHEgal;
regardless of the absence of any privacy interest,

The Supreme Court, in 2001, addressed the issue of media
ability for publication or broadcast of illegal recordings made ln
dependently by third parties and then given to journaligtg The
case began in 1993 when the chief negotiator for a teachers' yp.
ion sued public affairs radio commentator Frederick Vopper
who broadcast parts of an illegally recorded cellular te]ep}mne,
conversation sent to him anonymously. The suit alleged that he
violated Pennsylvania and U.S. wiretapping laws, which inyoke
civil and criminal penalties for unlawful intercepts. The Thirg
Circuit of the U.S. Court of Appeals, weighing Vopper's Firgt
Amendment claims, reversed the lower court and cited the up.
due burden that the laws placed on the news media.

The Supreme Court agreed in Bartnicki v. Vopper, refusing to
apply the so-called “general laws doctrine” applied previously in
cases involving reporter’s privilege, source confidentiality agree-
ments and newsroom searches. The doctrine states that journal-
ists are not immune from content-neutral laws that apply gen-
erally in society and do not unduly burden the news media. The
Court concluded that the interest in publication of matters of
public concern outweighs privacy concerns, noting that partici-
pation in public affairs often results in a loss of privacy. It held
the news media blameless so long as the journalists had no role
in the illegal recording and obtained it lawfully and the content
involved a matter of public concern.

False Light

Definition: The widespread publication of facts that place a
plaintiff in a false light that is highly offensive to @ reasonable
person and was published with actual malice (at least in stories
of public concern,).

Newsweek's cover on March 28, 1988, showed a young man,
hands clasped behind his head, being frisked by police against a
backdrop of flashing patrol-car lights. The headlines read: “The
Drug Gangs/Waging War on America’s Cities/Anti-Drug Sweep
in Los Angeles.” On April 25, the photo reappeared on an inside
page over the small headline “Correction.” A caption explained
that the man in the photo was released without being charged
and that Newsweek did not mean to suggest that the man was
being arrested. It is not known what transpired between News-
week editors and the young man, but one might logically ask
whether the magazine cover had cast him in a false light.

: Had the Newsweek case resulted in a lawsuit for false light
invasion of privacy, the plaintiff would have had some of the
same burdens of proof as a libel plaintiff. Consequently, falsé-
light cases are often filed in tandem with libel actions. A plai*
tiff must prove identification (not always a given in a fiction-

‘
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palse Light and Actual Ha}:i;;. ;n the 1967 case of Time, Inc. v,
.1 the Supreme Court held that all false-light plaintiffs
it public officials a.nc'I public fllg‘ures, as 1n libel actions — mygt

e actual malice if involved in matters of public concern. The
gl case began in 1952 when' three escaped convicts entereq the
pome of James Hill near Ph1la-delphia and held his family hos.
uge for a day. The ordeal recewe.d sensational play in Philade]-
Jis DEwSpapers and was the inspiration for Joseph Hayes’
vl The Desperate Hours. It was later the basis for a Broad-
say play and a film starring Humphrey Bogart. In 1955, Life
pagazine published a story titled “True Crime Inspires Tense
Pay” that purported to describe what actually happened. Life
wrried photos from the Philadelphia tryouts for the play, in-
duding one of the sons being mistreated by a “brutish convict.”
Another photo showed the daughter biting the hand of an abu-
sive convict. Both photos were embellishments, since the real
aptors did not harass the family. Arguing that Life used the
family's name and experience for trade purposes, the Hills sued
for invasion of privacy. They won at trial in 1963, but the Su-
peme Court set aside the damages in a 5-4 vote, applying the
2w legal rule that false-light plaintiffs involved in matters of
public concern must prove actual malice. (A point of interest:
Tee Hills' lawyer was Richard Nixon, later U.S. president.) '

Courts are most likely to find disclosures highly offensive In
%0 ways;

not

1 Fictionalization, which is the embellishment or addition of

Wormation to an otherwise factual presentation, a device more

“mmon to television or stage dramatizations than to news cov:
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i 2',DiSt°rti0n, which occurs when elements of a story af

| iitl‘lely Juxtaposed, or when information is omitted, presen
of context, gp presented in an improper context.
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The fact that the
. € same as the na
lisher or otherwis
the publishe

;“:eo;zef 1!; the publication is coincidentally
wrdlited A PEI‘SOIII not intended by the pub-
] Or even similar to the character in

will not support, a false-light privacy

:rti::lizts t:)e:;:llots and charalfte::s are fictional
people are coincidental, While
prove helpful in marginal cases, they are not
revent false-light claims,
also can occur in simple news stories when a
Or exaggerates facts and quotes. While such
iy plorable as a matter of ethics, they also can
f In legal prol.)lems. In Cantrell v. Forest City Publishing,
fgi f:j;;?;ﬁ- (:Ifl;r:,l::w of an accident victim successfully sut?d
y after a reporter for the Cleveland Plain
Dealer wrote a story that implied he had spoken to the woman
at her home. She argued that the story held her and her family
up for pity and ridicule, humiliating them and causing mental
distress. The Supreme Court in 1973 upheld the verdict, agree-
ing that the publication knowingly cast the family in a false
light by substantial misrepresentations.

To succeed, a false-light plaintiff must prove the alleged mis-
representations were significant. A plainly unbelievable story —
one with facts that defy reason and logic — still can be the basis
of a successful false-light claim. Minor falsifications, as in libel
cases, will not sustain a false-light privacy claim.

and that any simi|
disclaimers might
a fail-safe way to p
Fictionalizatign
writer fabricates
distortions are de

Distortions. Until the upsurge in so-called TV “docudramas” and
“nfotainment,” news organizations were much more likely to
find themselves defending false-light lawsuits over instances
involving information out of context or inappropriately juxta-
posed with other information. The Newsweek example is il-
lustrative. The subject, photographed in a public place in the
course of a newsworthy event, would have had little recourse if
a photo caption simply had said police f?isked him.during a d.rug
sweep. However, the use of the photo with the various headlines
utlines implied that the subject of the photo was a suspect
i drug eveep that was bt oL B8 EEE Ot of s
Courts will closely scrutinize the accuracy O Ermtk
captions or descriptions of the photographs or ‘;’ ?;e: e
aring with text. The use of file photos and Vi
appeart ommonplace in most news organizations but can pose
ey tices should raise red flags when the subject
problems. Such PrOCHEEC - el might be identified. Editors
- lsksens::zliﬁ ;Jare when selecting file photosl or footage. of
i té'id 9 :g to illustrate stories on drunken dl‘l'\flng or using
e : cccler:a:s for hard-to-illustrate stories on delicate, contro-
street S

versial or possibly embarrassing topics.
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Appropriation

Definition: The use of a person’s name, likeness or image, with-
out permission, for commercial gain.

Appropriation was one of the first privacy torts to develop, in
part, because it resembled property rights — an area of law fa-
miliar to nineteenth century courts. But it is also a tort with
which courts initially had difficulty because it alleged a mental
harm based on unwanted publicity. The field of psychology was
not highly developed, and the notion that something as in-
tangible as mental suffering could be quantified for the purpose
of monetary damages troubled courts.

Though private people sometimes make claims of commercial
appropriation, most claims deal with celebrities trying to protect
the commercial value of their names and likenesses — a more
recent legal development.

A Right to Publicity. Courts consistently have balked at the no-
tion that people who seek public attention could claim a mental
harm based on public exposure. While courts are not likely to
award public persons damages for mental harm in appropria-
tion cases, they have recognized a property-like right when
someone uses the name or likeness of a celebrity or other public
person for financial gain without authorization. In some states,
people can barter and inherit this right to publicity.

Most commercial appropriation cases involve advertising or
related enterprises, where the defendant has attempted to capi-
talize on a celebrity’s name and identity. For example, an enter-
prising portable toilet business borrowed the phrase “Here’s
Johnny,” Ed McMahon's nightly introduction from The Tonight
Show With Johnny Carson, to advertise its product. To capital-
ize on the link, the firm also advertised itself as “The World's
Foremost Commodian.” Even though neither his complete name
nor likeness was used, Carson won his appropriation claim in
1983.

The use of celebrity look-alikes and sound-alikes is common
practice in advertising and sometimes results in appropriation
lawsuits. Courts typically ask if the impersonation effectively
pirated the celebrity’s distinctive style or identity. The Ninth
Circuit upheld a $2.5 million judgment for singer Tom Waits,
whose raspy voice was imitated in an advertisement for Frito-
Lay corn chips. The court held that Waits had a property right
“to control the use of his identity as embodied in his voice.” Ath-
letes have even raised this issue in the context of videogames
using virtual players who are nearly identical in all but exact
facial features to their real-life counterparts, While the results
have been mixed in the courts, the key issue is generally
whether the game developers failed to transform sufficiently
each player’s identity or likeness in creating the games.

T.he news n’ledia do not .violate t.he right of publicity by using
an individual’s name or likeness in reporting news or to pro-
mote news content, but must be careful not to imply, without

<
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permission, the person somehow is endorsing t, -
publication.A key consideration for courts in gy,
whether the so-called news article is just an excuse tg ,

celebrity’s photographs (that is, simply to publish Valua?]! the
embarrassing photographs to obtain a commercia] advant e o
whether they are incidental to an article of actua] news valie) or

In the only appropriation case it has decided, the S, l'e.
Court in 1977 held that the news exemption did not apply{l’netme
case of a performer, the “Human Cannonball,” whq earne lilie
living being shot from a cannon. Hugo Zacchini’s entire peyy, 8
mance from cannon to net lasted fifteen seconds, Whey, a;';
station broadcast his entire act on a news program, he gy i
appropriation and won. The Supreme Court in Zacchin;
Seripps Howard Broadcasting refused to block a jury trial 01;
the $25,000 damage claim despite the program's newswortp;.
ness because broadcasting the entire act so threatened the £00-
nomic value of the performance.

The use of names and likenesses also can pose problems iy
literary works, films, television and other forms of communics.
tion. Obtaining consent or permission is an important defense,
and many studios and producers will do exactly that to avoid
claims, in spite of the cost. Most problems are avoided by the
use of signed releases or consent forms, but lawsuits still occur
over, for example, the breadth or interpretation of those agree-
ments.

Definition of Commercial. The potential breadth and definition
of what is or is not a commercial use can be a hotly contested is-
sue. Many courts limit these laws to the actual commercial sale
or advertising of products or services, thus allowing some films
and documentaries without triggering these laws.

INTENTIONAL INFLICTION OF EMOTIONAL DISTRESS

The wide berth the First Amendment affords professional com-
municators makes it difficult for people who feel harmed by the
media to succeed in court. Libel law, discussed in Chapter 6, ré
quires plaintiffs to prove that defamatory information is false,
and that the publishers of alleged defamations were at fault -
that publication resulted from either negligent or reckless pfac'
tices or with outright knowledge of falsehood. False ligh‘_f -
sion of privacy typically imposes similar burdens on plﬁlntlffs’
and plaintiffs under the embarrassing private facts tort by
little chance of recovering damages when involved in matte{s;
public concern. As a result, lawyers sometimes file other km "
of legal actions, often in tandem with libel or privacy e
based on general legal doctrines that have largely develope
outside the umbrella of First Amendment protections.
One such end-run approach is the tort of intentional 1 i
of emotional distress, based on something akin to e commes
law doctrine of malice or ill will. It allows recovery of it t
for severe emotional harm or deliberate or reckless conduct the

jetion
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il fing media case on intentional inflictj,
The unfolded in the 1980s after a dispute 1,
g8 al Larry Flynt, publisher of Hygyfe,
Ay m(:]err}' Falwell, a prominent Virginia-ba
e Rev- case was the subject of the movie The
L‘L‘f; well sued Fl_ynt. ax'ld Hustler ff)r libel, invasion of pri.
ﬂ; nd intentional infliction of emotmnal‘ distress after the
! perand cmd? t:fke-off of “The first time _» advertising

. of Campari I',xqueur. The .campaign focused on celeb.-

s who recalled their ﬁrst experiences imbibing the upscale

e, Double-entendre in the interviews gave readers the im.

.n — until the end of the ads — that the celebrities were
scusing their f%rst”st‘axual fzxperlences.' Hustler cast Falwel] ip
e o the “first-time” Interviews, reporting that his first sexya]
geounter was with his mother in an outhouse,

Bustler published a disclaimer stating that the page was an
gertising parody “not to be taken seriously” The Roanoke,
Viginia, jury found in favor of Hustler on the libel claim, hold-
ing that no reasonable person would believe the parody to be
troe. The judge dismissed the privacy claim, because only ap-
popriation is recognized as an invasion of privacy action in
Vrginia, and Falwell's identity had not been appropriated for
anmercial purposes. But the jury awarded Falwell $200,000 on
tte emotional distress claim. The U.S. Court of Appeals for the
Fourth Circuit upheld the judgment, reasoning that the actual
nalice standard for public figures in libel cases did not apply to
emotional distress. Flynt appealed to the Supreme Court.

The Court unanimously overturned the lower courts. Citing
punalism's Jong history of social and political caricature, Chief
fustice Rehnquist reasoned that allowing public figures to col-
let damages without proving actual malice would chill social
@d wltical discourse. He noted that the essence oft political
taening often focused on “unfortunate physical traits or po-
icaly embarrassing events — an exploration often calculated
b injure the feelings of the subject of the portrayal. The art of

“ @rlounist is often not reasoned or evenhanded, but slashing
:"g"’n?-Sided." The outrageousness requirement, l:le noted, “t')as
% and “would allow a jury to impose liability on the ba-
n-s?ft € Jurors’ tastes or views, or perhaps on the ba51slof th(.alr
® of a particulay expression.” To prevail, Rehnqu.t Sﬁld'
p}lbshcfﬁ Bures and officials must prove that the communication

“8¢and published with actual malice. 1 dis-
n s[s’ul'ts_t}'pically will not allow plaintiffs .to use emgtl;;l‘;:ation
¥ im: a“nS- to evade the defenses applicable to asp;s 2 defa-
N, D]ar‘tlcularly if the distress claim merely 1‘9101 g
Iyl “2Im. The Supreme Court conﬁrm.ed this r FDopeke,
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X setting outrageous.
.ntlonal infliction of emotional distress is the
ich focuses exclusively on the behavior of the
\ ample, in 1988, personnel from a Florida v
station went to g Joca] police department after officials disclosed
that skeleta] remains found a year earlier were those of a 6-
year-old boy reported missing three years before. A police officer
removed the child's skull from g drawer in a laboratory. Images
of the skull were broadcast as part of a report on crime, After
the boy’s family watched a newscast showing a dramatic close-
up of the skull, they filed an invasion of privacy and outrage
lawsuit. Trial testimony centered on callous comments made
during the TV station’s newsroom debate over whether to air
the close-up footage. A Florida appellate court rejected the pri-
vacy claim but held that the newscast easily surpassed the out-
rageousness requirement.

Plaintiffs also have received damages in some jurisdictions
for negligent infliction of emotional distress, which occurs when
media behavior exposes individuals to dangers that the media
should have reasonably foreseen. For example, a California
court in 1975 held a radio station responsible after a young
driver was killed trying to keep up with a disc jockey who trav-
eled around awarding prizes. It said that the accident was a
foreseeable consequence of the promotion, which encouraged
prize-seekers to rush from place to place. Other courts, however,
have been unwilling to hold the media accountable for unfore-
seeable or speculative consequences, such as copy-cat behavior.

A variant of inte
tort of outrage, wh
defendant, For ex

CONSTITUTIONAL AND STATUTORY PRIVACY

The privacy torts do not pres.ent t?le cfnly.reasons.for épem:f
caution when gathering and disseminating 1pformatlon: onsti

: nal concerns and privacy statutes, V{hlch plalce lllmltS on
pe ¢ have implications for journalists seeking informa-
g'overnnéen ,overnment control. Limits on how government uses
tlor;::aleil;lformation indirectly affect journalists. And such lim-
per

i i Phelps-Roper v. Koster, T13
i i ination of such regulations, see . : .

3 For an 1nteffstl;1§:3’;au;no[ding state had a significant mlere'st_m protecting pnvagc'{
T L0 o for a brief time and limited area, but striking stat'ute to extent i
g, attenc:le:; speech by defining covered “fuperals” broadly to include proces-
burdened too m

sions and other activities).
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nformation — in this in-
t and

liti-

i ment use of private i
:‘:;smf:tif;:{;ed era with its headli.n'es about gm't:'rnmen
private enterprise abuses — are politically attra’ctwe to po
cians and other policy-makers and records custodians. .

Constitutional privacy may prove indirectly relevant to new 5
gathering when individuals use these constitutional argumvnls
to bolster privacy claims against the news media, potc'nually off-
setting the presumption favoring publication of prwa_te facts
about matters of public concern. Statutory privacy designed to
protect individuals from government abuse also provides a ra-
tionale — sometimes unwarranted — for withholding informa-

tion from the public and news media.

Constitutional Privacy

Over time, the Supreme Court has defined a range of constitu-
tional privacy protections. Although the word “privacy” appears
nowhere in the Constitution, the Court has nonetheless recog-
nized a right to be free from unreasonable governmental intru-

sion and eavesdropping. For example:

« Reasoning that freedom from intrusion is based on a “zone
of privacy” around a person, not a specific place, the Court ruled
in Katz v. United States in 1967 that a government wiretap on a
telephone booth was unconstitutional.

« In NAACP v. Alabama, the Court in 1958 struck down an
Alabama law that required certain organizations, including civil
rights groups, to turn over membership rolls to the state. The
Court held the rule violated the associational rights of current
and potential members of the NAACP, who might not exercise
those rights out of fear of government retaliation.

« In Griswold v. Connecticut, a case challenging a state law
barring dissemination of birth control information, the Court in
1965 fashioned a right of decisional privacy based on the rights
implied in the “penumbra” of various amendments to the Con-
stitution. The case laid the foundation for the controversial
1973 Roe v. Wade decision that recognized a woman’s right to

abortion.

Citing its decisions in Griswold and related cases, the Su-
preme Court, in Lawrence v. Texas in 2003, struck down, by a 6-
3 vote, a state statute that made consensual sodomy between
adults of the same sex criminal. Writing for the majority, Jus-
tice Anthony Kennedy articulated a rationale based on re’spect
for the private lives and intimate choices of two Texas men who
were arrested in an apartment:

Liberty protects the person from unwarranted government in-
t'rusions into a dwelling or other private places. In our tradj
tion the state is not omnipresent in the home. And there :
other spheres of our lives and existence, outside the ho are
where the state should not be a dominant presence FreedI:;l:;
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eyond spatial bounds. Liberty presumes "
f that includes freedom of thought, belier Qutyy,
ain intimate conduct. The instant cqg, 'i :Xpm&
person both in its spatial and more tran::el:;s

extends b
omy of 591
sion, and cert
liberty of the
ent dimensions.

The decision overruled the Court’s contrary 1986 pg ding :
Bowers U. Hardwick and promptefi a stinging dissent from in
tice Antonin Scalia, who, with Chief Justice Rehnquist apq st.
tice Clarence Thomas, questioned the existence of any fllnds'
mental constitutional right to engage in homosexua] COndu;-
Thomas added his own dissent in which he questioned the -y
tence of any general constitutional right of privacy, "

Most importantly to media professionals, however, hag beep
the recent willingness of the Supreme Court to recognize 4 o,
stitutional right of informational privacy — the right of ing;
viduals to control information about themselves. Concerng
about privacy had been raised in several cases addressing goy.
ernment use of computers to gather, store and disseminate ip.
formation about private individuals.

In 1976, Justice William Brennan expressed concerns aboyt
the effects of new information technologies on privacy. In
United States v. Miller, the Court held that individuals retained
no privacy interest in information voluntarily given to a bank,
Cautioned Brennan: “Development of photocopying machines,
electronic computers and other sophisticatéd instruments has
accelerated the abilities of government to intrude into areas
which a person normally chooses to exclude from prying eyes
and inquisitive minds.”

A year later, the Court acknowledged a right of informational
privacy in upholding a New York state practice of compiling and
storing in a computer prescription drug records on individuals.
Such a practice did not violate individuals’ constitutional right
of privacy, Justice John Paul Stevens wrote, so long as strict se-
curity was in place to ensure the privacy of the information. He
wrote the Court was not unaware of the threat to privacy im-
plicit in the accumulation of vast amounts of personal informa-
tion in computerized data banks or government files. Justice
Brennan, in a concurring opinion, echoed those concerns about
the threat of computers to privacy.

In Department of Justice v. Reporters Committee for Freedom
of the Press, the Supreme Court reacted to a long-standing con
Fern about the threat that computers pose to personal privacy;
it articulated the practical obscurity doctrine in response tod
news media request for information contained in a government
database. In essence, the Court reasoned in 1989 that comput-
ers have obliterated traditional barriers of time and space that
once afforded individuals a measure of “practical obscurity”
distance — from their official past. Because of computers,
Court noted, individuals no longer can move to another IJlﬂc".to
escape past deeds or count on the passage of time to dim oftici?
memories. Following this reasoning, it suggested that informa-

—or
the
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gince the Great Depr'essio‘n, government’s appetite for informa-
ton has GrOWDL steadily, hitting f}ﬁl stride with the Great Soc;.
¢y prOGTAMS of the 1960s that coincided with the growth of sys.
ns analysis — @ management technique that depended on vast
qounts of data. To balance governmental need for information,
puch of it personal, statutes were passed to ensure that govern-
pent gathered information only for specific purposes and that it
be used only for those purposes. One of the first such statutes
was the federal Freedom of Information Act, passed in 1966 to
esure maximum access to records of federal executive agen-
aes. While the act espouses openness, it also attempts to bal-
mce access with competing values. The result was nine exemp-
tuns, several of which raise privacy concerns as grounds for
vibholding information. (The federal Freedom of Information
Ais discussed in Chapter 17.)

Exemption 3 applies to records specifically exempted by other
leferal statutes. For a statute to qualify under the exemption, it
Tt establish criteria or types of matters for withholding and
tlow o discretion by agency personnel. Laws governing nu-
"Ls agencies, including the Internal Revenue Act, which

fls personal income tax records, fall into this category. The
“0Ption also covers the Census Bureau, the Consumer Prod-
4 Silety Commission and the Federal Trade Commission. .

IEm;.;tion 6, which applies to personnel, medical and similar
‘::r’;telff information that would “constitute a clearl?r :;1}?

erstallid-mvasmn of privacy. Implicit in this langu‘;‘g:3 lfn inz
ey, o8 tha.t a balancing process must occur to determ

* Withholding is warranted. The “similar files” wording

& .
xe;n 2plied to 5 range of information.

. . e-
nd Plion 7 covers disclosure of certain law enforcement r
]
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would be Public. The |, Jurisdiction where the crime occurred

. ourt gaj d .
ba.] ance typically favors wj Wt VB o

tained ip computer g, Withholding records when they are con-

issues, includ )
members of dn(llg the privacy interests of family
a deceased person. It grew out of requests for pho-

by o
1993, he was found de:dCfJUHSB . _the Chn.t oA Mhile Holge.Is
tional Park Service, th Bl‘rfllla . ¢ e s DG, Tharlla
i B » the FBI, committees of_ the House anc% Sen-
6 e of Independent Counsel independently inves-
tigated. All concluded that his death was a suicide, but rumors
fmd doubts lingered. The District of Columbia Court of Appeals,
(lin 1999, denied the records request of Accuracy in Media, a me-
la watchdog organization, which had requested the photo-
graphs from the National Park Service. Allan Favish, a lawyer
who had participated in that litigation, renewed the request in
California by serving it upon the Office of Independent Counsel,
seeking 150 photographs.

The office released more than 100 photos but withheld sev-
eral for reasons at first not clearly articulated. Favish later
dropped twenty-one photos from his request. Eventually the of-
fice relied upon the privacy language of Exemption 7. The dis-
trict court ruled for Favish on one photo and certain issues re-
garding the quality of the photos but withhfald ten. to Protect the
privacy interests of Foster’s family. T,he Ninth Circuit Court of
Appeals reversed the district court’s ’ruhng and h.eld thgt,
though the privacy interests of the f;jumly were a'Va_hd conSIfi‘
eration, they had to be weighed against the public mtereStﬂlln
the investigation. Because the court of appeals did not have ‘:

hotos in question, the case was remanded to' the district cour

?or further analysis and the required ‘t_nala.ncmg of th:l: f:(liv:l}iz
s interests. On remand, the district court orde

and acces I —— withheld, on privacy grounds, the

pilcg ok EE I1)\1 th Circuit affirmed. In 2004, the Supreme

other five. The Nin late court and held that under the

reversed the HPP;e?nbers have a right to personal pri-

. images of the scene of a close
vacy regardinghth;}?:wéﬁr;p};;d Sugch privacy i'nterests out-
relative’s deat 'h FOIA, the public’s interest in dlSClOISLFB.
whigheh un'derl:Cg v AT,'&T, the Court in an 8-0 decision erlxln-

In 2011, In that.corporations' while protected undf:r the
phatica]f:r hel:ment from unreasonable searches and seizures,
Fourth Amen

Court )
FOIA surviving family

I ]



264

are not shielded under the personal privacy language of Exemp-
tion 7 (¢) from FOIA requests for documents they provided to
government because corporations do not have personal privacy
rights and the exemption protects only the privacy of individ-
uals, not businesses.

The Privacy Act of 1974

The Privacy Act was meant to create a “Code of Fair Infor-
mation Practices” to regulate government agencies. The Senate
report on the legislation noted that one purpose of the act was
“to promote government respect for the privacy of citizens” by
ensuring that executive branch agencies follow certain rules re-
garding the gathering and disclosing of information. The Pri-
vacy Act is most likely to affect requests for information that is
not clearly covered by the legislation. In such cases, custodians
of records tend to be very cautious because the Privacy Act im-
poses penalties on custodians who release protected informa-
tion. Withholding information that should be disclosed, on the
other hand, may violate the federal Freedom of Information
Act, but that legislation poses no penalties for wrongly with-
holding information.

Other Privacy Concerns

A number of other federal and state statutes raising privacy
concerns can erect barriers to information gathered and kept by
government and, in some cases, private institutions. A few key
examples are discussed below.

Driver's Privacy Protection Act. Driver's license records have
long been a source of useful information for journalists, more so
in recent years with the growth of computer-assisted reporting.
In 1991, for example, the Miami Herald used a computer analy-
sis of state Division of Motor Vehicle records to show that many
drunken drivers were being put back on the road. In 1997, how-
ever, federal legislation began limiting access to such records.
The law, passed in 1994, was partly in response to the slaying of
California actress Rebecca Schaeffer by a fan who located her
address through driver records obtained through a private in-
vestigator. The intent of the law is to inhibit stalkers and any-
one else who might harm an individual after linking a name
with an address. The federal legislation contains a provision
that allows states to disclose such information if they enact a
provision notifying drivers that they have an option to withhold
personal information.

Several states challenged the law, arguing that Congress had
overstepped its authority in attempting to regulate a state prac-
tice. The Seventh and Tenth Circuits of the U.S. Court of Ap-
peals upheld the law. The Fourth Circuit, however, sided with
South Carolina, which argued the law was unconstitutional be-
cause state driver’s license information constituted internal
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state activity and lay beyond the scope of congressiong) o
diction. The Supreme Court, in Condon v. Reno, re"erseﬂn-s'
9000 the Fourth Circuit. The unanimous opinion by Chief Jum
tice Rehnquist held that the release or sale of drivers’ liceng, ; ;
formation constituted interstate commerce, thereby giving Con:

gress regulatory authority.

The Buckley Amendment. Enacted as the Family Educations]
Rights and Privacy Act, or FERPA, the Buckley Amendmep E
quires educational institutions receiving federal money to keep
certain student records private. Directory information such i
names, addresses and majors is not covered. Academic recorgg
including non-criminal disciplinary records, are. Before 1992:
the Department of Education advised institutions that campug
crime records should be considered student disciplinary records
— a position that frustrated many media organizations, partjcy.
larly campus newspapers. A 1992 amendment, however, stateg
that crime reports are not educational records and cannot be

withheld as disciplinary records.

Rape Shield Laws. Whether to publish the name of a rape victim
is a controversial topic, both legally and ethically. Rape shield
laws were designed to encourage victims to come forward by
preventing the additional trauma of publicity. Some courts have
upheld such laws. In Florida, however, the state supreme court,
in 1994, upheld a ruling that the state’s law was unconstitu-
tional in a case spawned by the William Kennedy Smith rape
trial. The court relied heavily on Florida Star v. B.J.F., which
held the news media should not be punished for publishing
truthful, lawfully obtained information about matters of public
concern absent a state interest of the highest order.

Juror Shield Laws. Much has been said and written about pro-
tecting jurors’ privacy, particularly since the Rodney King police
brutality and the 0.J. Simpson murder trials. Since the Su-
preme Court’s 1984 ruling in Press-Enterprise v. Superior Court,
jurors’ selection and identity have been presumptively public
matters. But after the King and Simpson cases, and the Timo-
thy McVeigh trial in the Oklahoma City bombing, the tide began
to change. Citing privacy, judges appear to be routinely impanel-
ing anonymous juries, a practice once reserved for the trials of
organized crime kingpins when juror safety was a factor; and
some states have passed laws expressly allowing the practice.

Computer Privacy. Journalists depend increasingly on informa-
tion contained in computer databases, the World Wide Web and
other computer-based sources. Indeed, going online is allowing
journalists greater speed and access to more information. Many
significant news stories are based on an analysis of government
databases. Most laws dealing with computer privacy are de-
signed to place limits on government. The Computer Matching
and Privacy Act of 1988, for example, limits the ability of 80V
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The computer!prw.acy debafe also hag begun to focus on pri-
wte-sector information practices. In 2000, after conducting g
eries of Web §ite surveys, th(_a FTC abandoneq its long~standing
sy supporting sglf-regulatlon. In§tead, It announceq support
for federal legislation to protect online consumers, mych, t, the
tismay of the Online Privacy Alliance, ap informal industry coa.
lition that included some of the biggest online Companies, FTC
officials recommended that Congress establish standards re-
garding online information collection, Moye recent controversieg
heve focused on the search information, emaj] and personal
identifiers retained by companies such as Google (including
YouTube) and various cellular telephone providers.

In 2014, the Pew Research Center published a study that in-
dicated most people are generally not worried aboyt the collec-
tion of their search information and receipt of targeted advertis.
g if that's the price for getting certain online services at no
wst, though many also indicated Some concerns about tracking
geographic locations through mobile devices,

A growing privacy concern involves the posting of diary en-
ies and other information by individuals on online social net-
working sites such as Facebook and LinkedIn. Many students
ad others have found that once information is posted and
widely shared, the expectation of privacy lessens. Employers,
§overnment agencies and others have used these sites to gather
nformatiop about individuals, In 2007, Facebook triggered sub-
tantial public criticism with its Beacon advertising program
Ut transmitreq users’ online purchasing information to their

lends on the social network. Facebook ultimately changed the
Program, addeq an opt-out feature, and apologized to its WSBER.

“urse, these issues with Facebook, Twitter and other social
zzgl;lhmeﬁ 8s well as search engines continue to arise here and
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Health Insurance Privacy. The privacy rules under the Health
Insurance Portability and Accountability Act of 1996 took effect
in 2003. They do not directly apply to the media, but they do af-
fect many businesses, including hospitals. They probably are
more likely to refuse to release information about patients or
even to confirm that an accident victim has been admitted. In
addition, the law may influence the tone ap
privacy legislation.

The HIPAA rules limit the use and disclosure of individualg’
health information by doctors, hos
houses,

d direction of future

pitals, health-care clearing-
insurance plans, their business associates, and many

employers who provide health care or coverage. For example,
employers may not use the information to make personnel deci-
sions, and any covered entity may only disclose the information
for purposes related to treatment, payment and health care op-
erations, unless the individual has provided a clear, voluntary
authorization permitting disclosure. The rules also require that
each covered business adopt privacy procedures and train a des-
ignated privacy official to assure compliance.. )

The rules do not provide for private lawsuits seeking enforce-
ment but do provide for investigations by the Departfnfant of
Health and Human Services, which can then seek- civil and
criminal penalties for violations. Exa.mpl_es of exceptions ;1110_“"
ing disclosure, even without z?tuthunzatmn by individuals, in-
clude public health investigations, lr:fw enforcem‘ent, emergen-

i d national security; but there is no exF:ePt1on‘ for any re-
S urnalists — even for the release of limited information
e tO‘];J admission and discharge dates of patients. .
comi(:rnll ‘f and its consequences took on new importa}nce with
tht;P 231;1 reporting on the Ebola story, causing journalists to at-




a

266

nt privacy with needed reports to the pub-

cally advised that they could release gen-
effort to keep

tempt to balance patie
lic. Hospitals were typi _
eral information without patient names in an

people informed about possible risks of exposure. '
A recurring problem with HIPAA has been the level of mis-

understanding of the law by health care providers that fear
claims over disclosures and therefore err on the side with-
holding too much information — even from close family mem-
bers of patients. If family members experience these problems,

journalists are certain to fare even worse.

Privacy After September 11, 2001

The terrorist attacks that took place on September 11, 2001,
have had a far-reaching impact on society, laws and notions of
privacy. These matters are still evolving. Interestingly, some
government officials responsible for security matters have re-
cently argued that privacy can no longer be equated with ano-
nymity in terms of personal information and private communi-
cations. They contend that government must have greater ac-
cess, particularly to certain telecommunications and financial
information, to guard against terrorist and criminal acts and
that the focus of privacy advocates should be on the creation of
legal safeguards limiting the permissible uses of that informa-
tion by government.

The USA PATRIOT Act increased federal authority in a
number of ways. It relaxed restrictions on the sharing of infor-
mation between domestic law enforcement agencies and intelli-
gence agencies, enhanced the government’s subpoena power to
obtain and inspect email records of suspected terrorists, ex-
panded bank record-keeping requirements to track transactions
and money laundering, and permitted roving wiretaps of sus-
pected terrorists. More than 300 pages long, the law received
virtually no debate or congressional oversight before its pas-
sage. The sense of urgency and fear following the attacks and
the fact that the law included a provision for its sunset in five
years facilitated its quick enactment.

Not long after his reelection in 2004, President George W.
Bush began urging renewal of expiring PATRIOT Act provisions
as well as expansion of certain powers of government to obtain
records without judicial approval. After months of negotiations
w?th Cm}gress and amid media reports of secret government
wiretapping of international telephone calls, a compromise was
r.ea.cllzed in 2006. The act was renewed with a few modifications
limiting some government powers to obtain routine library re-
cords and pr.o‘ndmg people served with terrorism-related sub-
et ot ipvecs. The espeny . 160

- ewal, though, made per-
manent most of the PATRIOT Act's provisions.

In 200.8, Presiden.t Bush a'nd Congress squared off and then
compromised regarding a major expansion of government's pow-
er to conduct surveillance, including a significant revision of the

e
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thirty-year-old Foreign Intelligence Surveillan, A
rules governing the liability of telec:ommunicati(msct and
that facilitated secret and possibly illegal EUVErnmm:om. ing
after the 2001 terrorist attacks. As part of th, o eap,
Congress included in the new law immunity for th, tem Tomig,
nications companies that had cooperated with the i Oy,
in conducting warrantless wiretaps, a hotly contesteq i Erhmey
led to prompt but unsuccessful legal challenges, [ 20;:% thay
dent Obama signed a four-year extension of the PATR];)'?RBL
as previously amended. But in 2015 the law and th, s At
collecting in bulk data about the telecommunicationg °f::1e tff
cans hit a legislative and judicial snag as key Provisions Ofen.
act were challenged and then expired for lack of 4 legis] t‘he
deal on revisions and an extension. alive
During the coming years, the pressure to invest governmen;
with new powers and to use computer technology and the Inter.
net to track and prevent terrorism will continue to be strong
The results may include not only a contraction of the priyaq;
rights of individuals, but also a contraction of sources of infor.
mation available to journalists. The controversies that arose iy
9013 and 2014 as a result of Edward Snowden’s disclosures of
data-mining by the National Security Agency only made more
obvious the potential impact of new technology on what once
seemed to be settled notions of privacy. While many continue to
debate the exact nature of the NSA’s data collection and the
impact of the Snowden revelations on national security, there is
no doubt that the furor over the NSA will fuel privacy debates,
new guidelines and a fresh look at government surveillance. In
2018, for example, the NSA announced it had purged hundreds
of millions of records logging phone calls and texts that it had
gathered from domestic telecommunications companies since
2015, apparently because the collection include files it was not

allowed to receive.

SUMMARY

Despite assaults on their privacy from various quarters = and
perhaps in part because of those assaults — Americans remain
strong in their belief in the right to be let alone. Privacy con-
cerns are manifested in constitutions, statutes and common I.aw
cases that attempt to balance individual rights with competing
values, including the right of the news media to publish and the
right of the public to be informed. It is to be expected that tl.le
rights of individuals and of a free and vigorous press often
clash. The balance has generally tilted toward the press because
of the bedrock principle that a democratic society works best
when information flows freely.

Journalistic excesses are not lost on the pub
ing opinion of journalism has been reflected in 5o
results of declining confidence can be seen in th
some court cases. Lack of public confidence in the
also can embolden politicians to pass laws limiting
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