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DATA-MINING AND MACHINE LEARNING BASED TECHNIQUES ARE
[MPORTANT FACTORS IN DETECTING SECURLTY THREATS

The main objective is to develop a solution that can perform the prediction on the
Cybersecurity attacks on the IT environment so that we can take the required
actions to safequard the system even before the attack.

~ Research Questions

1. WHAT WOULD BE THE EFFECTIVE METHOD TO HANDLE THE
ATTACKS ON THE APPLLCATION BY BREAKING THE CYBERSECURITY!

2. HOW WE CAN ANTICIPATE THE EVENT OF ATTACKS ON SECURITY WITH THE HELP OF ANALYZING THE
PAST INCIDENTS!

3. HOW THE MACHINE LEARNING AND DATA MINING TECHNIQUES CAN BE USED TO SOLVE THE REAL-
TIME PROBLEMS BY ANALYZING THE EXISTING DATA IN THE FIELD OF CYBERSECURITY!
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WE GOTNG TO ADOPT KDD FOR OUR THESIS THE DATASET WAS PREPARED BY COLLECTING TH

WHICH TS OTHERWISE KNOW u AJ INCIDENT DETATLS FROM SMALL AND

KNOWLEDGE DISCOVERY TN DATABASES MEDIUM ENTERPRISES IN SOUTH KOREA AND
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Implementation And
Evaluation

[MPLEMENTATION - W DID[UT HA £ ANY SPECTFIC TECHNIQUE THAT NEEDS TO B
APPLIED TO PERFORM INTRUSION DETECTION TH POSSIBLE ALGORITHMS WOULD BE
DECISTON TREE, ARTIFICIAL HE,FA L NETWORKS, OR EVEN CLUSTERING T E(HHIU”E

ON TOP OF THAT, WE HAVETO [JE‘V'HUPEA!VM(HIHE LEARNING SOLUTION

EVALUATION - THE CLASSTFTCATION MODEL WILL BE EVALUATED USING THE DIFFERENT
EVALUATION M[TPI[ LLKE THE ACCURACY OF THE MODEL, PLOTTING A CONFUSION
I

IATRLL CALCULATING THE PRECISLON SCORE, AND CALCULATING THE RECALL SCORE ‘
VALUE @
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