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dicussion 2

2.8 million CenturyLink customer records exposed by unprotected database

A thirdparty mongoDB database which contain centurylink customer records has been under risk now.The database was found
by the security firm Comparitech working with security researcher Bob Diachenko.the information of the records are left
unprotected .the information of all the tech company customers are left accessible.the information is been on internet for around
10 months.The information contained included name, email address, phone number, home address, CenturyLink account
number, notification logs and conversation logs.the database was locked by down by september 17 by the cyber security.the
century link was doing internal investigation in this issue and refer the matter to FCC before informing to customers.
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Ocala city loses over $500,000 due to spear-phishing attack

In the news this week is the revelation that the city of Ocala in central Florida lost more than half a million dollars to scammers. The
scammers, pretending to be construction workers, sent a phishing email to the city department with a legitimate invoice. They
requested an electronic transfer for a payment for completed construction work. This was all they needed to trick the employee who
transferred $640,000 to scammers’ bank account. By the time the scam was discovered, the scammers had already withdrawn

more than $500,000 from the account. Only $110,000 has been recovered.

From a security point of view, | find it surprising that:

« Only one employee had the power to authorize the transfer of $640,000. You would think that such a large amount would require the authorization of at
least three employees to transfer.

* The one employee who transferred the money was unable to spot the mistake in the email which was the extra letter which was not part of the
legitimate contractor’s email. A poorly trained employee had so much power over city funds.

= The scammers had as much inside information. If there is no one (one of the city employees) who helped facilitate the attack, then they have to worry a

lot more about protecting their inside information.

https://cyware.com/news/ocala-city-loses-over-500000-due-to-spear-phishing-attack-d20102bd
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Recent Ransomware Attack

Ransomware attacks continue to be a leading cause of breaches across a broad spectrum of organizations from businesses to government
agencies. A recent incident reported on the 271 of October involved TrialWorks, a leading provider of legal case management software for
customers such as law firms and attorneys. The incident happened on or about the 13t of October when the company notified its customers
about an outage that was affecting their access to documents stored on hosted servers. This was followed up a day later by another notification
that attributed the incident to a ransomware attack. According to Paganini (2019), at the time that he wrote his article, the type of ransomware
nor how the ransomware was introduced into the company’s servers was known. The company was able to regain access to its servers but how
this was done is also unknown. The speculation described in the article suggests that the company paid the ransom and obtained the decryption
keys to unlock their servers. This article is a prime example of the chaos caused by ransomware to organizational computers.
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