DISCUSSION POST 2

CSIRT is an abbreviation for the computer security incident response team. An increase in the
volume of cyber-attacks on businesses has necessitated the need for better incident response. The
ditference between CSIRT and the aditional security operations center (SOC) is that SOC focuses
purely on threat detection and analysis, whereas CSIRT is a cross-functional response team which
is made up of specialists than are able to handle ery aspect of a security incident, which include
thf:l SOC team members. The efforts of CSIRT include technical aspects of the incidences of a

breach, helping legal, management of internal communication, as well as the creation of content

for those who must field inquiries of the media. (Mohd, 2016)

An effective CSIRT is formed in organizations by including relevant stakeholders who are:

executive sponsor; this is a leadership role that is fulfilled by the CIO or the CISO, and it involves
internally promoting the work of the CSIRT, taking back the report to the board so as to ensure
that the team gives support to the highest level. Another role is the lead investigator, which is a
technical resource such as a security analyst; this is responsible for carrying out investigations
concerning any security incident of security that may take place. The role of the incident leader
manager is also considered; these are responsible for coordinating the CSIRT. Other

responsibilities included in creating an effective CSIRT are legal responsibilities, communications

or public relations, and Human resources. (Tanczer, 2018)

The components of a successful CSIRT are Viability, incident management, process workflows,

threat intelligence and collaboration, and information sharing.

Viability: after deployment of a variety and security products in the average enterprise. viability

put into the out of such tools makes up the basis of any incident response system.
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Incident management: the best incident response system enables the orchestration and automation

of the security products in use by the organization.
Process workflow: automation of the orchestration workflow is one of the key capabilities that

should be part of the response system. This gives\ﬂ to a more efficient process and greatly

minimizes repetitive tasks for analysis.

Threat intelligence, as an effective incidence system, should be able to incorporate threat

intelligence feeds. Including the capability to correlate threat intelligence makes it easier to find
out the patterns of attack, potential vulnerabilities. and other continuous risks to an organization

without employing the manual analysis.
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(E_T/E’ Article Error You may need to remove this article.

(E_T/E’ P/V You have used the passive voice in this sentence. Depending upon what you wish to emphasize
the sentence, you may want to revise it using the active voice.
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(E_T}’ Verb This verb may be incorrect. Proofread the sentence to make sure you have used the correct fc
of the verb.
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