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LOOPHOLES FOR INSTANCES OF CYBER SECURITY TO OCCUR. THIS PAPER WILL
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RELEVANT SECURITY AGENCIES. THIS MEANS THAT THE COMPUTER NETWORK

Response Planning

8 ONE CYBER INCIDENT RESPONSE PLANNING CONSIST OF SEVERAL BUILDING
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REPORTING TO SUPPORT THE TEAM AND EXAMINE IF THE EVENT WILL OCCUR

Team organization

8 TEAMS MIGHT CONSIST OF ORGANIZED INDIVIDUALS CALLED CSIRT. THIS

« Developing organized policies and other procedures in the incident response
« Gathering the forensic information to support the analysis and any other legal actions
« Remediating the ICS after the incident

Setting Up Policies and Procedures While having the procedures is very necessary during the cyber

attack response, some of these procedures are costly (Forte & Power, 2007). 8 MANY TYPES

 Human Resource: 8 POLICIES SHOULD BE MADE TO INCLUDE TO THE ADDRESS
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ACTIONS.

e Information Disclosure: 8 THE POLICIES MUST BE DESIGNED TO ALLOW THE
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ONE SITUATION THAT TRIES TO ILLUSTRATE APT ATTACK WHICH HAS BEEN

When and how the event correlation process is used.

The event correlation process is used when a failure happens in the network central node. Event
correlation processes are used to determine immediately the root cause of the operational
problems/problems of failures that may reflect in the business of the company. It is also used to
identify and parameterize the effect of failures. It also allows companies to take a practical instead
of reactive attitude. It makes it easy to differentiate the most common alerts from those that may
really have some considerable effect n the businesses. Lastly, it is used to allow the development of
graphical rules in a drag-and-drop interface to the events and the conditions for the generation of

alarms (Langill & Knapp, 2011).

Important Elements of Successful Monitoring Security Zones TCP-RST- When this feature is
enabled, the system sends a TCP segment with the RESET flag set when traffic arrives that does not

match an existing session and does not have the SYNchronize flag set (Langill & Knapp, 2011).
Interfaces- This is a list of interfaces in the zone.

Policies- Active security policies that enforce rules for the transit traffic, in terms of what traffic can
pass through the firewall, and the actions that need to take place on the traffic as it passes through
the firewall.
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Screens- A Juniper Networks stateful firewall secures a network by inspecting, and then allowing or
denying, all connection attempts that require passage from one security zone to another (Langill &

Knapp, 2011).

Address books- IP addresses and address sets that make up an address book to identify its

members so that you can apply policies to them.

10 WHY THE INDUSTRIAL NETWORK PROTOCOLS BECOME COMMON
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COMPARATIVE FROM MULTIPLE POINTS OF VIEW TO STANDARD VENTURE
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The Future State of Security of ICS The following are proposed changes that must be made to the
PureLand Water waste ICS:

1. 5 ALL CHEMICALS AND SUBSTANCES THAT ARE LABELED CFATS SHOULD

3. 5 THE INDUSTRIAL CONTROL SYSTEM SHOULD BE SUBJECTED TO

4. 5 THE COMPANY SHOULD CONSIDER IMPLEMENTING ITS DATA BACKUP

5. 5 ALL COMPANY NETWORK SYSTEMS ESPECIALLY THE ONES FOR THE ICY

Conclusion

5 IN CONCLUSION, DESPITE THE FACT THAT PURELAND WASTEWATER
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WHICH CAN LEAD TO SABOTAGE AND CLOSURE OF THE ENTERPRISE (BEN ET

Martin, J. (2013). 3 BUSINESS AND TECHNOLOGY. NEW YORK CITY: McGraw Hill.

Knapp, E. 11 D., & LANGILL, J.T. (2014). 10 INDUSTRIAL NETWORK SECURITY:

Eschelbeck, G. (2005). 5 THE LAWS OF VULNERABILITIES: ¢ WHICH SECURITY

Forte, D., & Power, R. (2007). 8 PHYSICAL SECURITY, OVERLOOK IT AT YOUR OWN

Cole, E. (2012). 9 ADVANCED PERSISTENT THREAT: UNDERSTANDING THE

9 MATTIOLI, R.,& MOULINOS, K. (2015). 9 ANALYSIS OF ICS-SCADA CYBER

critical sectors. Heraklion: ENISA
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MAJOR WEAKNESSES IN THE PHYSICAL DESIGN
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PureLand Wastewater is company that provides services
regarding treatment of waste water with special
emphasis being on the chemical manufacturing and
biological fermentation

Source - Another student's paper

However, recent revelations by the Department of
Homeland Security and its internal audit shows that there
are various loopholes for instances of cyber security to
occur

Source - Another student's paper

This paper will be a Cyber Security Improvement Plan for
PureLand Wastewater

Source - Another student's paper

Description of the Current State The current state of
affairs in regards to cyber security for the company is not
good

Source - Another student's paper

Overview of Network Weaknesses PureLand Wastewater
has a computer network system that powers some of its
operations such as storage of data and such similar
activities
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However, according to the evaluation that is done, the
company’s network security system is not that secure

Source - Another student's paper

This is because the evaluation report indicated that tat
some point, there were 0% compliance with the cyber
security regulations as provided by the Department of
Homeland Security and other relevant security agencies
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This means that the computer network system is weak
and prone security breaches
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One of the threats is that of hacking
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The computer network security of the company has basic
security mechanisms that exposes it to unauthorized
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access through activities such as hacking
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Another threat is stealing of confidential information by
the employees who have access to the database through
giving their passwords to unauthorized people
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Another threat is that of theft as was identified by the
Department of Homeland Security
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Desired future state The desired future state of the cyber
security for the company is one where all the possible
common security threats are taken care of
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This is to ensure the company computer network system
is secure for certain common security breaches such as
unauthorized access
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The company also desired to have an incidence
response plan, in case the company is faced with
incidence of security breaches, they have a formula of
handling to the situation to avoid the increase damage or
impact that such incidences can cause to the company
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Business and Technology
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New York City

Source - Another student's paper

Current state for Security of the ICS
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Network design The system design for the Pure land
wastewater company is a Local Area Network, and the
main weaknesses with this type of interface design
include

Source - Another student's paper
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risk of being hacked since all the devices are visible on
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A single attack may render the entire system less
operational due to the networking constraints associated
with LAN

Source - Another student's paper

However, my suggestion is that the company could
consider strengthening the LAN by ensuring that each
computer has up to date antivirus and data encryption
features are updated ass which would help to curb the
possibility of hackers attacking the system especially the
key computer that controls the sanitization of water by
the chemical (Forte & Power, 2017)
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For instance, some of the threats and vulnerabilities that
are facing the industrial control systems for pure land
waste water Inc
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exposure to cybercrime activities and the possibility of
the company plying direct role in terrorism
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- All chemicals and substances that are labelled CFATS
should not be used in the Industrial control system of the
company
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- The company should ensure that the network design
that controls the exchange of data in the ICS is secured
and there are no possibilities of having Advanced
Persistence Threats that can lead to loss of sensitive
data
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- The industrial control system should be subjected to
consisted t assessment and auditing to ensure that all
safety standards are upheld, and there is no violation of
CFATS regulations
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- The company should consider implementing its data
backup mechanism in the ICS to make sure that there is
a copy of sensitive data that can be relied upon when
cybercrime incident strikes
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- All company network systems especially the ones for
the ICY should contain password and encryption features
that can help to safeguard data from being stolen
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In conclusion, despite the fact that Pureland wastewater
provides commendable services, the issues remain
whether the company is observing the regulations
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It is essential that regardless how wanting the situation of
sanitization of wastewater should be, the impact of the
operation on the life of human being should be prioritized
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This can be done by ensuring that no poisonous
chemical is used in any ICS, and for the company, its
systems are well secured to counter cybercrime which
can lead to sabotage and closure of the enterprise (Ben
et al, 2013)
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5 Threats and vulnerabilities facing the ICS
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Desired Future State
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The following shows the processes of planning and
industrial incident management
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Response Planning One cyber incident response
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According to the definition, APT is considered as system
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them to have access to a given network by applying
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Basically, an introduction of the email was for the hacker
to easily obtain access to the system (Mattioli &
Moulinos, 2015)
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Beforehand, it was standard that ICS depended on
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Notwithstanding, as of late, framework advancement
costs have been lessened and profitability has been
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(Knapp, 2011)

Source - Another student's paper
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ICS can be found in assembling, handling offices, and
even power plants, which assumes a fundamental part of
running a nation
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An effective assault on ICS has a genuine effect on any
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A common coordinated ICS might be relied upon to work
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decades (Bodungen, Singer, Shbeeb, Hilt, & Wilhoit,
2017)
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On account of the significance of modern systems and
the conceivably destroying results of an assault, new
security strategies should be received
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Mechanical systems are being focused as can be found,
in actuality, cases of modern digital damage
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