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Abstract 


The main issue of this project is to develop a rule-based network intrusion detection system 


using Snort. A Snort system is a free intrusion detection system for system. A base is used as an 


output model. Therefore, when Snort and BASE are combined, it makes it easy for the intrusion 


detection data into a database to be logged to. After it has been logged into it can be viewed, and 


analyzed by use of a web interface. An intrusion detection system helps to prepare and deal with 


any attacks. This is done through collection of information from a number of systems as well as 


network sources then they get analyzed for any security problems that they may be prone to. 


Snort can be used in various methods including; network intrusion detection system, sniffer and 


packet logger. In sniffer, the sniffer detects the network packet and exhibits them. In packet 


logger, the program detects a person’s record data on the disk and lastly on the network intrusion 


detection system, the program detects the network traffic and compares it to specified rules. The 


Intrusion Detection to be deployed will basically include: a) the network IDS which will be 


behind the firewall and internal router b) the host-based IDS and the distributed IDS to be 


throughout the local network at strategic locations.  


Statement of the need 


The main purpose of the research is to determine whether it is possible to create and run multiple 


Virtual Machines, run different operating systems, on the same computer at the same time using 


the system. 


Objectives of the study 


The main objective of the study is to analyze the opportunities problems of the various aspects of 


IDSs. Below are specific objectives of the study: 
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1) Identify the capabilities of SNORT IDS 


2) To find out the problems faced by various IDSs 


3) To find out ways that could help improve the snort performance 


4) To survey the performance of snort 


5) To build a prototype model  


Research methodology 


Various techniques and tools shall be used so as to perform different tasks. If a new technique or 


tools is found when the research is already is process then it will be integrated into the project so 


as to come up with the best results.  


Tools to be used are: 


a) SNORT IDS 


b) SNORT Rules 
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