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inaccurate financial reports. It makes sense that by
to make these certifications, They're the officers Wl
the company's finances and overall condition,
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Form 10-Q and Form 10-K reports,
onForm 8-K.) Under the law, 33
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3 Figure 7.2 shows the relationship between
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What Is C0S0?

COSO was established in 1985 to identify factors that co
reporting. Five U.S. financial organizations sponsored C
Assodiation, the American Institute of Certified Public
International, the Institute of Internal Auditors,
C0SQ is a nonprofit organization.

In 1987, COSO issued a report on the factors th
Its report contained 49 recommendations to pr
You can read the 1987 report at https://mmww.
provisions mirror the report’s recommend.
the creation of effective ICFR.

In 1992, COSO issued guidance on internal controls. The COSO framework says that internal
controls are effective when they give the manage

The COSO Framework was uj
has grown more complex sin
will take organizations some
@ number of transition 3ppro:
framework through the end of 2014.¢0

The COSO Framework has five components. They are:

You can learn more aboyt COs0's
https:/ina.theiia.org/s

s

ntributed to fraudulent financiy
0S0. They are the American Accoy
Accountants, Financial E; &

XeCutives
and the Institute of Management Accoumams
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3t contribute to fraudulent financi
event and detect fraudulent financi
€050. org/Documents/NCFFR.pdf. Mai
ations. One of these recommendations c.

al reporting,
al reports,
ny SOX
alled for

ment of a company reasonable assurance that:
It understands how the entity's operational objectives are being achieved
Its published financial statements are being prepared reliably
It's complying with applicable laws and regulations

pdated in 2013. It was updated because the business environment
ce the framework was initially issued. COSO estimates that it

time to review and adopt the new framework. It has proposed

aches. It anticipates that companies will transition to the new

Control

This is the org
incude management philosophy and the col
control environment sets the foundation for
Risk assessment—This refers to the identifi
and external to the organization.

ion’s culture. Control environment factors
mpetence of the organization’s people. The
the other components of the framework.
cation and review of risks that are internal

Control activities—This refers to how policies and procedures are followed throughout
the organization.

f“ and ication—This add) how an organization col icates
information internally to its employees. It also addre

sses how an organization communi-

Cates to external parties. This component also addresses how information systems store

and generate data.
Monitoring—This refers to how the organization monitors its internal control systems,
“Internal Control—Int

egrated Framework” by visiting
-guidanceltopics/Doc

ecutive_Summary,pdf.
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B Surc~ the ECto review @ P!

ce years.

s Form 10-K and Form 10-Q
oxred® = once every thr 44 1¢ must do this o try 0 detect fraud and
report ote: S statements that could harm the investing public. The SEC has
i ol foacc s often tO review companies. SOX states the factors that

deciding to conducta review. Under SOX, the SEC
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it kept the

COBIT

In 1996, the Information Systems Audit and Control A:

first version of “Control Objectives for Information and related Te:

The fifth edition of COBIT was released in 2012.45 ISACA has moved away

the term “control objective” in the most recent version of COBIT. However.

popular term “COBIT" for the name of its framework.
ISACA recognizes that sinformation is @ key resource

is revolutionary. Previous versions of COBIT addressed only in
of the business goals of an organization. The COBIT 5

requirements independent BIT
Its aim is to help organizations create value from its infor-

framework is much larger-
mation technology assets. COBIT provides a framework for the governance and
management of those assets. It has five key principles:

for all cnterprises.”“" COBIT 5
formation technology
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fewill have pro¢ esin place that allow myestorf to reVlew'lhc
gt nv torSi-‘l condition” [nvestors will be more likely to investin companies that
o 000 arency:
fb\“\' find! il mnszl:mons also have an incentive t0 follow SOX. T
& onprofit orga™ anonprofit rganization is very important: [ NorE
{»;‘d W‘Tmamd[;n grants from othe entities t0 support A nonprofit organization
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helf OP"'a‘}ons;“nbuw {0 nonprofits that aren't managed wel to owners Of sh:areholqeys.
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\"mpwﬁm . 1sin place 1© properl)’ manage the organization pack into the 0f9amzatron 2
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Corporate Privacy Issues
(orporate information privacy covers a number of issues. Since companies have a ‘
number of different kinds of records, they must approach privacy from many angles. [
The three major corporate privacy concerns are: E }

+ privacy of employee data
+ privacy of customer data
+ privacy of corporate datd
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Companies
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