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CHAPTER 2
From THE COMPUTER UTILITY
TO CLoup COMPUTING

We arc on a shift that is as momentous and as fundamental as
the shift to the electrical grid, Tt’s happening a lot faster than
~ any of us thought.
—Arthur R. Jassy, head of Amazon
Web Services (Hardy 2012a)

* Most gencral accounts of cloud computing attribute the use of the cloud
image to its appearance in diagrams that identify key elements in a tele-
* ‘communications network. The term cloud computing emerged in 1996

- when technology leaders with Compag, then a major desktop-computer
company, met to discuss the future of computing and especially the Inter-
- net. Specifically, they hoped that “cloud computing—cnabled applications”
. would boost sales. Although not cntirely clear about this, they concluded
that online consumer file storage would likely be among the successful
applications. Their prescience was rewarding for the company because it
contributed ro Compaq’s decision to start selling servers to Internet scrvice
providers, which became a $2 billion annual business for the company.
However beneficial for Compaq, which HP bought in 2002, the server
decision was not as successful for one of the meeting’s participants, Scan
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O’Sullivan, who went on to start a less than successful firm selling file
storage and video-on-demand to individual customers. It was just too
early for this cloud to rain dollars, even on innovators with foresight. The
genuine growth of the cloud awaited the cxpansion in computer processing
power and in telecommunications networks, as well as a general econormic
recovery following the dot-com collapse of the early 2000s. It was not
until 2006 that the term cloud computing came into more general use as
companies, led by Google, Dell, and Amazon, started using the term to
describe a new system for accessing files, software, and computer power
over the Internet instead of from a computer’s own hard drive or some
other portable storage mechanism (Regalado 2011).

Defining Cloud Computing

There are those who belicve that the first use of the term in the twenty-
first century was by Eric Schmidt, Google’s CEOQ, when he described the
cloud ar an August 9, 2006, industry conference: “What’s interesting
[now] is that there is an emergent new model. I don’t think people have:
really understood how big this opportunity really is. It starts with the
premise that the data services and architecture should be on servers. We
call it cloud computing—they should be in a ‘cloud somewhere.”” The PC
maker Dell saw marketing value in the term, and in 2008 the company i
tried to secure a trademark for “cloud computing.” That attempt, which
upsct many in the industry, ultimately failed. As a result, anyone was ]”
free to use the term and many companics decided that the cloud was:a -
great way to capture the next stage in the development of online services
(Regalado 2011). o
There is no generally accepted definition of cloud computing. Indeed;
one overvicw suggests that twenty-five cloud pundits would likely defi
it in twenty-five different ways (McFedrics 2012). An entreprencur who:i}
teaches programmers how to use the cloud describes it as “a metaphor for !
the Internet, It’s a rebranding of the Internct. That is why there is a raging ‘4
debate. By virtue of being a metapbor, it’s open to different interpreta- 4
tions.” But the debate continues because “it’s worth money” (Regalado ‘F}};
2011). Most cloud analysts do not equate the Internet with cloud comput- -3
ing. Although cloud systems use the network of networks we know as the 4
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Internet to transmit data and applications, they also make use of private
nerworks that may be linked to the Internct but are separate from it and
accessible to only a fraction of users. Moreover, since cloud computing
also involves the customized provision of applications and services, it is
generally considercd to be more than a network of networks. Although
the cloud as a defining concept may eventually withdraw into the power-
ful banality of technologies like electricity, most agree that it has not yet
reached the sweet spot of generic universality (Linthicum 2013e).

As of 2013, years after cloud computing began to circulate in public
discourse and well after the first mass advertising, including two commer-
cials thar aired during the 2011 Super Bowl, Americans remained unclear

-about what it means. A survey of 1,000 adults carried out in August 2012

suggested that few people had even a rough idea of what cloud computing
means. Nevertheless, most indicated that they expect to be working “in
the cloud” in the furure and, when they had it explained, demonstrated
savvy in understanding its potential prDblcmSMPrlmarlly price, scc.unty,
and privacy (Forbes 2012).

When the U.S. government decided that cloud computing might be
a cost-effective way to deliver services, it pushed departments to consider
a move to the cloud. However, when department heads expressed little

- knowledge of cloud computing, the government’s chief information offi-

cer asked the National Institute of Standards and Technology (NIST) to
come up with a definition and description (Regalado 2011). So the clos-
est we have to a generally accepted formal definition is, in the words of a
NIST report, “a model for cnabling ubiquitous, convenient, on demand
network access to a shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or service pro-
vider interaction™ (Mell and Grance 2011), To put it in plainer language,
cloud computing involves the storage, processing, and distribution of data,
applications, and services tor individuals and organizarions. It is gener-
ally viewed as the fastest-growing, or near the fastest-growing, segment
of the I'T sector, even though in 2012 it represented only 3 percent of all
IT spending (Butler 2012b). NIST’s definition of cloud computing has
been widely accepted throughout the industry as an objective description
of the service. But it is important to understand that cloud-computing
descriptions, however objective in appearance, are typically conflated with
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promotion. Whether it is the federal government’s chief information offi-
cer, NIST, or the National Science Foundation, which in 2012 announced
its own commitment to fund cloud-compurting research, the goal is to
promote the cloud and not just to understand it. So along with the clear
definition, NIST proclaims, “The Cloud Computing modcl offers the
promise of massive cost savings combined with increased IT agility. Tt is
considered critical that government and industry begin adoption of this
technology in response to difficult economic constraints” (NIST 2013).

The Early Cloud: The Computer Utility and Videotex

To deepen understanding of what cloud computing means, it is useful to
consider how it is both an extension of earlier forms of computer commu-
nication and, at least in scale, a new development in the use of information
technology. In the 1950s, the computer scientist Herb Grosch forecast a

. world that would sharc computing resources so that no more than fifteen

data centers would be needed to meet the world’s information needs. In
the 1960s, the concept of the computer utility emerged when Stanford
IT expert John McCarthy imagined “computation as a public utiliry” (C.
Ross 2012). This was formalized in 1966 with the publication of Douglas
Parkhill’s widely read book The Challenge of the Computer Utility. Why is
it uscful to think of cloud computing as a utility? In part it is because some
specialists see the cloud as little more than an extension of the computer-
utility concept, once referred to as “time-sharing,” because usage time on
a central computer was shared by multiple users. For example, according
to Linthicum, “If you think you’ve seen this movie before, you are right.
Cloud computing is based on the time-sharing model we leveraged years
ago before we could afford our own computers, The idea is to share com-
puting power among many companies and people, thereby reducing the
cost of that computing power to those who leverage it. The value of time
share and the core value of cloud computing are pretty much the same,
only the resources these days arc much better and more cost effective”
(cited in McKendrick 2013a).

Most people are familiar with public utilities for resources like roads,
water, and electricity, which provide services to the public over an
infrastructure that urilities manage and operate. They can be owned
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by government or by private enterprise but when it is the latter, utilities
are typically subject to some form of local (city, community) or regional
(state, county, province) regulation. Without entering the dense thicket of
debate over whether they provide a net public bencfit over a competitive
market arrangement or whether the government-owned or private utility is
best, it is sufficient to state that the utility arrangement is rypically chosen
because it is expensive to build the infrastructure for water and power.
When governments conclude that duplicating infrastructure so numerous
CDIantltOI'b can enter the market will likely waste resources, thcy declare
a “natural monopoly” and establish a public utiliry.

As the concepts associated with compyter technology, among them
cybernetics, information processing, and communication flows, attracted
the attention of a wider circle of scholars and policy makers in the 1950s
and ’60s, some began to think of information as a resource not unlike
water and power. The shift from analog to digital methods of processing
information provided a tangible or material output that madc it easier
to think of information in resource terms. The mathematicians Claude

- Shannon and Warren Weaver (1949) built a widely accepted model of

communication flows that emphasized the materiality of communication
over the abstract senders and receivers through which communication
flowed. They were lcss concerned with the social forces that made some
people senders and some receivers than they were with identifying com-
munication as a tangible flow. When the economists Dallas Smythe and
Herbert Schiller began to turn their attention to communication in the
1950s and ’60s, they drew connections between their new field of study
and the resources, like agriculture and oil, that had occupied economists
for many years (Mosco 2009, 82-89). Around this time the computer
scientist turned public-policy analyst Anthony Oettinger developed a
general resource theory that linked -energy and materials to information,
and it became the conceptual foundation for the Harvard University
Program on Information Resources Policy, which Qettinger chaired for
several decades. When the communication scholar Marc Uri Porat (1977)
published his influential map of the shift to an economy powered by infor-
mation workers, it became time to think about an information economy.
These developments gave rencwed force to a view that had been debated
since the emergence of postal communication and extended to electronic
communication technologies, starting with the telegraph and repeated
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with the telephone, radio, and television. Is it appropriate and useful to
employ the concept of a resource to identify the product of these devices
and, if so, should this resource be organized in the form of a utility? Over
the years, different constellations of political forces produced different
policy responses to these questions. But with the foundation of think-
ing, for cxample, about the provision of telephone service as a “natural
monopoly,” experts examining the output of computer technology began
to wonder whether the resources propelling the information economy
were creating the need for a new utility.

Advancing this discussion of how to organize information resources,
Douglas Parkhill wrote about the challenges facing what he foresaw as the
coming computer utility. From the start Parkhill recognized that the idea
of organizing computer systems as a utility was in the air: “Even now the
subject of computer utilities is very much in the public eye, as evidenced
by many articles in both the popular and technical press, prognostications
by leading industrial and scientific figurcs and growing signs of interest
on the part of governments everywhere” (1966, v). Parkhill took this
popular idea and gave it the clear definition and specificity required to
move it forward. For him, there were five key components to the computer
or information utility: '

Essentially simultaneous use of the system by many remote users

Concurrent running of multiple programs

Availability of at least the same range of facilities and capabilities at
the remote stations as the user would expect from a private computer
A system of pricing based upon a flat service charge and a variable
charge based on usage | '
5. Capacity for indefinite growth, so that as the customer load
increases, the system can be expanded without limit by various
means

SV oS I

-

Parkhill envisioned the computer utility to be a public service in the
sense that it would make available to anyonc, wherever locared, a wide
range of information resources and services in an online form, With that
said, he did not make a commitment to any specific management form, but
rather addressed the merits of public, private, and mixed systems because
“it is necessary to consider each application of computer utility separately
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on its merits and balance off in each case the gains and losses resulting from
the adoption of the utility concept™ (1966, 125). Elements changc'd as
yesterday’s computer utility became today’s cloud-computing system, but
it is worthwhile to reflect on how much of Parkhill’s thought is repeated
in today’s discussions of cloud services. We are now more likely to ask if a
system is scalable rather than if it has the “capacity for infinite growth,”
but new terms should not mask the striking conceptual similarities. Parker
would go on to play an important role in implementing his vision of the
computer utility through the creation of what bore the discernible yet
odd name of videotex. This was a computer-based service that delivered
information from a central facility to users at terminals in their homes,
in public places, and, to a lesser degree, in businesses. Users were able to
interact with the service by making specific informarion requests. Parker
helped bring about the most advanced of these systems in a Canadian
government-sponsored project named Telidon. Because its use of color
images and its processing demands outstripped the capacity of the exist-
ing telecommunications network, the system did not advance far out of
the starting gate. Nevertheless, simpler systems featuring more manage-
able services were widely distributed. The best known of these, France’s
Minitel service, brought terminals to libraries, post offices, and other
public places, providing users with basic information like the telephone
dircctory, train schedules, information on government services, stock
quotes, and the opportunity to chat with fellow users and have messages
delivered to a “mail box.” The service provided millions of connections
each month and was not retired until 2012 (Sayare 2012). Videotex held
great promise as report after report predicted major transformations in
every aspect of life, with comparisons made to the automobile and the
television (Tydeman ct al. 1982). | '

Videotex was only one of many. cloudlike services that emerged in
the pre-Internet decades. In fact, what is very interesting to observe,
and often lost in the lincar histories that see the past as simple precursor
to the present, are the vast arrays of different applications that arose under
the resource/utility umbrella. Consider the atlas of clouds represented by

- the Sovict Union’s cybernetic systems of the 1960s, Chile’s experiment to
- bring about computerized workplace democracy and economic planning in

the 1970s, and the Pentagon’s development of a research computer network
that helped to create the Internet from the 1970s to the early 1990s.
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Cybernetics in the Soviet Union

In spite of World War IT’s devastating impact, the Soviet Union produced
leaders in the burgeoning field of cybernetics, formally the science of
communication and control in machines and animals. In the West, the
computer scientist Norbert Wiener led the field of luminaries, with a stel-
lar group that in 1953 included John von Neumann, Claude Shannon,
William Ross Ashby, Gregory Bateson, and Roman Jakobson, who met
regularly under the auspices of the Macy Foundation from 1946 to 1953.
Rebelling against established approaches to theory and applied science,

~ they transformed established disciplines and helped to create new ones.
Little was left untouched in ficlds as diverse as biology, communication
studies, computer science, linguistics, and psychology. It might only be
the gentlest of overstatements to conclude that cybernctics became a Holy
Grail of general theory that many believed would revolutionize human
thought (Parkman 1972).

These ideas slowly simmered in Soviet science, permitting quiet ques-
tioning of rigid theory enshrined in the work of Trofim Lysenko in biology
and Ivan Pavlov in psychology while Joseph Stalin retained his iron grip
on power. But when Nikita Krushchev consolidated his control as Premier
in 1958, change accelerated and the cybernetics that had been officially
denounced as “not only an ideological weapon of imperialist reaction but
also a tool for accomplishing its aggressive military plans” was by 1961
hailed as the primary technical means to realize the Communist ideal
(Gerovitch 2010). In that year the Soviet Academy of Sciences published
Cybernetics in the Sevvice of Communism, a detailed examination of how.
cybernetics would transform practically every field of knowledge and”
application, but especially, to the pleasure of the represcntatives meeting
that year in the Twenty-Second Congress of the Communist Party, the
modern Soviet cconomy,

For its supporters, cconomic cybernetics would demonstrate the
superiority of the Soviet system by applying the new science to the new
rechnology of powerful computers to precisely plan for the production %
and distribution of goods and services throughout the Soviet Union. In .
1962 the chairman of the U.5.8.R’s Academy Council on Cybernetics K
made the importance of the marriage between cybernetics and economic
planning absolutely clear when he declared that “However unusual
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this may sound to some conservatives who do not wish to comprehend
elementary truths, we will be building communism on the basis of the most
broad use of electronic machines, capable of processing enormous amounts
of technological, economic, and biological information in the shortest
time. These machines, aptly called ‘cybernetic machines’, will solve the prob-
lem of continuous optimal planning and control” (ibid.). In effect, these
words announced the birth of the Soviet computer utility. A network of
computer centers would be built across the vast expanse of the U.8.8.R.,
through which a continuous stream of dara would flow from shops, fac-
tories, and officcs. Planners would use the data to assess the success or
failure of policics and to plan, in the most minute detail, future economic
activity. Regional computer centers would link up in 2 nationwide net-
work under the auspices of the Central Economic Mathematical Institute,
giving the country “a single automated system of control of the national
economy” (ibid.; Spufford 2010). This was a plan for state-directed cloud
computing in the service of central economic planning, and U.S, intel-
ligence services—-already worried about the growth of Soviet military
might—fcared what might result.

The CIA responded in 1962 by serting up a special unit to study
the threat posed by the Soviet cybernetics initiative, One of the most
remarkable conclusions drawn from the spy agency’s investigation was the
expectation, and consequent uncasc with the idea, that the Soviet plan
would actually succeed. According to its task force report, “tremendous
increments in economic productivity as the result of cybernetization of
production may permit disruption of world markets” (Gerovitch 2010).
The CIA concluded that economic success would bring an additional
threat: “The creation of a model society and the socio-economic demor-
alization of the West will be the added ideological weapon™ (ibid.). So
concerned was the intelligence ageney that it continued to discuss the
issue with Kennedy administration officials in the period leading up to
and throughout the 1962 Cuban Missile Crisis. The president’s people
were equally worried. In a memo to Attorney General Robert Kennedy,
Arthur Schlesinger Jr., historian and special assistant to the president,
concluded that the “all-out Soviet commitment to cybernetics” would give
the Soviets “a tremendous advantage” and that “by 1970 the USSR may
have a radically new production technology, involving total enterprises
or complexcs of industries, managed by closed-loop, feedback control
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employing self-teaching computers.” Pulling no punches, e concluded
that if the United States continued to neglect cybernetics, “we arc fin-
ished” (ibid.). |

Even discounting for the hyperbole that often accompanies the effort
to convince those in power to take action, Schlesinger’s statement and
those of the CIA amount to a declaration that the Soviets’ early version of
the cloud, with its central planning through cybernetics, would work and
might very well defeat the United States. The furor continued as President
Kennedy set up a task force to examine the threat of Soviet cybernetics
and the CIA continued to sound the alarm. The U.S. military got into
the act, too, with the commander of the Air Force Foreign Technology
division alarmed that “the system could be imposed upon us from an
authoritarian, centralized, cybernated, world-powerful command and
control center in Moscow” (ibid.).

As with many U.S, assessments of the Soviet threat, these fears proved
L exaggerated. Only a small fraction of the Sovict program was implemented
o because the government diverted available resources to the military, which
| | steadfastly refused to share them with what top commanders believed was
s the useless project of the economic cyberncticians. This cloud did not
b vaporize overnight, however. The Soviet Union’s cybernetics team was
" able to patch together a semblance of a computer system for planning and
- i allocating resources, producing less than a robust network, more mist than
| ‘ | | cloud, Moreover, it took a national network of human “fixers” whose job
RS it was to use whatever means necessary to keep chains of production and
' distribution working, or, at least, keep them from seizing up entirely, so
j that the fagade of central planning through cybernetics and what Francis
i Spufford (2010) called the belief in “Red Plenty” could be maintained.
j The Sovict Union’s dalliance with an carly version of cloud computing
.| demonstrated both the potential and the pitfalls of using it for national eco-
| nomic planning. Most analysts have understandably focused on negative
an lessons, including some combination of the inherent difficulty of develop- :
a ing a cloud model for a massively complex economy, the structural prob-

‘ lems built into the Soviet system, and the recognition that computers were

. ~ not nearly advanced cnough to carry the load. Scholars are just beginning
2 to assess the actual potential of the Soviet cybernetics program to meet
| the government’s economic goals (Dyer-Witheford 2013). It would also
be interesting to consider the impact of the cybernctics program on the
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ultimatc opening of Soviet life. We know that it permitted scientists and
intellectuals to consider alternatives to Stalinist absolutes. Perhaps if more
than one generation had continued to work on the program, cybernetic
planning might have nudged opcn more doors in the Soviet Union. We
do know that one alternative early computer utility or cloud experiment,
Chile’s Project Cybersyn, was influenced by the Sovict cybernetics project,
but it departed from the Soviet project in significant ways as well.

The Computer Utility Comes to Chile (Almost)

After the people of Chile elected Salvador Allende to the presidency in
1970, he procceded to carry out social democratic reforms that included
increasing the minimum wage and expanding education, public housing,
and food programs for the poor. More controversial was the government’s
decision to nationalizc Chile’s lucrative copper industry, which had been
largely under the control of U.S.-based multinational corporations, In
1973, with the assent and support of the United States, the Chilean mili-
tary overthrew Allende in a coup resulting in thousands of deaths and
imprisonments. The military ruled for the next fifteen years.

During Allendce’s presidency and with the assistance of an American
computer expert Stafford Beer, Chile experimented with computer-assisted
economic planning. Arguably the first of the cyberneticians to achieve
business success, Beer was dubbed by none other than Norbert Wiener
himself as “the father of management cybernetics” (Miller 2002, 3). Soon
after Allende’s election, Beer accepted the invitation of Fernando Flores,
an engineer working in the Chilean State Development Corporation, to
establish Project Cybersyn (Proyecto Synco in Spanish), a program to build
4 computer communications network that would help run the Chilean
cconomy. Like the Soviet system, ir would process, organize, and display
information on economic activity in real time. But unlike the U.$.8.R.%
system, Cybersyn would use the information to enable workers and local
Managers to participate by providing information and making decisions.
Specifically, the project’s developers planned to have workers participate in
the development of production models, in the design and implementation

of technology, and in economic management at the local and national
levels (Medina 2011).




26 (CHAPTER 2

In the 1970s the concept of worker democracy was popular as a means
of tapping into the tacit knowledge of skilled workers; as one way to combat
what was vicwed as pervasive workplace alienation, especially among young
workers; and as a means of extending participation from the electoral
arena into the modern workplace. Experiments in workplace democracy
and worker control were taking place at the time in numerous locations,
including prominently in the United States, Israel, and in what was then
Yugoslavia (Hunnius, Garson, and Case 1973). With worker democracy
in the air, experts in the new technology of computer communication
thought about how to apply their technical skills to what was becoming
a global movement. As Beer said in 1972, “In Chile, I know that I am
making the maximum effort towards the devolution'of power. The govern-
ment made their revolution about it; T find it good cybernetics” (Medina
2011, 3). Allende and his government agreed that cybernetics would
enable them to build a computer system that would help “to create a new
political and technological reality ... , one that broke with the strategic
ambitions of both the United States and the Soviet Union” (ibid., 3).

Limited computer resources and the short life span of the Allende

government did not permit implementation of Project Cybersyn, but it

remains important in the history of cloud computing for several reasons. It
demonstrated that the history of the cloud contains an important chapter
from outside the United States, the Soviet Union, and other centers of
world power. Audacious as it was, Project Cybersyn was proposed and
designed primarily by engineers and planners in what was then called a

third-world country—in the minds of some, a backward nation that should -
have been concentrating on mining copper for transnational corporations-

instead of experimenting with computer-assisted planning. Moreover,
Cybersyn was consciously designed as an alternative to standard models
of economic development on offer from the United States and the Soviet
Union. Beer sought a balance between centralized and decentralized
control, and between the overall needs of a firm and the autonomy of its
component parts. His work tapped into a line of thinking that has found
its way into discussions of the cloud. How can we create computer systems
" that bring about cfficiencies through centralization without sacrificing
local autonomy? Will big data in the cloud facilitate democracy or over-
whelm it? Beer’s thinking lined up well with the Popular Unity govern-
ment’s interest in promoting national development without sacrificing
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civil liberties, a free and open media, and individuial autonomy, Finally,
the proposal for the Chilean version of a computer utility demonstrates
the need to consider the social relations of tech nology in any discussion of
cloud computing. For Chile, the Cybersyn network was important because
it would advance national development, but also because it would promotc
public participation in the political and economic life of the nation. Too
valuable to be kept under private control, it would serve society as a whole.
It is easy to question whether Allende’s government moved too fast
to nationalize resource industries and promote workplace democracy
with new information technology. Or perhaps it proceeded too slowly,
because the government refused to arm supporters under militant arrack
from U.S.-backed sectors of the socicty, It is also easy to brand Beer as
an eccentric who got in over his head in a place he did not understand.
But before doing so, it is worthwhile to compare Chile’s ambitious plans
to use a new technology to bring about a thorough democratization of
society with two examples from the political uses of today’s cloud. The
first is gencrally viewed as an unalloyed success because it is widely seen
as a major contributor to returning Barack Obama to the White House.
I'am referring to his campaign’s use of cloud computing and big-dara
analysis provided by Amazon Web Services (AWS), a division of the online
retail giant, to identify potential voters and successfully deliver enough of
them to the polls to exceed many pundits’ expectations. The campaign
built more than 200 apps that ran in AWS, making such heavy use that
the company’s chicf technology officer tweeted his personal congratula-
tions to his counterpart in the Obama campaign once victory was certain.
The campaign utilized the Amazon cloud In. many ways, but the skilled
deployment of databases in modcling, analytics, and integration was kcy,
Specifically, “This array of databases allowed campaign workers to target
and segment prospective voters, shift marketing resources based on near
real-time feedback on the effectiveness of certain ads, and drive a dona-
tion system that collected over onc billion dollars (making it the 30th
largest ccommerce site in the world)” (Cohen 2012). Another key was a

set of tools that helped the campaign dctermine the most efficient televi-

sion advertising buys (dubbed the Optimizer) and targeted messages to
Twitter and Facebook users (called blasters) (Hoover 2012).

There is nothing especially unusual about these and other strategics
in the Obama campaign’s partnership with Amazon. It appears that the
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campaign simply made better use of its data-management resources than
did the opposition. What is striking, however, is how little this has to do
with practicing democracy, with civic participation, or with activism at
any level, In place of democracy, including anything cnvisioned in the
Cybersyn project, we have population management and control.

The second example comes from Great Britain, where Prime Minister
David Cameron, a big fan of the iPad and especially the game Fruit Ninja,
ordered the creation of an app that would enable him and his inner circle
to monitor the British economy. Dubbed No. 10 Dashboard, according
to the website of the government’s cabinet office, it provides a summary
view of national and international information, including housing and
employment data and stock prices, as well as data on the performance of
government departments. In addition, there is “political context” data
drawn from polls, commentary, and a sampling from Twitter. Proud. of
the app, the prime minister showed it off to newly reclected President
Obama at 2 G8 summit meeting.

It would be easy to draw the conclusion that with Obama’s use of the
largest cloud-computing company and Cameron’s No. 10 Dashboard,
we are now light years ahead of Chile’s Cybersyn. After all, rooms full of
1970s equipment and software can now fit ona handheld device. But on
closer inspection, something substantial has also been lost. The fruits of
Cybersyn were to be shared with the entire nation in a transparent process
of data production, modeling, display, and distribution, The goal was to
advance the Chilean national economy even as it promoted democracy in
the workplace and in society. Cameron’s app, like Obama’s use of AWS, .
is intended to better manage a population. Neither has much to do-with
public participation in political decision making. Responding to just thiis r -
type of criticism, the data director of Obama’s campaign felt compelled to -
declare, “I am not Big Brother.” He insisted that “campaigns don’t know .
any more about your online behavior than any retailer, news outlet or:
savvy blogger” (Roeder 2012). Although it is more thana bit disingenu- *
olis to compare a campaign organization that spent over $11 million on -
technology services with the resources of a savvy blogger, it is accurate to
compare what both campaigns knew about online and offline behavior |
with what Walmart, Target, or any other large, global retailer knows (Gal-
lagher 2012). But what kind of defense 1s it to maintain that a presidential
campaign is no worse than a giant retailer like Walmart when it comes t0
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surveillance? Obama’s data director may not be Big Brother, but does this
justity the conclusion that “new technologies and an abundance of data
may rattle the senses, but they arc also bringing a fresh appreciation of the
value of the individual to American politics” (Roeder 2012)? What would
we think if this came from the data dircctor of Target only with “the Amer-
ican economy” replacing “American politics”? The same holds for No, 10
Dashboard. Indeed, as onc commentator noted, Cameron’s “app could , .
be an apt metaphor for politicians reduced to spectators by the surges and
shocks of the globalized world” (Wiles 2012). It does not really empower
the inner circle of people for whom it was made. In that respect, it is not dis-
similar from a special-purpose iPad app made for the team responsible for
restructuring Greece’s debt. But this conclusion misses a more important
point. Politicians who build apps that take a snapshot of the economy may
or may not be powerless to do anything. But there is little, if any, consider-
ation for how such data might empower citizens, nor for how citizens might.
participate in its creation as workers, voters, or customers, That is why it is
important to revisit the precursors of cloud computing, like Project Cyber-
syn, whatever their outcomes. Moreover, we need to do more than marvel
at the advance in technology over the decades because history suggests that
technological progress does not nccessarily bring about advances in the
practice of democracy, and sometimes can result in genuine regression,

The Pentagon and the Internet

Although they left behind important legacies and lessons, videotex,
Soviet cybernetics, and Project Cybersyn are no longer around. The
work of the Defense Advanced Research Projects Agency (DARPA), on
the other hand, is not only important for undersranding where cloud
computing comes from; it is a significant participant in current military
cloud-computing projects. When the Soviet Union successfully placed
Sputnik, the first operational satellite, into orbit around the earth in
1957, it caught the U.S. government by such surprise that President

‘Eisenhower created an agency within the Pentagon whose job it was to
‘keep thesc surprises from happening again.

Starting in 1958 the agency, then known as ARPA, was respon-
sible for carrying out research and development on projects at the
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cutting edge of science and technology. While these typically dealt
with national security—related matters, the agency never felt bound by
military projects alone. One outcome of this view was significant work
on general information technology and computer systems, starting with
pioncering rescarch on what was called ti me-sharing. The first comput-
ers worked on a one user—one system principle, but becausc individuals
use computers intermittently, this wasted resources. Research on batch
processing helped to make computers more efficient because it permit-
ted jobs to queuc up over time and thereby shrunk nonusage time.
Time-sharing cxpanded this by cnabling multiple users to work on
the same system at the same time. DARPA kick-started time-sharing
with a grant to fund an MTT-based project that, under the leadership
of T. C. R. Licklider, brought together people from Bell Labs, General
Electric, and MIT (Waldrop 2002). With time-sharing was born the
principle of one system serving multiple users, one of the foundations
of cloud computing. The thirty or so companies that sold access to
time-sharing computers, including such big names as TBM and General
Electric, thrived in the 1960s and 1970s. The primary operating system
for time-sharing was. Multics (for Multiplexed Information and Com-
puting Service), which was designed to operate as a computer atility
modeled after telephone and electrical utilities. Specificaily, hardware
and software were organized in modules so that the system could grow
by adding more of cach required resource, such as core memory and
disk storage. This model for what we now call scalability would return
in a far morc sophisticated form with the birth of the cloud-computing
concept in the 1990s, and then with the arrival of cloud systems+in
the next decade. One of the key similarities, albeit at a more primitive
level, between time-sharing systems and cloud computing is that they
both offer complete operating environments to users. Time-sharing
systems typically included several programming-language processors,
software packages, bulk printing, and storage for files on- and offline.
Users typically rented terminals and paid fees for connect time, for
CPU (central processing unit) time, and for disk storage. The growth -
of the microprocessor and then the personal computer led to the end
of time-sharing as a profitable business because these devices increas-
ingly substituted, far more conveniently, for the work performed by
companies that sold access to mainframe computers.
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DARPA is even better known for the creation of the Advanced Research
Projects Agency Network—ARPANET—the first wide-area network using
packet-switching technology. Packet switching breaks up data into blocks
or packets, which seek the most efficient rietwork routing. The blocks are
reassembled at the end point and, unless there are major network prob-
lers, appear to an end user as a unified data, voice, or video transmission.
The network was created to link secure military installations and major
research facilitics and became a direct precursor of today’s Internct. In
fact, some date the birth of the Internet to January 1, 1983, when for one
day ARPANET completely shut off service to the 400 hosts the system
served in order to replace the NCP protocol with the TCP/IP network
protocol that has defined the Internet ever since (Kerner 2013). The
growth of the Internet released the brake on cloud computing that the
expansion of the first microcomputers and then personal computers had
applicd. In addition to requiring significant expansion of distribution
capacity in wireline, wircless, and switching capabilities, the Internet’s
accclerating demand for data storage and processing hastencd the arrival
of cloud systems. ‘

The precursors of cloud computing demonstrate that what we now
call the cloud came from various places that used computing for different
goals, Videotex systems aimed to link terminals and television receivers
to remote computers that, in practice, provided basic information to
people in a handful of nations. The Soviet Union applied its leading role
in cybernetics to develop a national system of economic planning. Not-
withstanding strong fears in the Kennedy administration, including the
CIA, that the program would enable the Soviet economy to overtake its
competitors in the West, it was at best a partial success. It fell victim to
the limited capacity of computer systems and to the power of the Soviet
military, which resisted investing technology resources to build the domes-
tic economy. Chile’s Cybersyn sought to bring about a social-democratic
version of national development planning by connccting central computers
to terminals throughout the country, primarily to establish an interactive
system of economic decision making. The short-lived rule of the Popular
Unity government of Salvador Allende meant that Cybersyn never madc it

. out of the planning phase. Nevertheless, it demonstrated that cloud com-

puting has historical links to the Global South, where democratic values
existed side-by-side with technical visions. Finally, DARPA made use of
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big military budgets during the Cold War to help bring about time-sharing
and the Internet. Perhaps most importantly, unlike the Sovier military,
which was hostile to civilian-sector participation, DARPA worked with
corporations that developed business applications that eventually led to

 cloud computing. DARPA continues to be very active in the devclopment

of a military cloud.

Anatomy of the Cloud

Today’s cloud computing decpens and extends key tendencies established
by these and other predecessors. The risc of data centers controlled by a
handful of companies continues a process of creating global networks of
informational capitalism (Schiller 2014). Companies that once contained
an IT department, with its craft tradition, can now move to the cloud,
where IT and its labor are centralized and streamlined in an industrial
mode of production, processing, distribution, and storage. Furthermore,
the cloud takes onc more step in a long process of building a global cul-
ture of knowing in which information production accelerates through
networks that connect data centers, devices, organizations, and individuals.
The cloud makes up both a new industrial infrastructure and a culture of
knowing, based on digital positivism.

It is casy to lose sight of the significance of cloud computing for
informatiopal capitalism and for building a culture of knowing because
time and rime again in the early years of a technology, there is a tendency
to concentrate on those flashy utopian or dystopian visions that:make
up what has been called the technological sublime (Nye 1994)./Fhis is
understandable. Just as it was hard to resist the feeling of magic the first
time a web page scrolled. down a bome computer screen, so t00 Was it
magical when, for the first time, strect lights brightened the night with
electricity’s illumination and voices emanated from the musical box that
came to be called radio. Cloud computing currently resides in this magi-
cal sublime phase where transcendent visions of ending space, time, and
social divisions tend to dilute our appreciation of the more grounded,
long-term, but banal consequences of implementing cloud systems. "The
experience with electricity is especially relevant because its early days
were focused on the capacity to bring light and power, an admittedly
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significant, if not revolutionary, development. But electricity’s sublime
allure wore off when people got used to universal lighting, especially when
the promised end to crime on the streets did not pan out. The sublime
became banal. But the genuine revolutionary power of electricity awaited
its withdrawal into the woodwork of banality. It was not until electrical
generation was organized into utilities and sent out to power industrial and
houschold applications (yesterday’s apps) that one could safcly conclude
that electrification was a principal participant in an economic and social
transformation. From powering automobile asscmbly lines to turning on
vacuum cleaners, electricity’s many applications were not terribly sublime,
but cerrainly were transformative (Nye 1990). Indeed, some economists
argue that clectrification, including centralized powcr generation and near
universal distribution, has becn the most significant technological force
for economic growth in the modern era (Gordon 2000).
Cloud computing is moving from the sublime stage of infinite promiscs

to what may amount to a similar banality, In this respect, the cloud is a
gathering of utilities, certainly not the same as the electrical-power genera-

tors that cnabled a leap in the industrial revolurion, but not so different
that it is inappropriate to consider a similar process at work. The sublime
cloud is entering a banal phasc where there is less focus on it as a discrete:
entity and more on the transformative applications that it is enabling,

As one analyst puts it, “In the mid 19th Century, centralised generation

allowed electricity to be provided as a utility, meaning that consumers only

had to pay for what they used. Consumption could be scaled up or down

to meet demand without the need for capital expenditure. A century and

a half on, this is precisely the emancipating effect that cloud computing

ts now having on the enterprise. Organizations no longer need to build,

maintain and renew cumbersome IT infrastructure in order to consume

as much, or as little computing resource as they need” (John 2013).

Cloud compuring builds on its predecessors, but there are sufficiently

significant differénces that mark its departurc from carlier models. It is use-
ful to consider some of these differences, beginning with the extraordinary
growth in the sheer size and scale of cloud facilities. It is no overstatement
to argue that cloud centers require a major stretch in our conceptual vision

- to begin to understand their enormity. Consider the plans for the largest

data center (in cost, size, and processing power) now under construction.
In September 2012 China’s major social-networking firm Baidu, a Chinese
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version of Google and Facebook combined, announced that it would spend
$1.6 billion to. build a new cloud center in Yangquan, Shanxi Province,
covering 120,000 square meters (about thirty acres), roughly the size of
the U.S. Pentagon, one of the largest standalone buildings in the world.
The Yangquan facility will contain the capacity to store 4,000 pctabytes
(PB) of data (1 PB equals 1 million gigabytes; see the following table).
When completed in 2016, it will deploy 700,000 central processing units.
Drawing comparisons and making estimates is always perilous, but it has
been estimated that digitizing the entire collection of print, audio, and
video stored in the collection of the Library of Congress would amount
to roughly 15 terabytes of data. The storage capacity of the Baidu cloud
center would therefore enable it to house the data equivalent of 268,000
Libraries of Congress.

FroM MEGABYTES TO ZETTABYTES
1,000 megabytes = | gigabyte (GB)
1,000 GB = | Terabyte (TB)

1,000 TB = | Petabyte (PB)

1,000 PB = | Exabyte (EB)

1,000 EB = | Zettabyte

When it opens in 2016, the Baidu center will set a new standard for
data facilities, but those operating now are far from small, As of December
2013, the largest existing cloud data center was a 400,000-square-foot
structure, part of a 2.2-million-square-foot interconnected collection of
data centers operated by the Switch corporation in Las Vegas, where:the
absence of natural disasters provides a margin of safety. Admittedly, ‘data
centers of this size are at the outer cdge of typical cloud data centers, but
the trend is o build ever-larger ones because size provides efficiencies that
are needed as data storage and processing demand continues to grow. In
fact, China, in a joint venture with IBM, is in the process of building
its own “cloud ciry” in Langfang, an old industrial district near Beijjing,
that will cover over 6 million square feet of facilities, including a giant
data center and offices to house I'T development companies (Zhu 2013).

The corporation Cisco, a major participant in the cloud industry, has
put together an index of global dara-center traffic, These are estimates,
burt they provide a general sense of the growth in the sheer amount of data
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in the cloud, and once again require a stretch of the imagination. Cisco
estimates that by the end of 2017, 69 percent of all [nternct protocol (IP)
traffic will be processed in the cloud as opposed to in facilitics operated
by a specific organization, like a’corporation or government unit, or by
individual consumers. Annual global cloud 1P traffic is forecast to reach
5.3 zettabytes (ZB) (a single zetrabyte is equal to one billion terabytes
or, in more concrete terms, 250 billion standard DVDs or 36 million
years of HD video) by the end of 2017, Global cloud traffic is expected
to grow sixfold by that year (Cisco 2013). This has led some to worry
about a cloud “plumbing problem” because the amount of data stored is
growing much faster than the bandwidth of network connections needed
to process and analyze data (Wegener 2013).

Statistics on the industry are not easily obtained because cloud data
centers are either under private control or operated by governments not
inclined to share information. Estimates vary, but one census produced
a total of 509,000 data centers worldwide at the end of 2011, occupying
close to 300 million square feet, Cloud centers are located everywhere
in the world but tend to be concentrated in places where land is plentiful
but not far from communication and power facilities. This includes what
was once agriculture land on the outskirts of population centers, where
companies can benefit from low labor costs. These considerations have
led Apple to locatc its cloud data centers in rural North Carolina and in
Oregon. The North Carolina location is especially interesting for both
Apple and Google because low labor costs are matched with low energy
costs—30 percent lower in North Carolina than the national average.
Moreover, North Carolina possesses an increasingly valuable commodiry
that one would not naturally associate with cloud computing: pig manure,
or, as it is referred to more euphemistically, black gold. The state holds 14
percent of the swine population in the United States and pig manure can
produce methane gas energy to help meet the massive power-consumption
needs of data centers. Apple and Google are not only competing for clicks
and customers; they are in a race to determine who can best exploit this
unlikely North Carolina resource (Wolonick 2012).

Sccurity 1 a growing concern, especially as the size and therefore the
value of facilitics and data have grown. This has led some cloud compa-
nics to locate their facilitics in mountainous regions that, while quite far
from urban areas, offer added protection. Increasingly, the propensity for
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carthquakes and scvere climate events is taken into account in the choice
of location. Energy costs for a 24/7 operation are a key consideration
and this is leading some cloud companies to explore the novel solution
of burying facilities inside mountains close to supplies of cool water to
lessen the requirement for air conditioning. For example, Norway’s Green
Mountain Data Centre is located on the shores of the island of Rennesay,
close to a large fjord. The center itself is contained in concrete buildings
within caves built into the mountain. Racks of servers fill halls once used
to store ammunition for NATO forces, but what makes the location
especially attractive is proximity to a fjord that provides a constant supply
of cool water to keep sensitive systems from overheating, Locations like
Rennessy provide both enhanced security and lower energy costs.

It is interesting to observe, and not a little bit ironic, that a technology
promising freedom from locational constraints is itself constrained by the
need to maximize the ability to house enormous amounts of data and
guarantee system reliability. Companies increasingly aim for the sweet
spot: cold climate, access to low-cost power, abundant water supply, high-
bandwidth Internet connections, political stability, and financial incentives.
Several countrics meet the requirements, but none more so than Canada,
which is increasingly a data-center destination of choice (Perkins 2013).
Facilities in Canada take advantage of a technology known as “free cool-
ing” that reduces cnergy requirements by about half through the use of
a cooling circuit that draws on outdoor air to supplement a data center’s
energy-intensive needs. A specialized heat exchanger uses outdoor air to
cool water and glycol that circulate to the server racks, thereby reducing
the load on compressors and pumps, which are the big energy hogs:in
data centers, TBM opened a $90 million data center in a small Ontario
community partly because the company can cool the facility for 210 days
a year without running energy-consuming chillers. While exotic locations
like mountains and fjords attract attention, Canada works for many com-
panies because practically the entire country is in a cold climare, which
means there are numerous locations near power and water supplics and |
close to large cities. According to the head of one I'T research company,
«The advantage Canada has is it’s far cheaper and casier to bring data to
power sources, and vice versa. It’s much cheaper to stick your data next to
a hydro dam” (Stoller 2012). The town of Barrie, Ontario, which houscs
the aforementioned TBM facility as well as facilities of major banks, has
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abundant, reliable, and inexpensive supplies of water and power, and ben-
efits from proximity to Toronto, which provides it with excellent Internet
connections. Canadian cloud-data-center companics have also pioncered
the use of cnergy-saving systems. OVH.com, a Quebec-based company,
uses a2 unique heat-dissipation and cooling system that has completely
clhiminated the need for air-conditioning servers in its Canadian locations,
and reduced it by 98 percent in its worldwide locations,
Canada, like the Scandinavian nations with which it vies tor data-center
business, also benefits from political stability and strong data sceurity.
Additionally, Canada bencfits from proximity to thé United States and
the additional incentive that data located in Canada is not subject to the
USA PATRIOT Act, which permits the U.S. government to intercept
and analyze data stored within its borders without a scarch warrant, In
addition to Canadian and Scandinavian locations, Switzerland, with its
long-standing political neutrality, is an increasingly favored choice for
data centers, but it is expensive. All the discussion of size and proximiry
to resources makes clear that cloud computing is a very material industry
with locational requirements that belie the image of an ephemeral cloud.
Cloud-computing data centers are the communicarion version of those
industrial transportation hubs of the past where, for example, the city of
Chicago played a large role in America’s industrial expansion. It should
not be surprising that, until recently, the largest cloud data center in the

‘world was located in that city, Of course, data centers are nor raj] yards,

but just as transportation centers were key nodes in the global industrial
grid, cloud data centers are material hubs for global information and
communication traffic. Imagces of invisible data moving through clouds
help convey a sense of what the sociologist Zygmunt' Bauman (2000)
describes as our era’s “liquid modernity.” Today’s iconic products are dara,
information, and messages, which flow around the world through thin
wires or just through the air. But they are rooted in physical structures

that make significant material demands on resources and that call to mind

the factories of an eatlicr era. Understanding cloud computing absolutely
requires an appreciation of its materiality, of its substantial physicality and
its extraordinary dernands on the environment.

There are many other ways to describe this dance of petabytes and
zettabytes, and we will certainly explore some of these, but suffice it to say
that nothing in the history of communication and information processing
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approximates in scale the levels of storage, processing, and distribution that
the cloud makes possible. With that said, it is important to give attention
to something missing from cloud computing, but in order to do so we
need to address more of its characteristics.

On-demand self-service. Cloud computing allows users to choose their
storage requirements. and server time automatically without requiring
human interaction with the provider of each service.

Broad network access. Users can access the cloud in standardized ways
through any platform, such as a tablet, smartphone, or personal computer.

Resource pooling. Resources like storage, processing, memory, bandwidth,
network, and virtual machines can be brought together by the provider to
serve multiple users with different physical and. virtual resources assigned
and rapidly redeployed to meet user demand. This enables the provider
to engage users without regard to location, unless users demand that the
provider specify a location by nation, region, or data center. For example,
users in the United States may not want to be served by a data center in
China whose “Great Firewall” of censorship limits access to the online
world, Or, fearing the application of the PATRIOT Act, users in Europe
or Canada may not want to be served from the United States.

Rapid elasticity. Cloud resources can be expanded and contracted quickly

based on customer needs. Users are not locked into IT investments, but |
can make use of just what they need. However, it also means that they

must rely on a provider that is typically not as familiar as an internal TT
department with the history and culture of the organization. Since mov- 4
ing to the cloud increases the likelihood that an organization will shrink
its I'T department, that leaves the organization with less inside technical;;
expertise or tacit knowledge to help determine its information-technology '
requirciments. B

Measured service. Cloud companies can provide and control services
efficiently by employing a measurement based on one or more spectfic -
services, such as amount of data stored, bandwidth used, or quantity of |
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processing. If the provider is using a metric that reasonably reflects the
service provided, then there is transparency for both provider and user.

Types of Cloud Computing |

In addition to these characteristics of cloud services, one can identify
three different types of cloud service models that focus on infrastructure,
platform, and software, with each model providing the customer with
different levels of control. These are not inviolate categories but, in spite
of large gray arcas at the margins, they are nevertheless useful in adding
a sense of what different types of cloud models aim to accomplish, from

simply providing a storage service to offering additional applications and
software for customers to use,

InaS: Infrastructure as a Service. With this model, the cloud-service
provider manages a storage infrastructure for customer data, leaving the
customer to deploy its own software, including operating systems and
applications. Furthermore, under this model customers can control cer-
rain network components, like firewalls. It is ideal for repetitive uses that
require clasticity or the capacity to expand or contract quickly depending
on usc. Examples include online gaming sites, online advertising networks,
video-sharing sites, and social-media applications.

Paa$: Platform as a Sevvice. Here, in addition to offering storage facili-
ties, the cloud provider deploys onto the clond infrastructure applications
that the customer has created or acquired using programming languages
and tools that the provider supports. Once again, the customer does not
manage the infrastructure; all of that is left to the cloud provider. Rather,
the customer gets to control the deployed applications. For example, the
city of Edmonton, Alberta, contracted with a cloud provider to create its

“own tool, called Open Data Caralogue, which made information about

city services accessible to the public. The U.S. Department of Defense
(DOD) used a cloud provider when it needed to emulate battlefield con-

ditions. In the latter case, DOD technical staff developed an application
~on the Microsoft Azure platform,
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SaaS: Software as & Service. Under this model, cloud companies offer -
their own applications for customers to usc on the cloud infrastructure.
Customers typically access these applications through what is called
a thin client interface, such as a web browscr that might provide the
customer with document processing or web-based email, The customer
leaves to the provider control over such infrastructure items as operat-
ing systems, networks, server storage, and application capabilities. For
example, instead of buying a copy of Microsoft Word, a customer rents
the use of the word-processing software for a fixed charge per month or
pays a per-use fee. 'To use the software, the customer logs into the cloud
company’s system. Similarly, a small business might rent a sophisticated
sales database from a cloud company like Salesforce because it would
not make économic sense to purchase such a database, Success depends
on the quality of the rented software and the reliability of the cloud
provider, especially when the software involves multiple tools respon-
sible for running several different units of a business (sales, accounting,
administration, and so on). A primary benefit of Saa$ is that it minimizes
or entirely eliminates the requirement for in-house IT professionals.
Companies selling software through the cloud gain from a regular flow
of income, especially when they are able to shift popular software from a
purchase to a monthly subscription model, as Adobe did with its popular
Photoshop (Pogue 2013). .

Tt 1s also important to distinguish among different models of deplaying
cloud systems, including private, public, hybrid, and community clouds.

Prwate clond. Under this model, the cloud is customized and deployed for. . ﬁ
a single organization. It may exist on or off the organization’s premises, but
when it is off premiscs, the private cloud is protected by the organization’s
firewall, Private clouds tend to be chosen by organizations, like banks, .
that have security and regulatory concerns prohibiting them from using
cloud services that are widely available to the general public. In essence,
the private cloud is a gated community set aside for those willing to pay
for an cxtra degree of security. In this respect, it 1s a manifestation of a
trend, troubling ro some, that would dissolve the Internet into a set of pri-
vately run networks (Moses 2012), This model is tempting because private
clouds can serve as vaults to secure data from snooping eyes, the essence
of the business model of companics like Reputation.com (Singer 2012).
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Public clond. This modcl is typically provided by large cloud-services
businesses, such as Amazon Web Services, and offers software, platforms,
and infrastructure to the general public or to an industry association. In
essence the public cloud is available to anyone who can pay for it and it
is expected to grow five times faster than overall IT-industry expansion
through 2016 (Lee 2013b). Public cloud Saa$ configurations are the most
widely known because they include familiar services like Google’s Gmail,
Apple’s iCloud, and the marketing services provided by Salesforce. Orga-
nizations that require the greater control but prefer to stay in the public
cloud might opt for a Paa$ system like Microsoft’s Azure or Google’s
App Engine. Those needing still more control turn to Iaa$ public-cloud
services like those provided by Amazon and Terremark.

Hybrid clond. When the cloud infrastructure is composed of both public
and private clouds that remain unique entities but are linked by technology
that allows for data and application portability, we refer to a hybrid cloud
service. Many organizations have divided requirements that might lead
them to scek out the public cloud for most of their needs and a private
cloud configuration to maintain the security of sensitive data. Hybrid-
cloud providers who share ownership and management with their customer
organizations enable them to enjoy the benefits of both types of deploy-
ments. While hybrid clouds appear to be an excellenr choice because they
can be all things to their customers, they also require careful management
to balance the component cloud formations. The company Rackspace has

become a leader in the hybrid model.

Community cloud. This model brings together several organizations that
have common interests, such as a similar organizational mission, similar

set of regulatory requirements, security needs, compliance cxpectations, or
policies. Onc or morc of these organizations might manage the cloud or,

what is more frequently the casc, they may together hire a third party who

runs the cloud in the data center of one of the organizations or houscs it

- off-site. For example, a group of airlines might build a community cloud
to house a common reservation system. Community clouds are chosen

because they can be customized to meet the specific needs of an organi-

zational group, such as a collection of media firms interested in sharing

file-based digital media content. Community clouds are also interesting
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because they have kepr alive the early cloud-computing discussion of build-
ing systems that are not primarily under vendor control and operate in a
more environmentally sustainable fashion (Briscoe and Marinos 2009),

What's Missing?

Although the words public and community are used in cloud computing,
every cloud model is presumed to be a private service operated by a business
with the goal of maximizing profit. Government systems, which often use
private provisioning (cven the CIA will be using Amazon Web Services
for $600 million worth of cloud projects), are primarily employed for
management, control, and surveillance (Babcock 2013a). In the context
of cloud computing, “public” simply means that vendors will sell to the
general public rather than to a single preferred customer, and “community”
refers to the common commercial interests shared by users of that cloud
model—for instance, they are all airlines. These are very narrow uses, if
not outright distortions, of the terms public and community. The public
traditionally refers to citizens who participate in the decisions that affect
their lives, and a community is a collection of active citizens with common
interests. The history of computing has included extensive debates about
public and community participation in the construction of networks and
in the provision of services. Unless a cloud system is specifically set up to
provide information to a public or to a community of citizens, then the vast
majority of people do not participate in the cloud as citizens, but rathcr as
consumers who are valued not for their participation in decision making
about the cloud, but rather for their propensity to purchase services and
to provide information to companies about their consumption patterns.

In addition to being an ¢xtraordinary leap in processing and storage
power over early cloud-like systems, cloud computing, unlike computer
systems that preceded it, is a singularly market-driven project with little
consideration of alternatives to the model of management and control
that governs it. Wherc are the debates about using the cloud to expand
economic or political democracy? How about worker participation in
corporate decision making or greater citizen participation in national or
community life? What about public participation in decisions about cloud
data centers or cloud systems? Unlike earlier communication systems
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that, whatever the outcome, sparked vigorous encounters about their
potential to cxpand citizenship and democracy, the cloud is essentially
silent on thesc issues. Therc appears to be an enormous gap between the
prodigious sublimity of the cloud’s power to process, store, and distributc
information and the banality of its current applications, however practical
and profitable. ,

While almost all cloud systems operate according to a commercial
model, there are a few exceptions. For example, grid computing is a means
of creating a cloud from below by harnessing the combined power of mil-
lions of personal computers to carry out projects. But even these are typi-
cally organized by commercial enterprises. Since 2004, IBM has sponsored
the World Community Grid, which takes the principle of using the avail-
able space on mainly houschold PCs to address a variety of public-health
and environmental research projccts, Specifically, it makes this combined
computer power available to public and not-for-profit organizations for
use in humanitarian rescarch, All results are in the public domain open to
the global research community. Research projects cover clean water and
energy; the development of drugs to combat malaria and dengue fever; as
well as research on muscular dystrophy, cancer in the young, and AIDS.
For example, advanced computational methods help to identify candidate
drugs that have the right shape and chemical characteristics to block HIIV
development. Commercial projects are beginning to take advantage of
this distributed processing model, including harnessing idle PCs in homes
(Novet 2013). These open a door to an alternative form of large-scale
computing that does not require a top-down cloud computer model,

Cloud computing therefore distinguishes itself from eatlier models in
two fundamental ways. First, receiving the most attention is the capacity
to store, process, and distribute data beyond anything that preceded i.
What were once the exceptional “supercomputers” arc now standard in the
half million or so data centers worldwide. Sccond, even as it has exceeded
its predecessors, cloud computing operates from a diminished vision that
is almost entirely driven by the twin goals of profit and control, There is

little interest in using the cloud to bring democracy, citizen-driven design

and implementation, worker control, or even worker involvement in deci-
sion making. While all of thesc ideas have been raised in the course of

computing’s history, they are not part of debates about today’s or tomor-
row’s cloud computing.
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Is the Cloud a Utility?

This may change before long because there is a contradiction at the center
of cloud compuring that will likely heat up the debate. Put simply, some
forccasts for computing are coming to fruition and the cloud is taking
on more of the characteristics of a genuine utility (Clark 2012a). It is not
just the academic and policy communities that are beginning to think
of today’s IT environment in public-utility language, When asked what
his two companies, Twitter and the e-payment firm Square, have in com-
mon, Jack Dorsey answers, “They’re both utilitics.” Moreover, Facebook
head Mark Zuckerberg has spent years referring to his company not as a
social network, but as a social utility. However, when asked if his utility
should be regulated, the Facebook founder backed off: “Something that’s
cool can fade. But something that’s useful won’t. That’s what I meant by
utility”” Of course, most of the cool things we think of that will last are
not referred to as utilities, But whatever the definition or the rcaction,
the concept of the utility is increasingly parr of the ongoing debate about
the developing structure of the computer universe (Fox 2013). Cloud
computing has made it a more frequently used concept.

Taking into consideration the experience of earlier utilities, such as
water, gas, and electricity, one encrgy expert defines the requirements of
a utility market as comprising the following:

¢ A source of energy generation

¢ A transportation network

* A transmission and distribution capability -

A metering capability

-* A pricing mechanism

* A regulator to ensure adherence to rules

¢ A customer (James Constant, cited in Clark 2012a)

This configuration of characteristics can be dcbated, but most would " -
agree that they are among the major ones defining a utility. According *
to Clark, cloud computing meets most of these criteria. It is a source of
energy generation in its ability to compute and store data. The Internct
and the telecommunications systems connected to it form the transpor-
tation network. Data centers handle the transmission and distribution
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capability because they house the storage and processing capabilities,
Cloud services, especially “public” ones, can meter precisely how much
storage and processing are being used at any particular time, albeit with
different providers applying different pricing methods. Pricing is deter-
mined by the cost to reccive, process, and respond to a request for storage,
processing, and distribution. Although a wide range of factors is involved,
cloud providers directly control the costs of hardware and software because
they engineer their own systems, and the costs of other factors, such as
facilitics, staffing, and clectricity, depend on the particular marker within
which they operatc. Finally, there is no shortage of customers. Indced
the market most likely will grow to one in which a handful of providers
serve practically everyone, just as, for example, water and energy markets
do. As Clark concludes, “All that’s lacking is a regulator. Whether the
cloud computing industry should be regulated is a complex issue that will
undoubtedly become a major debate before too long” (Clark 2012a; M.
O’Connor 2013).

One can debate whether a government regulator will ever become
essential to the cloud computing industry, What cannot be debated is
whether cloud computing will be subject to governance; that is, to the
need for general management, coordination, and oversight. This can be
accomplished by agencies of government, as has been the case historically
for most utilities, or it can be accomplished by those with market power.
These are both governance structures, notwithstanding the mythology
of the market’s “invisible hand.” The myth tends to focus on the magic
of invisible coordination more than on the hand, which, in reality, is
quite visible. It is apparent to most observers of cloud computing that,
however they might feel about government regulation, there is a grow-
ing concentration of power among a handful of cloud providers, most of
which are also key players in the production and distribution of software
and content. Utility markets often become government regulated because
one or a few producers, who use their position to exercise significant
power over scrvices and pricing, come to dominate.! Historically, this has

‘been the case throughout the history of communication media that was

marked in the United States, for example, by Western Union’s control
over telegraphy, AT&T’s over telephony, and the broadcasting networks’
domination over radio and then television. In each case regulation was
called on to temper the threats of monopoly or oligopoly control. This



46 CHAPTER 2

pattern was followed in other nations, but some of these also turned to
public ownership to guarantee widespread, if not universal, access to an
essential service. So it is not very surprising that along with the term uzz/szy,
the concept of regulation has entered public debate in today’s computer
and social-media world (Marshall 2013). The demisc of specific cloud
services, such as Google Reader, because companies cannot recover fixed
costs from their provision, has led some economists to wonder whether
government owncrship or regulation through public utility status is
inevitable for essential but unprofitable services like search (Kaminska
2013). Even as businesses in the less developed world begin to embrace
the cloud, they fear that it might do more harm than good without the
stability provided by government regulation (Hanna 2013),

One of the key reasons why expert attention is returning to the concept
of the utility in cloud computing is that the industry is rapidly becoming
dominated by a handful of companies. The power of Amazon, Apple,
Google, Facebook, and Microsoft is troubling enough to lead some to
doubt that the “invisible hand” will prove adequate to restrain their
ability to dominate cloud markets (McKendrick 2013b), Consequently,
they maintain, we should begin to think about broader national or even
international oversight by elected representatives. As one concerned analyst
put it, “The Internet has taken the place of the telephone as the world’s
basic, general-purpose, two-way communication medium. All Americans
need high-speed access, just as they nced clean water, clean air, and elec-
tricity. But they have allowed a naive belict in the power and beneficence
of the free market to cloud their vision. As things stand, the U.S. has
the worst of both worlds: no competition and no regulation” (Crawford
2012). According to Crawford, when it comes to the Interner, the United
States should tollow the historical example of other utilitics, When, for
example, electricity came under the control of a handful of firms that
provided scrvice only to those who paid top dollar, public pressure led
to the creation of regulated utilities and public corporations. Opponents
of this view argue that the Internet and the cloud are fundamentally dit-
ferent from roads, water, and clectricity and that government regulation
would stifle the incentive to risk-taking innovation. In 2013, the divide
between cloud computing and electrical utilities blurred when research
found that a growing number of cloud companics were making signifi-
cant profits by reselling electricity to customers in addition to providing
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space to housc data, This practice, what has been dubbed the creation of
“wildcar electrical utilities,” has led to more calls for government regula-
tion of the cloud (Glanz 2013).

In addition to these concerns, therc is the issue of data preserva-
tion. Absent some form of regulation or mutual agreement within che
I'T industry, and specifically among those who are major cloud-services
providers, there is no requirement to preserve the photos, cmail, videos,
postings, data, and files that individuals and organizations believe are
securely stored in data centers around the world. As a result, much of the

~ digital evidence from the daily lives of individuals and the decisions and

activities of organizations will vaporize, irrespective of how many cloud
data centers fill the world. As one concerned tech writer argued, “We're
really good at making things faster, smaller, and cheaper. And every step
along the way makes for great headlines. But we’re not nearly so good at
migrating our digital stuff from one generation of tech to the next. And
we’re horrible at coming up with business models that assure its longevity
and continuity” (Udell 2012). Another person who has been active in
the online world for years, hosting numerous sites and archives, worried,
“Not to be dramatic or anything, but no more than forty days after I die,
and probably much sooner, all the content I am hosting will disappear”
(Winer, quoted in ibid.). To datc, the only reason most of this material
has been prescrved is due to the heroic efforts of individuals who person-
ally port archives when technology and standards change. Referring to
several archives dating from the turn of this century, Udell commented
in a Wired column, “Tf I hadn’t migrated them, they’d already be gone.
Not because somebody died, it’s just that businesses turned over or lost
interest and the bits fell off the web. Getting published, it turns out, is
a lousy way to stay published, With all duc respect to wired.com, I’ll be
amazed if this column survives to 2022 without my intervention” (ibid.).
There are some efforts, primarily by governments, to archive and preserve
files. The most'notable of these may be at the ULS. Library of Congress,

~which, among other things, is archiving the massive databasc of Twitter

postings. These arc all important activities, but they are isolated and much
more data disappears than is preserved. Of course, onc can argue, there is
a great deal of digital content that is not worth paying to preserve. Soci-
ety has survived in the past without carrying forward from generation to
gehcration the entire weight of the historical record. Nevertheless, since
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most of that record is now digital, is it not worthwhile to develop strate-
gies to preserve at lcast some of it in a systematic fashion?

Now it is important to turn to an overview of major participants in the
cloud marketplace, starting with the five companies generally considered
dominant on the Internet and in the cloud.

Mapping the Cloud Industry: Leaders and Challengers

Arguably the leading force in the U.S. cloud computing industry, and
a global giant as well, Amazon began by applying computer power to
transform publishing and then the general retail industry, As prodigious
as this accomplishment has been, one commentator concluded that thesc
achicvements “may be footnotes to the company’s larger and more secre-
tive goal: giving anyone on the planet access to an almost unimaginable
amount of computing power” (Hardy 2012a). By 2013, according to
mOst accounts, its subdivision, Amazon Web Services, was the Icader in
U.S. cloud computing. As an analyst for the consulting firm Forrester
described it, “Almost every major consultancy supports Amazon; almost
every advertising agency runs on Amazon; if I need to hire 10 people
tomorrow to help me build my application, it’s super easy to find people
who have Amazon experience” (Miller and Hardy 2013). While Amazon
does not break out revenue for cloud computing, 2012 estimates range
from $800 million to as much as $2.4 billion (ibid.; Mims 2013). The
company operates its cloud services through the aforementioned AWS,
which achieved widespread public attention in 2012 because the Dbﬂiﬁi‘
presidential campaign used AWS to organize its successful voter analysis
and voter-turnout drive. By the middie of 2013, one typically modest
industry observer concluded, following the company’s thirty-seventh cut

of its cloud prices, which sent tremors through the industry, “The proof -
is in: Amazon fully controls the cloud” (Linthicum 2013c). This conclu-

sion may be premature and a tad overstated, but it does correctly identify
Amazon as an increasingly dominant force in the cloud business,

AWS was created in 2004 with about forty employecs, and was the
first company to rent its data storage and computing power to other
companics. Although it is highly secretive about most of its operation,
by 2012 Amazon was regularly listing more than 600 job openings op

IR
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the company’s website. It operates several large data centers in the United

- States, each of which contains multiple buildings with thousands of servers.

It also runs data centers outside the United States and has several under
construction. AWS is not the largest cloud provider in the United Srates by

- quantitative measures such as size of data centers or total number of serv-

ers, but it is arguably the most powerful because it is part of the Amazon
corporate ¢cmpire and the relationship marks one of the few times when
the often-used buzzword “synergy” is an understatement. AWS benefits
from the sheer size of its parent’s computing power. For cxample, while
the parent Amazon does not reveal the size of its operations, an executive
who knows Amazon well maintains that just one of the company’s data
facilities in the castern half of the United States contains more servers
dedicated to cloud computing than does the entire operation of one of the
major hybrid-cloud companies, Rackspace, which in 2013 served 200,000
clients, mainly business customers, with about 100,000 servers in nine
data centers. AWS also benefits from the data that Amazon gathers on its
millions of customers whose purchases of books, homeware, clothing, and
so on provide information that AWS uses to forecast consumer behavior,
a boost for both the parent and the firms that purchase AWS’s services.
Among its major customers arc popular media firms like Netflix, Pinterest,
Shazam, and Spotify. Amazon has been so successful in the cloud that
company management expects it to become the leading revenuc producer
for Amazon, topping even its renowned retail division, with sustained
growth estimated at 45 percent per year through 2017 (Finkle 2012),
Market power gives Amazon considerable leverage over its competition,
large and small. As the head of AWS put it when asked abour a stepped-

- up challenge from Google, “We’ve always been very good at making

everything as low-cost as possible, then we lower it some more” (Miller
and Hardy 2013). The company is able to price its services, particularly
the storage and data-analysis capacity of its servers, so inexpensively that
neither many established nor start-up companies any longer bother invest-
ing in their own. Instagram, for example, the highly successful web photo
company, which is now a part of Facchook, did not bother investing in its
own computers. The start-up Cue, which admits to spending $100,000 a
month on AWS services, tses them to scan millions of emails, Facebook
postings, and corporate records to provide enhanced data that subscrib-
ers can use in all of their online activity. Over 185 federal government
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agencies also run some part of their services through AWS and Amazon
has won a $600 million contract to provide cloud services for the CIA
(Babcock 2013a). The company is active internationally; in addition to
having data centers located in Asia, Europe, and Latin America, it hosts
numerous corporate and government clients outside the United States.
For example, a2 German company used AWS to make digital copies of
20,000 television shows, a job that cost the firm less than it would have
spent on the electricity alone if it had donc the work in house. AWS servers
located in California and Treland provide people in Africa with the ability
to comparison-shop cars using smartphones connected to AWS. There is
no gainsaying Amazon’s rich database of customer searches and purchases,
which adds value to AWS’s offerings. As one customer commented, “You
can now test-a product against millions of users for just a few thousand
dollars, or start a company with just one or two people” (Hardy 2012a).

To multiply these success stories, Amazon has to successfully deal with
two major challenges: providing continuous reliable service and fending off
the competition. AWS has been a generally reliable cloud provider, but a
handful of notable cutages have damaged the company’s reputation. One
of the most significant took place over the Christmas holidays in 2012,
when Netflix customers lost access for the better part of Christmas Eve
and Amazon itself lost service for its own customers on Christmas Day.
In 2013 Netflix relied on Amazon for 95 percent of its data-center needs
and, in the highly competitive video-streaming marketplace, the com-
pany cannot tolerate significant downtime. As one independent analyst
concluded, “Netflix and other organizations which rely on AWS will have
to reexamine how they configure their services and allocate their service
requirements across multiple providers to mitigate over-dependency and
risks” (Finkle 2012). Amazon is not alonc in experiencing outages. They
affect the entire industry, are primarily caused by power problems, and, on
averagce, last for 7.5 hours (Talbot 2013). They also lcad to unanticipated
consequences and hidden costs (Franck 2013).

Reliability also requires guaranteés of security, another problem for
public cloud companies, and Amazon is no exception. In 2013, a single
security researcher managed o uncover 126 billion files that were left
open to the public. From a sample of 40,000 files, he found exposcd data
belonging to a medium-sized social-media service, the sales records of a
car dealership, employee spread sheets, and video game source code from




ind Amazon
for the CIA
addition to
rica, it hosts
nited States.
tal copies of
- would have
AWS servers
-h the ability
WS. There is
id purchases,
iented, “You
:w thousand
ardy 2012a).
ly deal with
d fending oft
ovider, but a
utation. One
ays in 2012,
aristmas Eve
ristmas Day.
center needs
e, the com-
ident analyst
WS will have
their service
endency and
utages. They
lems, and, on
tnanticipared

problem for
013, a single
hat were left
exposed data
s records of a
cc code from

. From tHE CompuTer UTILITY To Cloup Computing 51

a mobile-games developer. The shockingly exposed files also included

- unsecured passwords. Amazon took measures to secure the data and warn

customers, but this one event left its clients understandably worried that
public-cloud data was far more exposed than anyone thought (Brian 2013).

Amazon also needs to overcome competitive pressures, especially from a
handful of companies that can also leverage their leadership in new-media
hardware, software, and media services. Some of these, like Microsoft,
IBM, and Oracle, have more experience than Amazon in the market for
large corporate clients. One way for AWS to succeed is by heavily discount-
ing cloud services, then, once the competition is driven out of the market,
raising prices once more, a tactic that proved successful in Amazon’s retail
book-selling operation (Streitfeld 2013). It is not an exaggeration to say
that even in this carly stage of development, the struggle for competitive
dominance in cloud computing, just as across the Internet, is narrowing
to a handful of corporations thar can marshal a similar degree of leverage
(McChesney 2013). These inclnde familiar names: Apple, Google, and
Microsoft. Of these lcaders, Microsoft is probably the most committed
to providing general cloud services, especially to businesses, which have
helped the company maintain its elevated position even as the others
have successfully challenged its consumer-services market, Businesses and
government agencies have long been committed to Microsoft software
and the company now aims to move these and new customers from reli-
ance on physical programs to online services for a fee. So far it has been
reasonably successful, with over 100,000 businesses using the company’s
cloud services. Tt is important to emphasize this point because much of
the day-to-day attention in the popular press goes to the others, primar-
ily because Google is the major gateway to scarch, Apple to music, and
Facebook to social media. Even Twitter, a much smaller company, garners
more notice than Microsoft. But the company Bill Gates started in 1975
has a very strong foundation in business software and, with software
migrating to the cloud, Microsoft has invested heavily in cloud platforms.
Over the last few years, the company has quietly builr up its Server and
Tools division and it now generates $18 billion a year in revenues, with

six of its subdivisions topping the $1 billion mark.

Microsoft is counting on the cloud platform offering its Azure service
to enable customers to develop applications and otherwise make profit-
able use of their own information. Azure provides both Platform and
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Infrastructure as a Service and once again demonstrates the value of
proximity to services and systems within a large company like Microsoft,
which developed Azure by using some of the elements of its successful
web browser Bing (Wilhelm 2012). In recent years Microsoft has not
been as successful in consumer services, but it is also making a big push
to take individuals and families, as its advertising slogan repeats, “to
the cloud.” These include Windows Livc, a suite of cloud services that
includes file storage, image, video, email, messaging, thc Bing scarch
engine (now the second most popular in the United States), and Xbox
Live. Finally, Microsoft expects that the eloud version of its very popular
suite of word-processing, spreadshect, and related programs will succeed
in the cloud, as what it calls Office 365 begins to deliver them on a
subscription basis.

Google’s concentration on consumer services pioneered in its search
engingc has led the company to focus on that side of the cloud market, It has
expanded the company’s consumer cloud beyond search with document
storage (Google Drive), word processing (Google Docs), and entertain-
ment (Google Music) applications. Furthermore, however much it worries
tech observers, the company also sclls its own devices that are entirely
dependent on the cloud for data storage and applications (Gilmoor 2013).
These include the familiar Chromebaooks as well as Google Glass, which
Google hopes to use to sell pay-per-gazce, for which it holds a patent, to
advertisers (Bilton and Miller 2013). But with competitive threats from
AWS and Microsoft, Google has begun a major push into the business
market with Google Compute Engine (GCE), its Taa$ unit. Again, as with.
Amazon, built-in leverage matters a great deal. In this case, Google run:

its Yaa$ on the same technology that powers Google search, which leads.

the company to claim greater reliability than AWS, especially because of
the notable outages the latter experienced in 2012 (Chen 2012). In 2013,

Google tied GCE to the Google App Engine and its global network of app -
developers in the hope of beating the competition by providing customers -
with a cloud service that includes privileged access to the largest set of -

apps in cyberspace (Hardy 2013d). This is why Google is not reluctant
to boast: “For the most part, GCE is positioned as a way for customers,
to benefit from years and years of infrastructure investments, which span
everything from our datacenter design to our operational practices, our
hardware design and software design, [and] includes the software stack”™
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(Clark 2012b). Reassurances aside, breakdowns lead users to worry that
they arc not keeping a close enough ¢ye on their own data. Indeed, one
of the key challenges for companies like Amazon and Google is to bal-
ance the costs of meeting worried companies’ demands for geographical
proximity to data, even as they make use of a global network of data
centers to ensure sufficient network redundancy to support their claims
of protection against ourages.

Like its rival giants in the industry, Google is comfortable moving into

new territory, in this case the business applications market, long dominated
by Microsoft, Indced Google has been so committed to innovative product

development that it has been dubbed the General Electric of the twernty-
first century (Gapper 2013b). For years, Google Apps was pitched mainly
to small firms and start-ups because Microsoft dominated the market for
large businesses. But Google has begun to cut into this lucrative segment
with major private-sector clients like the pharmaceutical giant Hoffmann-
La Roche, where 80,000 employees use the package, and public-sector
clients such as the U.S. Department of the Interior, where 90,000 use
Google Apps as their staple business-productivity software. Borrowing a
page from Amazon’s playbook, Google relies on consistent low pricing
that Microsoft has difficulty matching (Hardy 2012b). Microsoft fights
back, but does not appear to take Google very seriously as a contender in
this market. Some might consider this a mistake, but Microsoft is clear
that Google is not a threat in the business cloud market because, accord-
ing to the gencral manager of Microsoft’s business division, Google “has
rotyct shown they are truly serious” about enterprise applications. “From
the outside, they are an advertising company” (Kerr 2012). There is some
substance to this view. After all, in 2011 only 4 percent of Google revenue
came from its business scrvices, whereas 96 percent came from advertising,
Microsoft’s cloud-based Office 365 is-intended to keep Google’s business
market share from growing, but Microsoft has yet to demonstrate wide-
spread uptake of ‘the service becausc businesses, worried abour security
and outages, still prefer Microsoft’s more familiar Office software (ibid.).
Early in 2013 Google accelerated a push to challenge Amazon and Micro-
soft in cloud services. Tt doubled the size of its office space in the Seartle
area, near the headquarters of both rivals, and began large-scale hiring;
of cloud-computing experts. In addition to opening another in the many
revenue streams that Google enjoys, the company expects it will have
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\
! the multiplier effect of luring app developers and other companies to use
Google products and to launch from the Google platform.
It is hard to contend with the view that Apple has succeeded in creat-
ing a successtul consumer cloud. With iCloud and iTunes Match, Apple
has the largest share of the consumer cloud-services marker in the United
States, substantially ahead of Dropbox, Amazon Cloud Drive, and Google
Drive. Moreover, the sheer size of Apple’s data centers in the United States
(its North Carolina facility alone is onc of the largest in the world) and
its seemingly constant process of expansion demonstrate the company’s
continuing popularity. So do the sales of its line of computers, tablets, !
and smartphones (Fingas 2013). Much of this success can be traced (
to the vision of its founder Steve Jobs, who recognized the importance of :
the cloud in 2008 and committed to it in 2011 when, although ill with ¢
the cancer that would soon take his life, he announced to a Worldwide
Developers Conference the company’s “next big insight™: “We are going,
to demote the PC and the Mac to be just a device and we arc going to
move the digital hub into the cloud” (Isaacson 2011, 533). While Google,
Facebook, and Twitter garner attention as media disrupters, Apple has
T become one of the world’s largest media companies by creating cloud ver-
EE sions of traditional media. Apple’s iTunes Store and App Store, through
I which people purchase music, video, and e-publications, earn more money
SR than the combined revenuc of the New York Times, the Simon & Schuster -
| publishing company (which put out the best-selling biography of Apple’s
founder), Warner Bros. film studios, and Time Inc. (the largest magazine |
‘ publisher in the United States). For the fiscal year ending September 2012
. Apple’s media cloud scrvices earned about $8.5 billion, or $300 milliof
more than the combined revenues of the others (Lee 2012). Because Apple (
‘does not clearly break out its pure media sales from those, for example, of 7§ &
its nonmedia apps, not all of its ' Lunes earnings come solely from media. 7§ @
Furthermore, Apple’s content division is still dwarfed by conglomerates
like News Corp. and Disney. Nevertheless, Apple’s cloud media is increas-
ing at a 35 percent annual rate, making it the fastest-growing commercial |
media operation in the world. :
As successful as it has been in consumer scrvices, Apple has barcly made
a dent in the business market for cloud services, When it has tried—for @ Pt
example, with iWeb, a website-publishing service—the company has Y
failed to win over customers from its business-services competition. As ar
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Apple backed off from iWeb, its customers needing applications to design
websites and a host to serve them were left out of the cloud and in the
cold. Unlike that of Amazon, Google, and Microsoft, Apple’s business
presence is felt only in hardware sales. These are admittedly substantial,
bur there has been little crossover from hardware into platforms, applica-
tions, and services. As one review maintained, “While iCloud, again, is
awesome for personal use, businesses will find themsclves better served
by a terminal server parked in a secure data center, VPN [virtual private
network] access to a corporate scrver, or another cloud-based file sharing
solution that ensures only authorized users securely access corporate data”
(Eckel 2012). In other words, customers will continue to shop the cloud
at AWS, Google, Microsoft, or one of the other cloud business-service
companies like Rackspace.

Facebook is also a major player in the cloud computing industry but,
like Apple, it uses the cloud to service the gargantuan needs of its own
sit¢, which includes about 1.3 billion uscrs. The company learned about
cloud computing the hard way when in 2006 its computers came close to
literally melting down. At that time Facebook was renting a small space
in Santa Clara, California, and filled it with the racks of servers needed
to store and process activiry on its members’ accounts. When electricity
powering the growing system overheated critical components, the chief
engineer and a few staff headed to a local pharmacy and bought every
electric fan in the store. The tans worked, the servers were saved, and the
rest, as they say, is history. The company had 10 million subscribers at the
time and would not have reached anything close to the billion-plus mem--
bers who upload 300 million photos a day if it failed to master the cloud
(Glanz 2012b). Today, all those photos amount to 7 petabytes of data
cach month, and a cloud server system that calibrates storage conditions,
including temperature, by calculating the likelihood that members will
access information and photos. For cxample, colder storage slows retrieval
time, but that works fine for the billion photos a day uploaded around
Halloween that members are unlikely to want to retrieve after the costumes
are put away for another year. Thesc issues are challenging, but Facebock
benefits from keeping all of its data needs in house. As a rcsult, the key
pressures facing any cloud provider or user, such as sharing, securing, and
syncing, are more casily addressed by Facebook than by companies that
are in the business of serving thousands of different businesses.
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Amazon, Microsoft, and, to a lesser degree, Google, demonstrate their
market dominance to cloud customers through ongoing price cuts that
benefit the general user and drive smaller competitors out of business.
It is certainly a problem for older companies like Oracle, HP, and IBM,
which have significant costs associated with legacy systems that are not
as scalable as the latest technology. As a result, these firms are starting
to change, either by joining in partnerships with cloud companics or by
acquiring promising smaller firms, as all three did in mid-2013 (Hardy
2013b, 2013e, 2013h; Kolakowski 2013). Morcover, [BM, which operates
twenty-six data centers around the world, has begun to transform itself
into a company that resembles marketing giants like WPP, Omnicom,
and Publicis (Waters 2013c). All of this is taking place even as these same
advertising firms are transforming themselves into ones driven by the use
of big data in the cloud. The merger of Omnicom and Publicis to form
the largest advertising business in the world is grounded in the need to
take on the new compctition from integrated cloud-based informarion-
technology companies (Vega 2013).

Price cuts would appear to be an ungualified benefit to the cloud
computing industry and especially to its users, who are incrcasingly
dependent on the service, However, when carried out by industry lead-

‘ers like Amazon or Google, they are also classic strategies to concentrate

power over a market. This has been demonstrated throughout economic
history, including in the communication industry from Western Union in
telegraphy to AT&T in telephony. For years, AT&T initiated price cuts in
telecommunications at the mere whiff of a competitive threat, only to raise
them again when the competition was erased. That the company was able
to accomplish this even under the regulatory nose of the Federal Com-
munications Commission is cvidence of its power and of the continuing

failure of government to carry out regulatory responsibilities. It was not * ;
until the largest corporate users of telecommunication services organized §

collectively to fight back that AT&T’s grip on the market was broken.
Today, analysts wonder it cloud computing will go down that same path.
According to one analyst, “There is a race to the bottom when it comes to
cloud pricing, as the larger providers try to capture as much share as they
can of this exploding market. The downside is that the smaller provid-
crs without huge war chests of cash, but with impatient investors, won’t
be able to make money at the prices that the larger names charge. Many
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of them will struggle to hang in through the days of low or no cloud
computing profits~—and many of them will have to toss in the towel or
have the towel tossed in for them.” The only long-term upside is for the
largest providers: “Once the smaller providers are pushed out, you can
begin to raise your prices. Hmm, it sounds suspiciously like a page from
the big-box stores” playbook—and a warning for cloud adopters not to
count on low, low prices as the norm” (Linthicum 2012),

One of the keys to creating and maintaining market control is to exercise
power up and down the chain of production. A handful of companies are
doing this in one direction through price cuts and in another direction
through their rclationships with key IT producers—particularly the giant
in this market, Intel, the world’s Jargest and most highly valued secmicon-
ductor producer. Intel worrics that the hardware world it dominated, led
by the venerable PC, is in decline. According to one analyst, “Intel still
has a lot of dough, but their old world js cracking” (Hardy 2013f). As a
result, the company is especially concerned with pleasing what it refers
to as the Big Four: Google, Microsoft, Amazon, and Facebook (Apple
purchases its chips mainly from Samsung) not only because of their size
but also because they lead a critical and growing market. Intel has been
losing revenue in the personal-computer market that made it a historic
leader. The $25.8 billion it carned from its PC client group in 2012 remains
enormous, but that figure represents a decline of 2.25 percent from the
first three quarters of the previous year, largely because of the shift to
tablets and smartphones from standard personal computers and laptops.
On the other hand, the company’s revenue shot up by 6.7 percent in its
data-center business, where it carned $7.9 billion. That has triggered a
serious makeover at the company, which now views itself as more of a cloud-
computing company than a client-server business (Hardy 2013f, 2013¢g).

The head of Intel’s data-center group realizes that the company has to
change direction, but believes that if it does so successfully, it could boost
data-center revenues to $20 billion by 2016. But in order to accomplish
this, Intel necds to listen and at times take direction from large, influential
companies, something it is not used to doing. As Intel’s data-center direc-
tor described the situation, “The Big Four operate at a very different beat
rate, and they are very tech savvy, so they don’t want a lot of input. They all
get a dedicated salesperson, the same as the others in our Top 40 custom-
ers, but there is a lot more direct innovation from them, and a lot of sharing
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of ideas” (Hardy 2012c). The Big Four are now active in engineering,
innovating, and testing new semiconductors, including one Intel installed
in September 2011 but did not introduce to the general public until March
2012. Intel admits that its willingncss to absorb the potential production
problems associated with a new chip that has not yet been released to the
general public in order to have the latest semiconductor “was a new thing”
for the company (ibid.). Meanwhile Apple, which has been dependent on
Samsung for the bulk of its chips, is seriously contemplating mantfacturing
morc of its own, partly because of the Korean manufacturer’s announce-
ment in November 2012 that it would boost chip prices sold to Apple by
20 percent. But this is also because Apple simply wants to control more of
the production process (Whittaker 2012), Patent battles with Samsung
are certainly an issue, but the need for control and the ability to carry it
out are even bigger,

Large cloud companies are challenging firms at all points in the chain
of production, from small cloud competitors to chip manufacturers. They
are also going after companies that manufacture computers, Amazon,
Apple, Google, Microsoft, and Facebook all now build their own and
challenge companies like Intcl and HP to meet or exceed performance
specifications. Perhaps the most surprising for its activity in this area is
Facebook, because it has not been among those identified with devices.
The company has joined with both HP and Intel in the public announce-
ment of a new chip. Google has even developed. its own semiconductor
but has not patented it because the company is concerned that doing so
might revcal too much about its plans (Hardy 2012¢). Amazon is building
a global computer system including its own customized computers, dé;t;i
storage systems, nerworking systems, and power stations (Hardy 20134).

These examples demonstrate some of the ways that large cloud com-
panies are expanding to control the market. They are integrating inter-
nally to rationalize production from hardware to software, applications,
and pricing. These moves cnable companies to extend their control over
cloud computing markets and, from there, establish key positions in the
development of informational capitalism. One way to look at this process
is tO see it as a series of steps on the way to the computer utility. That
would be accurate but, as was noted earlier, with no regulatory apparatus -
~ in place or on the horizon, it is also reasonable to see them as steps on the
© way to a global cartel, different from but also similar to the oil cartel that
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influcnced global cnergy-resource markets for many years. Before long,
it may be time to think seriously about the implications of a global cartel
in information resources. As in oil, such a cartel would provide for the
needs of organizations and individuals, using control over various stages
in the production and distribution process that powers global capitalism
to expand profit and control. Just as in 0il or other global commodity

‘markets, there will be small- and medium-sized producers who, from

time to time, disrupt the system. Geopolitical upheavals and technologi-
cal change will also have an impact. In short, cloud computing is rapidly
becoming a powerful force in the world because of the quantitative and
qualitative leap in information production, processing, storage, and distri-
bution, #nd because of the way the cloud is evolving into a global, private
oligopoly, well on the way to becoming a global cartel. Itis also interesting
to observe the ways that some of the companics making up what might
become a cartel are beginning to internalize the appropriate identity for
this new role. Consider Google, whose founder, Eric Schmidt, now talks
about the need for the company and its competitors to start thinking

of themsclves as nations, especially when it comes 16 dispute resolutlon

e adult way to run a business is to run it more like a country. They
have disputcs, yet they’ve actually been able to have huge trade with each
other. They’re not sending bombs at each other.... I think both Tim
[Cook, Apple’s CEO] and Larry | Page, Google’s CEO], the sort of suc-
cessors to Steve | Jobs] and me if you will, have an undcrstandmg of this

state model” (Lessin 2012). 2

Schmidt may take this view more seriously than people think, In Janu-
ary 2013 he came under some pretty harsh criticism from the U.S. State

Department for traveling to North Korea to meet with its lcadership in a

round of private diplomacy unsanctioned by the U.S. government, Citing

U.S. concerns about a North Korean rocket launch one month earlier,
a State Department spokesperson commented, “Frankly, we don’t think
the timing of this is particularly helpful.” Moreover, “They are travel-
ing in an unofficial capacity. They are not going to be accompanied by
any U.S. officials, They are not carrying any messages from us. "They are
private citizens and they are making their own decisions.” Coming from
the agency responsible for American diplomacy, these are pretty strong
words about a prominent U.S. citizen (Gordon 2013; see also Schmidt
and Cohen 2013).

T — "
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Developments like these lead some to wonder whether we are soon
to face the problem of monopoly market domination that once led the
government to intervene against the power of Standard Oil, IBM, and
AT&T. Some have maintained that it was government pressure on [BM,
cven as it dropped the thirtcen-year-old case in 1982, that led the company
B to unbundle its software from the hardware portion of the business and
: thereby advance the massive growth of the U.S. informartion-technology

industry. Furthermore, it was likely that the breakup of AT&T around
that same time helped make the Internet possible. In addition, the gov-
ernment’s 1990s case against Microsoft, which had suffocated innova-
tive companies like Netscape, made it considerably easier for Google and
Facebook to appear (Fox 2013).

Not everyone agrees with the view that an oligopoly or a cartel is about
to be born. Some maintain that, even with continuous pricc cuts, Amazon
will face stiff competition from within and outside the major cloud provid-
ers, including from small innovative companics. There are also concerns
about Apple’s ability to enjoy e¢lite status in the cloud. Analysts point to
the difficulty the company has experienced in making its bedrock iTunes

i service meet the promise of seamless integration and synchronicity across
platforms. Moreover, the company has not expanded its services with
il offerings that have earned Google and Microsoft the reputation of general

i cloud-server companies. Also, while everyone agrees that Microsoft has .
succeeded in building on its success in business scrvices as it has moved '
to the cloud, doubters wonder whether Windows 8 and SkyDrive will
succeed in creating a major cloud-computing presence in the consumer
market (Cloud Twveaks 2012). Some also insist that many companiééf,; '
seemingly beaten by the new Big Four (or Five, if you include Apple); “} -
have the capacity to fight back and are beginning to do so. These include * i
big broadcasters who have seen their audiences diminish in the expan-
sion of digital social media. According to onc analyst, “But as more and:
more Internet-connected smart televisions find their ways into people’s
homes, broadcasters sec a new opportunity to remain at the center of the - “ 4
L global ad industry” (Steel 2012b). They can do so partly because the new -
Lo wave of Internet-connected televisions permits broadcasters like CBS to =
l | sell new forms of advertising to direct marketers who do not typically '
| purchase commercial advertising because they focus on coupons, search
ads, and direct marketing. Internet-enabled television receivers permit
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broadcasters to add web advertisers to the brand advertising that built

the industry. Broadcasters now capture only $10 billion of the $60 billion

spent annually on direct marketing, But the shift to Internet television
has the potential to enable broadcasters to expand that share and enter
new markets. So while it is likely that there is some hyperbole in the state-
ment by a CBS researcher that this will usher in “a new golden age of
network television,” it does indicate that “legacy” companies like NBC,
CBS, and ABC will have something to say about the emerging consumer
cloud cartel (ibid.),

Three of the most important challengers to Amazon and other major
players in the cloud should be familiar to anyone who has purchased a
computer or printer over the last twenty years: IBM, HP, and Dell. These
companies hope to profit by building on their established base in data
processing and storage to provide services to cloud customers and by serv-
ing other cloud-computing companics. It should come as no surprise that
IBM is involved in the cloud; the company has had its fingerprints on just
about every device associated with the history of computing, In addition
to the standard business of hosting providers offering applications over the
Internet, IBM is well on its way to, in the words of one analyst, “becom-
ing a-sort of arms provider for the cloud, selling customized hardware
and software that helps governments, large and mid-sized companies, or
Web developers” (Ante 2012). The company is involved in every facet of
cloud services, but in 2012 it made a major move to promote its cloud to
mid-sized businesses, which meant taking on marker leaders AWS and
Salesforce. The company was initially successful, posting double-digit
gains in its cloud busincss. However, as with other firms whose history.
of providing software and other IT services preceded the development
of cloud computing, success in the cloud may come at the expense of
its core business. This major risk was captured in continuing revenue
declines in IBM’s Global Services unit and in software sales. The problem
for companies like IBM, as well as for HP, Dell, and Microsoft, is that
cloud services can cannibalize their own key businesses, including sell-
ing software and offering consulting services to help companies run their
own I'T-linked supply chains. With more and more of IT bumped to the
cloud, companies are less likely to require software and services that main-
tain their own individual TT silos. According to one investment analyst,
“We could be secing the tip of the iceberg on an important deflationary
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|
‘ force for traditional packaged applications services” (Ante 2012). That
: just happens to represent the majority of IBMs global-services business.
i‘ ¥ Compounding the problem is that as long as cloud services live up to their
‘- promisc of lowered I'T' costs for companices, and so far they have, cloud
il revenue for firms with a long history cannot possibly keep up with what
i they enjoved in the past when they sold software and services to a host of
| - individual businesses. This is not a problem for companies like Amazon
(with its AWS offering), which does not have a legacy business to protect.
How IBM, HP, Decll, Microsoft, and now Apple handle this ¢lassic case
of the “innovator’s dilemma” will go a long way to determining whether
they have a future of any consequence in or outside the clond (Bradshaw
2012).3

Rackspace represents a set of cloud companies that, unlike IBM,
does not have either the advantages or disadvantages of legacy systems
to worry about and has moved full bore into providing cloud services.
The company, which began in 1998 as a small Internet service provider
in founder Richard Yoo’s garage, quickly grew to become an established
host for customized applications, providing private, public, and hybrid
cloud services. Widely recognized as one of rhe leading cloud companies
and with more than 4,000 employces, Rackspace relies on what is called
the OpenStack, software that is universally available based on open 1
LA source principles.* In 2012 it approached 200,000 customers using close

¥ to 100,000 servers in about 250,000 square feet of data-center space <
I ‘ ‘around the world. Demonstrating that it can play with the heavyweiglits, :
o the company’s annual revennes surpassed $1.5 billion. Nevertheless, with |z

Jong-established firms pouring money into cloud offerings, Rackspace faces
an uncertain future. Consider that Dell alone invested $1 billion into its* = t
t cloud in 2012. How does a firm that takes in not much more in annual § -

revenues keep pace? Additionally, Rackspace benefired from complicated ;
pricing for companies unsure of the technology and the market and unable
to gauge pricing well. Now, as the cloud approaches commoditized utility §
status, with standardized pricing based on hourly use for all customers, -
Rackspace will have a more difficult time distinguishing itself from large

firms like Decll and AWS. vt
Unlike Rackspace, which has grown to become a leader in generat cloud - it
services, companies like Salesforce, which uses the cloud for managing cus- =~ &

tomers, and VMware, which provides cloud services through virtualized *. b
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servers, are leaders among the specialists.® The general public became
acquainted with Salesforce when it ran two ads costing $3 million duri ng
the 2011 Super Bowl, Marc Benioff founded the company in 1999 as one
of the first to offer Software as a Scrvice, and the company has since added
Platform as a Service to its offerings. Its specialty is customer-relationship
management (CRM), a system for managing interactions with clients and
prospective clients, primarily to expand sales but also to manage customer
service and technical support, CRM has been in use for two decades and is
now expanding into the cloud. It operates through software that enables
companies to manage their sales and customer-service processes and assess
successes and failures. Rather than house CRM internally, companies con-
tract with Salesforce, which provides software and services from its cloud
servers. These include storage for all data associated with marketing and
salcs for a specific company and access to 20 million or so files on business
contacts. Companies can also work with Salesforce to develop their own -
applications and tools in the Salesforce cloud. In April 2012, the company
employed close to 8,000 people and generated $2.25 billion in annual
revenues, In 2013 it joined a wave of merger and acquisition activity in
the industry by spending $2.5 billion on ExactTarget, a company that
specializes in managing sales campaigns. As cloud leaders like AWS bulk
up with takeover activity, Salesforce felt the need to keep pace. The upside
of specialization is that it enables a company to concentrate resources and
expertise, but the downside is vulnerability. The company faced this in
2007 when it fell victim to a phishing attack that enabled hackers to lure
an employee into revealing credentials that were used to gather customer
contact data. The attackers went on to send further attacks to customers
through fake Salesforce invoices. Some customers fell for the scam and
coughed up more information. For a company specializing in the secure
management of customer relations, this was an especially difficult and
almost company-destroying failure. Larger firms like Amazon have faced
similar challenges, but highly diversified companies like Amazon are bet-
ter able to weather such storms.

- The other challenge for a specialist company is facing genuine competi-
tion from onc of the giants that can bankroll a major initiative and keep
it going in the absence of an immediate boost in profit: Such a challenge
came from Microsoft, which moved into CRM after Salesforce but has
begun to catch up in customers, markets, and offerings. Morc importantly,
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Microsoft Dynamics CRM can draw from users’ familiarity with Microsoft
products like Office and Outlook to make them feel more secure about
taking the leap into cloud-based CRM. Furthcrmore, because Microsoft
has vears of experience in servicing on-premises I'T' departments, it can
offer clients a mix of cloud and on-premises data-center services, The key
point here is that challenges to leading cloud companies like AWS and
Microsoft do come from the diverse set of firms in the cloud marketplace,
but big players can also respond powerfully to even substantial inroads
from specialist firms (CRM Software Blog Editors 2011). Undaunted,
management at Salesforce is rethinking its furure by preparing for what
it calls Cloud 2, or use of the cloud in social media, especially in mobile
communication, In 2012 it took a step in this direction with the $212
million purchase of Heroku, a leading Platform as a Service provider chat
helps companies develop cloud-based applications.

Itis hard to determine whether Salesforce can withstand the competi-
tive push from one of the giants and move into new lincs of business.
The outcome will also depend on how well Salesforce fends off pressure
from other companies making software cloud services a key part of their
business. One of the firms to contend with is Oracle, a major business-
softwarc provider that until 2012 eschewed the cloud in favor of selling
software directly to its business clientele, In fact, its CEQ, Larry Ellison,
is known to have dismissed cloud computing as a fad. The success of
Salesforce and similar companies has changed this view and, after ycars
of foot dragging, the company went on a buying spree that added eleven
new companies to the Oracle stable, all but one of which sells software
applications through the cloud.® In 2013 the company extended its reach
into the cloud by launching a set of partnerships, including deals with
Microsoft and with Salesforce. These drew a lot of attention, especially -

among those concerned about growing concentration in the cloud industry |

(Hardy 2013h). Another challenger to Salesforce, the German software
company SAP, has been even more aggressive than Oracle, spending &
$8 billion on cloud software companies. SAP and Oracle are especially ¢
concerned that the cloud will disrupt their traditional model of provid-
ing software to business clients (Watcrs 2013d). All of this amounts to
both intense compctitive pressure in the growing market to sell software
through the cloud and growing consolidation in the cloud softwarc
marketplace. Although a number of small firms remain, most are facing
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amalgamatmn by choice or necessity, As one industry expert explained,
“a wave of deals is likely to leave only a small handful of bigger and more
diversified companies standing™ (Waters 2012),

Telecommunications Companies Take to the Cloud

For several reasons, telecommunications companies have an enormous
stake in cloud computing and they are well positioned to battle the leaders
in the industry (Babcock 2013b). It is important to understand that these
businesses, especially large companies like AT&T and Verizon, are not
just conduits for other firms’ data, Through their subsidiarics, they are
well integrated into the entire digital economy, including content provi-
sion. Consequently, the cloud challenges the entire telecommunications
industry because it provides new ways to offer services that have been part
of the telecommunications industry for years. The challenge deepens as:
a handful of integrated conglomerates, the digital giants Google, Apple,
Amazon, Facebook, and Mié:msoft, solidify their hold on cloud services.
As these firms build towering silos of their own, once-dominant telecom-
munications companies are wondering about their place in the cloud
economy. Rather than sit back and wait for the industry to settle, firms
like AT&T and Verizon have moved quickly to secure a stake. Verizon, in
particular, has become a major leader among cloud-telecommunications
tirms by employing a strategy that has been used over and over again in

the industry’s history: when the next new thing comes along, buy it, Veri-

zon did so in 2011 by spending $1.4 billion on the major cloud company
Terremark, and by acquiring the cloud-application firm CloudSwitch to
make the total of the company’s cloud investments for the year morg
than $2 billion, These deals took Verizon to the top of a growing field
of telecommunications companies that have moved into the cloud and,
in the words of one industry analyst “are prepping Verizon for massive
future growth” (Hickey 2012). As important as it was to purchase these
assets, Verizon’s more important challenge was to integrate them into its
other lines of business, especially wireless and FIOS, its bundled Internet
access, telephone, and cable service delivered by fiber-optic cable.

For Verizon, the cloud is a key component of a media, telecommunica-
tion, and information convergence strategy that will allow the company
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to control practically all key nodes ini the networks that produce, store,
process, and distribute services to individual and organizational customers,
Moreover, Terremark gives Verizon a significant international presence,
something that the company has lacked, particularly in Latin America.
It is uncertain whether Verizon can make this strategy work, Many, com-
panies, with AOL Time-Warner the most celebrated, have run aground
with “can’t miss” convergence deals. The outcome will go a long way to
determining whether Verizon can join the leaders in the cloud-based com-
munications industry. Complicating matters for Verizon is the expansion
of competitive pressures that threaten its comfortable duopoly with AT&T
in the United States, The acquisitions of Sprint and of Clearwire have
made SoftBank, in the words of one analyst, “a better-funded number
three with the spectrum to launch low-priced wireless data products.”
Moreover, the T-Mobile~Mctro PCS merger created a fourth big player
in the U.S. market and the ability of the spectrum-rich Dish Network
promises to further disrupt the comforrable control of the marker that

Verizon has enjoyed (Globe Investor 2012; Taylor 2013b). .
1

_ t

The U.S. Government: Trusting the Cloud 5
and Commercial Providers £
Not all cloud computing is controlled by private organizations. Bur it is y
interesting to observe the cxtent to which the U.S, government depends [T
on the private sector for its cloud computing needs, including relationships £ 'n
based on no-bid, sole-supplier contracts with the largest cloud providers. ¥  tc
This is significant for several reasons, not the least of which is the amoutit ' P

of moncy involved. According to one report, the government spends $80 |
billion annually on information technology and plans to move about 25
percent of its IT budget to the cloud. An example of the movement to %
cloud services provided on a single-source, no-bid basis is the Naval Sup- 5
ply Systems Command’s plan to use Amazon Web Services to store and T

distribute digital photography and video. The Navy’s argument is that ~§¥ of
AWS offers a single, integrated package that is more reliable and less prone : of
to attack than other cloud services (Foley 2012). Furthermore, NASA, |  th
which helped to develop OpenStack, the open source standard that IBM inc

un

uses for its cloud, also contracted with AWS (Thibodcau 2013). Even the
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CIA planned to tender AWS a $600 million contract until IBM blew the
whistle, raising questions about how the federal government handles cloud
contracts, and a review of the agrecment with AWS (Woodall 2013). While
waiting to learn whether its bid for the CIA’s cloud business would suc-
ceed, IBM won the largest government cloud-computing contract, worth
$1 billion, from the Interior Department (Miller and Strohm 2013). That
helped cushion the blow for IBM when Amazon was officially awarded
the CIA contract (Babcock 2013a).

These moves are not very surprising, particularly in light of the history
of the U.S. government’s relationship to large communication companies
(Mazzucato 2013), For years, government agencies, including the Depart-
ment of Defense, had a very close relationship with IBM for computing
and an even closer one with AT&T for telecommunications services.
Even as business consumers lined up to support breaking up AT&T and
deregulating the telccommunications industry in order to lower prices, the
DOD argued that national security required the end-to-end service that
AT&T provided. It was not until the Pentagon was assured that security
needs would be met that it dropped its opposition to breaking up the
telecommunications giant (Schiller 1981). Given this preference for large,
stable companies, it is not surprising that the government would turn to
AWS to meet some of its cloud-computing necds. _

The U.S. government’s current move to the cloud is propelled by the
belief that cloud computing must become a central means of mecting its
information-technology needs. In December 2010 the federal Chief Infor-
mation Officers Council released a plan to reform government information
technology, which included requiring agencies to adopt a “cloud-first”
policy for new I'T deployments. According to the plan, cloud-first is driven
by-three interrelated forces. First, large data centers provide economies
of scale that are necessary to meet the growing needs of the federal gov-
ernment’s “computation infrastructure,” For federal IT planners, it is
less expensive to centralize data in a few large centers than to retain it in
local offices. Second, cloud systems are able to provide almost any type
of computation on demand. It is difficult to predict the type and speed
of processing and analysis that will be needed and the planners side with
those who believe that cloud systems are agile cnough to meet their needs,
including those they cannot now anticipate. Finally, the cloud unleashes
unprecedented analytics capability on large data collections. It is clear
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from this view that federal IT planncrs rank big data among the major
attractions of cloud computing. Data centers are intended ro be not only
storage warchouses that agencies can <all on when they need data, but
also active producers of information that draw on stored data sets (Page
2011). In 2011 NIST released its report defining cloud computing and
carefully describing the cloud’s specific characteristics to enable managers
and staff operating within agencies to have a better idca or, in some cases,
their first clear idea of what it was they were being ordered to implement.
In 2012 the National Science Foundation (NSF 2012) produced a short
report supporting NIST’s conclusions and committing the government to
fund research into cloud computing. The combination of strong affirma-
tions from the federal government’s CIO, from NIST, and from the NSF
provided the grounding for strong state support for the cloud.

There are also major implications in a pumber of government demon-
stration projects in cducation and research. One of the most significant is
a program operated out of the National Endowment for the Humanities
Office of Digital Humanities, It demonstrates how government’s use of
the cloud and big data is contributing to the restructuring of education,
and not just in the arcas where we would expect change, such as computer
science and the disciplines associated with the sciences. It is also reaching
B g into the social sciences and even the humanities. One can learn a lot about

- L - the direction of change from the size of a force creating it, but one can
|

] also learn a grear deal from its reach, as when government projects extend
N to fields traditionally kept outside the scope of computerization. Chapter
‘ 5 cxamines the digital humanities in the context of assessing big data in

the cloud. Suffice it to say here that the digital humanities project repre-
sents an important initiative that is often lost in the understandable focus
on larger military and civilian projects. Its significance for the future of
education and research far outweighs the size of its budget (Gold 2012).
| In spite of the enthusiasm for the cloud in government, there remain
" ‘ : several issucs that have the military and intclligence sectors cspecially con-
cerned about moving data to corporate-owned cloud systems. Arguably
the most important is sccurity. At the very least, there is concern about
moving classified data and computer power esscntial for combat missions
to off-site locations. Formal concerns have already been raised with respect
to the security of data in NASA’s cloud systems (Kerr 2013). Furthermore,
the size and complexity of government and especially military computer
i | systems make the prospect of moving to the cloud very expensive. It would
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not be a matter of simply relying solely on available technologies because
many government departments, and especially the military and intelligence
sectors, require customized systems that are integrated within and across
units. Finally, government, and especially defense, requires a very high
level of support and, while some of the major providers have developed
excellent backup for their customers, it is uncerrain whether the necessary
support is available in the current cloud industry (Gangireddy 2012).

- Bven in the face of these worries, the government is showing a level
of faith in private cloud companies that has surprised some experts,
This extends to using private cloud firms to provide security for the
government’s systems. For cxample, the Naval War College awarded a
single-source contract to the Saa$S vendor CloudLock to safeguard the
implementation of online tools like Google Docs and Google Drive,
Given the concern with security, one analyst responds to this use of the
cloud to protect the cloud with the conclusion that “it’s remarkable that
agencies are defying conventional wisdom in this way” (Foley 2012). In
a more significant step, intelligence agencies are beginning to make usc
of commercial cloud computing, including the public cloud, which scrves
all customers. Furthcrmore, according to one IT leader in the intelligence
community, agencies now have enough confidence in the public cloud “to
bring some commercial cloud capabilities inside our fence lines” (ibid.).

The alternative to this use of commercial cloud services is to retain IT
activity on-site or to develop a government, military, or intelligence-agency
cloud capability. This is certainly taking place too. In 2011, Los Alamos
National Lab began providing Iaa$ services from its own data center and
has joined with the National Nuclear Sec urity Administration to develop
a community cloud that extends to the entire Department of Encrgy
(ibid.). Of greater strategic significance is the Department of Defense
decision to create a military cloud as a means to fend off cyber-atracks
that have been proliferating in recent years, These include the April 2010
attack emanating from China that redirected 15 percent of Interner traffic
through China’s networks for eightcen minutes-and the 2011 virus attack
on U.S. drone weapons. The latter used malware to record keystrokes and
required continuous deletion and rebuilding of hard drives. To avoid these
attacks, DARPA set up Cloud to the Edge (COE) in 2011, which began
by opening a set of hotspots for secure communication. According to one
analyst, COE looks a lot like Google’s suite of online services, minus thd
search cngine (Tanaka 2012). Tt is hosted on a secure system of scrvers
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by the Defense Information Systems Agency, which has itself given out a
$45 million sole-source contract to the Alliance Technology Group for a
data-storage facility to provide four exabytes of storage capacity (Hoover
2013). To back up its cloud initiative, the Department of Defense com-
mitted another $5 million to advance its cyber-battleground project, with
the auspicious title of Plan X, that would allow the agency “to rehearse
and manage what officials call ‘cyberwarfare in real-time, large-scale, and
dynamic network cnvironments’ (Nextgov 2013).7 To implement its plan
the Pentagon will hire and deploy 4,000 military and civilian technology
specialists to the U.S. Cyber Command, but that is not likely to be enough
(Brannen 2013). This prompts some to anticipate a near-term shortfall in
cloud experts (Weisinger 2013). '
It is not just security that prompts interest in the cloud. The DOD also
wants to better manage its I'T budget and hopes the turn to cloud com-
puting will go a long way to saving 30 percent by 2016. Already engaged
in the consolidation and modernization of data centers, the DOD has
eliminated many and cut the number of technical support desks in half,
Overall, it would like to reduce the number of networks, data centers,
and help desks by 80 percent (Tanaka 2012). Storing. everything from
unclassified to top-secret information, the military cloud began with a test
case led by the National Security Agency, which gathers, stores, processes,
and analyzes huge amounts of data. Typically sheltered from the public
attention that is more typically directed at the CIA and the FBI, the NSA,
which is three times the size of the CIA and has one-third of total T.S.
intelligence spending, burst onto the front pages of newspapers worldwide
in the spring of 2013. A scrics of leaks and newspaper accounts revealed
that, contrary to previous claims, the agency worked closely with 1.8,
telecommunications providers and the largest Interner companies to gather
data on Americans and foreigners by scooping up and analyzing relephone
conversations, emails, social-media postings, and other ¢lectronic com-
munication, With the $20 million Prism program that included major §
Silicon Valley and telecommunications companies that shared information §
on users with the NSA, the spy agency hoped to better target threats to i

the United States by analyzing meradata—rthar is, who was contacting #

whom, as well as content whose keywords big-data analysts could use to %
root out suspected terrorists (Luckerson 2013). Nevertheless, many crit-
ics took issue with what appeared to be an unprecedented and, until the 3§
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leaks, secretive attack on the privacy of users (Wilson and Wilson 2013).
Controversies aside, government policy makers hope that cloud computing
will enable the NSA to meet its goals with greater security and at lower
cost, thereby demonstrating the value of moving other government agen-
cies to the cloud. Nevertheless, experts worry that concentrating military
information in one large cloud system, however well secured, provides an
inviting target for cyber-attackers around the world. One expert worries
that the move to the cloud is the equivalent of “painting a c¢yber bulls-
eye” on the NSA and the military: “Cloud computing, in military terms,
fosters a target-rich environment because the very things that make the
cloud appealing also make it a tempting mark, Because of this and the
high probability that a vast amount of data will be stored on a cloud,
attackers only need to be lucky once as compared to having to be lucky
multiple times when artacking a legacy system, With this in mind, a more
appropriate question for the NSA would be ‘what kind of information
would your organization refusc to place on a Cloud?”” (Tanaka 2012)

‘It 1s not as if muilitary planners arc unawarc of the security problems
of cloud computing. According to DARPA, “Cloud computing infra-
structures, in particular, tightly integrate large numbers of hosts using
high speed interconnection fabrics that can serve to propagate attacks
even more rapidly than conventional networked systems. Today’s hosts,
of course, are highly vulnerable, but even if the hosts within a cloud are
reasonably sccure, any residual vulnerability in the hosts will be amplified
dramatically” (ibid.). Nevertheless, like many other agencies, it is convinced
that, with appropriate security measures, the military benefits of cloud
systems outweigh the risks because “clouds and distributed computing
environments can: provide redundant hosts, correlate attack information
from across the ensemble, and provide for diversity across the network”
(ibid.), What matters for the military is whether it can develop what it
calls “mission-oriented resilient clouds” that can be deployed effectively
in combat.

Clouds over China

Cloud computing systems have a firm foothold in the United States,
where about 40 percent of the world’s data centers are located, but they



s 72 CHAPTER 2

are also spreading internationally. Outside the United States, Scandinavia
has become a major data-center venue and the cloud is no stranger to the
Middle East, but China has made the most significant progress in the
overall development of ¢cloud computing (Horn 2011; Glover 2013). By
the end of 2012 China represented about 3 percent of the global cloud
marketplace, but it is expected to grow at a 40 percent annual rate, reach-
ing $18.6 billion in annual revenue by the end of 2013, Led by China,
the Asia region is expected to lead the world in cloud traffic and work-
loads by 2016 (Ong 2012). China’ burgeoning cloud industry benefits
from minimal competition with the major U.S. providers. Amazon is not
there and Microsoft has just begun to introduce its Azure cloud service
in China. This has left lots of room for the development of indigenous
cloud services, including the Alibaba Group, which provides both cloud
infrastructure and services to a varicty of national and multinational
chents over its Aliyun network. In addition, Baidu, known in the West
as the “Google of China” for its prowcss in search services, has invested
heavily in cloud storage and processing, cvidenced in a 2012 investment
of $1.6 billion in a ncw data center and a deal to offer free personal cloud
storage on Android phoncs. Baidu’s major competitive challenge comes
from Tencent, an instant-messaging and onlinc-gaming company with
400 million uscrs, making it one of the largest consumer-application cloud -
companics in the world, with a valvation in 2012 of $60 billion, In 2013 .-
Tencent took a major leap in the cloud marketplace when it announced
that it would be the first to build a center in the western China city of
Chongqing, where planners expect significant new growth in the cloud e
(People’s Daily Online 2013), In 2012, the world’s leader in telecommusni )
cations equipment production, Huawei, also moved into cloud computing %
and storage, a decision that led to a significant growth in company profit ‘j
(Reuters 2013a). China’s cloud development is helped by the presence of .
Asian firms like Pacnet that benefit from having developed network and
data-center services in the Asian region, including Hong Kong, Singapore, -
and Australia (Powell 2013).

In 2013, Baidu demonstrated that it docs far more than provide service “f
to China when it signed a dea! with France Telecom to offer its mobile !
‘browser throughout Africa and the Middle East on the French company’s |
smartphones (‘Thomas 2013). In addition to these network-driven cloud
providers, companies have cmerged that provide storage services. A leader




€8, Scandinavia
stranger to'the
progress in the
over 2013). By
1e¢ global cloud
wal rate, reach-
Led by China,
affic and work-
dustry benefits
Amazon is not
e cloud service
. of indigenous
des both cloud
. multinational
vn in the West
:8, has invested
)12 investment
personal cloud
1allenge comes
company with
yplication cloud
illion. In 2013
1 1t announced
1 China city of
th in the cloud
| telecommuni-
oud computing
company profit
the presence of
:d network and
mg, Singapore,

provide service
offer its mobile
nch company’s
*k-driven cloud
rvices. A leader

From THE CompuTer UTILITY To Cloun CoMpuTing 73

in this area is MeePo, a storage service similar to Dropbox. The company
has experienced remarkable growth, with capacity in 2012 reliably esti-
mated at 50 terabytes (Chou 2012). : '

One of the most ambitious cloud projects in the world is China’s com-
mitment to build cloud cities. The goal is to construct giant data centers
connccted to firms that provide value-added services, as well as research
and development for domestic and international markets. Some of these
involve working with major international partners who provide capital
and expertise, cven as local companies control the project. For example,
China-based Range Technology is tcaming up with IBM to construct a
6.6-million-square-foot cloud-computing center in Langfang, near Beijing,.
It will provide cloud services to government and private-sector organiza-
tions, as well as host cloud systems and mobile devices (Bundy and Haley
2012). Inaddition to linking up computer-service providers like Baidu and
computer companies like Lenovo, cloud centers also welcome the involve-
ment of China’s large telecommunications companics. For example, in
2011 China Telecom formed a partnership with the global cloud-services
company SAP to offer cloud services to small and medium-size businesses
in China. In 2012 the country’s three giant telecommunications firms,
China Telecom, China Mobile, and China Unicom, agreed to invest $47
billion to develop data centers, including onc of the world’s largest, to
help create an economic hub in Chengdu, a city in China’s southwestern
province of Sichuan. Chengdu already builds one-fifth of the world’s
computers and the plan is to expand the Tianfu Software Park around
the cloud data centers. In this way Chengdu will move up the value lad-
der from computer manufacturing to data storage, processi ng, and trans-
mission, on the way to becoming a center for research and development
(Evans-Pritchard 2012). With fifty-one universities graduating 200,000
scientists and engineers each year, Chengdu has the foundation to take
these steps to higher-value production.

China certainly appears to be poised to become a world leader in cloud
computing, It is building enormous cloud data centers, including some of
the world’s largest, at a feverish pace. Not satisficd with the construction
of cloud facilities, it is creating entire cloud cities. Of equal significance,
China is carrying out a detailed cloud-computing strategy that is most
significant for integrating all the major participants, including hardware
manufacturers who are becoming leaders in server production for the
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global marketplace, software designers, application developers, business-
service providers, and telecommunications companies. But there is another
side to this success story. China faces technical challenges, including con-
necrivity problems and the absence of certification programs for cloud
companies and their staff, something that has been institutionalized
among leading companies like Amazon. Moreover, as Chapter 4 describes,
cloud computing faces numerous environmental, social, and labor chal-

‘lenges. These are all greatly heightened by the size and speed of cloud
development in China, as well as by the unsettled nature of its political
and legal infrastructure (Qian 2013).

Cloud computing creates significant environmental problems associated
with its massive energy requirements and, secondarily, with construction
and disposal of materials and equipment. These are all exacerbated in
China because the country 1s already plagued by widespread air pollution
as energy needs have spiked across the country, and reliance on coal-fired
power plants decpens the problem. Building the world’s largest cloud
facilitics, including entire cloud cities, will only add to an already critical
problem. T'he same holds for security, surveillance, and privacy issues.
These pose challenges everywhere, but nowhere more prominently than
in China, where there is no guarantee that if they build it, the world will
come. China has long been mired in controversies about the security of
personal and organizational data. Will Western companies and govern-
ments that have complained abour the theft of dara store their information
in China’s data centers? A society that practices massive sutveillance of its
own citizens and routinely censors information can hardly be surprised
to find very low trust in the security of its cloud systems. It is not-only
foreign businesses that worry about surveillance issucs. A 2013 Forrester
Research report documented concerns among Chinese entrepreneurs who

are rcluctant to take to the cloud. Some of this results from the lack of | &

experience with outsourcing or externally managed services. With little to |
prepare them for the cloud, companies are understandably cautious. But
security worries loom large and this accounts for a distinct preference for
private-cloud services as the less risky cloud option (Qing 2013). Finally,
China’s hyper-accelerated industrialization has created massive labor
problecms that include but extend well beyond the notorious practices of -
the electronics manufacturer Foxconn. Annually producing 200,000 sci-
entists and engineers in one city alone is an outstanding achievement, but
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managing them and the millions of new workers who constitute China’s
army of knowledge workers is an entirely different challenge, From con-
struction to operation, from maintenance to support, cloud computing
makes enormous demands on labor markets and workplace practices. To
add these demands to a society already in the throes of labor upheavals
across the country will certainly tax China’s leadership for years to come.

This overview of cloud computing has covered key features of its geneal-
ogy, defining elements, key characteristics, and major excmplars. The next
chapter builds on this foundation by examining how cloud computing is
promoted in marketing and myth, and describes why it is important for

supporters to fashion this complex, but nonetheless banal, technology
into the technological sublime.



