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Abstract: In the Department of Defense, both military and civilian planners use a framework
that divides military operations into six distinct phases. This type of framework may no longer
have the utility it once enjoyed. This shift has less to do with technology changing the nature of
war and more to do with how the United States differs from its adversaries in its understanding
of war. Adversaries of the U.S. understand the state of the world to be one of conflict and
competition and look to strategy to impose order through hierarchy. This article considers the

Russian and Chinese approaches to the use of information in war and makes recommendations
on how the U.S. might respond.
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Introduction

In the Department of Defense, both military and civilian planners use a framework that divides
military operations into six distinct phases. These include: Shape, Deter, Seize the Initiative,
Dominate, Stabilize, Enable Civilian Authority, and finally back to Shape. While perhaps having
some utility at the operational and tactical level, this type of framework constrains strategic
military planning. This constraint has less to do with technology changing the nature of war (it
does not) and more to do with how the U.S. and its adversaries differ in understanding war and
the role of information. Adversaries understand the state of the world to be one of conflict and
competition and look to strategy to impose order through hierarchy. The American perspective is
one that peace is the norm and war is an aberration. The emphasis of military planning is to
return, as quickly as possible and with a minimal loss of life and property, to the steady state of
the Shape phase, while achieving military objectives. Phase 0 is not seen as a state of conflict
between the United States and other powers. Yet it is here, in Phase 0, that adversaries are
conducting military operations designed to deter and ultimately delcat the United States, whether
in eyberspace or in the broader “informationization” of warfare. It is an era of persistent conflict.

Information is the coin of the realm in this context. It is the resource to be harvested and used to
provide competitive advantage. Russia’s doctrine of ‘hybrid warfare’ relies on information
control as a weapon, supported by clandestine destabilization operations and the maneuver of
conventional forces. Chinese military writing argues that war has entered an era of
“informationized operations,” and the victor is the side which best gathers and uses information
while denying it to the adversary (McReynoalds ef. af 2015). Islamic terrorist organizations use
Information resources for propaganda, recruitment, mentoring, command and control of forces,
and the promotion of ‘do-it-yourself® terrorism worldwide—a form of iTerrorism.
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Cyberspace operations and cyber power permit states and non-state actors g
information space and through the information space 10 atfect the physical world i
important ways. The scale has grown dramatically, and even small groups or states g o
outsized effect. The American concept of Phase 0 is challenged as actors in cyberspace ave
activities that many would consider belligerent, if not direct acts of war. Some haye su“-ﬁyndum
that Iran was behind the 2012 use of the Shamoon malware to attack the Saud; Ammcogaeslad
company, which destroyed the data on 30,000 hard drives (Infosecurity 2014), |p ?.Ulim'.rgy
believed that North Korea sanctioned a cyber-attack on Sony Motion Picture Emﬂﬂainm‘. i
response to the relcase of the movie The inferview (Sanger & Periroth 2014) The R:m.m
sovernment is suspected of having conducted a recent cyber-attack on the Ukrainjan po“.e:m".ﬂj
that cut power in 103 cities and towns (Perez 2016). The U.S. appears to have been the viet riﬂu‘
cyber-attacks on its own power grid (rom Iranian and Russian actors (Burke & Fahey 2013) 6;“
common thread in all these examples is that, due to the difficulties in attribution, aj| ;;-;l e
suspected can plausibly deny they conducted these acts. The onus of whether to esfalazf'“'
respond falls on the victim, likely encouraging future mischief. If these few examples of an;cs_:
were conducted by traditional military means, especially against civilian targets, there woulg ke
little doubt of how the U.S. would act. But the fact that these acts were conducted via C}'bel‘Spa;,_a

appears to have left security and military planners in a quandary about how, or if, the U S, should
respond.

o in g
d“’ﬁl‘sc .

In this era of “persistent conflict™ (Casey 2008) position and posture must become the critical
elements in shaping adversary perceptions on the willingness and capability of the US.
respond. A ‘rebalance’ or shifting of forces from one theater to another, as was presupposed by
the U.S. rebalance to Asia is insufficient. Rather, it is about the ability to build and stockpile al
elements of power, and to be capable and willing to use them. Technology provides unigu:
capabilities and efficiencies to acquire that position and gain the ‘information high ground”, The
United States will need to rethink both the planning emphasis and how Phase 0 is approached
Phase 0 becomes the most important. The U.S. will have to think in terms of ‘winning’ in Phase

0 and will have to construct concomitant theories of victory here, because that is where the waris
being waged.

The Environment of Persistent Conflict

The scarch for and use of information has always been a part of conflict and war. In verse 13 of
the Biblical book of Numbers, God directs Moses to “Send men to spy out the land of Canaar,
which [ am giving to the people of Israel”. In addition, the Mongols were noteworthy in their ust
of psychalogical warfare and deception to encourage enemies to surrender without fighting. And
Ancient Egyptian Pharaohs would boast of their deeds and proclaim their divine lineage It
hieroglyphic carvings on temples and monuments to promote the legitimacy of their rule. Tod2

however, the availability of information, as well as the means to acquire it and use it, far exceed
any other point in recorded history.

Today’s world might be described as the ‘World of Moore and Metcalte’. In 1965. G““{‘.\nj;
Moore, co-founder of Intel, observed that the number of transistors in an inlegrawdb'lu\lf‘m‘:-
doubled every year (later revised to every two years). Integrated circuits are argud izing
backbone of the information technology revolution that Moore helped usher in, revold llu:.:ﬁ“‘
electronics, computers, automobiles, mobile phones, and home appliances. Exponentidt =

on “If}l‘f‘!;’
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qumber ©f tfa“ﬁ{is"ors""fo_r example, processing power—has powered growth in the
ant of data, economic productivity, technology, and social change, since the late 20" century
?® s 2016): This growth would not have been possible without the concurrent decline in the

0 . .
omputing and data storage. The following figures reported in April 2016 by the Strateg
;fvces Group (81G) illustrate this growth: . YR NS

More data NOW CFOSSES the Internet every second than were stored in the entire Internet
20 years ago;

. [Every two days, people create as much information as we did from the beginning of time
up to 2003. In 2012, 90% of all the data that existed in our entire history had been created
in the previous two years. By 2020, analysts predict that the amount of data available will
be fifty times what it is today;

. In 1990, it cost $527 for one million transistors. By 2012, that cost was reduced to $0.05;

. In 1992, storing information cost $569 per megabyte. In 2012, it was $0.02. (SIG 2016)

The modern information environment is also characterized by an exponential growth in the value
of networked connections. This is best understood as the effect of communication technology,
the Tnternet, and social networks. Identified as Metcalfe’s Law, it states that the value of a
ielecommunications network is proportional to the square of the number of connected users of
the system (n”) (Kittredge 2011). The law is often presented pictorially using telephones, as in
Figure 1, below. It takes two telephones to make just one connection; however, five telephones
will make ten connections, and twelve make sixty-six connections. The power of this law is clear
when considering the use and impact of social networks and technology on the information
environment. As more people become part of the network, the value increases exponentially,
meaning that its reach and ability to influence populations are hugely important.

o=

Figure 1: Metcalfe's law yisualized

The information environment is not the sole province of nation states, or even large
orcanizations. The relatively low cost of information technology, data_s.toragc., access to
networks, and advanced software applications enables nearly anyone o participate, interact, and
affect this domain. It is here that most forms of communication, social and economic interaction,
and daily life occur.

Advanced technology has enabled human interaction with the physical environment on an
immense scale. A single entrepreneur, such as Jeff Bezos, founder of Amazon, can a}'nass enough
resources to conduct an underwater expedition to recover the F-1 Thruster Engine from the
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Apollo 11 Rocket off the ocean seabed (Bezos 2015), while a scientific research or
such as the Woods Hole Ocecanographic Institute can sport an entire fleet of
underwater vehicles (WHO Institution 2015). Elon Musk can found a comme
exploration company, known as SpaceX, and become the first company to launch a y
berth it with the International Space Station in 2012 (Harwood 2012). Of course, his
unfamiliar with great technological and engineering feats or inventions. However, the Scale wj

which humans are able to interact and influence one another has profoundly changeq, By 20]llh
more than one third of the world’s population had Internet access; 6.4 billion had g cell p 2,
subscription; and Facebook had reached one billion subscribers (Techblog 2013), o

Banizygj,
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Just as important, new analytic technologies and methods permit large volumes of data to },

collected, evaluated, analyzed, and used to gain insight and make decisions. What was onee thc
province of governments and large corporations, these ‘Big Data’ capabilities are availab]e
everywhere and to everyone at minimal or no cost. Almost all forms of social function anz
interaction can be captured, analyzed, synthesized, and perhaps even predicted at growin

confidence levels. War being an intimate form of social interaction, the application of Big Dalf
on military operations and national security could be profound. In the information domai,
anyone anywhere can participate in war and conflict. One need only consider the implications g%
the Internet hacker group ‘Ancnymous’, which has conducted operations against nation states
such as North Korea in response to its attack on Sony (Bazzle 2014), as well as operations
against ISIS (Griffin 2015). Combat operations in the information domain can be expected tg
involve multiple participants, greatly complicating military decisions.

However, it would be a mistake to overemphasize the importance of technology, to include
hardware and software. Technology is merely the tool, the means, to acquire information. And
information is the critical resource in the Phase 0 conflict. The ability to detect, deter, and (if
necessary) defeat adversaries will be dependent on information. To date, America’s adversaries
appear to be taking a holistic view of and approach to how information is harvested and
employed in conflict, as well as how it might be denied to the United States. In the cyberspace
domain, Russia, China, and others conduct operations and influence media in order to shape a
new environment and change the status quo without having to resort to kinetic conflict.

Does Phase 0 Work Anymore?

Traditionally, the Unitcd States sees itself as either at peace or at war. This bifurcated approach
colors the legal, diplomatic, political, economic, and military lenses through which it engages
actors in the world. During peacetime, the U.S. conducts steady state operations, which imply
maintenance of the status quo (certainly not conflict). Relationships are largely static, and states
are not contesting onc another in the military domain. This is a legacy construct from the great
wars in Europe and the Pacific in the 20" Century. The elements of this understanding include

e an emphasis on preventing wars rather than shaping environments;

e avicw of risk centered around losing wars rather than the possibility of losing the peace;
and (

e a desire to excel at high-end warfare over confrontations which may fall short ©
violence.

- i qrfare
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peacetime military planr_ling and operations reflect this view. The U.S. military’s handbook on
Opgrationui planmr}g, Joint Publication 5.0, defines Shape (Phase 0) as “Joint and multinational
opcrations-—incluswe of nor_mal and routine military activities—and various interagency
activities ... performed to dissuade or deter potential adversaries and to assure or solidify
relationships with friends and allies”. Shaping requirements tend to occur “in the context of day-
today security cooperation” (Joint Chiefs of Staff 2011). Only when adversaries begin to conduct
undesirable actions would the military shift to Phase 1 (Deter), which would include
demonstrating capabilities and mobilizing joint forces. Failing deterrence, the military will act to
sseize the initiative” (Phase 2), and “dominate” the adversary (Phase 3). Once defeated, the
military will conduct stability operations (Phase 4) in order to enable local civilian governance
(Phase 5), returning to peacetime shaping operations (Phase 0). The key discriminators between
these phases and the American understanding of peace and war are the presence of kinetic
violence and the level of military effort. ‘Shaping’ only occurs before and after conflict. See
Figure 2 below,

Notional Operation Plan Phases versus Level of Military Effort
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Figure 2: Notional operational plan phases versus level of military effort (Joint Chiefs of Staff 2011)

The American military has enjoyed considerable success, especially recently, at employing its
kinetic capabilities. Perhaps it is because of this that adversaries, other than terrorist
organizations, have gone to great lengths to come right up to the line of direct military violence,
f)vlthout crossing it. This is especially true in the cyberspace domain, where much of the
Enformation war is fought. North Korea, Iran, Russia, and China have all used cyberspace during
Peacetime” as a platform from which to violate national borders and sovereignty by emplacing
tools (specifically, cyber weapons) on our critical infrastructure, stealing intellectual pmperty:
?;gt:ttgcking U.S. industry as well as government and military netwqus. They are developing
HChic-ies and _Conc?pts_ designed to deny and dlsmpt U.S‘..mfommtmn networks in ‘order to

strategic objectives. They understand American political, cultural, and legal reticence to
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act during peacctime because we do not recognize this category of conflict as being vy
the US. does finally act, it is oflen too late or insufhicient to influence or dete
authoritarian regimes such as those mentioned above. Russia and China provide two
and are worthy of a closer look.

= Wlhen
' Nimb]g,
Cxa]]]]‘)lcs

Russia’s Hybrid War Strategy

The term ‘hybrid war’ suggests the combined use of previously understood concepts relaeg o
war, to include conventional, irregular, political, information, or otherwisc. Therefore, Russian
hvbrid war may not represent a new way of fighting, but rather a recognition that modem War
stll relies on “the integrated utilization of military force and forces and resources of §
nonmilitary character™, and, “the prior implementation of measures of information warfare 1
order to achiceve political objectives without the utilization of military force and, subsequently, i,
the interest of shaping a favorable response from the world community to the utilization of
military force™ (The Military Doctrine of the Russian Federation 2010).

Regardless, Russia has been able to achieve military objectives on its periphery through g
socially savvy, subtle, and ambiguous form of war, the main elements of which are information
confromation, destabilizing operations. and the use of canventional forees.

‘ Information confrontation, which harkens back 10 Soviet doctrine on ‘Active Measures”
(Boghardt 2006), uses disinformation, misinformation, and planted information delivered via the
Internet, social media, and traditional media. It draws particularly on Soviet-like themes of anti-
Nazism. the threats to Russian civilization, Western “information aggressions”. and
“destabilization strategies” against Russia. It has developed a significant “[I]nternet trol]”
army-—a new, sceretive, state-sponsored agency designed to spread propaganda, attack eritics.
and sow domestic discord in targeted countries (Chen 2013).

Confrontation in the information cnvironment is tollowed up by clandestine political
destabilizing operations against the political apparatus of the target country. It might seize
certain state or public media, attack certain facilitics or smear them as agents of oppression, or
fund and supply scparatist insurgents. Examples would be operations which falsely showed
cthnic Russian minoritics being persecuted in the Ukraine (2014), Georgia (2008), and Estonia
(2007).

To support these efforts, Russian conventional forces would be mobilized and deployed to the
border region of the target country to serve as a form of intimidation, to supply Russian-
supported separatists, and—if necessary —to conduct incursions or lo intervene directly.
The use of cyberspace operations to support hybrid warfare strategy has three components: the
targeting of the domestic population of a country using diplomats, hired ‘experts” and academics
to influence perceptions and opinions: the use of information operations 1o control the mc:fs‘lg?f
and offensive cyber operations against computers and communication systems. Information 13
used to confuse. paralvze, and swbvert, unlike the American/Western model, which uses
mformation to persuade.

I : arfare
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Chines¢ lnl'ornmtioni;cd War |
Lma’s cyberspace opcr;u.mns 'dl'ICIl strategy are driven primarily by preservation of Communist
party (CCP) ru.le. Domestic security, economic growth and modernization, territorial integrity,
J,;d.thc p(;tcnllaI‘USG Ol_'-‘}‘bk‘l‘hjpﬁcc "?r ""'"ilr_)’lﬂl}crutions center on maintaining the CCP’s
wer. Even its diplomatic and international policies are built around giving China maneuvering
to interpret international norms, rules, and standards to serve domestic needs, principally
primacy of state sovereignty. China must balance cconomic grawth and globalization
ning the Party’s firm grip on power, which creates tension, Not only is Internct
and censored, but it is also a tool for state propaganda (MacKinnon 2008).

room
mmugh the
with maintai
usage controlled

Cyberspace operations are central to the Pcoplcl’s Liberation Army (PLA) concepts of
winformationized \\'art‘ure.“. As'Wa_ns- (201-.4) i.ms written, the PLA sees war transitioning to an
.-inmmmionized“ state “in whlch-1n10|fm'almn'|zcd operations are the main operational form and
nformation is the leading faclqr in gaining victory”. Information is a resource to be harvested
and exploited, as well as denied to the enemy or manipulated for advantage. Nations and
militaries “‘can be wealthy or poor in this resource. Overall wealth in information is what will

Jltimately matter most in peacetime competitions, crises or military conflicts™ (Watls 2014),

Timothy Thomas (2014) has identified several components to Chinese military thinking, to

mclude

» a more broad and analytic framework that holistically incorporates information-age
strategy;

o while remaining prominently Marxist, it “cxamines the strategic environment through the
lens of objective reality and applies subjective judgment to manipulate that environment
to one’s advantage”;

o the use of stratagems integrated with technological innovation, creating a hybrid
combination targeting the adversary’s decision-making process to induce the enemy to
make decisions China wants;

+ the constant search for shi, or strategic advantage. Shi is thought to be everywhere,
“whether it be with the use of forces, electrons, or some other aspect of the strategic
environment”; and

s the object of “deceptively making someone do something ostensibly for himself, when he
i actually doing it for you”.

According to Jullien (1999) shi is the “concept born of disposition ... of a process that can
:'::)f!n\:t::]dqu";‘r advantage if we mgl@ opportunc use of i!s propcnsi%y“. Chines.e military thuught~
s lhan]“ erdfr,(?m ths Claus‘e,wuz.lel_‘t undcrstalflmg of conlfromallon, bcgommg focused on ajlu
. llfn fs and mrcalls : ..S'}u aims to use cvcryhposmhlc means to influence the potential
iliey 1999‘; %e?s at play” to its own advantage, before any cngagemcnl or b'at_tle takes place
Wiicwis cn‘:’_‘.mctorc, the engagement never aclually_conslltulcs the dcusm_: battle that
[hisﬁlratcgy bymnns, because it has already been won. Chinese cyberspace operations support

Jouy,
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e gaining information (hrough reconmaissance of cyber systems, and manipulatin,
influencing Western or American perception and technology to cstablish slrm&e 2
advantage; gie

e using that reconnaissance information to position its forees, to locate vulnerabilitieg
to be in a position to conduct system sabotage; A

e in a crisis, using system sabotage to cither render information technology System
impotent. or expose strategic cyber geography to establish offensive cyber dctem:nci
(Thomas 2013). ¢

Both Russia and China have shown considerable sophistication in their application of
information war and cyber power to achieve their strategic objectives. They have take,
advantage of America’s bifurcated understanding of ‘peace’ and ‘war’ by always remainine just
lefl of the line of direct kinetic conflict, seeking to change the facls on the ground and to Obl.)i:jin
better position. Originally, Western leaders had hoped that the spread of information technology
and the Internet would undermine authoritarian leaders worldwide, ushering in social ang
democratic change. Instead, it has become a tool for espionage and industrial theR, a domain of
military confrontation and a political weapon.

From Shape to Competition

Recognizing that the U.S. is engaged in a long-term competition with nation-state adversaries
who will likely not use overt force suggests that the current phasing construct may be inadequate
for modern competition between great powers. War remains no less violent, dangerous, and
fraught with catastrophic potential. But the current compelition has its own danger, not the least
of which is that the United States might find itsell on the losing end of a long-term competition
without a shot being fired. Worse still, the U.S. might embark on a devastating war that it could
not hope to win because it allowed the adversary to achieve an overwhelmingly advantageous

position.

Conflict in Phase O centers around ‘position’, which Jacqueline Deal (2014) describes as a
“disposition of power so favorable that the use of military force is unnecessary to secure your
interests”. The game of chess provides an instruclive example of ‘position’. Andrew Marshall
recently noted that “most of the game is not dircetly aimed at checkmating the opponent’s king.
Instead, the early and middle parts of the contest arc about building a more advantageous
position from which checkmating the opponent almost plays itself out” (Waits 2014). indeed this
is why most competitive games ol chess end not in checkmate, but rather in comncession of 2
draw. The player on the losing end knows that he or she will lose, perhaps in a finite numbt‘r of
moves. That is the essence of having the most advantageous position and winning withou!

fighting.

There are a number of steps that might be taken to better posture American power in this er2 of
persistent conflict at the level of grand strategy and specilic to the Department of Defense. I-_lrsl;
the U.S. must better conceptualize its understanding of the impact of information on OPL’"BLF?:;,
without mirror imaging its adversaries. Competitors such as Russia, China, and others m\
information through their own cultural lens and history, and it would be a mistake 10 .m-:r:hlc
mimic them. Instead, it is better to consider ways to leverage America’s natural strengths U

. . . . . « L eeinles SUE
information environment, Recent studies on global attitudes toward democratic princip

- . ; V:I,fl'a[c
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g5 frecdom of expression, rt?ligious freedom, gender equality, and free clections show
widespread support. Majorities in 32 of the 38 countries surveyed by the Pew Rescarch Center in
5015 indicated that it is important to live in a country where people can use the Internet free of
government censorship .(Pew Center 2015a). Overall, global surveys suggest the U.S. is viewed
more favorably than China (Pew Center 2013), Russia (Pew Center 2015c¢), and Iran (Pew Center
2015b). These attitudes toward America can provide unique operational advantages in the
information space. Given its adversaries’ doctrines and concepts of information war, the U.S. can

also expect them to attempt to undercut these advantages through deception and disinformation
campaigns.

Secondly, the U.S. should take greater advantage of the alliance network it currently enjoys. In
major arcas of trade, security, and diplomacy, the U.S. has developed deep relations with like-
minded nations, as well as with nations that share critical interests. This is an advantage not
enjoyed by America’s principle adversaries. While the U.S. and allies have done much to
improve security cooperation and interoperability between military forces, a coordinated
information competition strategy will likely require deeper collaboration on strategic

communications, intelligence collection and sharing, and operations in cyberspace and the
electromagnetic spectrum.

Next, new legal and policy frameworks will be necessary to compete. U.S. law and policy must
be explicit regarding the use of cyberspace as a means to steal industrial technology and to
conduct preparatory operations on critical U.S. infrastructure, as well as its adversaries’ use of
America’s Internet backbone to conduct information operations campaigns. These frameworks
must provide decision makers with sufficient authoritics and latitude to conduct high tempo
aperations with the agility to maneuver quickly to conduct offensive and defensive fires. These

authorities have to extend to civilian law enforcement, intelligence and counter-intelligence
agencies, and the National Guard, as well as to the military.

In addition, the U.S. must acknowledge the importance to law and policy that the economic
arrangements between the U.S. government and the technology industry have. The recent
revelations by Edward Snmowden that key technology companies cooperate with the U.S.
government have placed significant pressure on those companies to distance themselves. On top
of that, the very public debate between Apple and the Department of Justice on encryption,
privacy, and counter-terrorism has become a hotly charged political topic. Serious issues of trust
and transparency complicate the relationship between the U.S. government and industry—issues
which likely do not affect China or Russia. Yet this economic relationship is critical to
America’s ability to compete. The government—and especially Department of Defense and law
enforcement—should take steps to develop new partnership mechanisms which promote
information sharing and professional networking at the lowest level with industry, as well as
€nable timely action. Major telecommunication firms, which serve as the backbone of the
Iﬂl&?mel, require timely, actionable information in order to coordinate responses to malicious
activity. The government and military must engage with the technology industry in the way they
tngage with one another—via personal trust and actionable information. Policy and law should
Permit the private sector to act in response to attack or thefl of intcllectual property and should
ch_*Sﬂ? sanctions to support American industry and impose costs. The U.S. must also take a
olistic view of technology sharing, sales, and the use of foreign firms to provide information
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services at home. The use of foreign technology and foreign vendors by the U.S. gover,
should be carefully scrutinized, coming on the heels of the recent theft of personal infnnnati;?lem
millions of federal government employees, which was likely the result of the Office f;fPergonnO{
Management’s (OPM) hiring of foreign contractors to manage personnel records (Beﬂraned
2015). Adversary governments look at their indigenous information technology companies
strategic resources, and the U.S. needs to approach them in the same way. The U §, WQuldgs
challenged in doing so because many large American technology firms (for instance, App|;
Microsoft, and Intel) are global corporations, and global markets drive their behavior, HOWCVcr‘
as previously mentioned, global attitudes largely reflect American core values, and the U.S, wjj
have to balance competing interests.

Also, new operational concepts will be needed, and these concepts have to favor active response
over defensc. Adversaries must be made to suffer costs, and the U.S. should not feel obligated 1,
respond in kind. This is not to say that network defense is not still required; it is. But network
hardening must be coupled with capabilities that permit rapid reconstituting of networks and the
resiliency to fight through network attacks. This network hardening should also include the
development of alternative command, control, and communication networks that can be fielded
quickly in the event of a crisis. For example, microsatellites and nanosatellites can be deployed
to either rebuild disrupted networks or add redundancy to existing networks, reducing adversary
confidence that it can effectively deny information to the United States during a conflict.

Importantly, responses need not be in kind or symmetric. In response to continued theft of
intellectual property by China, the U.S. might inform the technology industry that the
government is unable to protect proprictary information; therefore, doing business in China
might not be worth the cost. The U.S. might also sanction firms that use stolen intellectual
property, as well as third-party firms that do business with them. Another option would be to
provide private firms latitude in their own ability to respond to attacks on their own networks or
attempls to retrieve stolen intellectual property. In response to governments which implant cyber
weapons on American public infrastructure, such as power companies, telecommunication
nodes, or the financial industry, the U.S. might respond by developing and demonstrating its own
capabilities in a series of public exercises and wargames, adopting a posture of ‘mutually assured
disruption’—even during ‘peacetime’.

In addition, new operational concepts in Phase 0 should also include more integrated .c:*/bff
surveillance, reconnaissance, and preparation of the cyber environment. These military
operations should emphasize delivering military effects on networks of interest versus the
collection of foreign intelligence, which is the role of the intelligence community. BCCE‘“:;
detection and attribution are problematic in cyberspace, military cyber forces are well posturfd_t'
conduct enhanced information operations, denial and deception, and operational secur‘:iz
activities. Also, military cyber forces can conduct cyber activities designed to enablel Sﬂﬁ]ff':o
communication or shape and influence the dominant narrative as part of 2 larger ‘whoE
government’ or ‘whole of nation’ effort.

de commanders “l'g]
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Next, new concepts must also approach information holistically and provi .
social, political, economic, diplomatic, technical, friendly, and enemy information-

approach to information operations has tended to remain stove-piped into 2 §
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inid lmcoordinatec? communities suc}_l as ‘signals intelligence’, ‘electronic intelligence’,
:electronic warfare’, ‘Cyb§TSpﬁCG Opcratlons". and ‘C4ISR’. This fragmentation only exacerbates
the difficulty in dc.vclopmg a cor‘nprehenswe,' f'lnlistic approach to information warfare and
integrating information operations into larger military operations. Modern war takes place in an
information domain in which the combatants are operating side by side with non-combatants. It
¢ a form of urban war taken to an extreme. Commanders will need to have visibility on a whole
host of classified an‘d unclas_s.lﬁed information in order to develop strategies, conduct operations,
and anticipate reaction to friendly and enemy actions. U.S. planners have attempted to address
this need with the development of the Joint Information Environment (JIE); but even here,

critical vulnerabilities remain, especially to the physical transmission layer (Dahm 2015).

Military planning emphasis must, therefore, shift from Phase III ‘Dominate’ targets—those

pically attacked during major combat operations—to Phase 0, with a corresponding level of
offort. Intelligence collection necessary for planning must also shift to a system-to-system
analysis of the information networks and information capabilities of adversaries on a much
deeper and finer scale. The adversaries’ centers of gravity (COG) will likely change from
rraditional military targets to regime information control systems and networks, communication
networks, economic and industrial infrastructure, trade nodes, C4ISR, and other nonmilitary or
dual-use systems. Many of these networks of interest are closed or difficult to reach from
iraditional IP space and, therefore, may require off-net operations to gain access. These off-net
access operations, whether enabled via the radio-frequency spectrum or human-enabled, require
considerable lead time, intelligence preparation, and resources. A recent RAND study looked at
various tools the U.S. could use, short of direct kinetic military action, in order to compel and
deter competitors, including some (financial sanctions, cyberspace operations) mentioned here
(Gompert & Binnendijik 2016). The key is that non-kinetic coercive power is increasing in both
importance and effectiveness, and military planning and effort should reflect this shift.

Conclusion
The American perspective on war and peace must adapt to an era of persistent conflict,

ambiguous results, and a different theory of victory. Department of Defense planning using a
phasing construct that emphasizes Phase III military operations over Phase 0 is likely hindering
our conceptual understanding of conflict today. Phase 0 is best understood as ‘persistent conflict’
rather than ‘steady state’, and the U.S. must learn to act in this Phase, cultivating an
advantageous position relative to its adversaries. Information is the critical resource in Phase 0,
made much more important to modern conflict due to the growth in processing power and the
power of social networks. The U.S. must develop a holistic, comprehensive understanding of the
impact of information on operations if it is to compete successfully and win in Phase 0.
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