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Consumers should look for some of the following terms wher,
readip
Sor fe
Im.

of service contracts:
. Use—Does the contract give the vendor the right to change th,
whenever it wants? Does the vendor have the unilateral righ € Service g,
ght to Stop prOv'grOduq

1djn

v

certain
vice to determine if there has pee
n

the user uses the product or ser
of the contract?

a ViolaﬁOn

L- o Fees——D'oes the contract have any hidden flosr
_. or any hidden upgrade, support, or maintenap, $Ing feeg
ce fees)

[ NOTE
A consumer should exercise caution F o Representations and warranties—Does acce
if a contract says that productsor | the contract mean that the consumer bears aﬁtance of
services are provided “as is" or use ; risk related to downloading an dusing the prod €conome
is at the consumers’ “own risk.” This service? What's kg ipnSumenis reopireeli s uctor
means that the seller is disclaiming or service includes viruses W A K PSOduct
a number of different consumer | or hardware/software failure? Does the contraci ta 2
protection warranties. | useof the product or service is at the consumer'ssoi: ”.]i[.
— Does it state that the products are provided “as is?” &

ct give the vendor the right to include embedded

software or spyware with the desired product or service? Does acceptance of the
contract mean that the consumer consents to receiving advertising content, from

either the vendor or other third parties? Is the vendor allowed to collect usage data

and other statistics related to the consumer’s use of the service? How is this data used’ |
tract specifically prohibit the consumer from publicly ]

+ Advertising—Does the contra

« Criticism—Does the con
criticizing the product or service?

« Updates—Does the contract state that up

igi fract/
original contrac :

dates are covered by the
ecifically agree®” i

t the consumer must sp

Are updates covered by a new contract tha

= ¢ Termination and breach—Does the contract allowa el d

D NOTE i consumer to stop using the product of service a't ﬂﬂy”ma ‘ N
Terms in a contract that state that "] Can the consumer stop using the pr odUCt. / umnsrtfhe ’ cor
consumers must file lawsuits in i and destroying software and docamentatlon:’ Muscollef oh
a certain state or county inthat | vendor destroy any consumer per sonal bac
z::te areccal'lted ff)rum selection when the contract ends? ; qubjec (

uses. Contracting parti :

forum selection cla?;sisr:;ez::terol , * Boilerplate terms—Docs s cog[ra(itf:: 3:; t u!Ylf : ;r]g\d
questions about jurisdiction. They \ to change without notice? Dy ft Sfa- ns o rraC; acces
specifically consents to any modlﬁcdt:: resolutio” te;mS- Inter,

2 7 infras

also use them so that they can

litigate lawsuits in front of a familiar | without notice? Does it include disPY esit reguf

court. It's the legal equivalent ! Does it contain jurisdiction language’ Otate and €
| that consumers file lawsuits 0.8 certair! ®

of “home court advantage.” I
) within that state?
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et times the law £ GLBA) and the Health InSl.II‘H A third-party agreement
Some cach-Bliley Act ( AA) require covered businesses to enter | under HIPA is callg
Gramm-Luntabiliry ACt- (HI'Pd-party service providers to proFe?t data, a business associate’s
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Cloud Computing

ingis atype
: ing. Cloud computing i o
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o ud computing abilities can ,
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Basic cloud
computing diagram.

% ~  Cloud Service "
Providers 2

|
i
i

C!oud computing consumers can purchase infrastructyre
services such as data storage, backup facilities, ang data
processing. Cloud computing also includes the purchase of
applications traditionally provided under the Saa$ mode| such as
e-mail services. Cloud computing is attractive to many entities,
Gartner, Inc., estimates that companies will spend $677 billion
on cloud services through 2016.3°

Many organizations believe that using cloud computing wil

D NOTE

Gartner, Inc,, is a respected
company that provides internet
technology advice and research.
You can learn more about
Gartner, Inc., at http://Iwww
.gartner.com/technology/

TR TR P - S— e A s :4

aboutsp. : help them save money on information technology (IT) costs.
~ Cost savings include not spending money upfront on data centers
2 electricity, equipment, and physical security. It also might hel}?h
[ NOTE save money on IT staff, Cloud computing is seen as scalable i
urchases

the organization’s own growth. An organization p

R always
only the services it needs at a fixed point in time. It Cga ?loud

In 2007, Dell, Inc. tried to

trademark the term “cloud ;
computing.” The U.S. Patent and buy more cloud services when it needs them. Buying 4
Trademark Office rejected the | ervices can be faster than building the organizations©

J
a— v‘4—<_.mx~m"’

Vi

trader'nark becauseitwastoo | |p infrastructure. ity's data
generic and described services : Cloud computing leads to situations where an entlt gre' This
offered by many companies. , isn’t stored on its own physical computing infrastru:rs) Pervous
== makes information security practitioners fand ISV;Y gover pmert
Asurvey in late 2012 showed that information security topped a list Oaftio.n 'secuf ity

technology professionals’ concerns about cloud computing.*! Inform
concerns about cloud computing include:




Yl
n issued in 2009 showed that state-court contract

ears t0 resolve. This statistic was for 2005, the latest year for
ting. You can read the report at http://bjs.ojp.usdoj. govicontent,

t of J
rtme”
) Depa OSt tWO Y '
e at this yp

ding to aloss of security or lessened security

ntrol of data, lea ‘
entially due to aggregation with data from other

c
rivacy of data, pot
sumers

ency ona :

;al security an :
er the third parties that a cloud vendor might contract with

hird party for critical infrastructure and data-handling processes

d technological defects in the cloud provider’s infrastructure
= Potel’lt

- AT Ontrol oV . . . .
» NoC { an entity’s OWD competence in managing IT infrastructure security
» Loss O

¢ legal concerns about cloud computing. Contract law governs a cloud
Jationship. Disputes over the terms of the contract could be costly to resolve.
They also could take tooO lon.g to Ije'solve. A lengthy dispute about critical services could
harm @ business and affect its ability to operatf:. : |

Another legal concern about cloud computing is where data and infrastructure are
lcated. Local law might control how entities handle data. Questions of who owns the
data also could be influenced by the law of the state where data is located, assuming that
the data is actually stored in the United States. Location of the data could have impact
on how that data is provided in response to a public records request, subpoena, or court
order. There also could be different rules for how that data must be secured. It also could
affect how companies should respond to a breach of the systems used to store their data.

There also ar

Information Security Terms in Contracts

[N

E:zict)ir;fssig:rtering into cor.ltracts for cloud comguting sefvices nee.d L-f’ NOTE .
st Z n;gﬁzler of 1terrlls from a law anfl information security Slrl\C§ thehflot{d iog’:zta':ag
that a cloua com UUthOmputl'rlg Consu.m s ' :re\ijtilsogrswefiir::cwehere an 'entir.
“Omputing infraslirul;g BRUvCREPsion prOteCt,S e Clons will want to make sure that ’
ComDuting consumer :1re th?t it BRCEa i Dy it has a formal written contract
Computing brovider foll ok Wa-nt - ma.ke el tl?at 1e Cl.Ole with its vendors.
N protects the Secur_tows good information security practices

: €re are a nypmp, ity qf any data on that infrastructure. -

*Mputing contra er of information security issues to consider in any cloud

Mentjtyg ct. These same themes also can be considered in any contract where

ata mj
ght be stored, processed, transmitted, or handled by another party:
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It's important for both contracting parties to understand the
protect in a contract. The parties must think about the follow1SCO
ng:

» How data is defined

Laws Influencing Information Security

be of d
“a that
Myg,

« How data is used

» How data is protected
« How the parties meet their legal and regulatory requirements

o e,

B NOTE
A contract should define the
data elements used by the
parties. For instance, if personal
information is transmitted
between the parties, then the !
contract should specify what |
5
|

data elements are considered
personal information. This
definition could change
depending upon the type of
data transmitted between
the parties.

i ———————

Data use terms also should specify what the parties can’t d
data. For example, if credit card information i
contract, that contract should require the ven

Data Definition and Use

Both parties to a contract must understand the
they might transfer back and forth because of thej
A contract must have clear terms that define the Z‘f tl'elationship.
each party. The parties also must clearly define data a 0wned by
be protected. a that mug
It's also important for the parties to clearly specify in the
contract how they can use any data that they share. An entity wj]
want to make sure that its vendor, or cloud computing provider,
doesn't use its data in a way that would violate its privacy policies.
An entity also will want to make sure that there are limits on the
vendors own use of the data. For instance, a vendor shouldn't be
able to share the entity’s data with other third parties without
their permission. Finally, the contract should specify what happens

to the data when the contract ends.

tYPe of data that

o with certain types of
oud computing

s transmitted as part of acl
ment Card

dor to comply with the Pay

Industry Data Security Standards.

» noTe

A minimum level of acceptable
information security is called
a baseline.

—

An entity could include the following contract terms to €

General Data Protection Terms

An entity may want to specify par

. : han
in a contract. These terms are more specific t

nclude terms o8 ds that

For instance, an entity may want to i

’ < . ~q] safegtt i
specific administrative, technical, and phySlehese type telgtr;f.
a vendor must use. When an entity inClu(lies 1of onfid ntid
they are trying to guarantee a minimum € ol
integrity, and availability. Lsure 8 minim4 le

of information security protection:

* Data transmission and encryption requirements
* Authentication and authorization mechanisms
* Intrusion detection and prevention mechanisms




a1l The Role of Contracts
prE

(th

g and 10g review requirements
can and audit requirements
ning and awareness requirementg

"
¢ l‘oggl, 3
, security >=
, gecurity 2!

., parties can use resources developed p

cacti Y the Nati
U]]][(rl;r g and Technology (NIST) to make Sure [hat a Cor?tuona.l Inslitme of
Smn{e ontrols: The International Organization fo Stan darrdd-q Includeg th appro
]a . ~ e, B lZatIO '
prlernational Electrgtechmcal Commission (IEC) g, have prep n ( FSO) and the
mfurit}r controls guidance. pared Informatio,
e
(ampliance With Legal and Regulatory Requirements
gometimes Jaws or regulatory controls will influence
s relationship covered by a contract. This happens whep BN
e data OT Processes used between the parties falls withip | MO
the scope of a particular law. GLBA and HIPAA were already | Contracts also haye 1o include
nentioned as tWo federal l.aws that pull certain types of data :"T]S that help entites meet
and relationships into their scope. in:: breach notification duties
state laws also could be implicated. For example, : € event that a vendor's

systems are compromised and

_\Iasgachusetts32 and Nevada®? have laws that require the the entity's data is disclosed
0sed.

personal information of state residents to be encrypted
in certain instances. This requirement would need to be
specified in @ contract in order to ensure that a vendor

meets it.
Additional terms that a contract should have to address regulatory requirements
include:

* GLBA language if financial data is used or transmitted between the parties
* HIPAA language if health information is used or transmitted between the parties

* Family Educational Rights and Privacy Act (FERPA) of 1974 language if student
information is used or transmitted between the parties

* Language protecting the intellectual property rights of each party

Anentity also will want to make sure that a contract contains terms that r?quire =
‘endor to cooperate with security incident investigations. This 5 50 e e
Sregulatory requirements. A contract also must have terms that require eaCh. paarl“
Oassist the other with third party litigation that occurs because of tlhe c?ntr?i‘ltfle‘mm.
lationship, For example, a contract should state that the vendor will assist the e
With any litigation agains’t the entity that arises because of a breachol the securlt)

Ol the vendor’s systems.

*1ew technologies emerge and are developed, the ru

wil] i
cOmbecorne very important. One way that entities can est
fclual agreements,

les for using that technology

ablish rulesis through
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Case Studi‘é?.é'!.‘;’.f.’f?ﬂp!sg
) es show how the concepts discusseq ;
1

ies and exampl
orld examples of contract law issye
S.

dies are real-w 0 thig chap,

The follow
are used. These ca

tion via E-mail

Contract Forma
o argue about th

parties continué t
adopted its version 0
before California enacte
of Appealsif California’s UE

Stewart Lamle invented a bo
for his game. In May 1996, Lam

forceability of electronic contracts, Calj
{ the Uniform Electronic Transactions Actin 1999, This Cl Ornig
dits UETA law. Would the case have even reached a i gse began
TA law had been in existence when this transacti;)ri Eourt
ard game called Farook. He obtained two U.S, pateegan?
le began negotiating with toy-giant Mattel to lice;s tsh.
game. They signed a preliminary agreement for $25,000. Under this agreement, [ aem] is
agreed not to license the game to anyone else until after June 15, 1997, relie
On June 11,1997, the parties met and discussed the terms of a licensing agreement
They agreed to terms regarding the length of the license agreement. They also agreed‘
to geographic scope of the agreement, the percentage of royalties, and a schedule for
payment of royalties. Mattel asked Lamle to draft a formal contract. It promised it would

sign an agreement before January 1, 1998.
OnJune 26,1997, a Mattel employee sent
“Farook Deal.” The e-mail repeated the terms

stated specifically that Mattel agreed in princip
for the contract. The e-mail concluded with a closing salutation and the employee's

full name. Lamle faxed a draft licensing agreement to Mattel on August 19, 1997.
In August, Mattel displayed Farook at its pre-Toy Fair. The purpose of the fair Was
Fo gauge potential interest in new toys. After the fair, Mattel decided that it wasn't
interested in Farook. It notified Lamle in October.
. Lgmle sued for breach of contract in October 1999. He a
infringement and intentional interference with economic rel
T The District Court for the Centra
1 granted summary judgment in favo
é judgment means that a court has deci
e e i ‘ fE;ctual dispu_te between the parties. La
e s mself pro se. of summary judgment. The Federal Cir ; rt
e M?ye;soLn st | upheld his appeal and sent the case back to District Ozt f;)f
represented himself thr('>u;:cl>e The District Court again granted summary 1 g contra®
.the whole case pro se. Lamle o Ma.ttel. The District Court rejected Lamle's breg’
ISt s claim, It held that no reasonable juror wot! that
( there was a contract between the parties. b L i
——J  evenif there was a contract, it wasn't enfor ceable * f prau®
wasn't in writing as required by Califorllie"S statu’® ’
Lamle appealed again.

een

Lamle an e-mail with the subject line
agreed to at the earlier meeting. It also
le to the agreement and was waiting

lso made claims of patent

ations. !
| District of Californid

r of Mattel. gummary
ded that there's not2
mle appealed the gralm
cuit Court of ApPE®*

[ NOTE

One of the most interesting
things about this case is that

R
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tions rules. This means that people must bring a lawsuit for injuries
rtain period of time. In California, lawsuits for breach of oral
st h , ithin two years of the date of the breach. The statute of limitations
e pe filed W Lamle sued Mattel exactly two years from the date that Matte|

cts is four years- :
ot oatracts |SS . orested in Farook. Why did Lamle sue at the two-year mark?
a

s imita
. te Of [ .
sta'FU rred within a C€

SPeRuod jo oy ayy

» f Appeals reviewed the conduct of the parties. It held that

geral Circuit CourES ies had reached

TheFe _ine question whether the parties had reached mutual agreement on
(pere WaS al te?rns ot the June 11 meeting. It held that a trial was needed and evidence

e
ontractud cented on the issue of mutual assent.
ould b prt also discussed California’s Statute of Frauds. It reviewed the June 26 e-mail
Thehce‘);atte] employee. It held that the name of the Mattel employee at the end
fom$™® overcome the signed writing requirements of the Statute

of the e-mail was enough to | ' .
o Frauds. It said that its ruling was consistent with other California laws that state that

atypewritten name is considered a signature.
The Court also noted that if the e-mail from the Mattel employee had been sent after

1. 2000, there would be no question at all whether the e-mail constituted a

January
f Frauds purposes. California’s version of the UETA went

signed writing for Statute o

into effect at that time.
The Federal Circuit Court of Appeals ruling gave Lamle the right to have a jury trial

onhis breach of contract claim. Lamle and Mattel eventually settled their claims against

one another.
You can read the Court’s opinion at http://scholar.google. com/scholar_caseZcase

=5607112815760928119.

(ontract Dispute Statistics

Theus. p
- Uepart ) : 5 "
tasesin stage cor::tm of Justice (DOJ) compiles statistics on court
I Large Counties "S'i‘}?'ne of its series is “Civil Trial Cases and Verdicts Sk
mple of urbap, . is series gives statistics on cases in a national g eivil Trial Cases acnd s
n etiewing (j,:c : ruxjal jurisdictions. The DOJ began collecting Ver.dncts in Large Countie
2009 the DO atain 1992, | series can be read at
M sta : Jiss ; htto:/lwww.bjs.gov/index
Iig d[? courts, 34y, . Stu‘;d a special study on contract cases heard | f,Z? s e{ﬁs?d:l 5.
Th"llo at con udy looked at only state-court contract cases. | g
\verc; udy foung tila:ttlcases tried in federal court.
0 : 'WO- . £ o . X v L
foung lhae !l €ly to wip Ca;O OAut-Of"three plaintiffs won their contract trials. Plaintiffs
Take g, Uries awgrq hi es that were decided by a judge instead of a jury. The study
“Dort, e timg reviégher damages than judges do.
at o w . -
Ustatistieg su .lhc Contract Bench and Jury Trials in State Courts (2005)
fPrised you?
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i
-




