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Civil Procedure

A plaintiff must sue a defendant in a civil lawsuit in order to recover for tort injuries.
Civil procedure is the body of rules that govern how courts conduct civil cases. This
section provides more detail on the civil trial process. One thing to keep in mind is that
the laws of civil procedure vary from jurisdiction to jurisdiction. The federal and state
governments all have different civil procedure rules. The description provided here is
intentionally general.

! - A civil action begins when the plaintilf files a complaint.

f;) NOTE | A complaint is a document filed with a court. A plaintiff uses a
In civil procedure, the plaintiff | complaint to tell his or her story. The plaintiff states how he or
is the party that brings the | she was injured and asks the court to make him or her whole.
lawsuit. The defendantisthe | A complaint must contain “a short and plain statement of the
party that defends against the | claim showing that the pleader is entitled to relief.”® It also
lawsuit. In some jurisdictions, | must show that the court has jurisdiction to hear the case.
and for some types of cases, The plaintiff also must specify the relief demanded. In a tort

the plaintiff could be called the | case, the plaintiff typically wishes to receive money damages.
petitioner. The defendant could |

The damages compensate the plaintiff for any injuries.
be called the respondent.

The plaintiff must file a complaint within a certain period
— of time after the claimed injury. This time period is called the
statute of limitations. For example, in Indiana, the statute of limitations for most tort actions
is two years.*® The plaintiff must sue the defendant within two years of being injured by the
defendant. Not all states have the same time limits. For example, in Montana the statute
of limitations for most tort actions based on negligent conduct is three years.*’
Service of process refers to the procedure that delivers the complaint and a summons
to the defendant. This process makes the defendant aware that the plaintiff has fileda
lawsuit. There are certain formalities that must be followed in order to serve a complaint
and summons on a defendant. For the most part, the complaint and summons are
delivered physically to the defendant. This is to assure the court that the defendant
received proper notice of the lawsuit.

ey The defendant must respond to the complaint after receiving

D NOTE | it. That response is called an answer. All jurisdictions have

A defendant also can raise . time limits that a defendant must follow when answering
counterclaims in his or j the complaint. Under the Federal Rules of Civil Procedure,

her answer. These are the - adefendant must file his or her answer within 20 days alter
defendant’s claims against the receiving the complaint.*! A court can allow a defendant more

plaintiff. The defendant also
can raise cross-claims. These are
the defendant’s claims against
another party to hold that

time to answer if necessary.
A delendant must respond to each claim in the plaintifl’s
complaint. He or she can admit to or deny the claims. The

hird barey recpe iz | %(;Ifendant must also state her or his defenses to each Cla;lr.n'
4 7, 1 y . B S
plaintiff's injuries. | o dz 2?:;: ee;tls the defendant’s opportunity to tell her or i
| ory.
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discovery Process: This is the period of the civil lawsuit where the parties share infoy.
et vith one another. Unlike the criminal discovery process, there are few affirmatj
“?f{g?;w rules in the civil discovery process. The parties must disclose their witnesseslve
i):)ﬂ o another. They also must provide each .other. with a list of documents that they
have in their possession that are rela_te(.i to their claims and defenses, The documents that
each party must disclose include a listing of documents stored in an electronic form,
After these general disclosures, it’s up to each party to ask for information that's
rlevant to the case. The parties use various procedural rules to ask each other for
nformation and documents. The process can get very complicated. It also can get
rery expensive. Sometimes the parties will ask the court to intervene in the discovery
process. This happens when the parties dispute whether some types of information
must be disclosed.
forexample, a defendant may not want to disclose trade secret information through
thediscovery process, even if it’s relevant to the case. This is because documents filed
nacourt case become public records. This includes documents exchanged during the
discovery process and then used as evidence at trial. The defendant doesn't want to lose
lrade secret protection. The defendant could lose that protection if the information is
@allable to the public or if it's shared with the other party’s legal team. In this instance,
the defendant coyld ask the court to issue a protective order. This type of order requires
te parties to keep certain information secret. It helps protect the defendant’s trade secrets.
Iﬂé?ﬁlf:lﬁze discovery process ends, the parties either settle their lawsuits or.p?oc?ed t'o
” cou?[e 2008, t.he.U.S. Department of Justice issued a special study on cu.nl. tr‘lals in
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ssuit must address ESI early in the lawsuit. This is because it can be egsjl
oalav \ address how discoverable ESI will be preserved. They also must addr
h the other party. It can be shared in its native format, which may
be shared in a reasonably useful form. If the parties don't speci
oviding ESI must notify the requesting party of the format,

y deleted or changed,
ess the format in Which
not be usable by the
fy how the ES| js to be

53(1851
o parties MUSEE
\»M be chared wit
;mer party. 1t also can
;‘nared, hen a party Pr .
pgne SN it can be hard to produce ESI for various re_aSOns. A party doesn't have to produce ESIif it's

el accessible due to undue burden or costs associated with retrieving the ESI. The party claiming that

o't produce ESI for these reasons bears the burden of proving that production is overly costly or complex

salyacourt can sanction a party if .it destroys. eyiQence during the course of a lawsuit. This is called spoliation
of evidence. It 0CCUTS when evidence in a lawsuit is inappropriately changed or destroyed. Spoliation sanctions
o besevere. The Federal Rules of Civil Procedure recognize that sometimes ESI that is relevant to a case may
1 destroyed through the normal operations of information technology systems. The Rules provide a safe harbor
to parties in these situations. The Rules state that a court may not impose sanctions on a party for failing to
moduce £1 that is destroyed because of the good-faith operation of information technology systems.
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1ialinto the safe harbor, the party must show that it took steps to preserve the ESI and acted in good

fth. The duty to preserve ES| arises when a party is made aware of a legal claim or is put on notice that
iigation is imminent or reasonably anticipated. Sometimes the attorney for a party might issue a preservation
wice o litigation hold. These notices tell the party exactly what type of information must be preserved and
forhow long. Sometimes attorneys for opposing parties will send these types of notices to each other or
winesses in order to make sure that ESI is preserved.

The American Bar Association has prepared a simple “E-Discovery Survival Guide.” You can read the materials

& lumw.americanbar. org/content/dam/abalpublishinglyoung_lawyerlyld_tyl_may10_ediscovery
authcheckdam. pdf.

f;;:iSqucti?n between libel and slander has diminished in recent years, u.fith

inl\ 'tl)::lstlon pemg gsed generally to refer to both types of cases. Pefamatlon cases
Yerspace involving written communications are considered libel cases.
Oprove defamation, a plaintiff must show all of the following:

&
: Tﬁat the defendant made a false statement of fact
‘ That the defendant published the statement to third parties
“the defendant knew or should have known that the statement was false

The .
h ,szzfz:l?;)r Y statement must be more than mere opinion. For ir.15tance. in Hm[,'ltffnf\,vas
'“Sf”'pubiishz(gzoos)' the plaintiff sued Amazon.com for defamation. The ?lflln lview
Magn pyp hamhoﬁ An online reviewer gave the plaintiff’s book a negativ er‘rev :
iz g uslsded the review. The plaintiff wanted Amazon to remove th? rev le\d.
Al sup “d. The court ruled that the reviewer’s statements were opinion a

Porta defamation clajm.47

L 44
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The defamatory statement must be published to third parties
E.j) NOTE The publication requirement is easily satisfied when informatior.n
The term flaming refersto | posted on the Internet. [n fact, since many people have access t:l
contentious online debates. [nternet and materials posted on it, it may be easier for a plaingfy tz
They're heated exchanges show publication in an Internet defamation case. Information Posteq
between online posters. on the Internet may reach an audience more quickly. It also coylq
They often occur on online lead to greater damage to the plaintiff.
discussion boards. People | Finally, the plaintiff must show that the defendant knew, or

might be able to use these
types of statements to
support a defamation case.

should have known, that the statement was false. A plaintiff shows
this by presenting evidence that the defendant didn’t check facts or
the source of a statement.

Some types of statements are so scandalous that a court automat-
. ically presumes that defamation has occurred. These types of state-
> NOTE | ments are called defamation per se. Per se is a Latin phrase that means
Traditionally, loathsome . “byitsell.” Types of statements considered defamation per se include:

diseases were diseases such as ; .
: i « Statements that a person has a loathsome disease
leprosy and venereal disease. |

They are diseases that have « Statements that a person has committed a crime
great social stigma. i: « Statements about sexual misconduct or chastity
« Statements about professional impropriety

|

If a defamation case involves these types of statements, the plaintiffs don't have to prove
all the defamation elements. They just must prove their damages.

Defamation is considered in context. A court must consider all the facts and circum-
stances around a case. In a traditional defamation case, the plaintiff can sue both the
original maker of the defamatory statement and anyone who republishes the statement.
These lines are blurred online. It makes it especially hard to determine wherea defam-
atory statement first appears.

Internet defamation cases continue to rise. In 2013 a cheerleader for professiona!
football team won an Internet defamation case. That case is currently under appeal 1n
2009, a woman sued her former high school classmates for allegedly defamatory stale-
ments made on a Facebook Web page. The plaintiff also sued Facebook for publishing
the statements. The court dismissed Facebook from the case in September 2009.

The court stated that Facebook was immune from liability under a federal law [h'al‘
protects internet service providers (ISPs) from statements made by users of its service> r
As this was written, the case was still pending against the former classmates: Iﬂformfﬂw‘:
about the case, including the plaintiff’s complaint, can be viewed at http:// ww\\'.t'l'tl”"‘h“h“
.org/threats/finkel-v-facebook#description.

The defendant can raise some defenses to a defamation allegation. Truth is an sible
?(?rsggéiiifs:;ztﬁ:sefam_?tion allegation. A court can't hold a defendant Y:Stll’]‘;?b
i enia inelgsétftbe statements were truthful. Another dc‘fensenlm‘cﬁoIl
P legislatigv od faith., Statcment.s that a defendant m‘akes in C(')] i
Thesé typesof Statemente proceedings .h'flve immunity from a defamation ¢

s are called privileged statements.
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net Service Provider Liability for Torts
Inte

enacted the Communications Decency Act in 1996, The U.s. Su
Congressrtions of this Act unconstitutional. This is because they infringed
i SSt of the Act that's still in effect is Section 230.48
Onep

preme Court declared
on free speech rights.

Gection 230 protects interactive computer service prgviders from.liability for the actions of

nt providers. The act recognizes that “[t]he rapidly developing array of Internet ang other
.Comemve computer services available to individual Americans represent an extraordinary
;ndtjarice in the availability of educational ar\d infor_mational resgurces to our
recognized that Americans rely on interactive media for educational and ent
mation. In enacting the policy, Congress sought “to encourage the develo
which maximize user control over what information is received by individu
schools who use the Internet and other interactive computer services, " 50

Citizens. "3 It 3lso
ertainment infor-
Pment of technologies
als, families, and
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Under the law, an interactive computer service is any electronic inform
itspecifically includes a service or system that provides access to
this definition as broadly as possible. The act states that an inter
may not be treated as the “publisher” or “
safe harbor for interactive computer servic
actions of service users.

ation service or system.
the Internet. Courts interpret
active computer service provider
speaker” of content posted by service users. This is a
e providers. It protects them from legal liability for the

Courts have applied this provision
Internet such as social networking
found that America Online, Fa
under the section’s protection.

quite broadly to many companies who offer services over the
or bulletin board posting services. For instance, courts have
cebook, and Craigslist are interactive service providers who fall

SPsrely on this law to Insulate themselves from the actions of their customers, Section 230 specifi-
€y preempts state o local laws that would hold ISps responsible for the acts of content providers.

ne ) ‘ ¢ G
isco{’:)blem for online defamation cases is that it's sometimes difficult for a plaintiff
r

o il
Makes defalhe identity of an online poster. This is particularly true if an anonymous poster
lan [gp ALory statement in an online forum. Plaintiffs often have to go to court to

0 HEI Ay .
turn oyer identifying information about an anonymous online poster.

eris that online tort cases often involve jurisdictional issues
state defendants responsible for their actions onl.)j )
e - Most states haye complicated tests for when t.hey.’ ‘ceim e\LrC[l::I d
Nout-of-gate defendant. These are called “long arm jurisdiction ;
Sterm becayse it describe situations where the “long arm ol

an py i lem
- Pulla antinto a certain jurisdiction. This is the same type of proble

defenq

e h > state
ata plaintiff gt litigate a case in a state other than the
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Intentional Infliction of Emotional Distress
Intentional infliction of emotional distress (IIED) is known as the tort of outrage. Thjs s
because it's used to address conduct that is s offensive that a reasonable person woyg
say “Outrageous!” To prove this tort, a plaintiff must show:
; « That the defendant acted intentionally or recklessly
D NOTE « That the defendant’s conduct was extreme and outrageous
Many states also recognize | « That the defendant’s conduct caused the plaintiff
the tort of negligent infliction { severe emotional distress

of emotional distress. This

tort can be harder to prove

The Restatement (Second) of the Law of Torts notes that extreme and

because one of the elements |  outrageous conduct is “beyond all possible bounds of decency and
is that the defendant owed |  to be regarded as atrocious, and utterly intolerable in a civilized
the plaintiff a dutytoactina |  community.”>! Courts have recognized that people have the right
certain way. There’s no duty to be free from this type of behavior. Even though courts recognize
requirement in [IED cases. | this cause of action, they have held that the defendant’s conduct

.. truly must be extreme and outrageous given the circumstances.
Mere bad or boorish behavior isn't enough under this tort.

The landmark case recognizing this tort happened in California. In this case, the
defendant won a contract for trash collection. A State Rubbish Collectors Association
member previously held that contract. The defendant was not a member of the associ-
ation. The association intimidated the defendant into signing a membership agreement.
The members threatened to hurt him and destroy his garbage truck. The plaintifs then
sued the defendant to collect on the membership agreement. The defendant argued that
he was not liable under the agreement because the association had threatened him and
he signed the agreement under duress. He also argued that the plaintiff’s actions caused
him to become severely ill and miss work.

In ruling on the case, the court said that a person has the right to live his life without
“serious, intentional, and unprivileged invasions of emotional and mental tranquility.">
The court found that the defendant could recover on his IIED claim.

IIED cases can arise through e-mail, comments made on social networking sites,
and instant messaging. Since IIED cases involve interactions between a plaintiff and
defendant, evidence proving the contents of the electronic communications can be
very important. Like defamation cases, in most instances ISPs aren't liable for the
actions of content providers that cause an IIED.

Often IIED cases involve situations where a person is using a work e-mail account of
Ipternet access to commit the tortious activity. There are times when employers might b¢
i:i:’éi ftohrots}:aeat:i(i)i(s:ttsaile eflnPIOY?e}Sl-' Employers can be liable for their employees’ aCrU:l?j
oot e e [:hace W 1: in t'he scope of the employee's job. An emPlOY:’w ol
T lfee:‘:r\;t)) oyee s tortious acts. Courts have been reluct(;iﬁno W
of its employee’s actions and di}(,i C'rlorls jl ebleyen s b e

n't take steps to stop them.

edge
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) claims also can involve claims of harassment. Some states recognize harassmen;
II[  while most consider it criminal behavior. Some states also have included
orty o ; _
asa king or online harassment in their criminal harassment laws, For example
D ’

herstal . : :
e 4 New York have anti-stalking laws that include online harassment

|ahoma an :
ik ;a;l)lrohibited activity.”? | |

Harassment s similar to ITED in tl.lat the harasser intends to cause the plaintiff
motional distress. Harassment can include continuing to communicate with a person
shen she or he has asked that the harasser no longer talk to them. It also can include
(hreats made against a person or that person’s loved ones. Harassment also can include

Jfiensive sexual remarks and remarks based on characteristics such as race, national

origin, religion, and gender.
Like IIED, harassment can very easily take place in the online environment. It can

oceur via e-mail, postings on social networking Web pages, and postings on other
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Trespass Torts

(ommon law recognizes trespass torts. In common law, there are two types of trespass
cases: trespass on land and trespass to chattels. Chattels means personal property.
Atrespass to chattels is intentionally interfering with a person’s use or possession of
personal property. The defendant’s use of the plaintiff’s personal property must cause
@injury or damage. Often this happens when the defendant harms the personal
Property in some way.

Courts have extended trespass to chattels cases to online situations, such as spam
§-mail.—The first court case holding spammers responsible for trespass to chattels was
‘CZ;?? I/ Inthat case, an ISP sued a defendant for bypassing the ISP’s spam-blocking
e h:afizo ?el{ld Spam e-mails to the ISP’s customers. The defendant had changed
Thelgp rr Inlormation on its spam e-mails so that they could get past the filters. :
lhathe de%lle: thzlit the spam e-mails imposed a burden on its syystem. It als.o argﬁey

Tpassed ﬁlten' ant's spam messages were an intrusion to the ISP’s systern Sm‘Ce;. £
Und thag [Erlgg controls. The U.S. District Court for the Southern District of O ;O
bty Sf efendant's spamming activities did indeed constitute a trespass 0

[l’l at :
njureg :;S}?ass {0 chattels case, the plaintiff must be able to prove that he or she7 B 8;
Armed. This is ¢ i ; ri i ses. [n 2005,

the Inte] ¢, This is the most difficult element to show in online cases it

Ployecs orrll) Oratl(.m sued an ex-employee for sending spam e-mai!s to over 31(} -
Clajny becay r.nultlple Occasions. The California Supreme Court rejected Intel's
heih Sa L vas unable to prove any damages. Intel was not able to show that
Mits 195 of e-majls sloweq its servers or caused some sort of adverse effect

uter systemg_ 55
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Privacy Violations

The four privacy torts are:

» Intrusion into seclusion

e Portrayal in a false light

« Appropriation of likeness or identity
« Public disclosure of private facts

Courts are beginning to recognize that people have a right of privacy in their electronic
equipment and electronic communications. The intrusion into seclusion privacy tort
is used most often in this context. For example, a plaintiff may be able to sue a defendant
for accessing the plaintiff's private electronic blog without permission. However, the rise
of the Internet as a communications and entertainment medium may mean that other
privacy torts, such as portrayal in a false light, may grow as well.
A question that is yet to be resolved is whether people have a true right of privacy
in their use of the Internet, independent of any tortious or criminal activity. A person’s
privacy on the Internet is somewhat limited by the logging mechanisms that ISPs and
Web pages employ to make sure that systems are operating correctly. Programs used
by service providers to track activity for advertising purposes also are threats to privacy.
Tort cases are firmly rooted in state laws. There may be other tort actions thata plaintiff
can use to seek redress for harmful activities in cyberspace. If a plaintiff is harmed by actions
in cyberspace, and has damages and injuries that he or she can prove, the plaintiff will
need to review state laws and court cases for appropriate causes of action.

Case Studies and Examples

The following case studies and examples show how the concepts discussed in this

chapter are used. These case studies are real-world examples of criminal and tort law
issues in cyberspace.

CAN-SPAM Act

The U.S. government first brought criminal charges under the CAN-SPAM Act
in April 2004. The U.S. Postal Inspection Service, U.S. Attorneys’ office, and Federal
Trade Commission were involved in investigating the case.

In this case, the federal government charged the defendants with sending spam
messages to sell phony diet products. The defendants operated under the name PhoeniX
Avatar, LLC. The defendants hid their identities in spam messages by using corporate
and government computer systems and spoofing third party e-mail addresses. TheY o
computers belonging to Ford Motor Company, computers used by the U.S. court syste™
and the Unisys Corporation to hide their identities. Spam that was undeliverable bounc®

: : n
back to the innocent third party e-mail addresses. Phoenix Avatar sent millions of sp&!
messages this way.

R~
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- the defendants in the case, Daniel Lin, pleaded guilty to

oneof t ; the CAN-SPAM Act in January 2006. In June 2006, the
"i"lmious? ed him to three years in federal prison.
court scﬂ‘d“iil Trade Commission filed a civil enforcement action

T.he Feh;c‘nix Avatar. The FTC brought the action for violations documents at http://
agamSlI; FTC Act and the CAN-SPAM Act. The FTC Act violations .ftc.gov/os/cage/i;gb:;%w
o bothll :ed to the defendant’s sale of the phony diet products. . 0423084.5htm.
e r\t;aarzh 2005, the FTC settled civil charges against Phoenix
“.;?;r_ Aspart of the settlement, the defen.danls agre?d to pay a
0,000 penalty. They also agreed not to violate the CAN-SPAM Act.

" NOTE

You can read the FT¢
enforcement action

Defamation

TheInternet has a number of anonymous gossip Web sites. Juicy Campus was one

of the first popular sites. It started in 2007 and closed down in February 2009. It allowed
sudents to post anonymous gossip about events and people at their campuses. Juicy
(ampus had separate Web pages for different colleges.

Juicy Campus billed itself as a way to promote free speech on college campuses.

Among it features, anonymous users could post gossip about other students, read gossip
psted by other users, and vote on the “juiciest” pieces of gossip. Students ridiculed or
nsulted on Juicy Campus had little recourse, as the postings were anonymous. As an ISP,
licy Campus didn't share the identities of its online posters without a court order.

Since Juicy Campus closed down, other online campus gossip Web sites have grown
npopularity. One of the sites that opened when Juicy Campus shut down is CollegeACB.
nitsown press release, the owner of the Web site wrote: “The College ACB or College
:*“Oﬂ)mous Confession Board seeks to give students a place to vent, rant, and talk
fl:’:legoi Peers in an environment free from social constraints and about subjects
Aut:;\ 5 [i)lt'h'er\-\’ls.e l?e tal?oo." Follege ACB closed dOWI‘l in 2(?11 L o
—_— Sil[t Isa Slml_lar site. It's an online law school dlscu§sxon board. A§ on sm)nlar_
WLy Sesilposts in that forum sometimes can be insulting anq offensive. ¥n 2007,
- [Cl (ti)ol studen'ts sued anonymous AutoAdmit posters for defamatpn.

b gay s me the case in 2009. The terms of the settlement \‘vere confidential.
51\,p:,,/,wwmmme(()i;{flrlabout that case on the Citizen Media Law project Web page at
kaboy e aw.org/threats/ autoadmit#description. )
€ types of Web sites. How do they promote free speech? Are there

on i .
ers [hvesel Web sites where one i e
'S right to liye peacefully?
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