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Note: FERPA has no actual requirements specific o information assurance or secrity of student records. The act
also doesn't contain a breach of secrity notification requirement, in a case where a schoof's servers holding
education records are hacked.

7.Inyour Lab Report file list three recommendations for T security policies to help mitigate the risk exposres in
the schoofs IT infrastructure.

Note: This completes the lab. Close the web browser, if you have not already done so.
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Hands-On Steps

1..0n your local computer, create a new document.

Youwill use this document as your Lab Report.

Note: Securiy policies mitigate risks in a wide variety of environments. Some risks are nique to different|
environments, and some environments produce highly significant isks. To counter these special environments,
such as a hospital, school, or financial institution, the goverment egislates special acts to provide guidance and
countermeasures. This lab uses the environment of a school and the guidance of the Family Educational Rights

and Privacy Act (FERPA).
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2 Review the following scenario for Premier Collegiate School
Case Study: Premier Collegiate School

You are the new director for Information Technology at Premier Collegiate School. The private school teaches
rade 7 through arade 12 with 300 students and 30 staff members and faculty. Each of the 10 administrative
Staff members has a dedicated desktop computer. The School's principal hias a notebook computer that she
takes home and when traveling to conduct both school business and personal tasks. She maintains a
Facebook™ account and has opened a MySpace™ account to monitor the activites of the students who also
have such accounts. The teachers have 10 computers that they share in the teacher’ lounge to record arades
‘and do all work associated with conducting their assigned classes (daily lesson plans, research, handouts, tests,
quizzes, and final exams).

‘The school has two file servers. One is for administration business and the other serves student computing
needs. The administration server has dedicated storage for each of the teachers and both hardwired access and
wireless Local Area Network (LAN) access throughout the school. The student server has applications the
Students might need for their schoolwork, and provides wireless access for student-owned laptop computers,
Al students are required to have  laptop computer with wireless access. In addition, the school his a
dedicated computer ab with 25 esktop computers for the students to use in computer science classes.

3 Inyour Lab Report i list he sk elements a the school.
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4.0n your local computer, open a new web browser window.

5. Using your favorite search engine, search for information on the Family Educational Rights and Privacy Act
(FERPA). This will help you complete part of the table outined in the next step.

Note: FERPA differentiates between three types of information” educational information, Personally Identifiable
Information (PI), and directory information. FERPA considers each with different evels of protection, especially
with respect to disciosure.
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6. The school’s principal has requested that you prepare an IT asset list and  high+-level prioritization o ranking of
the IT assets given the function and purpose for administrative or student computing requirements. Fillin the
table as follows:

o Based on your experience and knowledge of schools, create 3 comprehensive asset list. Keep in mind that
‘assets include more than just physical objects you can hold. Do not forget that assets include electronic
information, such as student records, lesson plans, test banks, and 5o on. Assets also include key
‘personnel, such as knowledgeable instructors and important administrators.

o Determine the importance of each asset to the school function by ranking it placement on the list (starting
with 1 as the most important, 2 as the second most important, and so on).

o Using the figure that follows the table, identify which of the seven domains of a typical IT infrastructure
‘each asset resides in. The dats, systems, or applications may have stugent privacy ata slements

o Perform a high-ievel FERPA compliance assessment identifying where student privacy data resides and
‘assessing the security controls protecting that data.

o Prioritize each asset by assigning it a Critical, Major, or Minor
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o Prioritize each asset by assigning it a Critical, Major, or Minor
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Seven domains of a typical IT infrastructure.




