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11.0n the left pane of the COBIT website, click the COBIT 4.1 Publications and Products link.

[
13. On the Download Registration page, use the following information to register for a downloadable copy of the

Use your own name and email and type student in the Job Title box and select your own country.
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15.Clck e DOWNLOAD YOUR FILE button and open he fle

Th fle may open in a new browser window o may appear i your Downioads older Locate the e and open'i o contite:

x
16,1 the file,read the Executive Overview begining o page 5.

Refer 1o the page number nthe faote o each page of the

17 I the e, read the Howto Use Ths Book section beginning on page 27
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18.In the file, read the P09 Assess and Manage IT Risks process beginning on page 63.

ot GOBT i ot rlaonary Bt 1% mnychmge Natualy, sk management s covred B s
rather than mawl‘ﬁ:e«ﬁim.wvaeﬂr } A N ¢ :

19.1n your Lab Report il, explain how you use the P09 Gotrol Objectives to rganize identified I isks threats, and vulnerabifies 500U
remediate the risks, threats, and vulnerabiltes in a typical I infrastructure.

[Note: This completes the lab. Close the web browserif you have not alreatly done so.
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Ask any IT manager about the challenges in conveying I risks i terms of business r ks, o about translating business goals into IT goals. Its a
worlds of business and IT do not nherently align. Tis ack of alignment was unresolved nil ISACA devlopad a ek alled CoBIT it

1T professionals’association centered on auciting and IT govenance. This ab will ocus onthe COBIT ramework. Th b covers w releasad,
currently the most implemented version, and COBIT 5, which was released in June 2012. A newer version, COBIT 2019, was released n 2018,

Because COBIT 4.1 isfreely available, with registration,atthe time of this witing, th lab uses hisversion o present the handling of sk management.
 topic using a set of COBIT conirol objectives called PO9. COBIT PO purpose is o guide the scope ofrisk management for an T nfrastructure. Tha ¢
management controls help organize the identifed risks, threats, and vulnerabltes, enabling you to manage and remediate them. Ths labwill alsop

3 from the term "control objectives” to a set of principles and enablers in later versions.

1

In hi b, you wil define COBIT P09, yo wil describe COBIT P09 six conirlabjectives, you il explain how th treatsand vleraiies allgnto
‘assessment and management of isks, and you will use COBIT P09 to determine the scope ofrsk management foran T nfrastructure.
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3.1n your browser, navigate to https://web archive.org/eb/2018

4 Review the nformation on the COBIT FAQS page. x

ISACA—45 Years Serving Auditors and Business:

standardizes a level of understanding of these areas through two wellnown certfications,the Certied Iformation S
Information Security Manager (CISM). I recent years, SACA has expanded tscertification oferings to Include two other certi

govemance.
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governance.

ISACA was previously an acronym expanding to Information

Systems Audit and Control Association, but today is
its wider audience. t

X st
Similarly, COBIT was originally an acronym for Control Objectives for Information and related Technology. Now, ISACA
part because the concept of “control objectives® ends with COBIT version 4.1. COBIT 5 focuses on business-centric concepts
between governance and management, and includes a product family of “enabler guides” and “practice guides.” The recent

2012, is a complete break from expanded the COBIT framework, but COBIT 2019 will add a new. Design guide and implementatit d
computing.

5. In your Lab Report file, describe the primary goal of the COBIT v4.1 Framework. Define COBIT.
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.10 your Lab Reportfile, describe the rimary goalofthe COBIT v4. Framevork. Define COBIT
6.0n the eft pane of the COBIT websie,lck the COBIT 41 Controls Colaboration ik

x
7. A1 the 10 of the page, ead the Discuss-Share-Lear ntroductorytext

8. Serolldown the page 1o the COBIT Domains and Conirol Objctves section

9 Click he Text View tab
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9. Click the Text View tab.
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10. In your Lab Report file, list each of the six domains of control objectives and briefly describe them based on
following: X 4

Plan and Organize
Acquire and Implement
Monitor and Evaluate
Delivery and Support
Process Controls
Application Controls
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