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This report was prepared as an account of work sponsored by an agency of the U.S.
Government. Neither the U.S. Government nor any agency thereof, nor any employee,
makes any warranty, expressed or implied, or assumes any legal liability or responsibility
for any third-party's use, or the results of such use, or any information, apparatus,
product, or process disclosed in this publication, or represents that its use by such third
party would not infringe privately owned rights.
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Executive Summary

Cyber terrorism is a real and growing threat. Standards and guides have been developed, vetted, and widely accepted
to assist with protection from cyber attacks. The Cyber Security Evaluation Tool (CSET) includes a selectable array of
these standards for a tailored assessment of cyber vulnerabilities. Once the standards were selected and the resulting
question sets answered, the CSET created a compliance summary, compiled variance statistics, ranked top areas of
concern, and generated security recommendations.



Evaluation Against Selected Standards and Question Sets

Standards Summary

Standard or Question Set

Access Control

Account Management

Audit and Accountability
Communication Protection
Configuration Management
Continuity

Incident Response

Monitoring & Malware
Organizational

Personnel

Physical Security

Plans

Policies & Procedures General
Procedures

Remote Access Control

Risk Management and Assessment
Safety Instrumented System (SIS)
System and Services Acquisition
System Integrity

System Protection

Training
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B Yes: 100% [ No: 0%
. NAC 0% Alternate - 0%

Unanswered : 0%
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Security Assurance Level (SAL)

CALCULATED LEVEL

Low

Confidentiality Integrity Availability

Overall Values Low Low Low




Areas of Concern Top Subjects and Questions

The top subject areas and questions identify those areas where attention will either provide the most immediate
impact or protect against the greatest vulnerabilities.

Top Categories of Concern

1 Access Control

2 Account Management

3 Audit and Accountability
4 Communication Protection

5 Configuration Management

Top Questions of Concern



