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Five et thres chapters address the technology that underlies information
systems. You may think that such technology is unimportant to you as a business
professional. However, as you will see, today's managers and business professionals
work with information technology all the time as censumers, if not in a more
involved way.

=

Chapter 4 discusses hardware, software, and open sotrce alternatives and defines
basic terms and fundamental computing concepts. It briefly touches on new
developments in the Internet of Things, augmented reality, self-driving cars, and 3D
printing. It also tooks at the importance of Web applications and mobile systems.

Chapter b addresses the data component of information systems by describing
database processing. You will learn essential database terminclogy and will be
introduced to technigues for processing databases, We will also introduce data
modeling because you may be required o evaluate data models for databases that
others develop for you,

- FALCON
- Security

Chapter 6 continues the discussion of computing devices begun
in Chapter 4 and describes data communications, Internet
technologies, and cloud-based services. [t looks at how
organizations can use the cloud effectively and addresses
potential security problems that may come from using the
cloud.

The purpose of these three chapters is to teach
technology sufficient for you to be an effective 1T
consumer, like Mateo, Joni, Cam, and Alexis at Falcon
Security. You will learn basic terms, fundamental
concepts, and useful frameworks so that you will
have the knowledge to ask good questions and
make appropriate requests of the information systems
professionals who will serve you.
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It's difficult to stay up to date on the latest
technalogy changes because things are
changing so quickly. Every year, a slew of
new innovations come out. Some of them may
represent real threats to your organization’s strategy.
Others may represent potential new opportunities for
growth. It's important to be able to understand the strategic
implications these new technologies represent. You need 1o be able to
ask the right questions.

The concepts and frameworks presented in these chapters will be far more useful
to you than learning latest technology trends. Trends come and go. The technology
you're using now will he outdated in 10 years. Understanding how to assess the
business implications behind any new innovation will be a benefit to you through

Source: Alexander Kolorietz/Fotolia .
your entire career.




“Hardware, Software,
and Mobile Systems

@l i orset, the operations manager of Falcon Security, asked Mateo
Thomas, CEQ, Joni Campbell, CFO, and Alexis Moore, head of sales, to come
down 1o the small hangar bay to see how the testing of the new 3D-printed
drone is coming along. Mateo asked Cam to investigate the possibility of using
30-printed parts to make drones in-house rather than buy them frorn vendors.
This could be a tremendous cost-savings opportunity and give the company
greater flexibility in updating its current fleet of drones. '

Cam waves to Mateo and Joni to corme over and look at the screen that she
and Alexis are lcoking at. The screen is showing a live video feed from the new
drone as it flies around the perimster of the building.

"Well, it works—sort of,” Cam says to Mateo and Joni with a forced smile.
"It's pretty stable, and we can gei streaming video. | just wish it hadn't taken
2 weeks to get it running.” Cam’s voice has an undeniably displeased tone.
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#3D printing our
own drones isn't
going 1o save us
enough money.”

Image source: rommmafFotolia

Study
QUESTIONS

“That's OK. What was the total cost to make it?" Mateo asks.

“\Wel, this specific guad cost nearly nothing. We harvested all of the internals
from a couple broken quads we had lying around. Everything else we printed.” Cam
points t¢ a rack of dismantied quadcopiers. “We found some free designs on the
Weh, but we had to make some changes so they would work with our internals.’

“Well, that's good news, isn't it?" Mateo asks. '

“Well, not really,” Cam says with a skeptical tone. “|f we wanted to build more
drones, we'd need to harvest more parts from existing drones of buy generic parts and
iry to see if they'll work together”’

Joni and Mateo both look confused. Mateo shakes his head and asks, "“Well, why
didn't you build it with generic parts in the first place?”

"Honestly, we weren't sure we could make it work even if we used existing inter
nal components. I've never made a quadcopler before” Cam says flatly. “We ended
up printing about 20 parts, but we stili needed motors, a speed controller, & flight
control hoard, a radio transmitter and receiver, propellers, batteries, and a charger”

“\We also needed to make sure it could integrate with our internal systems. We
didn't want to start experimenting with generic components until we

knew we could actually make a quad that could fly" she adds.

“Sa your next step is 10 take out the existing internal components

and repiace them with generic parts to see if they will work, right?”
Mateo asks.

“\Well..” Cam starts o say.
Joni interrupts, "It probably won't matter if the generic components wiork or not.
Essentially we've just replaced the frame, skids, and a few other parts 1o hold the
camera. We still have to buy the other nenprintable component parts. Those won't be
cheap. Add in the additional labor costs 10 assemble and test each quad..” she
trails off. ‘

»Plys the time and labor to integrate therm with our internal systems,” Alexis picks
up her train of thought. “It won't be easy or cheap”

“Exactly,” Cam says. “3D printing our own drones isn't gaing to save us enough
money. There aren't enough parts that can be replaced. Yes, the passive recharging
platform we developed using 3D-printed parts was a huge success. It has allowed us
to automate the recharging process and extend the reach of our drones. But | just
don't think 3D printing our own drones is going reduce our hardware costs enough 10
justify us becoming a drone manufacturer.’
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Mateo looks disappointed. “Well, maybe you're right. [ really wish there was some
way to make it work. It just seems like we keep burning through cash buying dozens
of drones that become obsolete in a few years. It's really frustrating being on the
cutting edge” ‘

“You mean the bleeding edge...right?” Joni says with a smirk.

What would you do if you were Mateo? Or Joni? Would you go ahead and build your
own customized drones? It might give you a unique competitive advantage down the
road. You might be able to hire someone who is an expert at building drones and save
a lot of money. Is Cam being too conservative? If you're wondering why, as a future
business professional, you need to know about hardware and software, think about
those questions. Those and others of greater complexity—most likely ones involving
technology that will be invented between now and the time you start working—will
come your way.

You don't need to be an expert. You don't need to be a hardware engineer or a
computer programmer. You do need to know enough, however, to be an effective
consumer. You need the knowiedge and skills to ask important, relevant questions and
understand the answers. ‘

We begin with basic hardware concepts and how innovations in hardware could
affect businesses. Next, we will discuss software concepts, open source software
development, and the differences between native and Web applications. Following
that, we'll discuss the importance of mobile systems and the challenges created
when employees bring their computers to work. Finally, we'll wrap up by forecasting
trends in hardware and software in 2027,

What Do Business Professionals Need
to Know About Computer Hardware?

Most peaple think of computer hardware as a laptop, a desktop, a server, or maybe even a tablet,
As time passes, the way we thinlk of comptiter hardware is changing. Fake phones as an example.
Twenty-five years ago, they were strictly used for voice communication. No one would have consid-
ered a phone a piece of computer hardware.

Fast-forward to today. Smartphones have substantial processing power, the ability to connect
to networks, internal memory, and virtual keyboards and can interconnect with other devices.
Now a “phone” is essentially a powerful piece of computing hardware, Computing hardware is also
being integrated into other devices such as watches, glasses, TVs, cars, and even toothbrushes.

Computer hardware consists of electronic components and related gadgetry that input,
process, output, and store data according to instructions encoded in computer prograrms or soft-
ware. All hardware today has more or less the same components, at least to the level that is impor-
tant to us. We'll begin with those components, and then we'll quickly survey basic types of
compulers.

Hardware Components

Every computer has a central processing unit (CPU), which is sometimes called “the brain” of
the computer. Although the design of the CPU has nothing in common with the anatomy of ani-
mal brains, this description is helpful because the CPU does have the “smarts” of the machine.
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FIGLIRE 4-1
Basic Types of Hardware

The CPU sclects instructions, processes thent, performs arithmetic -and logical comparisons, and
stores results of operations in memory. Some compuiers have two or more CPUs. A computer with
two CPUs is called a daal-processor computer. Quad-processor computers have four CPUs.
Some high-end computers have 16 or more CPUs.

CPUs vary in Speed, function, and cost. Hardware vendors such as Intel, Advanced Micro
Devices, and National Semiconductor continually improve CPU speed and capabilities while reduc-
ing CPU costs (as discussed under Moore’s Law in Chapter 1). Whether you or your department
needs the latest, greatest CPU depends on the nature of your work.

The CPU works in conjunction with main memory. The CPU reads data and instructions
{rom memory and then stores the results of computations in main memory. Main memory is some-
{imes called RAM, for randoin access memory.

All computers include storage hardware, which is used to save data and programs. Mag-
netic disks (also called hard disks) are the most common SLorage device. Solid-state storage
(5SD) {or an S50 drive) is much faster than traditional magnetic storage because it stores informa-
tion using nonvotatile electronic cireuits. SSD drives are gaining in popularity but are several times
more expensive than magnetic hard disks. USB flash drives are small, portable solid-state storage
devices that can be used to back up data and transfer it fvom one computer to another. Optical disks
siich as CDs and DVDs are also popular portable storage media.

Types of Hardware

Figure 4-1 lists the basic types of hardware. Personal compuiers (PCs) are classic computing
devices that are used by individuals. In the past, PCs were the primary computer used in business.
Today, they are gradually being supplanted by tablets and other mobile devices. The Mac Pro is an
example of a modern PC. Apple brought tablets to prominence with the iPad, In 2012, Microsoft
announced Surface and Google announced the Nexus series, all tablets, Smartphones are cell
phones with processing capability; the Samsung Galaxy §7 is a good example. Today, because it's
hard to find a cell phone that isn't “smart,” people often just call them phones.

A server i8 a computer that is designed to support processiilg requests from many remote
computers and users. A server {s essentially 2 PC on sterolds. A server differs from a PC principally
because of what it does, The relationship between PCs and servers is similar to the relationship
between clients and servers at a typical restaurant. Servers take requests from clients and then
bring them things. In restaurants this is food and sitverware. I[n compuling environments Servers
can send Web pages, email, files, or data to PCs. PCs, tablets, and smartphones that access servers
are called clients. Asof 2017, a good example of a server is the Dell PowerEdge server.

Finally, a server farm is a collection of, typically, thousands of servers. (See Figure 4-2.)
Server farms are often placed in large truck trailers that hold 5,000 servers or more. Typically a
trailer has two large cables coming out of it: one is for power, and the other is for data communica-
tions. The operator of the farm backs a trailer into a pre-prepared glab (in a warehouse or some-
times out in the open air), plugs in the power and communications cables, and, voild, thousands of
servers are up and runningt

personai computer (PC) Apple Mac Pro

Including desktops and laptops

Tablet iPad, Microsoft Surface, Goagle
Including e-book readers Nexus, Kindle Fire

Smartphone Samsung Galaxy, iPhone
Server Dell PowerEdge Server

Server farm Racks of servers (Figure 4-2)




FIGURE 4.2
Server Farm
Source: © Andrew Twort/Alamy
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Increasingly, server infrastructure is delivered as a service via the Internet that is often referred
to as the cloud, We will discuss cloud computing in Chapter 6, after you have some knowledge of
data communications.

The capactties of computer hardware are specified according to data units, which we discuss
next.

Computer Data

Computers represent data using hinaxy digits, called bits. A bit is either a zero or a one. Bits are
used for computer data because they are easy to represent physically, as illustrated in Figure 4-3.
A switch can be either closed or open. A computer can be designed so that an open switch repre-
sents zero and a closed switch represents one. Or the orientation of a magnetic field can represent
abit: magnetism in one direction represents a zero; magnetism in the opposite direction represents
a one. Or, for optical media, small pits are burned onto the surface of the disk so that they will
reflect light. In a given spot, a reflection means a one; no reflection means a zero.

1 1 ] 1 1 1 0 1
A. Light switches representing 1107 B. Direction of magnetism representing 1101

1 1 0 1
C. Reflection/no reflection representing 1101
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EIGURE 44
Important Storage-Capacity
Terminology
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All forras of computer data are represented by bits. The data can be numbers, characters, currency
amounts, phoios, recordings, or whatever. All are simply a string of bits. Por reasons that interest
many but are irrelevant for future managers, bits are grouped into 8.bit chunks called bytes. For
character data, such as the letters in a person’s name, one character will fit into cne byte. Thus,
when you read a gpecification that a computing device has 100 million bytes of memory, you know
that the device can hold up to 100 million characters.

Bytes are used to measure sizes of noncharacter data as well, Someone might say, for example,
that a given picture is 100,000 bytes in size. This staiement means the length of the bit string that
represents the picture is 100,000 bytes or 800,000 bits (because there are 8 bits per byte),

The specifications for the size of main memory, disk, and other computer devices are expressed
in bytes. Figure 4-4 shows the sct of abbreviations that are used to represent data storage capacity.
A kilobyte, abbreviated KB, isa collection of 1,024 bytes. A megabyte, or MB, is 1,024 kilobytes.
A gigabyte, or GB, is 1,024 megabytes; & terabyte, or TB, is 1 ,024 gigabytes; a peiabyte, or PB,
is 1,024 terabytes; an exabyte, or EB, is 1 ,024 petabytes; and a zettabyte, or ZB, is 1 024
exabytes. Sometimes you will see these definitions simplified as 1KB equats 1,000 bytes and 1MB
equals 1,000k, and so on. Such simplifications are incorrect, but they do ease fhe math.

To put these sizes in perspective consider that Walmart processes about 40 PB worth of
customer data pex day.! Pacebook processes about 600 TB each day, in a 300PB data warehouse.?
The super-secret NSA data center in Utah is estimated to hold about 12 EB of data.® And Cisco
estimates that annual global Internet traffic volume will exceed 2.0 7B by the end of 2019 2
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Computer disk capacities are specified according to the amount of data they can contain. Thus, a
500GB disk can contain up L0 500GB of data and prograins. There is some overhead, so it is not
quite SO0GB, but it's close enough.

You can purchase computers with CPUs of different speeds. CPU speed 18 expressed in cycles
called hertz. In 2016, aslow personal computer had aspeed of 3.0 Gigahertz. A fast personal com-
puter had a speed of 3.5+ Gigahertz, with pultiple processors. An employee who does only simple
tasks such as word processing does not need a fast CPUs & 2.0 Gigahertz CPU will be fine. However,
an employee who processes Jarge, complicated spreadsheets or who manipulates large database
files or edits large picture, sound, or video files needs a fast computer like a dual processor with
3.5 Gigahertz or more. Employees whose work requires them to use mary large applications at the
same time need 12 GB or more of RAM. Others can do with Jess.

One last comment: The cache and main memory are volatile, meaning their contents arelost
when power is off. Magnetic and optical disks are nonvolatile, meaning their contents surviee
when power is off. Tf you suddenly lose power, the contents of unsaved memory—say documents

Byte Number of bits to represent one character

Kilobyte 1,024 bytes KB
Megabyte | 1,024 KB = 1,048,576 bytes MB
Gigabyte | 1,024 MB = 1,073,741,824 bytes GB
Terabyte 1,024 GB = 1,099,511,627,776 hytes B
Petabyte | 1,024TB =11 25,899,906,842,624 bytes P8
Exabyte 1,02478 =11 52,021,504,606,846,976 bytes EB
Zettabyte | 1,024 EB=1.1 80,591,620,717,411,303,424 bytes B
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that have been altered—will be lost. Therefore, get into the habit of frequently (every few minutes
or s0) saving documents or files that you are changing, Save your documents before your roommate
trips over the power cord.

How Can New Hardware Affect Competitive
Strategies?

Organizations are interested in new hardware because they represent potential opportunities, or
threats, to their ability fo generate revenue. It's important to keep an eye on new tech hardware for
the same reason you watch the weather forecast. You care about how the future will affect you.
Below we will look at four new hardware developments that have the potential to disrupt
existing organizations. :

Internet of Things
The {irst disruptive force that has the power to change business is the Internet of Things (IoT).
This is the idea that objects are becoming connected to the Interiet so they can interact with other
devices, applications, or services. Everyday objects are being embedded with hardware capable of
sensing, processing, and transmitting data, Objects can then connect to a network and share data
with any other application, service, or device.

Take your mobile phone, for example; it's probably a smartphone. But it wasn’t always “smart.”
It started out as a simple device that just handied voice calls. Over time it became a smart device by
adding more processing power, more memory, Internet access, Wi-Fi connectivity, and the ability to
interconnect with other devices and applications (Figure 4-5}. People began to use their mobile
phones much differently than before. It also changed the way businesses operate. It 2015, Amazon.
com reported that more than 70 percent of its customers shopped using a mobile device.?
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What happens when other devices become smart? How would your life change if you had
‘ access to a smart can smart home appliances, OF ant entire smart building? Within a few short
Lo decadesit's possible that you could interact with nearly every object around you from your smart-
! phone. In fact, your devices will be able to talk to other devices, anticipate your actions, make
‘- : . changes, and configure themselves. '
This shift away from “dumb” devices to interconnected smart devices is not lost onbusinesses.
Consumers ke smart devices and are willingtopay more for therm. Businesses want Lo improve the
existing devices they manufacture into a smart devices and then sell them for twice as puch. If
they don't, soreonse elsc will.
The iPhone, for example, was introduced by Apple Inc., @ compuling hardware and software
company. The mobile phone market was already mature. Industry leaders could bave created a
smartphone, bat they didn't. Apple's success with portable audio players (iPod) and mobile phones
(iPhone) was & shot across the how of other hardware manufacturers. A wave of smart devicas is

coming.

] 1 The impact of 10T will be felt by marly different high-tech industries. Smart devices need Diicropro-
! cessors, memory, wireless network connections, 8 power source, and new software. These devices
! will also need new protocols, MOre bar_Ldmﬁdth. and tighter security: and they will consume more
energy. : '
‘ \' 1 A good example of this push toward smart devices is General Blectric’s (GE) Industrial Inter-
' net.% GE's Indastrial Internet is a broad program. focused on creating smart devices, analyzing the
data from these devices, and then making changes that increase efficiencies, reduce waste, and
Y improve decision making, GE sees the greatest potential for smart devices in hospitals, power grids,
railroads, and manufactaring plants.

GE estimates that an average airline using gmart devices in its jet aireraft could save an aver-
age of 2 percent fuel consumption. The resulting fuet and carbon dioxide savings would be the
equivalent of removing 10,000 cars from the road.”

Microsoft has also made tremendous gains using smart devices. Microsolt has created a
network of 125 gmart buildings spread over 500 acres in Redmond, Washington (Figure 4-6)8

FIGURE 4-G

Micrasoft's Redmond, WA,
Campus

Source: 1an Dagnall/Alamy
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Its operations center processes 500 million data transactions every day from 30,000 devices,
including heaters, air conditioners, lights, fans, and doors.

Microsoft engineers were able to reduce energy costs by 6 percent to 10 percent a year by
identilying problems like wasteful lighting, competing heating and cooling systems, and rogue
fans. For Microsoft, that’s millions of dollars. What if every corporate building were a smart build-
ing? When you consider that 40 percent of the world's energy is consmumed in corporate buildings,
you can start to get an idea of the immense financial cost savings. Indivectly, this would also have
a huge environmental and economic impact worldwide.

Digital Reality Devices

The second disruptive force that has the power to change business is digital reality devices. Digital
reality devices are an emerging technology with tremendous potential te revolutionize our daily
lives. Much like the emergence of the Internet in the mid-1990s, these devices will create entirvely
new types of companies and change the way people live, worl, shop, and entertain themselves, It's
estimated that the digital reality market will be $150 billion by 2020.°

There are different levels of digital reality on a continwum from completely real environments
to completely virtnal environments, or simulated nonphysical environments. Before you start to
think about how digital reality devices will affect business, you need to understand how the levels
of digital reality dilfer. First, reality is the state of things as they actuaally exist. If you're reading
the paper version of this textbool with your eves, contact lenses, or glasses, you're seeing the real
world without any digital alteration. You are (hopefully) experiencing reality.

Next comes augmented reality. Augmented reality (AR) is the altering of reality by over-
laying digital information on real-world objects. Examples of AR devices include Google Glass
($1,250), Epson’s Moverio Smart Glasses ($700), and Daqri Smart Helmet (est. $5,000 to
$15,000). Essentially, these devices work like heads-up displays, giving users information
about the real world theyre experiencing. For example, an AR device could provide users direc-
tions in the form of virtual arrows being displayed on the roadway. Users could also read virtual
emails displayed in the air or see virtual health data projected in front of them as they
exercise.

The next step on the digital reality continuum, as shown in Figure 4-7, is mixed reality. Mixed
reality (MR} is the combination of the real physical world with interactive virtual images or
objects. Microsoft (HoloLens, $3,000) and Meta (Meta 2, $949) released their MR devices in early
2016, Both companies are marketing these devices Lo developers interested in creating digital real-
ity applications. MR devices are generally perceived as having greater potential than AR devices
due to their ability to interact with virtual objects in real time.

For example, using AR you could view a 21 virtual weather forecast projected on your wall,
But with MR you would see a real-time 3D virtual model of your city created on your coffee table
(Figure 4-8). It would show a virtual ternado moving toward the city, and you could interact with
the 3D weather application to see its projected path. And this is just one example. Imagine watch-
ing sporting events live in high-definition 3D in the middle of your room.

There’s one problem when discussing AR and MR devices. Currently, the term augmented real-
ity isn’t applied consistently. Tt's common to hear AR used to deseribe both AR and MR devices, 10

Microsoft Facebook's

Glasses Google Glass Holalens Oculus Rift
No Yes Yes Yes
No No Yes Yes

No No No Yes
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But this is normal for emerging technologies. Terms are created, refined, and stored in conmumon
speech as the technology develops. So don’t be surprised to hear AR used to describe both types of
digital reality. '

The last step on the digital reality continuam is virtual reality (VR), or a completely
computer-generated virtaal world with interactive digital objects. Here you'll ind devices like
Facebool’s Oculus Rift ($599), Sony's PlayStation VR ($399), and Samsung Gear VR ($99). These
are completely immersive experiences that iry to create a strong sensec of presence, or the -
sion that a virtual experience is real. In other words, il a device were able to create a strong sense
of presence, you'd lean back and hold on tight if you were on avirtual roller coaster about to go off
the track.

Digital reality devices are developing in much the same way cellular phones developed over the
past 20 years. In fact, it's entirely possible that the AR market could disrupt the smartphone mar-
ket. Imagine taking calls, browsing the Web, messaging friends, and watching a movie without
ever taking your smartphone out of your pocket.

The application of digital reality devices extends beyond personal use as well. Organizations
are currently building digital reality applications for education, training, collaboration, new prod-
uct design, “holoportation,” gaming, sports, advertising, touxism, and shopping. For example,
Lowe’s new Holoroom allows customers to design and visualize their tdeal room before they com-
mit to major changes. Case Western Reserve University has partnered with Microsoft to develop 3D
mixed-reality applications to teach anatomy in an interactive environment.11

The full impact of digital reality devices wor't be understood for years—we just don’t know
how they'll be used. Even experts in the field are just starting to understand the implications of
how digital reality devices will change organizations. The shift from 2D flat screens to a 3D virtual
world is like changing vocations from being a painter to being a sculptor, It requires new skills,
processes, tools, and ways of thinking. Digital reality devices arc truly one of the most transtorma-
tive innovations in hardware to come along in the past 2( years.

Self-dving Gars

The third disruptive force that could change the way businesses operate is sel-driving cars. A self-
driving car {also known as a driverless car) uses a variety of sensors to navigate like a traditional
car but without human intervention. It will be fiull of advanced hardware and integrated software

FIGURE 4-8
Digital Reality Applications Source: @ Peshkov/Fotolia
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and isthe epitome of a mobile systent. In fact, it will be so mobile that it will be able to move without
anyone being in the car (Figure 4-9). Yes, seli-driving cars are in your very near future,

A recent report by KPMG indicates that self-driving cars will be a reality as soon as 2020, with
full adoption by 2040.1% Most auto manufacturers (Mercedes-Bengz, Nissan, Audi, and BMW) say
they will have self-driving cars by 2020.*® Google recently announced that it is partnering with
Fiat Chrysler to make 100 driverless minivans.'* Google's existing two-seater cars have logged
more than 1,5 million miles. The Mercedes-Benz I (1.5 was the hit of the CES 2015 show when it
drove itself onstage and opened its saloon-style doors, revealing passenger seats facing each other.
it looks like the race to develop self-driving cars is heating up. The competition will be fierce.

Sell-driving cars will make things easier, cheaper, and safer. They'll also disrupt well-
established industries.

Imagine how a sell-driving car will change the Hves of a typical [amily. A self-driving car conld
allow Dad Lo review sales reports while “driving” to work. He’s much less stressed out—and more
productive—during his commute than he was with his old car. The self-driving car could then drop
off the kids at school—without Dad in the car—and return home to take Mom to worlk.

Alter work the family goes shopping and is dropped off curbside at the store, No need to park
anymore. It's safer too. While shopping, Dad gets & message from his college-aged daughter that
she needs the car sent to pick her up from the airport, Dad’s glad he won't have to drive ali the way
out there. . : '

Dad remembers when he had to drive himself. Tt was a long and painful process. Now the car
plans the route for him, fills itself up with gas, communicates with intersections so he never gets a
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red light, and reroutes itself if there's an accident or traffic. Most importantly, he doesn't get mad

at other drivers. Traveling is just easier NOW.
Later the family plans avacationtoa distant locale. Taking the self-driving caris the way to go.

No airport security lines, family members don'thaveto get frisked by overzealous TSA agents, they
get comfortable seats that face each other, they don't have to pay for their bags, and they don't
have to rent a car when they get there. Plus, they can leave anytime they like.

gometimes it's nice to jeave for vacation at night and sleep while you're s qriving.” Driving isn't

pad when you don’t actually drive.

5 Minle Things e

aalf-diiving
You've seen how @ self-driving car can make your life caster. But what about cost? will it be more
gxpensive ot less expensive than the car youhave now?

Selt-driving cars will probably be much less expensive Over time than your carrent car. Barly

adopters willpay & premium when self-driving cars first hit the market, but that's true of mostnew

products.
Cost savings will show up i geveral ways. in the above scenario,

the family had only one car. Self-driving cars will be used more effectively than cars are used nOW.
driving car could eliminate the need to

Most cars sit dormant for 22 hours a day. Sharing & self-
have multiple cars. That's a big cost savings.

You'll see more cost savings because a self-driving car will drive better
fuel because it will drive more efficiently {less braking, revving the engine,
will avoid costly traffic tickets, parking tickets, and DUL citations.

Your car insurance will drop dramatically. It may be so low that you won't even need it any-
ut the effect of gelf-driving cars oo the insurarnce indastry KPMG estimated

more. In a report abo
that accident frequency will drop by 80 percent by the year 2040. Subsequently. the personal auto-

mobile industry will shrink to 40 percent ol its current size,
They're probably right. Self-driving cars will probably take a big churnk out of the $1.50B, paid

each year i car {nsurance premiums. And they should. Your future self-driving car will be safer

sh avoidance systems will apply the brakes before youl're ever aware of a problem. It

pecause its cra
wilt be able to know the exact locations, velocities, and routes of all cars within the vicinity.

Automobile accidents may become a thing of the past.

you may have noticed that

{han you. You'll save on
and street racing!}. You

| Seffdiiving €

' Yes, you read that right—safer. Currently, 20 percent of motor vehicle crashes are caused by

human error. ¢ Motor V(j,hicle crashes ave the leading cause of death for people ages 3 to 33.

Spending time driving may be the most dangerous thing you do all day.

Your car willbe able to see better than you, react more quickly than you and have better infor-

mation about your driving environment. It will be able to communicate with other cars aroundit,
ices I

dynawmically analyze traffic patterns, avold construction sites, and contact grpergency servl

needed.
fer driving, fewer accidents, fewer drunk drivers, fewer road-rag

Self-driving cars will mean sa
incidents, and fewex auto-pedestrian accidents, Cars will be able to g0 {aster with fewer accidents

In the future, manual driving may be arisky and expensive hobby.

Tolfeliving Lars Wil Disrupt pasine

Self-driving cars have the potential o disrupt well-established industries. Self-driving cars B
mean fewer cars on the road. Fewer cars on the road may mean fewer cars sold (transportat'lo
fewer auio loans written (finance), fewer automobile insurance policies underwritten (insuranc

ue Lo fewer accidents (manufacturing), and fewer parking lots (real estal

fewer aufo parts sold d
ar than by plane Of tr

1T they didn't have to drive, CONSUMILETS might take more {rips by ©

{transportation).
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The production of self-driving cars will mean more jobs for engineers, programmers, and
systems designers, There will be more computer hardware, sensors, and cameras in the vehicle.
Corperations may not completely see the far-reaching effects of self-driving cars on existing
industries.

How will self-driving cars disrupt your personal life? Suppose you get married in a few years
and have a child. Will your child ever drive a car? Will driving a “manual” car be too costly? Your
potential offspring may never learn how to drive a car. But that may not be too sirange. Do you
know how to ride a horse? Your ancestors did.

30 Printing

The fourth disruptive force that has the power to change businesses is 3D printing. As you learned
in Chapter 3, 3D printing will not only change the competitive landscape, but it may change the
nature of businesses themselves. Think back to the Palcon Security case at the start of this chapter.
The Falcon Security team chose not to make its own drones because doing so wasn't going to save
the company enough money. It didn't want to use 3D printing to become a drone manufacturer,

While manufacturing wasn’t right for Falcon, it is a viable option for some companies.
Constder how Nike has used 3D printing to improve the way it designs and creates shoes. It recently
used a 3D printer to create the world's first 3D-printed cleat plate for a shoe called the Nike Vapor
Laser Talon.” Nike chose to use a 3D printer to produce the cleat because it could create the opti-
mal geometric shapes for optimal traction. Using a 3D printer, it could destgn and produce a lighter
and sironger cleat much more quickly than before, In fact, Nike did just that when it produced a
pair of custom-designed sprinting shoes (the Nike Zoom Superfly Flyknit} for gold-medal Olympian
Allyson Felix to be worn at the 2016 Olympic games in Rio. 18

3D printers have the potential to affect a broad array of industries beyond sporting equip-
ment. You can get an idea of the scope of change when you realize that 3D printers can print in
more than just plastics (Figure 4-10). They can print in metals, ceramics, foods, and biologtcal

material too,

At CES 2015, industry leader MakerBot announced that it will begin selling composite fila-
ments that can be wsed in its 3D printers. These new composite filaments combine traditional PLA
(polylactic acid) thermoplastic with mnaterials like wood, bronze, iron, and limestone. While each
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Innocuous-locking applications

can be custom-made for malicious
purposes. Read the Security Guide
i on pages 148—149 to learn more,

FIGURE 4-11

Categories of Computer
Software

type of composite filament will require a new 3D print head, the printed objects will look and
behave like their real-world counterparts.

Take the ability to 3D-print in a variety of materials and look for opportunities across the
aerospace, defense, aulomotive, entertainment, and healthcare industries. What happens when it
becomes feasible to 3D-print extra-large objects like cars,'? planes, boats, houses, and drones?

Below are three examples of nontraditionat 3D printing. Consider how disruptive each one
would be to its respective industry:

» 3D Syslems new Cheflet™ Pro can print complex sugary structures in {lavors like choco-
late, vanilla, mint, cherry, sour apple, and watermelon.?® With a ChefJet, even a culinary
novice could produce intricate, beautiful, and fully customized deserts.

+ Rescarchers ai the Harvard School of Engineering and Applied Sciences were able to
print a 3D biological structure with blood vessels that could deliver nutrients and remove
waste.2! This development means doctors will be able to print fully functional replace-
ments for damaged tissues by simply pressing print. Not only could this save lives, but it
could also lower insurance premiums and the overall cost of health care.

« Professor Behrokh Khoshnevis of the University of Southern California has buill a large-
scale 3D printer that can print an enthe house in 24 hours.?? This 3D home printer
would create more stable and better insulated structures, use less materials, reduce work-
place injuries, automatically install heating and plumbing, and produce the home at a
fraction of the cost.

What Do Business Professionals Need to Know
About Software?

As a future manager or business professional, you need to know the essential ferminology and
software concepts that will enable you to be an intelligent software consumer. To begin, consider
the basic categories of software shown in Figure 4-11.

Every computer has an operating system (0S), which is a program that controls that com-
puter’s resources. Some of the functions of an operating system are to read and write data, allocate
main memory, perform memory swapping, start and stop programs, respond to error conditions,
and facilitate backitp and recovery. In addition, the operating system creates and manages the user
interface, including the display, keyboard, mouse, and other devices.

Although the operating system males the Computer usable, it does little application-specific
work. If you want to check the weather or access a database, you need application programs such
as an iPad weather application or Oracle’s customer relationship management (CRM) software.

Both client and server computers need an operating system, though they need not be the
same. Further, both clients and servers can process application programs. The application’s design
determines whether the client, the server, or both processit,

You need to understand two tmportant software constraints. First, a particular version of an
operating system is written for a particular type of hardware. For example, Microsoft Windows

Client Programs that contrel the Applications that are processed
client computer’s resources on client computers

Server Pragrams that control the Applications that are processed
SErVer Computer's resources ON server computers
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works only on processors from Intel and companies that make processors that conform to the Intel
instruction set (the commands that a CPU can process). With other operating systems, such as
Linwx, many versions exist for many different instruction sets.

Second, two types of application programs exist. Native applications are programs that
are written to use a particular operating system. Microsoft Access, for example, will run only on
the Windows operating system. Some applications come In multiple versions. For example, there
are Windows and Macintosh versions of Microsoft Word. But unless you are informed otherwise,
assume that a native application runs on just one operating system. Native applications are some-
times called thick-client applications. ‘

A Web application (also known as a thin-client application) is designed to run within a
computer browser such as Fivefox, Chrome, Opera, or Edge (formerly Internet Explorer). Web
applications run within the browser and can run on any type of computer. Ideally, a Web applica-
tion can also run within any browser, though this is not always true as you will learn.

Constder next the operating system and application program categories of software.

What Are the Major Operating Systems?

The major operating systems are listed in Figure 4-12. Consider each.

Windows Personal computer Most widely used operating system in business. Current
clients version is Windows 10. Includes a touch interface,

Mac 08§ Macintosh clients First used by graphic artists and others in arts

community; now used more widely. First desktop 0S
to provide a touch interface. Current version is the
mac0$ Sierra.

Unix Workstation clients Poputar on powerful client computers used in

engineering, computer-assisted design, architecture,
Difficult for the nontechnical user. Almost never used
by business dients.

Linux Just about anything Open source variant of Unix. Adapted to almast every

type of computing device. On a PC, used with Libre
Office application software, Rarely used by business
clients.

Symbian Nokia, Samsting, and other Popular worldwide, but less so in North America.

PN phones

: 'Blé__c[gBe_rry 0s Research in Motion Device and OS developed for use by business. Very
I BlackBerries popular in beginning, but losing market share to
i0S and Android,

i0s . iPhone, iPod Touch, iPad Rapidly increasing installed base with success of the

R iPhone and iPad. Based on Mac 05 X.

Android Samsung, Google, Linux-based phone/tablet aperating system from
HTC, and Sony Google, Rapidly increasing market share,
smartphones; tablets

| Windows 10 (mobile) | Nokia and Microsoft Surface | Windows 10 tailored specifically for mobile devices,
1. Full Windows 10 on Surface Pro.

Windows Server Servers Businesses with a strong commitment to Microsoft.

Unix Servers Fading from use. Replaced by Linux,

Linux Servers Very popular. Aggressively pushed by [BM.
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FIGURE 4-13
Example of the Modern-Style
Interface

Source: Windows 10, Microscft
Corperation.

Nonmobile client operating systems are used on personal computers. The most popular is
Microsoft Windows. Some version of Windows resides on more than 85 percent of the world's
desktops, and, if we consider just business uscrs, the figure is more than 95 percent. The most
recent version of Windows is Windows 10. Net Applications estimates that overall market share of
Windows as of 2016 s Windows 10 at 15.3 percent, Windows 8.1 at 9.9 percent, Windows 8 at
3.2 percent, Windows 7 at 47.8 percent, Windows Vista at 1.4 percent, and Windows XP at
10.6 percent.z3 Tt’s interesting to note that Microsoft dropped support for Windows XP in 2014
despite the fact that it is still more popular than Windows Vista, Windows 8, and Windows 8.1,

Windows 8 was a major rewrite of prior versions. Windows 8 was distinguished by what
Microsofi calls modern-style applii::ations.24 These applications, now carried over into Windows
10, are touch-screen oriented and provide context-sensitive, pop-up menus. "They can also be used
with a mouse and keyboard. Microsoft claims that modern-style applications work just as well o
portable, mobile devices, such as tablet computers, as they do on desktop computers. One key fea-
ture of modern-style applications is the minimization of menu bavs, status lines, and other visual
overhead. Figure 4-13 shows an example of a modern-style version of searching for images in
Windows Explorer.

Apple Computer, Inc., developed its own operating system for the Macintosh, Mac OS, The
current version is macOS Sierra. Apple touts it as the world’s most advanced desktop operating
system, and, until Windows 8, it was without doubt. Windows 10 now gives it a run for the money
in terms of that title. :

Uniil recently, Mac 08 was used pmnauly by graphic artists and workers in the arts commu-
nity. But for many reasons, Mac OS has made headway into the traditional Windows marlket.
According to Net Applications, as of 2016, desktop operating system market share was dw1ded
between versions of Windows (88.8 percent), Mac 0S X (9.6 percent), and Linux (1.6 percent) 2

Mac OS was designed originally to run the line of CPU processors from Motorola, but today a
Macintosh with an Intet processor is able to run both Windows and the Mac OS.

Unix is an operating system that was developed at Bell Labs in the 1970s. It has been the
workhorse of the scientific and engineering communities since then. Unix is seldom used in
business.

Linux is a version of Unix that was developed by the open source community. This community
is a loosely coupled group of programmers who mostly volunteer their time to contribute code to
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develop and maintain Linux, The open source comununity owns Linux, and there is no fee to use it
Linux can run on client computers, but usually only when budget is of pararmount concern. By far,
Linux is most popular as a server OS. According to DistroWaich.corn, the top five most popular ver-
sions of Linux as of 2016 were Linux Mint, Debian GNU/Linux, Ubuntu, openSUSE, and Fedora,”®

Figure 4-12 alsc lists the five principal mobiile operating systems. Symbian is popular on phones
in Burope and the Far East, butless so in North America. BlackBerry O8 was one of the most suc-
cessful early mobile operating systems and was used primarily by business users on BlackBerry
devices. It has lost market share to 108, Android, and Windows 10.

i0S is the operating system used on the iPhone, {Pod Touch, and iPad. When first released, it
broke new ground with its ease of use and compelling display, features that are now being copied
by the BlackBerry OS and Android, With the popularity of the iPhone and iPad, Apple has been
increasing its market share of i0S, and, according to Net Applications, it is used on 28§ percent of
mobile devices.>” The current version of 108 isi0S 9.

Androeid is 2 mobile operating system licensed by Google, Android devices have a very loyal
following, especially among technical users. Net Applications estimates Android’s market share to
be nearly 62 percent.

Most industry observers would agree that Apple hasled the way, both with the Mac OS and the
i08, in creating easy-to-use interfaces. Certainly, many innovative ideas have first appeared in a
Macintosh or iSomething and then later were added, in one form or another, to Android and
Windows.

Users who want Windows 10 on mobile devices will get cither Windows 10 (mobile) on
smartphones or a full version of Windows 10 on Surface Pro devices. Windows garners about
4 percent of the mobile GS marlket share. 7

The smartphone market has always been huge, but recently, e-book readers and tablets have
substantially increased the market for mobile client operating systems. As of 2015, 68 percent of
Americans owned a smartphone, and 45 percent owned a fablet in addition to their
smartphone.

28

Thelast three yows of Figure 4-12 show the three most popular server operating systems. Windows
Server is a version of Windows that has been specially designed and configured for server use. It
has much more stringent and restrictive security featares than other versions of Windows and is
popular on servers in organizations that have made a strong commitment to Microsoft.

Unix can also be used on servers, but it is gradually being replaced by Linux.

Linux is frequently used on servers hy organizations that want, for whatever reason, to avoid
a server commitment to Microsoft, IBM is the primary proponent of Linux and in the past has used
it as a means to better compete against Microsoft. Although 1BM does not own Linux, IBM has
developed many business systems solutions that use Linux. By using Linux, neither IBM nor its
customers have to pay a license fee to Microsoft.

Virtualization

Virtnalization is the process by which one physical computer hosts many different virtual (not
literal) computers within it. One operating system, called the host operating system, runs one or
maore operating systems as applications. Those hosted operating systems are called virtnal
machines (vm). Fach virtual machine has disk space and other resources allocated to it. The host
operating system confrols the activities of the virtual machines it hosts to prevent them from inter-
fering with one another. With virtualization, each v is able to operate exactly the same as it

would if it were operating in a stand-alone, nonvirtual environmert.




FIGURE 414

s Linux Mint Virtual Machine
‘ Running in Microsoft
Windows 7 Professional

Source: Windows 10, Microsoft
Corporation.

FIGURE 4-15
Windows Server Computer
Hosting Two Virtual Machines

Source: Windows 10, Micreseft
Caorporation.
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Three types of virtualization exist:

+ PCvirtualization
«  Server virtualization
« Desktop virtualization

With PC virtualization, a personal computer, such as a desktop or laptop, hosts several dil-
ferent operating systems. Say a user needs to have both Linux and Windows running on a com-
puter for a training or development project. In that circumstance, the user can load software like
Oracle VirtualBox or VMWare Workstation on the host operating system in order to create Linux
and Windows virtual machines, The user can run both. systems on the same hardware at the same
time if the host operating system has sufficient resources (i.e., memory and CPU power) as shown
in Figure 4-14.

With server virtualization, a server computer hosts one or more other server computers. In
Figure 4-15, a Windows Server computer is hosting two virtual machines. Users can log on to
either of those virtual machines, and they will appear as normal servers. Figure 4-16 shows how
virtual machine VM3 appears to a user of that server. Notice that a user of VM3 is running 8
browser that is accessing SharePoint. Tn fact, this virtual machine was used to generate many of ' o
the SharePoint {igures in Chapter 2. Server virtualization plays a key role for clond vendors, as o
you'lllearn in Chapter 6. ‘ :

PC virtualization is interesting as well as quite useful, as you will learn i Chapter 6. Desktop
virtualization, on the other hand, has the potential to be revolutionary. With desktop
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FIGURE 4-16

Virtual Machine 'Example

Source; Windows 10, Microsoft
Corporation.
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virtnalization, a server hosts many versions of desktop operating systems. Each of those desktops
has & complete user environment and appears to the user to be just another PC. However, the desk-
top can be accessed from any computer to which the user has access. Thus, you could be at an
atrport and go to a terminal computer and access your virtualized desktop. To you, it appears as if
that airport computer is your own personal computer. Using a virtual desktop also means that you
wouldn't have to worry about losing a corporate laptop or confidential internal data. Meanwhile,
many other users could have accessed the computer in the airport, and each thought he or she had
his or her personal computer.

Deslctop virtualization is in its infancy, but it mnight have major impact during the carly years
of your career.

Own Versus License

When you buy a computer program, you are not actually buying that program. Instead, you are
buying a license to use that program. For example, when you buy a Mac 08 license, Apple is sell-
ing you the right to use Mac 0S. Apple continues to own the Mac OS program. Large organizations
do not buy a license for each computer user. Instead, they negotiate a site license, which is a flat
fee that authorizes the company to install the producé (operating system or application) on all of
that company's computers or on all of the computers at a specific site.

In the case of Linux, no company can sell you a license to use it. It is owned by the open source
community, which states that Linux has no license fee (with certain reasonable restrictions). Large
companies such as IBM and smaller companies such as RedHat can make money by supporting
Linux, but no company makes money selling Linux licenses.

What Types of Applications Exist, and How Do Organizations
Obtain Them?

Application software performs a service or function. Some application programs are general
purpose, such as Microsoft Excel or Word. Other application programs provide specific functions.
QuickBooks, for example, is an application program that provides general ledger and other
accounting functions. We begin by describing categories of application programs and then describe
sources for thern.
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Rend more about how software
is developed and managed in the

Cureer Guide on pages 150-151.

Horizontal-marlket application software provides capabilities common across all organiza-

- tions and industries. Word processors, graphics programs, spreadsheets, and presentation

programs are all horizontal-market application software.

Examples of such software are Microsolt Word, Excel, and PowerPoint. Examples from other
vendors are Adobe's Acrobat, Photoshop, and PageMaker and Jasc Corporation’s Paint Shop Pro,
These applications are used in a wide variety of businesses across all industries. They are purchased
off the shelf, and litfle customization of features is necessary (or possible). They are the automobile
equivalent of a sedan. Everybody buys them and then uses them for different purposes.

Verticalanarket application software serves the needs ol a specific industry. Examples of
such programs are those used by dental offices to schedule appointments and bill patients, those
used by auto mechanics to keep track of customer data and customers’ automoebile repairs, and
those used by parts warehouses to track inventory, purchases, and sales. If horizontal-market
applications are sedans, then vertical-market applications would be construction vehicles, like an
excavator. They meet the needs of a specific industry.

Vertical applications usually can be altered or customized. Typically, the company that sold
the application software will provide such services or offer referrals {o qualified consultants who
can provide this service.

One-of-a-kind application software is developed for a speciflic, unique need. The US.
Department of Defense develops such software, for example, because it has needs that no other
organization has.

Vou can think of one-of-a-kind application sofiware as the automotive equivalent of a mili-
tary tank. Tanks are developed for a very specific and unique need. Tanks cost more to manufac-
ture than sedans, and cost overruns are comrmon, They take Ionger to make and requive unique
hardware components, However, tanks are highly customizable and fit the requirements of a
Leavy-duty batile vehicle very well.

If you're headed into battle, yor wouldn't want to be driving a four-door sedan. Sometimes
paying for a custom vehicle, while expensive, is warranted. It all depends on what you're doing,
Militartes, for example, purchase sedans, construction vehicles, and tanks. Each vehicle fills its
own need, You can buy compuier software in exactly the same ways: off-the-shelf software,
off-the-shelf with alterations software, or custom-developed software.

Organizations develop custom application software themselves or hire a development vendor.
Iike buying a tank, such development is done in situations where the needs of the organization are
so unique that no horizontal or vertical applications are avatlable. By developing custom software,
the organization can tailor its application to {it its requirements.

Custom development is difficult and risky. Staffing and managing teams of software develop-
ers is challenging. Managing software projects can be daunting. Many organizations have
embarked on application development projects only to find that the projects take twice as long—or
longer—to finisk than planned. Cost overruns of 200 percent and 300 percent are not uncomj'-_
mon. We will discuss such risks further in Chapter 12. C

In addition, every application program needs to be adapted to changing needs and changlng .
technologies. The adaptation costs of horizontal and vertical software are amortized over all the E
users of that software, perhaps thousands or millions of customers. For custom-developed soft-
ware, however, the using organization must pay all of the adaptation ‘costs itsell. Over time, thls .
cost burden is heavy.

Because of the risk and expense, custom development is the last-choice alternative, used onh’ :
when there is no other option. Figure 4-17 summarizes software sources and types. :

What lIs Firmvvare?

Firmware is computer software that is installed into devices such as printers, print servers,
various types of communication devices. The software is coded just like other software, but
installed into special, read-only memory of the printer or other device. In this way, the program,
becomes part of the device’s memory; it s as if the program’s logic is designed into the device
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Off-the-shelf
Off-the-shelf and then Custom-developed

customized
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Software applications
Type Vertical
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One-of-a-kind

applications

cireuitry. Therefore, users do not need to load firmware into the device’s memory, Firmware can be
changed or upgraded, but this is normally a task for IS professionals.

Is Open Source Software a Viable Alternative?

To answer this question, you first need to know something about the open source movement and
process. Most computer historians would agree that Richard Matthew Stallman is the father of the
movement. In 1983, he developed a set of tools called GNU (a self-referential acronym meaning GNU
Not Unix) for creating a free Unix-like operating system. Stallman made many other contributions to
open source, including the GNU general public license (GPL) agreement, one of the standard
license agreements for open source software. Stallman was unable to attract enough developers to
finish the free Unix systermn but continued making other contributions to the open source movement.

In 1991 Linus Torvalds, working in Helsinki, began work on another version of Unix, using
some of Stallman's tools. That version eveniually became Linux, the high-quality and very popular
operating system discussed previously.

The Internet proved to be a great asset for open source, and many open source projects became
successful, including:

+ LibreOffice (default office sutte in Linux distributions)
+ Pirefox (a browser)

» MySQL (a DBMS, see Chapter 5)

» Apache (a Web server, see Chapter 6)

+ Ubuntu (a Windows-like desktop operating system)

*  Android (a mobile device operating system)

+ Cassandra (a NoSQL DBMS, see Chapter 5)

* Hadoop (a BigData processing syster, see Chapter 9}

Why Do Programmers Volunieer Their Services?

To a person who has never enjoyed writing computer programs, it is difficult to understand why
anyone would donate his or her time and skills to confribute to open source projects. Programming
is, however, an intense combination of art and logic, and designing and writing a complicated com-
puter program can be exceedingly pleasurable (and addictive). Many programmers joyfully write
computer programs—day after day. If you have an artistic and logical mind, you ought to try it.

The first reason that people contribute to open source is that it is great fun! Additionally, some
people contribute to open source because it gives them the freedom to choose the projects they
work on. They may have a programming day job that is not terribly interesting—say, writing a
program to manage a computer printer. Their job pays the bills, but it's not fulfilling,

In the 1950s, Holiywood studio musicians suffered as they recerded the same style of music
over and over for a long string of uninteresting movies. To keep their sanity, those musicians would
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|
What's new in hardware? It's the Consumer Electronics Show
{CES) held in Las Vegas every January: 3,600 exhibitors and
170,000 hardware-gawking attendees whipped to frenzy by
loud music, screaming video, and hyperventilating media. I's a
show that only Fas Vegas can dol
! What's hot this year? How about:
'! 1. Transparent and Flexible TVs: New TV developments are
a perennial CES favorite. Why? Because everyone watches
TV, and hardware geeks are prime buyers, spending big
; money for the latest gee-whiz featares. UHD {Ultra High
| Delinition) TVs that display 4K (2160p) and 8K (4320p)
| were commaonplace at CES this year. But Panasonic’s
P! prototype transparent display looks like a typical HD TV
{ when it's showing a movie, then turns into a normal piece
W of tinted glass when you're done. LG's new 18-inch flexible Source: Dpa picture alliance/Alamy Stock Photo
i display was also a hit. It rolls up just ltke a sheet of paper
s when you're done watching your favortte show. 4, Pamily Hub Smart Refrigerator: Samsung's new
. 2. DietSensor: The wirmer of the coveted CES 2016 Best of Wi-Fi-cnabled smart fridge has cameras inside that display
g Innovation Award was DietSensor. This small, handheld its contents to any linked mobile device. Suppose you're
device pairs with your smartphone and scans the food you're shopping at the grocery store and can’t remember if you have
i about to eat. It determines the amount of carbohydrates, enough lemons for your famous lemon meringue pte. Just tap
, ; fats, and proteins in the food using a “molecular sensor.” the [vidge app on your smartphone and you can imumnediately
; : Once the scan is complete, you set the amount of that food see the contents of your refrigerator. The smart fridge can
) you plan to eat, and the DietSensar calculates the calories. also display shared calendars, photos, and notes from your
] If you're on a diet and counting calories, DietSensor makes mohile device; siream music directly from Internet using apps
) it easy to stay on track. like Pandora: or even stream video from your smart TV,
3. “jt" Smart Bed: You will spend about one-third .
of your life sleeping—that's roughly 26 years. Sleep Quesilons
: Number intends to make your sleep more informative. o ) .
:‘f The company's new “it” bed uses biometric sensors 1. What trends do' you see pushing innovation in televisions?
' to track your heart rate, breathing, sleeping patterns, Why are these important to consumers?
i ] and movement. Based on the data collected, the bed 2. What types of sensors like DietSensor might be useful for
; suggests adjustments to the level of firmness, comfort, other IoT devices?
1 and support. It can also be linked with other cloud 3. Why might doctors and nutritionists be interested in a device
services to provide insights into factors that might affect like DietSensor?
your Sle‘ﬂfp' For 'example, data from the "it bed. can 4. How could a smart bed benefit from being paired with a
be combined with temperasure data gathered in your smartphone? B
bedroom, It can then analyze your sleep patterns over )
; a rangé of temperatures to determine the optiral room 5. What other devices do you think corld benefit from
; temperature [or your best night's sleep. Getting a better becoming “smart” devices? Why?
nighi's rest may not seem like a big deal now, but over 6. What security or privacy concerns might be associated with
26 years it adds up. a smart fridge?




04-4 |s Open Source Software a Viable Alternative? 135

gather on Sundays to play jazz, and a number of high-quality jazz clubs resulted, That's what open
source is to programmers: a place where they can exercise their creativity while worling on
projects they find interesting and fulfilling.

Another reason for contributing to open source is to exhibit one’s skill, both for pride and to
find a job or consulting employment. A final reason is to start a business selling services to sapport
an open source product. i

o How Doas Open Source World?

The term opent source means that the source code of the program is available to the public. il
Source code is computer code as written by humans and understandable by humans. Pigure 4-18 -
shows a portion of the computer code written for the ARES project {see Chapter 7 opener). ‘

Source code is compiled into machine code that is processed by a computer. Machine code is, i
in general, not understandable by humans and cannot be modified. When a user accesses a Web |
site, the machine code version of the program runs on the user's computer. We do not show
machine code in a figure because it would look like this:

11610010100101111110011101111001000111000006111111031101111100111...

In a closed sowrce project, say, Microsoft Office, the source code is highly protected and only
available to trusted employees and careflully vetted contractors. The source code is protected like
gold in a vault. Only those trusted programmers can make changes to a closed source project.

With open source, anyone can obtain the source code from the open source project's Web site.
Programmers alter or add i{o this code depending on their interests and goals. In most cases,

IGURE 4-18
Source Code Sample

Jf7 <surmary
F8f Allows the page to draw itself.
A8 < surmary =
private void OnDraw(object sender, GameTimerZventfrgs ) il

{

SharedGraphicsPeviceManager.Current. GraphicsDevice.,Clear(Color . CornflawerBlue); i
SharedGraphicshevicetlanager .Current.GraphicsDevice .Clear (Coior . Black);

// Render the Silverlight controls using the UIElementRenderer.
elementRenderer.Render()};

// Oraw the sprite
spriteBatch.Begin()};

// Uraw the rectangle in its new position
Tfor (int i =@; i € 3; iH+)

I

1
K

spriteBatch, Draw(texturefi], bikeSpritePositionfi], Color.white};

// Using the texture from the UIZElementRenderer, i

// draw the Silverlight contrels to the screen.
spriteBatch.Draw(elementRenderer. Texture, Yectorz2.Zero, Coclor.vhite);

spriteBatch.End();

—
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prograumiers can incorporate code they find into their own projects. They may be able to resell
those projects depending on the type of license agreement the project uses.

Open source succeedsbecause of collaboration. A programmer examiries the source code and iden-
tifics a need or project that seems interesting, He or she then creates anew feature, redesigns or repro-
greuns an existing feature, or fixes a kmown problent, That code Is then sent to others in the open source
project who evaluate the quality and merits of the work and add it to the product, i appropriate.

Typically, thereisa lot of give and take. Or, as described in Chapter 2, there are many cycles of
iteration and feedback. Because of this iteration, a well-managed project with strong peer reviews
can result in very high guality code, like that in Linux.

So, Is Open Source Viable?

‘The answer depends on to whom and for what. Open source has certainly become legitimate.
According to The Economist, 41t is now generally accepted that the fature will involve a blend of
boili proprietary and open-source software.”2? During your ¢areer, oper SOLrce will likely take a
greater and greater role in software. However, whether open source works for a particular situa-
tion depends on the requirements and constraints of that situation. You will learn more about
matching requirements and programs in Chapter 1.2.

[n some cases, companies choose open source software because it is “free.” It turns out that
this advantage may be less important than you'd think because in many cases stpport and
operational costs swarip the initial licensing fee.

What Are the Differences Between Native
and Web Applications?

Applications can be categorized as native applications that ran on just one operating system or
Web applications that run in browsers. In the latter case, the browser provides a more or less con-
sistent environment for the application; the peculiaritics of operating systems and hardware are
handled by the browser’s code and hidden from the Web application.

Figure 4-19 contrasts native and Web applications on their important characteristics.
Consider the Native Applications column first.

Developing Native Applications

Native applications are developed using serious, heavy-duty, professional programming languages.
Mac 0S and 108 applications are constructed using Objective-C or the Swilt programming lan-
guage. Linux (Android) applications are constructed using Java, and Windows applications are
constructed using C#, VB.NET, 4+, and others. All of these languages arc object-oriented,
whicl means they can be used to create difficult, complex applications and, if used properly, will
result in high-performance code that is easy to alter when requirements change. The particular
characieristics of object-oriented fanguages are beyond the scope of this text.

Object-oriented languages can be used only by professional programmers who have devoted
years to learning object-oriented desigr and coding skills, Typically, such developers were com-
puter science majors in college.

The benefit of such languages is that they give programrmners close control over the assets of
the computing device and enable the creation of sophisticated and complex user interfaces. If the
programs ave well written, they perform fast and use memory efficiently, The limits ot native appli-
cations are usually budgetary, not technological. As a businesspersoi, you can get just about any
application you can afford.

The downside of native applications is that they are, well, native. They only run on the operat-
ing system for which they are programmed. An i0S application must be completely recoded il
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Development Objective-C himl5
tanguages fava 553
G, Cr, VB.NET, Swift JavaScript
{chject-griented languages) (scripting language)
Developed by Professional prograrmmers, enly Professional programmers and technically

oriented Web developers and business
professionals

Skill level required High Ltow to high

Difficulty High Easy to hard, depending on application
requirements

Daveloper's Computer science Computer science

Degree Information systems
Graphics design

User Experience

Can be superh, depending
ah programming quality

Simple to sophisticated, depending on
program quality

Possible applications

Whatever you can pay for...

Some limits prohihit very sophisticated
applications

Depandency i0S, Android, Windows Browser differences, only
Cost High. Difficult work by highly Low to high ... easier work by lesser-paid
paid employees, multiple versions employees, only multiple browser files
reguired. necessary. Sophisticated applications
may require high skill and pay.
Application Via application stores (e.q., Apple Via Web sites
distribution Store)
Example Vanguard iPad application {free Seafood Web site: www wildrhodyseafood.com

in Apple's iTunes store) Picozu editor: wwwi.picozu.com/editor

IGURE 4-19

haracteristics of Native

nd Web Applications

order to run on Android and recoded again to run on Windows.3? Thus, to reach all users, an

organization will need to support and maintain three separate versions of the same application. It

will also have to staff and manage three different development teams, with three different skill sets.
As a general rule, the cost of native applications is high. Many organizations reduce that cost

by outsourcing development to India and other countries (see the introduction to Chapter 11), but

native applications are still expensive relative to Web applications. The standard way to distribute

native applications is via a company store, such as iTunes, owned by Apple. An excellent example

of a native application is Vanguard's iPad application, It is easy to use, has complex functionality,

and is highly secure, as you would expect. Companies such as Vanguard must and can afford to pay

for exceedingly high-quality applications.

Developing Web Applications

The third column in Figure 4-19 summarizes Web application characteristics. Such applications
run inside a browser such as Firefox, Chrome, Opera, or Edge. The browser handles the idiosyncra-
sies of the operating system and underlying hardware. In theory, an organization should be able to
develop a single application and have it run flawlessly on all browsers on all devices. Unfortunately,
there are some differences in the way that browsers implement the Web code. This means that
some applications won't run correctly in some browsers.

As shown in the first row of Figure 4-19, Web development languages are html5, css3, and
Javascript. html5 is the latest version of html, which you will learn about in Chapter 6. The
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FIGURE 4-20
GethuGames' SpiroCanvas

Source: From www.gethugames.in/
spirocanvas/,

advantages of this version are support for graphics, animation, 2D animations, and other sophis-
ticated user experiences. css3 is used with html5 to specify the appearance of content coded in
html. JavaScript is a scripting programuming language that is much easier to learn than native-
client languages. It is used to provide the underlying logic of the application.

Web applications can be written by professional programmers, and, indeed, most are. How-
ever, it is possible for technically oriented Web developers and business professionals to develop
them as well. The enttry-level technical skill vequired is low, and simple applications are relatively
easy to develop. But sophisticated user experiences are difficult. Web application developers may
have degrees in computer science, information systems, or graphics design.

The user experience provided by a Web application varies considerably. Some are stmply fancy
Web-based brochures (www,wildrhodyseafood.com); others are guite sophisticated, such as Spiro-
Canvas in Tigure 4-20 (www,gethugames.in/) or, even more impressive, www. biodigital com in
Figure 4-21.

Web applications are limnited by the capabilities of the browser, While browsers are becoming
increasingly sophisticated, they cannot offer the {ull capabilities of the underlying operating sys-
temn and hardware. Thus, Web applications are unable to support very specialized and complex
applications, though this becomes less irue each year.

As stated, the major advantage of Web over native applications is that they will run on any
operating system and device. There are some browser diflerences, but these differences are very
minor when compared with the dilferences among 108, Android, and Windows, In general, unlike
native applications, you can assume that a Web application has one code base and one develop-
ment team. ' '

Because Web applications can be developed by less skilled, lesser-paid employees and because
only one code base and one development team are necessary, they are considerably cheaper to
develop than native applications. However, this statement assumes applications of eguivalent
complexity, A simple native application can be cheaper to develop than a complex Web
application,

Users obtain Web applications via the Internet, For example, when you go to www.picozu.com/
editor the required himi5, css3, and JavaScript files are downloaded automaticaily over the Web.
Updates to the application are antomatic and seamless. You need not install (or reinstall) anything.
This difference ts an advantage to the user; it makes it more difficult, however, to earn money from
your application. Amazon, for example, will sell your native application and pay you a royaity.

Shiders

“Save | RanpoM SHaRE
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Skelelal Gyslern
Digestive System

, ) Urinary Syslem &
eproduciive System

FIGURE 4-27
Sophisticated htmi5
\pplication

ource; Image created using the
ioDigital Human (www:biodigital.com)

However, unless you require users to buy your Web application (which is possible but rare), yow'll
have to give it away.

Which Is Better?

- You know the answer to that question. If it were clear-cut, we'd only be discussing one alternative.

It's not. The choice depends on your strategy, your particular goals, the requirements for your

application, your budget, your schedule, your tolerance for managing technical projects, your

need for application revenue, and other factors. In general, Web applicattons ave cheaper to

' develop and maintain, but they may lack the wow factox. You and your organization have to decide
for yourselves!

Why Are Mobile Systems Increasingly Important?

Mobile systems are information systems that support users in motion. Mobile systems users
access the system from any place—at home, at work, in the car, on the bus, or at the beach—using
any smart device, such as a smartphone, tablet, ox PC. The possibilities arc endless.

Mobile systerns users move not only geographically but also from device to device. The user
who starts reading a book on an iPad on a bus, continues reading that book on a PC at work, and
finishes it on a Kindle Fire at honie is mobile both geographically and across devices.

As shown in Figure 4-22, the major elements in a mobile system are users in motion, mobile
devices, wireless connectivity, and a cloud-based resource. A mobile device is a small, lightweight,
power-congerving, computing device that is capable of wireless connectivity. Almost all mobile
devices have a display and some means for data entry. Mobile devices include smartphones, tablets,
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FIGURE 4-22

Elements of a Mobile

Information System

Hardware, Software, and Mobile Systems

) - Web sites
Wireless Connectivity

Mobile 0 e A . - Services {IM, email, etc.}
Device - Application code
- Data sources
Users in
Mation

/&

Resources ins the Cloud

smartwatches, and small, light laptops. Desktop computers, Xboxes, and large, heavy, power-
hungry laptops are not mobile devices.

You will learn about wiretess connectivity and the cloud in Chapter 6. For now, just assume
that the cloud is a group of servers on the other end of a connection with a mobile device. When
downloading a book for a Kindle, for example, the cloud is one or more servers on the other end
that store that book and download a copy of it to your device.

The major reason for the importance of mobile systems is the size of their marlet. According
to Cisco, at the end of 2015 there were 7.9 billion mobile devices generating 3.7 exabytes of traffic
per month.3! By 2020, this will jump to 11.6 billion mobile devices generating more than
30.6 exabytes per month. That's 1.5 devices for every person on the planet. Smartphones will
account for nearly 72 percent of global mobile traffic.32 .

It took seven years after the launch of the first iPhone (2007-2014) for smartphones to
achieve mainsiream use by 70 percent of the U.S. market.>? That's faster than any other technol-
ogy except television in the early 1950s, which tied the smartphone adoption rate, The Iebruary
2016 comScore Report shows 199 million people in the Untted States owned smartphones, which
accounted for 79.3 percent of the mobile phone market.>? The size of the mobile e-commerce, or .
m-commerce, market is expected to exceed $149B by 2019.%

Additionally, mobile use is favored by the young, According to Nielsen’s measures of mobile ©
device use, the younger the age group, the greater the percentage of people with mobile devices.
Further, younger people have more devices per capita than older groups.>® These young coho :
will further increase mobile systems use in the years to come.

Because of this vast and growing market, mobile systems are having a major impact on bu;
ness and society today—impact that is forcing industry change while creating new caveer oppor
tunities for mobile-IS-savvy professionals, as well as large numbers of new, interesting
mobile- [S-related jobs. _

Figure 4-23 summarizes the mobile-system impact for each of the five components
information sysiem. We will discuss each of the components in this figure, starting

hardware.

Mardware

Clearly, increasing demand for mobile systems means the sales of many more mobile devices,
at the expense of PC sales. Hewlett-Packard, a large PC manufacturer, learned this fact
didu’t respond quickly enough to the onslaught of mobile devices and was forced to elim
27,000 jobs in 2012, In the future, there will be high demand for innovative mobile devices &
as cheap copycats.

I you're reading this book, you're unlikely to be a hardware engineer, and if you're
in Asta, you're also unlikely to be involved in hardware manufacturing, However, any
having 3.9 billion prospects is ripe with opportunities in marketing, sales, logistics, custo
port, and related activities. '
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Impact of mobile Many, many more Compact interfaces; More data, but Always on, always Ability to thrive
systems grewth mobile devices new technology for more information? at work. Employee in & dynamic
wili be sold. active users; Less device real lifestyle becomes environment
application scaling. estate means fewer hybrid of personal more jmportant.
ads possible, and professional.
fndustry changes PCs less important; html5, css3, and Loss of control. Personal mohile More part-time
' high demand JavaScript increase Ad madel in devices at wark, employees and
(and reguirement) capahility of danger? independent
for innovative thin-clients. contractors.
devices as well
as cheap copycats.
Career Jabs for mobile New tachnology Reporting and data Innovative use of independent
opportunities device sales, levels the playing mining even just-in-time data. contractors
markating, field for html5. more important. Need for adjusting (and some
support. Business expertise Design of effective business processes employees) work
needed for mobile mahile reports. gives another where and when
reguirements, New premium to non- they want. What
companies! routing problem is this new social
solvers. organism?
CFIELIRE 4-23
‘Five Components of Mobile
Change and Opportunity
Software

The reduced size of mobile devices requires the invention of new, innovative interfaces. The
mobile user is an active user and expects an active screen experience. The premium will be for
moving graphics, changing Web pages, and animation. Applications will need to scale from the
very smallest to the very largest, while providing a user experience appropriate to the device's
size,

Rapid technology change in mobile software continually levels the playing field. Today, {or
example, expert programmers in Objective-C better not relax. html5 and css3 are gaining popular-
ity, and they will reduce the need for Objective-C expertise. Further, as youlearned in Q4-5, while
languages like Objective-C are difficult and time-consuming to learn, html5, css3, and JavaScript
are less so. With the reduced barrier to entry, hordes of less experienced and less educated new
entrants will appear as competitors. You might be one of them.

Additionally, continually evolving software means new and exciting entrepreneurial opportu-
nities. Are you sorry that you missed the early days working at Facebook? Right now, somewhere,
there is another Marl Zuckerberg starting... well, what? Because of the contimually changing soft-
ware environment, new opportunities abound and will continue to do so for decades.

Data

Many more mobile systems mean an incredible amount of new data, data that professionals can
use to create much more information, But, as you learned in Chapter 1, miore data doesn't neces-
sarily mean more information. Tn fact, many business prolessionals believe they're drowning in
data while starving for information. What can be done with all of this mobile-systems data fo
enable humans to conceive information of greater value to them? Data mining and better report-
ing are possibilities for you that are discussed in Chapter 9.

O the other hand, not all the news is good, at least not for many organizations. For one,
smaller screens means less rooro for advertising, a factor that limited the success of the Facebook
public offering in May 2012. Also, mobile systems increase the risk of organizationslosing control
over their data. In the past, employees used only computer equipment provided by the employer
and connected only via employer-managed networks. In that situation, it is possible for the
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Yesng'rer eiEEiNE] in your Introduction to MIS class, and
the professor starts talking about how profitable software
development can be. He points out that billionaires like Bilk
Gates (Microsoft), Larry Ellison (Oracle), Larry Page {Google),
and Mark Zuckerberg (Pacebook) all made their fortunes by
developing useful software. But a vocal classmate jumps in and
points out that he's never paid any of those people a penny. He
uses Google Search, Gmail, and Facebook all for free. Yes, he
ases Microsoft Office, but it’s the free online version through
OneDrive. Even the apps on his smartphone are free.

Then comes the perennial question, which also happens
to be a major point of frustration for the tech industry: How
do you make money from free apps? The professor says some-
thing about capturing market share, potential income, and
future innovation. You're not buying it. You're interested in
real income, not potential income.

Nick the Data Broker

The person sitting next to you, Nick, starts smiling broadly
and nods his head. He's in your group for your big class proj-
cct. He leans over and whispers, “Il you're not paying for it,
you are the product, Data is where you make money, not soft-
ware. Give them the software, take the data, and make the
money. It's simple.”

Vou're a little confused at fivst. But then you think back
to last Wednesday when you first met Nick. He said he was
coming back to school to get a degree in MIS because he
needed the technical knowledge for his new job with his
brother’s company. He explained that his brother was a data
broker (sometimes called an information broker). He buys
data about individuals from companies and then sells it to
other companies for a profit. It sounded like they were doing
really well. Before you could even ask if it was legal or ethical,
Nick quipped, “Yes, of course it's legal. Everyone does it.” He
had obviously gotten this question before.

But was Nick right? He isn't a billionaire like Bill Gates.
Nick was only concerned with buying and selling data. He
wasn't interested in application development. But he did
make a good point, and it got you thinking, What if you
started a business that made applications that were designed
to collect individual data? You could make dozens of useful
apps, collect individual data, and then sell it to Nick.
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" GPS coordinates? Who was getting this data? What were they.

But what data would Nick pay for? How much of it could
you get? He wouldn't care about gaming data. But he would

pay for data about user behavior like which Web sites they
visit, where they're located, who their friends ave, and what
they purchase.

Flashlight Apps
At lunch, you do a few searches about how mobile applica-
tions can access data on smartphones. It turns out that users
just have to grant the application permission(s), and it can
access any data on the phone. Could that be right? Any data?
This could be a gold mine. You get excited at the prospect of
harvesting thousands of terabytes of data and selling them
to Nick. You conld retire in a month.

But then a sinking feeling comes over you. What if you're
not the first person to think of this idea? What il someone else
is already giving away apps and harvesting users’ data. You
decide to check the permissions for one of the most useful free
applications you have on your phone—your flashlight app.
You search for “flashlight app permissions” and you sce dozens
of news articles referencing a threat report by SnoopWalk.?”

The SnoopWall report looked at the permissions required
by the top 10 flashlight apps for Android smartphones. The
results were shocking. All of these apps did more than just
turn a light on and off. They required permission to access
data about your location, network connectivity, and USB
storage. They also required permissions to install shortcuts,
receive data to/from the Internet, modify your system set-
tings, and disable your screen lock.

The app you use was third on the list. Not goed. You decide
to check to see whether the report was accurate. Were these
apps harvesting all this data? You look at the first six flashlight
apps that show up in Google Play. The results are shown in the
table below, The bottom three rows show the changes in the
number of permissions from 2013, 2014, and 2016. :

Seeing all of the permissions required by these simple flash
light apps is distressing. Why would your flashlight need your,

using it for? It looks like someone had already thought of your
data-harvesting idea. Tt may be too late to make any money 'O_ff
the free-app-for-individual-data schemne. All of a sudden, these
free apps don't look as attractive to you—as a CONSumer.
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Take pictures and videos X X X X X X
Receive data from Internet X X X
Control flashlight X X X X** X X
Change system display settings X* X* X*
Modify system settings X* X* X*
Prevent device from sleeping X X X X X
View network connections X X X X X X
Full network access X X X X X X
Run at startup X
Control vibration X
Retrieve ranning apps X X*
Modify or delete the contents of your storage X X X*
Read the contents of your storage X X* x*
View Wi-Fi connections X X* X*
‘Read phone status and identity X X xX*
Read Home settings and shorcuts X X*
“Write Home settings and shortcuts X+
Disable your screen lock x*
“nstall shortcuts X X*
ninstall shortcuts X Xt
Approximate location X X*
Precise Jocation X X*
Disable or modify status bar X
Draw over cther apps X+
aunt 2013 20 15 13 9 15 6
L 3 15 13 9 15 7
b 14 8§ 5 6

1. Consider the decision to create a free application designed
. to harvest individual data.

- a. Is this decision ethical according to the categorical
imperative (pages 23-24)?

b. Is this decision ethical according to the uiilitarian
- perspective (pages 60-61)?

:¢. How would users react if they knew their data was
being harvested in exchange for a free app?

Suppose Google becomes aware that apps in the Google
Play store are harvesting user data unrelated to the
unction of the application.

a. Does it have a legal obligation to find out which apps
are harvesting data inappropriately?

B, Does it have an ethical obligation to find out which
' apps are harvesting data inappropriately?

Tiimasny

DISCUSSION QUESTIONS

#

¢. Does Google provide free apps in exchange lor indi-

vidual data? Why?

3. How hard should Google work at curating apps in
Google Play to ensure that appropriate permissions are

set?

a. Is it ethical for Google to remove applications it con-
siders inappropriate? Consider both the categorical
imperative and utilitarian perspectives.

b, Isit ethical for Google to limit permissions for certain
applications? Constder both the categorical impera-

In 2014, Symantec found that 17 percent of all Android
apps were malware in disguise.*® But a report by Google
found thatless than 1 percent of all Android devices had
a potentially harmifil application installe

tive and atilitarian perspectives.
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organization to control who does what with which data and where. No longer. Employees come to
work with their own mobile devices. Data leakage is inevitable.

With more people switching to mobile devices and with less room for ads, online advertising
revenue may be sharply reduced, possibly endangering the reventue model that supports most of
the Web's free content. If this happens, dramatic change is just arcund the corner!

Procedures

Mobile systems are always on. They have no business hours, And people who use mobile systems
are equally always on. In the mchile world, we're always open for business. ILis impossible tobe ont
of the office. One consequence of always-on is the blending of our personal and professional lives,
Such blending means, in part, that business will intrude on your personal life, and your perscral
life will intrude on your business. This intrusion can be distracting and stressful; on the other hand,
it can lead fo richer, moye complex relationships.

Employees will expect to use their mobile devices at worl, but should they? In truth, who can
keep them from it? If the organization blocks them from connecting to the work-related networks,
they can connect over the wireless networks that they pay for themselves. In this case, the organi-
gation is entirely out of theloop. Could employees send confidential corporate information through
thelr personal mobile devices? We will discuss these tssues in more detail in Q4-7.

Mobile systems offer the potential of just-in-time data, which is data delivered to the user af
the precise time it is needed. A pharmaceutical salesperson uses just-in-time data when she
accesses a mobile system to obtain the latest literature on a new drug while waiting for the doctor
to whom she will pitch it. She needn't remembey the drug’s characteristics any longer than it takes
her to walk down the hallway and make the sale.

Furthermore, some organizations will passively wait for change to happen, while others will
proactively reengineer their processes to incorporate mobile systems for higher process quality,
Fither way, the need for business process change creates opportumity for creative, nonroutine busi-

ness problem solvers.

People

Mobile systems change the value of our thinking. Bor example, just-in-time data removes the pre-
mium on the ability to memorize vast quantities of product data, but creates a premium for the
ability to access, query, and present that data. Mobile systems increase the speed of business, giv-
ing an advantage o those who can nimbly respond to changing conditions and succeed with the
unexpected.

With the ability to be connected and always on, organizations may [ind they can be just a5
effective with part-time employees and independent contractors, The increasing regulatory
complexity and cost of full-time employees will create an incentive for organizations to do just
that.

As that occurs, professionals who can thrive in a dynamic environment with liitle need for
direct supervision will find that they can work both where and when they want, atleasta good part
of the time. Once you're always on and remote, it doesn’t matter if you're always on in New Jersey
or at a ski area in Vermont. New lifestyle choices become possible for such workers. ;

These mobile workers can work where they want and for whom they want, There won'tbed

boss looking over their shoulder. They can work multiple jobs with different companies at the .

same time! Companies may have to change the way they pay workers. Instead of paying employ
ees by the hour, they would need to focus more on paying for productivity. This shift towal
focusing on performance will empower great employees and make it harder for slackers to hid
out in an organization. Companies will benefit from mobile workers too. They won't née

much expensive commexcial office space. What an incredible time to be starting a business,

career!
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What Are the Challenges of Personal Mobile
Devices at Work?

So far, we've focused on mobile applications that organizations create for their customers and
others to use. In this question we will address the use of mobile systems within organizations.

In truth, organizations today have a love/hate relationship with their employees’ use of their
own mobile devices at work. They love the cost-saving possibility of having employees buy their
own hardware, but they hate the increased valnerability and loss of control. The result, at least
today, is a wide array of organizational attitudes.

Consider a recent report by Tech Pro Research that estimates 74 percent of companies have
adopted BYOD or are planing to do $0.20 If you aren't already bringing vour own device to work,
vou'll soon have to. Yet only 43 percent of all organizations have created an official mobile-use
policy.*!

Advantages and Disadvaniages of Employee Use
of Mobile Systems at Work

Figure 4-24 summarizes the advantages and disadvantages ol employee use of mobile systemns at
work. Advantages include the cost savings just mentioned as well as greater employee satisfaction
of using devices that they chose according to their own preferences rather than organization-
supplied PCs. Because employees are already using these devices for their own purposes, they need
less training and can be more productive. All of this means reduced support costs.

On the other hand, employee use of mobile devices has significant disadvantages. First, there
is the real danger of lost or damaged data. When data is brought into employee-owned computing
devices, the organization loses control over where it goes or what happens to it. IBM, for example,
disallowed the use of Apple’s voice searching application, Siri, ont employees’ mobile devices lor
just that reason.*? Also, if an employee loses his or her device, the data goes with it, and when
employees leave the organization, the data on their personal devices needs to be deleted somehow.

Organizations also lose confrol over the updating of software and the applications that users
employ. This control loss leads to compatibility problems; users can process data, for example edit
documents, with software that is incompatible with the organization’s standard software. The
result to the organization is a mess of inconsistent documents,

Possibly the greatest disadvantage of employee use of their own devices is the risk of infection.
The organization cannot know where the users have been with their devices or what they've done
when they've been there. The possibility of severe viruses infecting the organization’s networks is
real. Finally, all of these disadvantages can also lead, ironically, te greater support costs.

Given all that, organizations cannot avoid the issue. Whatever the costs and risks, employees
are bringing their own devices to work. Ignoring the issue will simply make matters worse.

Cost savings Data loss or damage

Greater employee satisfaction Loss of contral

Reduced need for training Compatibility problems

Higher productivity Risk of infection

Reduced support costs Greater support costs
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FIGURE 4-25

Six Common BYOD

Policies

High

Functionality

Low

Survey of Organizational BYDD Policy

A bring your own device (BYOD) policyis a statement concerning employees’ permissions and
responsibilities when they use their own device for organizational business. Figure 4-25 arranges
BYOD policies according to functionality and control, Starting in the lower left-hand corner, the
most primitive policy is to ignore maobile use. That posture, which provides neither functionality to
the employee nor control to the organization, has ne advantages and, as just stated, cannot last.

The next step up in functionality is for the organization (o offer its wireless network to mobile
devices, as if it were a coffee shop. The advantage to the organization of this policy is that the
organization can sniff employees' mobile tralfic, thus learning how employees are using their
devices (and time) during work.

The next policy provides more functionality and somewhat more control. Here the organiza-
tion creates secure application services using https {explained in Chapter 10) that require employee
sign-on and can be accessed from any device, mobile or not. Such applications can be nsed when
employees are at work or elsewhere. These services provide controlled access to some organiza-
tions’ assets. ]

A fourth policy is more of a strategic maneuver than a policy. The organization tells employees
that they can sign on to the organization’s network with their mobile devices, but the employee is
financially responsible for any damage he or she does. The hope is that few employees know what
their exposure is and herce decide not to do so.

A more enlightened policy is to manage the users’ devices as if they were owned by the orga-
nization. With this policy, employees turn over their mobile devices to the IS department, which
cleanses and reloads software and installs programs that enable the IS depariment to manage the
device remotely. Numerous vendors license products called mobile device management (MDM)
software that assist this process. These products install and update software, back up and restore
mobile devices, wipe employer software and data from devices in the event the device is lost or the
employee leaves the company, report usage, and provide other mobile device management data.

This policy benelits the organization, but some employees resist turning over the management
of their own hardware to the organization, This resistance can be softened if the organization pays
at least a portion of the hardware expense.

The most controlling policy is for the organization to declare that it owns any mobile device
that employees connect to its network. To be enforceable, this policy must be part of the employ-
ee’s contract. Tt is taken by organizations that manage very secure operations and environments.

Control

Low e

You're We'll check it

If you connect
responsible out, reload it, we own it
for damage software and

data, and
manage it
remotely

we'll offer fimited
systems you can
access from any
device

we'll be a
coffee shop

They don't
exist




FIGURE 4-26
‘Advantages of Example
BYOD Policies

They don't exist

Organization looks the other
way when employees bring
mobile davices to work.

None

We'll be a coffee shap

You'll be able to sign
in to our wireless network
using your mohile device.

Packet sniffing of employee
mobile device use at work.

We'll offer limited
systems you can
access from any device

Organization creates https
applications with sign-in

and offers access to noncitical
business systems.

Employees gain public access from
any device, not just mobile
devices, without having to

use VPN accounts.

You're responsible
for damage

Threatening posture to discourage
employee use of mabile devices
at work.

Appear to be permissive
without actually being so.

We'll check it out, retoad
software, then manage
remotely

Employees can use their mobile
devices just as if they were
computers provided by the
corporate IS department.

Employee buys the hardware
{perhaps with an employer's
contribution).

If you connect it, we
own it

Employees are not to use mobile
devices at work. If they do, they
lose them, Part of employment

Ultimate in controf for highly
secure work situations
(intelligence, military).

agreement,

In some military/intelligence organizations, the policy is that any smart device that ever enters
the workplace may never leave it. The advantages of these six policies are summarized in
Figure 4-26. .

BYOD policies are rapidly evolving, and many organizations have not yet determined what is
best for them. If your employer has a committee to develop such policies, join it if you can. Doing so
will provide & great way to gain exposure to the leading technology thinkers at your organization.

There's a really old movie called You've Got Mail (1998) starring Tom Hanks and Meg Ryan. I it,
the characters get really excited when they get “mail.” The term email was so new at the time that
it hadn't even caught on yet. You can see people in the movie reading newspapers and paper books.
Oh, how times have changed.

Fast-forward to today, Fmail now comes in seconds after it's sent. You check your email during
commercial breaks while yon're watching TV, while you're driving in traffic, and while you're sit-
ting on the toilet. Instead of checking your email with bated breath, you're dreading seeing more
work pile up in your inbox. Or worse—bills, spam, and viruses. '

New hardware and software have changed everyday life. People are always on, always con-
nected, always communicating, always working and playing, This trend will continue. The Inter-
net of Things will allow us to be continually connected to more and more devices, You'li be able
to control yowr home, and everything in it, [rom your smartphone. Your home will be so smart
that it will analyze you. It will see what, how, and when you do things and then anticipate your
needs.
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POISONED APP-LES

Have YOU 8YEr stopped tolook up at the stars on a
clear night and seen a faint white light tracking slowly across
the sky? I so, you've seen a satellite orbiting the carth at
speeds exceeding thousands of miles per hour. What may
surprise you is that early spacecraft Jaunched by NASA had
less computing power than your smartphone, That's right—
the small handheld device you use for checking social media
and email and for playing games is more powerful than the
first spacecraft, But why do you need all of that computing
power? Phone calls and text messages don't seem to require
massive processing power, Welcome to the era of the “app”!

Apps are the drivers of faster and more powerful smart-
phones. Apple and other smartphone manufacturers release
new versions of their phones on an annual basis. Keeping up
with the flashiest and most powerful apps drives the demand
for faster processing chips and more memory. Advancements
in both of these areas often happen without increasing the
form factor of the phone or reducing battery life.

Smartphone users have a seemingly insatiable appetite
for apps. In 2014, the Apple App Store contained more than
1.2 millien apps, reported 75 billion app downloads, and
listed 9 million registered app developers.> These apps ailow
you to do everything from making stock trades on the go to
checking the latest- weather conditions anywhere in the
world. While most apps cost only a few dollars, many of
them are free. You may be wondering, "How is this possi-
ble?” and “Are there any hidden costs?” You may be sur-
prised to learn that free apps may not be such a great deal
after all.

XcodeGhost Haunts i0OS

The App Store is generally a well-regulated marketplace.
Apps are screened for security vulnerabilities and vulgar
content in order to create a safe experience for users. How-
ever, with more than a million applications available to
consumers, it is inevitable that some malicious apps clear
the screening process.

Apple recently reported that dozens of apps available
on the App Store contained a malware application named
XcodeGhost. Apps containing this malware reportedly

accessed user credentials, hijacked URLs, were able to read
and write data on devices, and compromised other 108 apps,
WeChat, an app used extensively in China, was affected by
¥codeGhost and contributed heavily to the tally of more
than 500 million i08 users who could have been exposed to
this dangerous malware.**

The malware was embedded in apps available on the
App Store because developers chose to install a compromised
version of the Xcode developers kit despite warnings that the
software had been altered. Developers were dowrdoading the
compromised software because it had been posted on a server
offering laster-than-standard download speeds.

Once this vulnerability had been identified, Apple noti-

- [ied users that the dangerous apps had been removed from

the App Store and that they were collaborating with develop-
ers to ensure that this type of incident does not happen
again, However, even with these apps identified and removed,

Source: © CarmenMuritlo/iStock/Getty Images Plus




this security breach begs the question “What other vulnera-
bilities are lurking in the App Store, and have you already
downloaded any of these potential threats?”

Installation App-rehension

Have you ever been using your phone and seen an alert mes-
sage indicating that one of the apps on your phone was
accessing your location information in the background? If so,
were you worried? Did you allow the app to continue monitor-
ing your location, or did you shut it off? A key point to consider
is that an app does not have to be considered malware to be
dangerous or invasive. In fact, many of the apps on your
phone are likely accessing data that are unvelated to the app's
specific purpose. For example, a survey of apps with built-in
networking tools revealed that 13 out of 15 of these apps
uploaded all user contacts on the phone to remote servers

DISCUSSION QUESTIONS

1, Think about your wse of various phone and computer
apps and your interactions on social media. Have you ever
experienced a breach of your privacy or personal data?
What was the impact of this breach? Were you able to
resolve it, or were you lorced to live with the

. consequences?

' - 2. Try to identify three different strategies that any smari-

: phone user could follow in an attempt to minimize the

risk of installing and using dangerous/risky apps.
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managed by the app developers.?® Contact information can
then be sold to advertisers and other third parties for a profit.

This type of indirect information gathering is why
many of the apps downloaded from the App Store are free.
End users end up paying for them with their privacy. But
why. do users tolerate an invasion of their privacy? Users
often fail to review the usage agreement for each app."t6
Even more striking is that developers can change the terms
of privacy agreements after a user has agreed to a prior ver-
sion of the terms. 7

Despite the tremendous convenience, productivity, and
entertainment afforded by our phoneés and apps, there are
hidden costs, These hidden cosis may include the risk of
downloading dangerous software or inadvertently allowing
apps access to private data, A little app-rehension may help
users prevent a serious privacy invasion or data theft.

3. Reflect on the trade-off between free apps and the poten-
tial privacy risks that these apps may introduce. Has this
article changed your perception of free apps? If so, how?

Conduct an Internet search to identify il there have been
any recent security vilnerabilities introduced through an
app store (e.g., the App Store, Google Play, or Windows
Phone Store), If so, conduct a brief investigation to see
which apps are involved, how many people have been
affected, and whether the vulnerability has been resolved.

w

Imagine your TV turning on every morning at just the right time so you can watch the mar-
kets open (see Figure 4-27). You smell fresh-baked bread, your shower turns on by itself, and your I
car knows exactly when to self-start so it's warm when you get in. Your self-driving car will let you i
work on your way to work. You'll see these anticipatory systems at your job too.

How will advances in hardware and software affect the types of jobs yow'll go to? Ten years
from now, the best-paying jobs will be ones that don’t currently exist. The following are hot jobs
today: IoT architect, marketing technologist, BigData architect, and DevOps manager. These job
titles didn't exist 10 years ago. Ten years from now, there will be an entirely new set of jobs that you
haven't heard of before.

How do you prepare for future jobs? What types of jobs will pay well? Regardiess of your cur-
rent college major, your future job will probably require a high level of tech skill. The best way to
prepare for these types of jobs is to cultivate creativity, novel problem solving, and good judgment
and have a sincere desire to learn new things.




Source: Alfredo Zorrilla
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How did you get this type of job?

When | interviewed for the role, | presented
myself as a well-rounded candidate by highlight-
ing a combination of soft and technical skills
acquired as part of professional and academic
experiences. The soft skills came as a result of
several years serving in various customer service
and relationship management roles at a major
financial institution. Those skills include the ability
1o establish excellent interpersonal relationships,
lead and work well with teams, and communicate
in an effective and concise manner. The technical
skills were acquired academically and include a
broad understanding of a variety of IS topics like
programming, networking, statistics, and system
and database architecture and modeling.

What attracied you to this field?

Working as a technical account manager is a great
way to combine relationship management with
technical planning and troubleshooting. 1 realize
that there's a certain romanticism around the
stereotypical geek who can bang out 10,000 lines
of code a day while chugging their favorite citrus-
flavored soda and indulging in their preferred
brand of crunchy cheesy-puffs, but | didn't want
to just sit at a desk al! day and "crush code.” | also
wanted 1o be involved in high-level strategy dis-
cussions with BOMs (business decision makers)
and TDMs (technical decision makers). This field
allows me to do a little of both.

What does a typical workday look like for
you (duiies, decisions, problems)?

There isn't a typical workday for me because there
is always a different challenge or opportunity to
tackle. | work directly with a very large Microsoit
client, so some days | will be interacting with & VP

Name: Alfredo Zorrilla
Company: Microsoft Corp.

Job Title: Technical Account Manager
Education: University of Utah

of Infrastructure to learn more about the long-
term IT goals of the organization and how they tie
1o its businass priorities, while on athers, | will be
sitting side by side with a group of engineers try-
ing to resolve a complex technical incident. | also
have to work with several groups internally like
Sales, Support, and the Product Group to ensure
we are all achieving our missicn of One Microsoft,

‘The best way to describe what | do is this: wark

across every level of the client organization and
leverage several different groups of my internal
organization to ensure the customer is realizing
maximum value from their software investmants.

What do you like most about your job?

The best part about my job is the flexibility.
Flexibility doesn’t just mean that | can work when-
ever | want (which is true but does require a high
level of self-motivation) but also that | can work to-
ward my goals in whatever way [ deem most effi-
cient. We are encouraged to behave as “our own

“business,” so even though there is an established

set of best practices we can follow, how or if we
implement them is ultimately up to us. Priority
number one is for the clients to be happy with their
Microsoft investment, and the best way to accom-
plish this is for their infrastructure to be stable.

What skills would sormeone need to do well
at your job?

A successful technical account manager needs to
wear many hats. One minute you may be discuss-
ing really technicat problems with a systems engi-
nesr and the Microsoft Support team, and the next
you may be presenting a solution to a VP or CiO
alongside the Sales team. Therefore, the most im-
portant skill is to be able to interface successfully
with anyone in the client and internal organizations.
This requires the ability to communicate well,
demonstrate a sense of empathy and ownership,
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solve problems quickly, work weli under pressure,
speak the languages of business and technology,
and, above all, accomplish everything with high a
level of integrity and accountability.

Are education or certifications imporiant in
yvour field? Why?

Absolutely. Confinuing education and certifica-
tions are a great way to remain relevant and not
become stale. Technology is changing at such a
rapid pace that it is essential for crganizations to
become nimble so they can keep up with others
in their industry. This makes it more important
than ever to embrace and become acguainted
with the latest trends so we can spaak knowl-
edgeably when the client expresses interest in
pursuing a new direction. If we can't do that, a
competitor surely will.

What advice would you give te scemeone
who is considering working in your field?

Work toward achieving 300- to 400-level under-
standing in an area you are passionate about and
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100- to 200-level understanding in everything
else. The competition in the joh market is fierce. If
you can demonstrate you are an expert in one or
two things but can also speak reasonably well 1o
many others, you become a coveted candidate
because many platforms are becoming increas-
ingly interdependent. Also, build up a strong net-
work, become part of a comumunity, and leverage
social media to broadcast yourself as a subject
matter expert (SME) in a given topie. Blogging or
contributing to sites like GitHub or Stack Overflow
is a great way to achieve this.

What do you thinko will be hot tech jobs in
10 years?

Anything having to do with cloud, mobile, [oT, and
BigData/analytics. The latter, in particular, will
probably continue to experience tremendous
growth as machine learning becomes more ubig-
uitous in industry.
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CHAPTER 4 Hardware, Software, and Mobile Systems

Use this Active Review to verily that you understand the ideas
and concepts that answer the chapter’s study questions,

04-1 What do business professionals
need to know about computer hardware?

List types of hardware and give an example of each. Define bit
and byte. Explain why bits are used to rvepresent computer data.
Define the units of bytes used to size memory.

04-2 How can new hardware affect
competitive strategies?

Deline IoT and describe a smart device. Bxplain why smart
Jdevices are desirable. Give two examptes of how businesses could
beneiit from smart devices. Describe the difference between AR,
MR, and VR. Explain why sense of presence is important in
virtual environments. Describe how self-driving cars could be
safer and cheaper and make life easier, Bxplain how 3D printing
works and how it could affect new product design, manufactur-
ing, distribution, and consumer purchasing,

Q4-3 What do business professionals
need to know about software?

Review Figure 4-12 and explain the meaning of each cell in
this table. Describe three kinds of virtualization and explain
the use of each. Explain the difference between software own-
ership and software licenses. Explain the differences among
horizontal-market, vertical-market, and one-of-a-kind applica-
tions. Describe the three ways that organizations can acquire
software.

Q4-4 |s open source software a viable
alternative?

Define GNU and GPL. Name three successful open source proj-
ects. Describe four reasons programmers confribute to open
source projects, Define open source, closed source, source code, and
machine code. In your own words, explain why open source is a
legitimate alternative but may or may not be appropriate for a
given application.

045 What are the differences between
native and Web applications?
In your own words, summarize the differences between native

applications and Web applications. In high-level terms, explain
the difference between object-oriented languages and scripting

languages. Explain each cell of Figure 4-19. State which is bet-
ter: native or Web applications. Justify your answer.

04-6 Why are mobile systems
increasingly important?

Define mobile systems. Name and describe the four elements
of a mobile system. Describe the size of the mobile market and
explain why there are 3.9 billion mobile prospects. Explain
why the mobile market will become stronger in the future,
Explain why a problem for one organization is an opportunity
for another. Using the five-component model, describe particu-
lar opportunities for each component. Define just-in-time data
and explain how it changes the value of human thinking.

04-7 What are the challenges of personal
mobile devices at work? ‘

Summarize the advantages and disadvantages of employees’
using mobile systems at work. Define BYOD and BYOD pelicy.
Name six possible policies and compare them in terms of func-
tionality and organizational controk. Summarize the advantage
of each to employers.

Q4-8 20277

Explain how email usage has changed over the past 15 years.
Describe how an anticipatory system might work. Explain how
advances in hardware and software might change the types of
jobs you take int the future.

Using Your Knowledge
with Falcon Security

Suppose you are part of this Falcon Security team. Briefly sum-
marize how the knowledge in this chapter would help you con-
tribute. Explain why Falcon Security decided not make its own
drones using 3D printing. Summarize the challenges it would
face if it did decide to malke its own drones.
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" Custom-developed software 132 Mobile systems 139

< Desktop virtualization 130 Modern-style application
Dual processor 116 Native application 127
Exabyte (BB} 118 Nonvolatile 118

GNU general public license (GPL} software 132

application 132 PCvirtualization 130

Internet of Things (IoT) 119 Petabyte (PB) 118
Quad processor 116
RAM 116

_H_ost operating system 129 Personal computers 116
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Android 129 Kilobyte (KB) 118 Reality 121
Application software 131 License 131 Self‘—driving car 122
Augmented reality (AR) 121 Linux 128 Sense of presence 122
Binary digits 117 MacOS 128 Server 116
Bits 117 ' - Machine code 135 Server farm 116
BlackBerry OS 129 Main memory 116 Server virtualization 130
Bring your own device (BYOD) M-commerce 140 Sitelicense 131

policy 146 Megabyte (MB) 118 Smart device 119
Bytes 118 Microsoft Windows 128 Solid-state storage (SSD) 116
Central processing unit (CPU) 115 Mixed reality (MR) 121 Source code 135
Client 116 Mobile device 139 Storage hardware 116
Closed sowrce 135 Mobile device management (MDM) Swift 136

Symbian 129
Tablets 116

128 Terabyte (TB) 118

Thick-client application 127
Thin-client application 127

Firmware 132 Object-oriented 136 _ Unix 128
Gigabyte (GB) 118 Off-the-shelf software 132 Vertical-market
GNU 133 Off-the-shelf with alterations application 132

Virtwal 121

. agreement 133 One-of-a-kind application 132 Virtnalization 129
HoloLens 154 Open source 135 Virtual machines (vm} 129
Horizontal-market Operating system (0S) 126 Virtual veality 122

Volatile 118

Web application 127
Windows 10 (mobile) 129
Windows Server 129
Zettabyte (ZB) 118

Microsoft offers free licenses of certain software preducts
“to students at colleges and universities that participate in
its DreamSpark program (formerly known as the Microsoft
Developer Network [MSDN] Academic Alliance JAA]). If
your college or university parttcipates in this program,
- you have the opportunity to obtain hundreds of dollars of
software for free. Here is a partial list of the software you
¢an obtain:

' Microsoft Access 2016

Microsoft OneNote 2016

* Microsoft Windows Server 2016

= Microsolt Project 2016

« Microsoft Visual Studio 2015

« Microsoft SQL Server 2016

* Microsoft Visio 2016

a, Search www.mnicrosoft.com, www.google.corm, or www,
bing.com and determine the function of each of these
software products,

b. Which of these software products are operating sys-
tems, and which are application programs?
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¢, Which of these programs are DBMS .products (the
subject of the next chapter)?

d. Which of these programs should you download and
install tontght?

e. Dither (1) download and install the programs in your
answer to part d or (2) explain why you would choose
not to do so,

f. Does ‘DreamSpark provide an unfair advantage to
Microsoft? Why or why not?

4.2, Visit the Open Source Initiative's Web site at www.
opensource.org. Summarize the mission of this foundation.
Find the definition of open source on this site, and sum-
marize that definition in your own words. Explain this
foundation’s role with regard to open source licenses.
Sumumnarize the process for having a license approved by
the foundation. Describe the advantage of having the
foundationt’s approval.

4A-3. Suppose that you are Cam at Falcon Security. List [ive cri-
teria you would use in helping Falcon Security decide

whether it should make ifs own drones. Justify your
criteria.

4-4. Describe how the class enrollment application at your
university could benefit from a mobile application that
uses the cloud.

4-8. Judging from your personal experience, describe the BYOD
policy that appears to be in place al your university,
Explain the advantages and disadvantages of the policy to
you as a student and to the organization as a whole. How
do you think that BYOD policy will change in the next five
years? Explain your answer.

4-8. Read Q4-2 if you have not already done so. Critically
evaluate the opinions of the author. Do you agree that
advances in the 10T and self-driving cars will make life
casier? Better? I so, say why. I not, explain what you
think will happen when more smart devices and self-driv-

" ing cars are adopted. Explain how you could prepare for a
future high-tech job market,

{Ising the collaboration IS you built in Chapter 2 (page 75), collabe-
rate with a group of students to answer the following questions.

In March 2016, Microsoft released the development edition
of its new mixed-reality head-mounted device named Microsoft
HoloLens. HoloLens differs from digital reality devices like
Meta 2 or Oculus Rift because it is a stand-alone, untethered
computing device, In other words, it doesn’t have to be plugged
into a computer, It's a complete Windows 10 computer.”

Holeolens has a custom-built holographic CPU, an Intel
32-bit processor, 2 GB of RAM, and 64 GB of storage. It can be
used for 2 to 3 hours without being recharged, and it comes with
Bluetooth/Wi-Fi connectivity. It also comes with a 2-megapixel
HD video camera, four microphones, motion sensors, light sen-
sors, environmental cameras, and a depth-sensing camera.

As aresult, HoloLens can do some pretty amazing things. It
accepts voice commands and gesture commands {e.g., air tap-
ping), it maps spaces in a room, and, most importantly, it creates
holograms (virtual objects} in thin air. You can watch videos of
how HoloLens works on its YouTube channel.

In a recent demonstration, Microsoft showed how HoloLens
could be used collaboratively by having two people in different
locations {ix a plumbing problem together. A person with a bro-
ken pipe was wearing HoloLens, and a person who knew how to
fix the pipe was in separate location. The person wearing the
HoloLens could see 3D holographic arrows appear on the pipes
indicating what needed to be done to fix the prablem. The arrows
were being hand-drawn on a tablet showing a live video feed
from the HoloLens.

In another example, designers and engineers at Autodesk
use HoloLens to collaboratively create new products.*® Mechan-
ical engineers, industrial designers, and marketing managers
can all see the product as it’s being designed. They don’t have to
iterate throwgh numerous physical prototypes. They can make
immediate changes to a virtual prototype belore it’s even built,

Volvo is using HoloLens in a similar way. The company has
been able to reduce design times and potentially improve its
manufacturing processes with the device. HoloLens alsc helps
with sales. Using the device, customers can change the color of
the car they're looking at with one click. Salespeople can also
show customers interactive demonstrations of a car’s built-in
safety features (like automatic breaking sensors) in 3D holo-
graphic environments. -

The potential uses for HoloEens are staggering, Gamers won't
be stuck on the couch playing video games anymore; they will be
able to play multiplayer holographic games anywhere with any-
one—ifor 2 hours. HoloLens will also change the way people com-
municate. Microsoft engineers recently gave a demonstration of
“holoportation” in which a real-time interactive 3D hologram of a
person was holoported into ancther room. Users wearing HoloLens
could interact with the person as if they were in the same roomn.

Many other applications in education, entertalnment, tout-
ism, design, engineering, and movies are being developed. And
because Hololens is one of the first mixed-reality devices to
become commercially available, it's likely that the best applica-
tions for this technology are still unknown. We simply don't &
linow what people will use it for. What is clear, however, is thal




big names like Google, Microsolt, and Apple are making large
investments into mixed-reality devices like Hololens. They see
the potential and are voting with their wallets.

Recall the RAND study cited in Chapter 1 that stated there
will be increased worldwide demand for workers who can apply
new technology and products to solve business problems in
innovative ways. Microsoft Holol.ens is an excelflent example of a
new technology that will be applied innovatively.

- 4-7. Consider uses for HoloLens at your university, How might
HoloLens be used in architecture, chemistry, law, medi-
cine, business, geography, political science, art, music, or
any other discipline in which your team has interest?
Describe one potential application for HoloLens for five
different disciplines,

4-8. List specific features and benefits for each of the five appli-
cations you selected in question 4-7.

:h@ Apple of Your i

quick glance at Apple's stock history in Figure 4-28 will tell
ou that Apple is an incredibly successful and dramatic com-
any, having peaks around the turn of the cenfary, in 2007
008, 2012 and again in 2015, At its high, it had the highest
'ér_ket value of any public company worldwide. Apple has been
Jsuccessful that the NASDAQ stock exchange concluded
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4-9. Describe, in general terms, the work that needs to be
accomplished to create the applications you identified in
question 4-7.

4-10. Some people buy gaming consoles like Sory PlayStation
and Microsoft Xbox because of exclusive games, Not all
video games are available on all consoles, How impor-
tant might applications be in the success of digital real-

ity devices like HloloLens, Meta 2, and Oculus Rift?

4.-11. You will sometimes hear the expression “Emerging tech-
nology is constantly leveling the playing field.” In other
words, technology eliminates competitive advantages of
existing companies and enables opportunities for new
companies, How does this statement pertain to Holo-

Lens, iPad, Windows 10, Apple, and Google?

Apple’s price was skewing the price of the NASDAQ 100 Index
and reduced Apple's weight in that index from 20 percent to
12 percent. As of this writing, Apple stock is trading at $95 after
hitting a recentlow of $56 in 2013.

Butsince Steve Jobs's death (October 5, 2011), therehaven't
beent any groundbreaking products like the iPod, iPhone, and
iPad. iWatch was released in 2015, but many initial reviews
were tepid at best.*? There were already several smartwatches
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on the market that had sirnilar fanctionality, and it had perfor-
mance issues. Most importantly, it wasn't clear if the iWatch
provided enough value over the iPhone that was alveady in
users' pockets. In short, it wasn't an immediate hit. So, what
does the fature look like for Apple and its shareholders? Uncer-
tain, especially if you consider its past history without Jobs.

Early Success and Dovvitall

At the dawn of the personal computer age, in the early 1980s,
Apple pioneered well-engineered home computers and innova-
tive interfaces with its Apple 11 PC for the home and ifs Macin-
tosh computer for students and knowledge workers. At one
point, Apple owned more than 20 percent of the PC market,
competing against marny other PCvendors, most of which areno
longer relevant (or in business).

However, Apple lost its way. In 1985, Steve jobs, Apple's
chiel innovator, lost a fight with the Apple board and was forced
out. He founded another PC compaity, NeXT, which. developed
and sold a groundbreaking PC product that was 00 innovative
to sell well in that era, Meanwhile, Apple employed & succession
of CEOs, starting with John Sculley, who was hived away from
Pepsi-Cola where he'd enjoyed considerable success. Sculley’s
knowledge and experience did not transfer well to the PC busi-
ness, howevey, and the company went downhill so fast that
CNBC named him the 14th worst American CEO of all time.**
"Two other CEOs followed in Sculley’s footsteps.

During this period, Apple made numerous mistakes, among
ihem not rewarding innovative engineering, creating too many
products for too meny market segments, and losing the respect
of the retail computer stores. Apple's PC market share

plummeted.

Steve Jobs, Second Verse

In 1996, Apple bought Jobs's NeXT computing and gained
technology that became the foundation of macOS Sierra,
today's Macintosh operating systemni. The true asset it acquired,
however, was Steve Jobs. Even he, however, couldn't create an
overnight miracle. It is exceedingly difficult to regain lost mar-
ket share and even more difficult to regain the respect of the
retail channel that had come to view Apple's products with dis-
dain. Even by 2011, Apple's PC market share was in the range
of 10 percent to 12 percent, down from a high of 20 percent in

the 1980s.
In response to these problems, Apple broke away [rom the

. PC and created new markets with ifs iPod, iPhone, and iPad. It

also countered retailer problems by opening its own stores. n
the process, it pioneered the sale of music and applications over

the Internet.
iPod, iPhone, and iPad devices are a marvel of creativity

and engineering. They exude not only ease of use, but also now/

wow/fan coolness. By selling hot mustc for the iPod, Apple estab-
lished a connection with a dynamic segment of the market that
was whling to spend lots of money on bright, shiny objects. The
ability to turn the iPhone on its side to rotate images probably
sold more iPhones than anything else. With the iPad, portable
devices became readable, and the market responded by award-
ing Apple a 44 percent shave of the mobile market.*! And
Apple's success continues with the iPhone 7, which, as of this
writing, is selling well. :

All of this success propelled Apple’s stores not only beyond
vanilla retailers like Best Buy but also beyond the lofty heights of
Tiffany & Co. In 2011, Apple stores were grossing more than
$4,000 per square foot, compared with $3,000 for Tiffany and a
mere $880 for Best Buy. Apple currently operates more than
447 such retail outlets and has welcomed more than a billion
custormner visits.*? :

Apple encourages customer visits and loyalty with its
open and inviting sales floo, its Genius Bar help desk, and its
incredibly well-trained and disciplined sales [orce. Salespeople,
who are not commissioned, are taught to be consultants who
help customers solve problems, Tiven some vocabulary is stan-
dardized. When an employee cannot solve a customer’s prob-
lem, the word unfortunately is to be avoided; employees are
taught to use the phrase as it turns out instead.>> Try that on
your next exam! ;

Apple has sold more than 25 billion songs through 1ts
{Tunes online store, 130 million books through its iBookstore, |
and a mere 75 billion applications downloaded through its App::
Store. Apple is now the number-one PC software channel. %% '

To encourage the development of iPhone and iPad app:
Apple shares its reventie with application developers. That woi !
be more than $25B paid to developers over the year5155 Dexvel
ers responded by creating 1,000,000 10S applications, and

army ol developers are at work building thousands move

you read this. :

By the way, il you wantto build an 108 applicatior, whi
the first thing you need to do? Buy a Macintosh. Appl
its development to any other development method, :Ad
Flash? No way. Apple claims that Fiash has too many bug
perhaps so. Thus, Flash developers are excluded. Micr!
verlight? Nope. Microsoft developers are out in the SC:O
The non-Apple development community was furk
Apple's response was, in essence, "Fine, we'll pay our

someone else.”

The bottom line? Until Jobs's death, every sales
every other sales success. Eot music fed the iPod. T
iTunes and created a growing customer base that wal
the iPhone. Sales of the iPhone fed the stores, whose
the developer commmurity, ‘which fed more applicat
fed the iPhone and set the stage for the iPad, which
Store, which led to more Joyal customers and, of CO_Li_
developers. '




Apple Without Steve Jobs

Apple's future is uncertain. It floundered when Jobs was fired in
the 1990s, and it could flounder again. Sure, it'll be around for a
long time, but the days of its incredible innovative leadership
could be, alas, over.

QUESTIOMS

4-12. Which of Porter's four competitive strategies does

Apple engage in? Explain.

4-13. What doyou think are the three most important fac-

tors in Apple's past success? Justify your answer.

4-14. Steve Jobs passed away in October 2011, Until his
death, he had been the heart and soul of Apple’s inno-
vation. Today, 115,000 Apple employees continue
onward in his absence. A huge question for many

investors is whether the company can be successful
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without him. What do you think? What role did Jobs
play? How can Apple respond to his loss? Would you
be willing to invest in Apple without his leadership?
Why or why not?

4-15. Microsoft took an early lead in the development of
tablet devices (like the iPad), and it had the world’s
leading operating system and applications for more
than 20 years. Provide five reasons why Microsoft has
not been able to achieve the same success that Apple
has. Most industry analysts would agree that the
skills and abilities of Microsoft's 118,584 employees

are as good, on average, as Apple's.

4-16. Considering your answers to the four questions
above, if you had a spare $5,000 in your portfolio
and wanted to buy an equity stock with it, would you

buy AAPL {Apple)? Why or why not?

MyMISLab™

4-18.

distribution.

Go to the Assignments section of your MylLab to complete these writing exercises.

4-17. Suppose your first job after graduating from college is working at a large insur-
ance company. Your boss asks you to analyze the impact self-driving cars will
have on revenues from car insurance policies. List four ways self-driving cars
could impact the insurance industry. justify your answers.

Visit www.distrowatch.com. Click on one of the top five listed Linux distri-
butions (like Mint, Ubuntu, Debian, Fedora, or OpenSUSE). Click on the
Screenshots fink for that distribution. List some similarities between this op-
erating system and your current operating system. Summarize the advantages
and disadvantages of switching from your current operating system to a Linux
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