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the bill had any comprehensive understanding of what they had passed; indves

very few had even read it.
There is little question that the Patriot Act places significant limitation:

civil liberties: the debate is whether such limitations are actually useful in ¢oF
bating terrorism, and whether the limitations on our liberties have gone oo i
This is an issue that cuts direetly across traditional controversies between "1

als” and “conservatives.” Obviously many conservatives supported the Pur
Act, as did many more liberal legislators. On the other side, the “Goldw

conservatives” —who fear enlarging and expanding the power of governr
over individuals —opposed many of the provisions of the act: Consery o

Republican Larry Craig stated in a Judiciary Commitlee hearing, “I find it ==
difficult to believe that the federal government can enter my home, strip my b

drive, go through my records and then exit out the back door without tellinz

they were there.” And they were joined in their opposition by such “Iit

proups as the American Civil Liberties Union. So in drawing your own coics

sions concerning the Patriot Act, you cannot rely on easy “conservative” o1
eral” labels,

There are several very controversial elements ol the Patrioti Act. Ons
section 215, the “business records” provision, which grants the governis

power to obtain a court order (withoul requiring a search warrant or pre bt

cause) to obtain your library, bookstore, medical, university, Internet, and
ous other records; and it prohibits the business or organization releasing

records from informing you that your records were released. A second comt

versial provision gives the povernment the right to deport any alien (inch
those lepally in residence who are seeking citizenship) for associational ac
with organizations listed as Terrorist Organizations by the Secretary of 51

including associations thal accurred hefore the organization was so design:

i

Vi an alien from Treland supported a hunger reliel fund for children in Novizs

ireland, and the organization administering the veliel program was later !

(0 have some ties to (he Irish Republican Army and was wtimately declar
(errorist organization, then that Trish immigrant could be detained indetir
and deporied —with no hearings and no appeal, A third controversial sect
section 802, which criminalizes a very broad and rather vague catega®

“domestic terrorism,” which includes dangerous acts that violate the crima

Jaw and “appear to be intended .. . to influence the policy of a povernmes

intimidation or coercion.” This might be interpreted to include any vigome

protest in which the protesters are charged with (ailure to disperse or ress
arrest. Fourth, section 411 denies U.S, entry to any member of a politcs
social group “whose public endorsement of acts of lerrorist activi:
Secretary of Sate has determined undermines United Stales efforts (o

or climinate terrorist activities.” Had a similar law been in effect in Eng’
1775, anyone voicing support for the Boston Tea Party (an illegal ac
destroyed property) would have heen denied entry into Great Britain,
the Patriot Act endorses “sneak and peck” searches, in which gover
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Understanding a Mythologized Law

Andrew C McCarthy

It was mid-August 2001 the last desper-
ate days before the 9/11 terrorist attacks.
Desperate, that is, for an aler( agent of
the FBI's Foreign Counterintelligence
Division (FCI); much of the rest of
America, and certainly much of the rest
of its government, blithely carried on,
content to assume, despite the number
and increasing ferocity of lerrorist
attacks dating back nearly nine years,
that national security was little more
than an everyday criminal-justice issue,
Since 1995, a “wall™ had been
erected, presumptively barring com-
munications between FCI agents and
their counterparts in law enforce-
ment—the FBI’s criminal agents and
the assistant ULS. attorneys who collec-
tively, after a string of successful pros-
ceutions through the 1990s, had
become (he government’s best
resource lor information about the
threat of militant Islam, This wall was
not required by law; il was imposed as
policy. Justice Department lawyers,
elevating litigation risk over national
security, designed it (o lorestall accu-
sations that the federal government
had uscd its intelligence-eavesdrop-
ping authority to build eriminal cases.
This FCU agent collided, head-
on, with the wall; and strewn in the
wreckage was the las(, best hope of stop-
ping 9/11. Putling disconnected clues

together, the agent had deducs
two Qacda operatives, Khalid al ,
and Nawal al-Hazmi, had probaiv o
ten into the U.S, Alarmed, he plosss
with the FBI’s criminal divisior
him hunt down the terrorists —bu
refused: For agents (o fuse their =
mation and elforts would be a trarms
sion against the wall, The presss
agent rued that, one day soon. o«
would die in the lace of this pars
roadblock. Al-Midhar and al-Tio= |

remained undetected unti} they ploze o

Flight 77 into the Penlagon on 9

Facing Reality

By October 2001, the worid
changed —and the USA Patric
was passed. So patent was the ni
this law that it racked up massivz =
port: 357-66 in the House, 98-
Senate. In the nearly three yeavs s
however, it has been distorted
recognition by a coalition of anti-2
leftists and libertarian extreniists
that it is now perhaps the most Fir:
maligned —and misunderstood -
of meaningful legislation in U
tory. IF our nation is serious
national security, the Patriof A
be made permanent; instead, ©:
soon be gone--and (he divass
“intelligence wall” rebuilt,

Andrew C. McCarthy, ™ e Patriot Act Without Tears,” National Review, June td, 2004; 32

Reprinted with permission,




s HOLan assault on (he Bill of

Rights, It js, basically, an overhaul of 1he
government’s antiquated counger.
arsenal, which had beep hapless]y fipl
ing a 2l.sl~cemury war with D).
centiry weapons, Indeed, Pagyin s mly
obvious (law jg its cloying ACTONY Y,
short for “The Uniting ang Strengthen.
g America by Providing ApPpropriare
Tools (o Intereept  apg Obstrugy
Terrorism Act of 20017 But onee VO
BeLpast the title, Pariog is all substance.
and crucial (o national security,

The most essential improvemen,
Wrought by Patrig, has heen he dis-
mantling of the intelligence wall, The
bill expressly amended (he govern-
ment'y m:li()nzil-.»;ucurity cavesdrop-
ping-and-search authority (under (he
Foreign Intellipence Surveillance Agg
or FISAY (¢ clarify thay intellipence
agents, criming| invcs!igulors, and
Prosecutors noy only may buy should
he pooling informartiog and connect.-
ng dots, Thiy s common sense: Along
he Way toward niagg murder, terror-
Sty iucviluhl_y COMMIL numeroys opd;-
Ay crimes, everything from identity
heft 1o Immigration fraud to bomi.-
18. One could oy survedl them gy
et of loreign power (as FISA
UML) withoyy necessarily uncove-
£ such crimes, and this, far from

ing 4 problem,is a bonus since these
v the groundwork tor prosccutions
Al can both SLOp Lerrorists before
yostrike an pressure them to (yrp
te’s evidence,

Yol as bus been detailed iy 4 deci-
22002 opinion by the Forcign
HMligence Surveillance Court or
rtew, FISA had for decadey becen
mterpreted by the government

the courts, which, OWing (o thejr

SSION over fhe Criphts™ of enemy

SESHALYOS,erroneously presumag
that Ha(,i(,)rl£11~SCCLII‘iE)/ intelligence + .
somchow separate and severable jrom
criminal evidence, This false dicho;, S
culminated in (e wall built b,
Clinton Justice Departmeny (and syn.
stantially maintaine by Bush's Doy,
with awfyl consequences,

Tearing down the wall— g well gy
repealing legislation that had barred
criminal investipators [rom sharing
with intelligence agents the [rujrg of
grand-jury proceedings ang crimina
wiretaps —hag paid instant dividends,
For example, while the wall once
caused intelligence and  crimingt
agents in Buffalo (o believe they couly
not be in the sume room i
ing briefings (o diseuss 15
investigations of A5 app
cell in Lackawanng, v Yooh
Act allowed (e Crimyinal iny our
to learn thai 4 theretotor. o
letter 1o one of their supreso.
intelligence agents knew ~po -
by a Queda operative, Thiv .,
I'zxcl—shuring broke un jp
logjam, revealing history
lary training 4y al-Qacd.
proving grounds, and direcy)
in guilty pleas ang lengthy ooy :
lor six men whe had provide
SUPPOrt (o the (error network,

In a similay way, in 200
enforcement agents in Oregeon 1.
through an informant ), Jetfrey
Battle was actively SCOPINg out Jenish
schools ang Synagopues for g ferrarisy
attack. It latey emerged that Baitle was
among 4 proup rhay sel out 1o train
with al-Qaedy iy Alghanisian (they
never made it). Byyo was plainly
time bomb, by, his confederaey had
not yet been fully revealed and there
naturally was feay 1ha i Battle were
and remaoved rom the seene

wether oy

arrested
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the investigators would lose their best
hope of identilying other rerrorists.
Because the wall was down, the crimi-
nal investigators had the confidence to
delay the arrest and continue the
investigation, knowing the intelligence
agents using FISA were now free to
share what they were learning, As a
result, not only Battle but six others,
collectively known as the “Portland 7,
were identified, convicted on terror-
ism-support charges, and sentenced to
between three and 18 years in prison.
Thanks to Patriot's removal of the
blinders, action —sometimes long over-
due —has been taken against many
other accused and convicted lerrorisls,
Criminal investigators won access [0 a
historic trove ol intelligence demon-
strating that Prof. Sami al-Arian had
been using his University of South
Florida redoubt as an annex of the
deadly Palestinian Islamic Jihad group
responsible for over 100 murders,
including that of Alisa Flatow, a young
American woman killed in an Israeli
bus bombing. The sharing provisions
also ensured the convictions of nine
other defendants in Virginia, on
charges ranging [rom support of the
Qaeda-affiliated Lashkar-e-Taiba (o
conspiracy (o levy war against the U.S.:
the conviction in Chicago of bin Laden
intimate Enaam Amaout for using, his
Benevolence International Foundation
as a conduit to fund terrorist cells in
Bosnia and Chechnya, and of Khaled
Abdel-Latil Dumeisi for working in
the U.S, for Saddam Hussein’s brutal
Iraqi Tntelligence Service; the indict-
ment of a University of Idaho graduate
student, Sami Omar al-Hussayen, for
using his computer skills to support the
recruiting and fundraising of Hamas
and Chechnyan ferror groups; the

indictment in Brooklyn of two Yero:
nationals who bragged about hawsi
raised millions of dollars for
Laden; and the smashing of a dr
for-weapons plol in San Diego &
solicited Stinger anli-aircraft mis:
for the Taliban in exchange for he:
and hashish. Moreover, while
information provided by crimis
investigators to the intelligence ¢ |
munity must remain classified, !
Justice Department also credits |
sharing provisions with the revocat:s
ol visas for suspected terrorists, 1tz
ing and choking off of terrorist funi==
channels, and identifying of terrors
operating overseas,

21st-Ceniury Tactics |
Besides paving the way [or agent
pool critical information, Patrio:
been invaluable in modernizing irs
tigative tools (o ensure that more
mation is actually capturced, Whits
critics’ persistent caviling misleadis:
suggests that these tools are a s
assault on privacy rights, for the
parl they merely extend (o nat==
security intelligence investigatiors
same methods that have long
available to law-cnforcement o
probing the vast array of federal ¢
including  those as  compars
innocuous as health-care fraud.
Among the besl examples =
so-called “roving” (or multipa
wiretap, As the telephony reve
unfolded, criminals nalurally
advantage, avoiding wirctap s:
lance by the simple tactic of convi
switching  phones—which  hooo |
especially easy o do once cellpzas
became ubiquitous. Congress r=
nearly 20 years apo with a l




T el LAUICT AN aim at g spe-
cific telephone, targeted persosns. 1hus
allowing monitoring (o continye with-
out significant delay as criminals
ditched ope phone for (). next,
Inexplicably, this same authority was
not available 1o intelligence Hgenls
inve.«;ligaling lerrorists under FIs
Patriot rectifies thig anomaly,

On the law-enforcemen, sidde,
Patriot expands the substance of (he
wiretap statute (o account for the reyl.
ties ol terrorism, Most Amcricans
would probably he surprised Lo Jearp
that while the relatively rivigg oflense
of gambling, for example, ways o [awiy]
predicate for a crimina wiretap investi-
galion, chcmicaﬁwca],wns offenses, the
use of weapons of mass destruction, the
killing of Americans abroad, terrorig(
linancing, and computer fraud were
not. Thanks (¢ Patriot, that is no longer
the casce,

Aunalogously, Patriof revamped
other (c.]ccommunica[,i(')m:«rclalcd
lcchniqucs. Prior law, for example, had
been written in (he bygone era when
wable service meany television pro-
ramming, Owing Lo privacy concerng
thout viewing habils, which the gov-
Inment rarcly hag g legitimate reagon
D probe, federal lnw made access 1o
able-usape records practically impos-

ble —creating in seryice providers a
ar ol being sued by customers if they
miplied with government informa-

Mrequests. Now, of courge, millions

" cable subscribcrs~inc]udmg no

1l number of (errorists —uge (he

vice not only for entertainmen

*Wing bul [or conajl services,

While e-mail-usage records from

d-up providers have long been

iilable by subpocna, court order, oy

juries to compel pavment inforr

,,,,, e
Sitivity of the I{orma. g cnges 0
cable providers for earsdeton e
plying with such Processes sr- v
that their scrvices fen ‘
restrictive umbrelly of prioy cuby
This was not only a potentialiy Ji.
trous state of affairs in Lerrorism cises,
where delay can cost lives. but in manm.
other contexts as wel]~includmg one
reported case in which 4 cable com-
Pany declined (o comply with an order
to disclose the name ol a suspeeted
pedophile who was distributing child
pornography on he Internct even gy
he bragged online ahpy, sexually
abusing g voung girf, fInvestig
loreed to pursye other leads, neo
(WO extra weeks 1o Identity
hend the suspect.) Recops
made no sense 1o hayy ¢ radicall
ent standards for acqilring
information, Pajyio, made
available on the same Lerms s
Patriot also closed ciher ¢
e-mail loopholes, Under Prive
example, investigaors lrving
tily the source of incriz‘niimlmg e-1
were severely handicapped in e
their readiest Llool, the arand-fury sub.
pocna, could he used only 1o compe!
the service provider (o produee
tomers’ pames, addresses. qnd lengihs
of service—inlormation often of Jiy]
value in ferreting out Wrongdoers who
routinely use false names and {ems
rary e-mail addresses, Puiyio siafucyd
this problem by empowerin s

'T\f“l'\‘

which can be used 1o tritce the
and credit-card records
investigators ultimately oo
tity, This not onhy gl
identify poteniin lereoriy
quickly —and thue, iy 5. hopod, before

UN T g
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they can strike—but also to thwart
other criminals who must be appre-
hended with all due speed. Such sub-
poenas, for cxample, have been
employed repeatedly to identify and
arrest molesters who were actively
abusing  children.  The  Justice
Department reports that, only a few
weeks ago, the new authority pre-
vented a Columbine-like attack by
allowing agents to identify a suspect,
and obtain his confession, betore the
attack could take place.

Further, Patriot clarified such
investigative matters as the methods
for lawtul access by investigators to
stored e-mail held by third parties
(such as AOL and other service
providers). And it cured the incon-
gruity that allowed agents (o access
voice messages stored in a suspecl’s
own home answering machine by a
simple search warranl but anom-
alously forced them to obtain a far
more cumbersome wiretap order if
the messages were in the form of
voicemail stored with a third-party
provider,

A Library of Red Herrings

One Patriot reform that has been frre-
sponsibly maligned is Seetion 215 of
the act, which merely extends (o
national-security investigations con-
ducted under FISA the same authority
to subpoena business records that
criminal investigators have exercised
unremarkably for years. Indeed, even
under Section 215, intelligence agents
remain at a comparative disadvantage
since they must get the approval of a
FISA courl before compelling records
production  while prosecutors in
criminal cases simply issue grand-jury

subpoenas. Nonetheless, this conr

sense provision came under blistersg:

disingenuous assault last year wiz |

the ACLU and others raised (he =

herring of library records —which
not even mentioned in the statuis
2002, lor example, the Harit
Courant was compelled (o retras
full a story that falsely accused the i
of installing soflwarc on computers
the Hartford Public Library (o m
tor the public’s use of the Internut.

fact, the FBI had obtained a vciss

ordered secarch warrant to copy
hard drive of a single computer <=
had been used criminally to hack
a business computer sysler
California.)

In 2003, the ACLU issued g w=
ing that Section 215 would allow fede:
“thought police” to “larget us for =
we choose to read or what Websites
visit.” In reality, Section 215 (umi
criminal-grand-jury subpoena aut
ity) expressly containg safeguards &=
lecting First Amendment rights.

[urther provides that the attorney ¢

eral must, twice a year, “Tully inf
Congress about how the provisic:

been implemented. As of Septesa

2003, the provision had not been vie

single time —aneither for library re
nor, indeed, for records of any kind

Unlike reading habits, financiz=g-
the lifeblood of terrorist networzi=

actually is a Patriot target, The ac
significantly crimped the ability of
seas lerrovists 1o use foreign banks
nominees Lo avoid scizures ol

funds: it cracked down on the so-uz
“hawalas” (that is, unlicensed mozs

transmitting businesses) thal have =
used to funnel millions of dollars =
ror groups; it extended the reach of =%
money-laundering  penaltics —v
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in transactions involving the procecds
ol erime. And it further choked the
funding channels by making CHITEn Yy
smuggling itself (rather than
failure (o file g report about the
menl of curreney) a erime, atr iliatve
that bolsters the legal basis for Cizing
all, rather than portion, of the sm lig-
gled funds. These and other Patriot
finance provisions have enahled the
government (o oblain over ) convic-
tions to date and freeze over 5130 mjl-
lion in assets worldwide,

Mention should also be made of
another Patriog Improvement tha has
been specious]y challenged: the eodi.
lication of uniform procedures for
so-called sneak-and-peek warrants,
which allow agents to conduct g
search without seizing items, and
delay notification (o the person whose
premises have heen searched —thus

the mere

e e

ensuring that an investigation can
proceed and agents can coalinue

identilying other conspirators, Such
warrants have been used for many
rears, and delayed notilication hag
celta commonplace —just as if s in
sther areas, such as wiretap law, where
erting (he subject would prema-
turely end the investigation,
Sneak-and-peek delayed notifica-
o, however, evolved (h rough federal
ase law rather than by stalute, and
mscquently there was g jumble of
wying requirements depending on
hich federal cireuit (he investigation
tppened Lo be in, All Parriot did in
is repard wag impose a uniform
tional standard that permits delay if
ification could cquse endanger-
ntoto life. facilitation of flight,
struction of evidenee, intimidation

Jeopardizing of invesic. -y
ics drummed Up outrage b gz
sneak-and-peek as if it SRR I
encroachment on privacy rather o
well-established too] that ¢
prior court approval. So effective
this campaign that the Flouse of
Representatives responded by voting
to deny funding for the delayed-notifi-
cation warrants, Inability (o delay noti-
fication, of course, would defeat (he
purpose of using sneak-and-peek in
the first place, The Senate has not
seemed inclined 1o follow suit. but that
S0 prudent a provision could become
the subject or controversy illusirares
how elfectively the Oppasition has .
credited the Parrieg Acp
Palpably. the Parriog 4.
imperiling (he Constitution, wer,
way toward shoring ool
slate of national SeCuril
the morning or 91,1 he
excruciating (o noe th
have been through, we
ported right back 1o 155 :
state i Congress fails 1o
Patriot. Because of iniop.. |
civil-libertics £groups ins
tile 1o anything that myl -« g
stronger—even in the arcps
delense, where we need i b b
we are Lo have liber(ics |
sponsors had to agree, 1, ..
sage, that the act would o1 S
experimental, That s, (.. mlormation
sharing, improve mvestigative fech-
niques, and several other DYOVISIONS were
ot permanently enucied inp law but
are scheduled (0 “sunset” o December
31,2005, Dismayinglv. far from grasping
the eminent sense i making these
improvemenis permanent, the alliance
ol Demoeratic Bush-bashers  and

s

. H -
tvely he




