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~ security categories are based on the potential impact on an organization should certain evenls occur
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F B bl " its assigned mission, protect its assets, fulfill its legal responsibilities, maintain its day-to-day
o ' functions, and protect individuals. Smﬁqmmnmh-dumﬂvﬁuﬂiﬂr.
2 . and threat information in assessing the risk to an organization. :

! Information is categorized according to its imformation fype. hhfmqpslqu&mdm."
(e.g., privacy, medical, proprietary, ﬁmﬂmin.mrmm—_l]mh- :
organization or, in some instances, by a specific law, Executive Order, directive, policy, or regulation.
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FIPS Publication 199 Standards for Security Calegorization of Federal Information and Informalion Systems

= Security Objectives
— The FISMA defines three security objectives for information and nformation systems:
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CONFIDENTIALITY

“Preserving authorized restrictions on information access and disclosure, including means for
protecting personal privacy and proprietary information...” [44 US.C,, Sec. 3542]

A loss of confidentiality is the unauthorized disclosure of information.
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INTEGRITY

“Guarding against improper information modification or destruction, and includes ensuring
information non-repudiation and authenticity...” [44 US.C_, Sec. 3542]

A loss of integrity is the unauthorized modification or destruction of information.

AVAILABILITY

“Ensuring timely and reliable access to and use of information...” [44 US.C,, Sec. 3542]

A loss of availability is the disruption of access to or use of information or an information system.

Potential Impact on Organizations and Individuals

FIPS Publication 199 defines three levels of potential impact on organizations or individuals should
there be a breach of security (i.e., a loss of confidentiality, integrity, or availability). The application
of these definitions must take place within the context of each organization and the overall national
gy

The potential impact is LOW if—

~ The loss of confidentiality, integrity, umwlyowldhupmdhluulmm
effect on organizational operations, organizational assets, or individuals *

AMPLIFICATION: A limited adverse effect means that, for example, the loss of confidentiality,
integrity, or availability might: (1}”!Mhthmuﬁtlﬂm e
~ thatthe organization is able to perform its primary functions, but the effectiveness of the functionsis
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Standards for Securtty Categorization of Federsl Information and inbrmation Sysiems

The potential impact is HIGH if—

— The loss of confidentiality, integrity, or availability could be expected 1o have a severe or
. catastrophic adverse effiect on organizational operations, organizational assets, or individuals.

AMPLIFICATION: A severe or catastrophic adverse effect means that, for example, the loss of
confidentiality, integrity. or availability might: (i) cause a severe degradation in or loss of mission
cu_p-bilily to an extent and duration that the organization is not able o perform one or more of its
primary functions; (ii) result in major damage to organizational assets; (iii) result in major financial
loss; or (iv) result in severe or catastrophic harm to individuals involving loss of life or serious life
threatening injuries.

Security Categorization Applied to Information Types

The security category of an information type can be associated with both user information and system
information’ and can be applicable to information in cither electronic or non-electronic form. It can
also be used as input in considering the appropriate security category of an information system (see
description of security categories for information sysiems below). Establishing an appropriate
security category of an information type essentially requires determining the potential impact for each
security objective associated with the panticular information type.

The generalized format for expressing the security category, SC, of an information type is:

SC information type = ((confidentiality. impacy), (integrity. impacr), (availability. impacr) },

where the acceptable values for potential impact are LOW, MODERATE, HIGH, of NOT APPLICABLE
EXAMPLE 1: An organizalion managing public information on its web server determines that there is
no potential impact from a loss of confidentiality (i.c., confidentiality requirements are not applicable),

a moderate potential impact from a loss of integrity, and a moderate potential impact from a loss of
availability. The resulting secunity category, SC, of this information type is expressed as:

SC public mformation = {(confidentiality, NA), (integrity, MODERATE), (availability, MODERATE) }.

EXAMPLE 2: A law enforcement organization managing extremely sensitive investigative information

determines that the potential impact from a loss of confidentiality is high, the potential impact from a
-~ loss of integrity is moderate, and the potential impact from a loss of availability is moderate. The
resulting security category, SC, of this information type is expressed as:

SC investigative information = {(conBSdentiality, HiGH), (integrity, MODERATE), (availability, MODERATE)} .

~ EXAMPLE 3: A financial organization managing routine administrative information (not privacy-related
 information) determines that the potential impact from a loss of confidentiality is low, the potential
impact from a loss of integrity is low, and the polential impact from a loss of availability is low. The
resulting security category, SC, of this information type is expressed as-

SC adminisrative informution = ((conidentality, LOW), (ntegrity, LOW), (avallability, Low)).

confidentility.
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Security Categorization Applied to Information Systems
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emdu&mﬁycﬂqununfﬂhnrmm types resident on the information system. For an
information system, the potential impact values assigned to the respective security objectives
(confidentiality, integrity, availability) shall be the highest values (i.c., high water mark) from among
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information system.*
" The generalized format for expressing the security category, SC, of an information system is:

SC information system = {(confidentiality, impact), (integrity, impact), (availability, impacr)},
where the acoeptable values for potential impact arc LOW, MODERATE, or HIGH.

Note that the value of not applicable cannot be assigned 10 any security objnclive in the context of
ﬁtahluinng a security category for an information system. This is in recognition that there is a low
minimum potential impact (i.c., low water mark) on the loss of confidentiality, integrity, and

availability for an information system due to the fundamental requirement to protect the system-level
processing functions and information critical to the operation of the information sysiem.

EXAMPLE4; An information system used for large acquisitions in a contracting organization contains
both sensitive, pre-solicitation phase contract information and routine administrative information. The
management within the contracting organization determines that: (i) for the sensitive contract
information, the potential impact from a loss of confidentiality is moderate, the potential impact from
a loss of integrity is moderate, and the potential impact from a loss of availability is low; and (ii) for
the routine administrative information (non-privacy-related information), the potential impact froma
loss of confidentiality is low, the potential impact from a loss of integrity is low, and the potential
impact from a loss of availability is low. The resulting security categories, SC, of these information
types are expressed as:

SC contract information = {(confidentiality, MODERATE), (integrity, MODERATE), (availability, Low)},

SC administrative information = {(confidentiality, LoW), (integrity, LOW), (availability, LoW)}.

The resulting security category of the information system is expressed as:

SC acquisition system = {(confidentiality, MODERATE), (integrity, MODERATE), (availability, LOW)},

representing the high water mark or maximum potential impact values for each security nlumwﬁm = :
the information types resident on the acquisition system. ==

~ *It is recognized that information systems are composed of both programs and information. mhm
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processing functions also require protection and could be subject 1o security cakcgorization as well. However, in the
interest of simplification, it is assumed that the security categorization of all information types associated with the
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EXAMPLE 5: A power plant contains a SCADA (supervisory control and data acquisition) system
controlling the distribution of electric power for a large military installation. The SCADA system
contains both real-time sensor data and routine administrative information. The management at the
mpl.ldﬂemhuﬂm‘{i)futemﬁ:hn;:@mlbyhﬂ:mmtﬂkw L
 potential impact from a loss of confidentiality, a high potential impact from a loss of integrity, anda
high potential impact from a loss of availability: and (ii) for the administrative information being

i processed by the system, there is a low potential impact from a loss of confidentiality, a low potential
J impact from a loss of integrity, and a low potential impact from a loss of availability. Thm

: security categories, SC, of these information types are expressed as:

| SC scnsor data ™ {(confidentiality, NA), (integrity. HiGH), (availability. 1GH)},

SC administrative information = {(cenfidentiality. Low), (Integrity. Low). (availsbility, Low)}.
: The resulting security category of the information sysiem is initially expressed as:
SC scapa system = {{confidentiality, Low), (integrity, HiGH), (availability, siGH) |,

representing the high water mark or maximum potential impact values for each security objective
from the information types resident on the SCADA sysiem. The management at the power plant
chooses to increase the potential impact from a loss of confidentiality from low to moderate reflecting
a more realistic view of the polential impact on the information system should there be a security
breach due to the unauthorized disclosure of system-level information or processing functions. The
final security category of the information system is expressed as:

SC scapa system = [(conflidentiality, MODERATE), (integrity, HiGH), (availability, HiGi) | .
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Table | summarizes the potential impact definitions for each mmynlgﬂw—wq
integrity, and availability.

[44 US.C_SEC.3547]
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Availability

Ensuring timely and
relisble access 1o and use
of information.

4 US.C, SEC 3542]
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TABLE 1: POTENTIAL IMPACT DEFINITIONS FOR SECURITY OBJECTIVES




