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In recent weeks, the world has been intently following the Cambridge Analytica revelations: millions
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of Facebook users’ personal data was used, without their knowledge, to aide the political

campaigns of conservative candidates in the 2016 election, including Donald Trump. While not
exactly a data breach, from the public response to this incident, it is clear that the vast majority of
Facebook users did not knowingly consent to have their personal information used in this way.

What is certain is that Facebook, the world's largest social network platform, serving over two
billion customers globally, is facing public scrutiny like never before. With data breaches,
ransomware attacks, and identity theft a regular occurrence in this digitally driven economy, this
event is different. For the first time, we see the mishandling of social data for political purposes on
a mass scale [1] It remains to be seen whether this will be a watershed moment for rethinking how



we use personal data in the modern age. It is also unclear whether this experience will change
companies’ and consumers’ privacy practices forever. For now, however, Facebook users and
investors, American and foreign governments, and numerous regulatory bodies are paying

attention.

Cambridge Analytica and Facebook

In 2013, University of Cambridge psychology professor Dr. Aleksandr Kogan created an application
called “thisisyourdigitallife.” This app, offered on Facebook, provided users with a personality quiz.
After a Facebook user downloads the app, it would start collecting that person’s personal
information such as profile information and Facebook activity (e.g., what content was “liked”).
Around 300,000 people downloaded the app. But the data collection didn't stop there. Because the
app also collected information about those users’ friends, who had their privacy settings set to

allow it, the app collected data from about 87 million people.[2]

Next, Dr. Kogan passed this data on to Strategic Communication Laboratories (SCL), which owns
Cambridge Analytica (CA), a political consulting firm that uses data to determine voter personality
traits and behavior.[3] It then uses this data to help conservative campaigns target online
advertisements and messaging. It is precisely at this point of data transfer from Dr. Kogan to other
third parties like CA that Dr. Kogan violated Facebook’s terms of service, which prohibit the transfer
or sale of data “to any ad network, data broker or other advertising or monetization-related
service."[4]

When Facebook learned about this in 2015, it removed Kogan’s app and demanded certifications
from Kogan, and CA that they had deleted the data. Kogan and CA all certified to Facebook that
they destroyed the data. However, copies of the data remained beyond Facebook’s control. While
Alexander Nix, the CEO of CA, has told lawmakers that the company does not have Facebook data,
“a former employee said that he had recently seen hundreds of gigabytes on CA servers, and that
the files were not encrypted” reports the New York Times.[5]

In 2015, Facebook did not make any public statements regarding the incident, nor did it inform
those users whose data was shared with CA.[6] Neither did Facebook report the incident to Federal
Trade Commission, the US agency that oversees privacy-related issues. As Mark Zuckerberg,
Facebook CEO, said during his two-day Congressional hearing on April 9 and April 10, 2018, once
they received CA’s attestation that the data has been deleted and is no longer being used,

Facebook considered the “case closed."[7]



With the breaking of the story on March 17, 2018 in The Guardian[8] and the New York Times[9],
Facebook was made aware that the data in fact have not been purged to this day. The fallout from
this incident has been unprecedented. Facebook is facing numerous lawsuits, US, UK, and EU
governmental inquiries, a #DeleteFacebook boycott campaign, and a sharp drop in share price
that's erased nearly $50 billion of the company’s market capitalization in a mere three days of the
news breaking[10].

This is not the first time, however, that Facebook, has faced issues related to its data collection and
processing.[11] And, it is not the first time that it has faced regulatory scrutiny. For example, in
2011, the FTC settled a 20-year consent decree with Facebook, having found that Facebook
routinely deceived its users by sharing personal data with third parties that users thought was
private.[12] It is only now that Facebook’s irresponsible behavior is receiving widespread public
scrutiny. Whereas warnings from privacy and security professionals to date have been large falling
on deaf ears; why has this event capturing the attention of consumers, companies, and

governments the world over?

We have seen international data breach cases at this scale before. Indeed, data breaches, identify
theft, ransomware, and other cybersecurity attacks have become ubiquitous in a digital global
economy that runs on data.[13] In the last five years, we have witnessed the 2013 Snowden
revelations of mass global government surveillance and the 2014 North Korean attack on Sony, a
US corporation.[14] The average consumer has been hit hard as well. The 2013 Target data breach
resulted in 40 million compromised payment cards.[15] The 2016 Yahoo attack compromised 500
million accounts[16] and the 2017 Equifax hack compromised 143 million.[17] It doesn’t help that,
at the same time as the Cambridge Analytica incident, Facebook discovered a vulnerability in its
search and account recovery features that may have allowed bad actors to harvest the public
profile information of most of its two billion users.[18] It seems that the public feels that enough is

enough.

Beyond the scale of the event, the Cambridge Analytica incident involves arguably the most serious
misuse and mishandling of consumer data we've yet seen. The purpose for which the data was
illegally harvested is new and it hits a nerve with an American society that is already politically
divided and where political emotions run high. Funded by Robert Mercer, a prominent Republican
donor, and Stephen Bannon, Trump'’s former political adviser, CA was using the data for explicit
political purposes - to help conservative campaigns in the 2016 election, including Donald Trump's
campaign.[19] Neither the 3000,000 Facebook users who downloaded the app nor their 87 million

friends anticipated that their personal data could be used for these political purposes. It's one thing



if customer data is used to serve bothersome ads, or a hacker steals credit card information for
economic gain, but it's another if the world'’s largest social network was taken advantage of to help

elect the president of the United States. So what exactly is Facebook’s accountability in all this?

From Data Breach to Breach of Trust

Was this incident a data breach? Facebook first responded on March 17, 2018 in a Facebook post
by Paul Grewal, VP & Deputy General Counsel, who wrote that, “The claim that this is a data breach
is completely false. Aleksandr Kogan requested and gained access to information from users who
chose to sign up to his app, and everyone involved gave their consent. People knowingly provided
their information, no systems were infiltrated, and no passwords or sensitive pieces of information
were stolen or hacked.”[20] That same day, Alex Stamos, Facebook’s Chief Security Officer, tweeted
(and later deleted the tweet) that, “Kogan did not break into any systems, bypass any technical
controls, our use a flaw in our software to gather more data than allowed. He did, however, misuse
that data after he gathered it, but that does not retroactively make it a ‘breach.”[21]

This is true. According to the International Organization for Standardization and the International
Electrotechnical Commission - two bodies that govern global security best practices - the definition
of data breach is as follows: “a compromise of security that leads to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to protected data transmitted,
stored or otherwise processed.”[22] Because Facebook’s systems were not penetrated and the data
was mishandled by a third-party in explicit violation of Facebook’s terms of service, the incident
does not qualify as a data breach as understood by the global cybersecurity community. But what
about everyone else?

Facebook quickly understood, however, that to millions of users whose data was mishandled, this
incident felt like a data breach.[23] Despite the fact that technically all 87 million Facebook users
consented to Kogan’s app collecting their personal data by not changing their privacy settings
accordingly, the public outcry reveals that they do not feel that they authorized the app to access
their data, let alone share it with a third party like CA. Facebook’s defense that it does provide users
with controls to determine what types of data they want to share with which apps and what can be
shared with apps that their friends use felt empty to customers who are largely unaware of these
controls because Facebook does not make it easy to access them. Moreover, Facebook’s privacy
settings are by default not set for privacy. This is, at least in part, because, as was made clear in the
Congressional hearings this month, Facebook’s business model relies on app developers’ access to
their users’ data for targeted advertising, which makes up over 90% of Facebook’s revenue. In other
words, Facebook’s business model conflicts with privacy-friendly policies.[24]



Quickly recognizing this, Facebook pivoted, took some responsibility, and rather than argue the fine
points of data breach definitions, apologized for what was experienced by customers as a breach of
trust. Only five days after the story broke, Zuckerberg wrote in a Facebook post, “This was a breach
of trust between Kogan, Cambridge Analytica and Facebook. But it was also a breach of trust
between Facebook and the people who share their data with us and expect us to protect it. We
need to fix that."[25] That week Facebook took out full-page ads in nine major US and international
newspapers with the message: “This was a breach of trust and I'm sorry we didn’t do more at the
time. | promise to do better for you.”[26] Recognizing the complex digital ecosystem Zuckerberg
said in his opening remarks at the Congressional hearing that, “We didn't take a broad enough view
of what our responsibility is. That was a huge mistake, and it was my mistake."[27]

This “apology tour,” as Senator Blumenthal dubbed it, will be meaningless without concrete policy
changes.[28] Facebook has already instituted some changes. For example, they have tightened
some of the APIs that allow apps to harvest data like information about which events a user hosts
or attends, the groups to which they belong, and page posts and comments. Apps that have not
been used in more than three months will no longer be able to collect user data.[29] In addition,
Facebook will now be authorizing those who want to place political or issues ads on Facebook’s
platform by validating their identity and location.[30] These ads will be marked as ads and will show
who has paid for them. In addition, in June, Facebook plans to launch a public and searchable
political ads archive.[31] Finally, Facebook has started a partnership with scholars who will work
out a new model for academics to gain access to social media data for research purposes. The plan
is to “form a commission which, as a trusted third party, receives access to all relevant firm
information and systems, and then recruits independent academics to do research in specific areas
following standard peer review protocols organized and funded by nonprofit foundations.”[32] This
should not only allow scholars greater access to social data but also safeguard against its misuse,
as in the case of Dr. Kogan, by clearly distinguishing between data use for scholarly research and
data use for advertising and other secondary purposes.

It remains to be seen just how extensive and impactful Facebook’s policy changes will be.
Zuckerberg's performance at the Congressional hearings was reported positively by the media and
Facebook's stock price regained much of the value it lost since the Cambridge Analytica story
broke. However, this is in part because the Senators did not ask specific and pointed questions on
what compliance policies Facebook will actually implement.[33] For example, the conversation
around the balance between short privacy notices that are reader-friendly and longer and more
comprehensive notices written in “legalese” resulted in Zuckerberg signaling that he knows that
this debate among privacy professionals exists but did not lead to a commitment by Facebook to
make their privacy policies more transparent.[34]



When Zuckerberg did mention specific policy changes, not all of them were new changes
responding to this incident. For example, Zuckerberg announced Facebook’s application of the
European General Data Protection Regulation (GDPR) to all Facebook customers, not just
Europeans, as a heroic move of self-regulation.[35] However, it should not have taken Facebook
this long to announce this position. Limiting the GDPR to EU citizens only, is not only shortsighted
as the GDPR becomes de facto global privacy standard, but also unfair to non-EU citizens who
would enjoy less privacy protections. In other words, while the Congressional hearing and
Facebook's initial policy changes are a good start, this should only be the beginning of Facebook’s
journey toward improved transparency and data protection.

Lessons Learned

What are the lessons learned from the Cambridge Analytica incident for consumers, for companies,

and for governments?

Consumers must recognize that their data has value. Consumers should educate themselves on
how companies, especially ones that offer free service like Facebook and Google, use their
personal data to drive their businesses. Consumers should read privacy notices and take
advantage of the in-product user controls that most tech companies offer. Consumers should take
advantage of their rights to request that a company let them view, edit, and delete their personal
data because after all, consumers own their data, not companies. When companies engage in
fraudulent or deceitful data handling practices, consumers should file complaints with the FTC or
other appropriate regulatory bodies. Finally, consumers should advocate for more transparency
and controls from companies and demand that their elected officials do more to protect privacy.

Companies that electronically process personal data - which is now practically every company in
the world - must learn to better balance privacy risks with privacy controls. The riskier the data
use, the more user controls are required. The more sensitive the data, the more protections should
be put in place. Controls can include explicit consent, reader-friendly and prominent privacy
notices, and privacy-friendly default settings. Company leaders should do more than just follow the
letter of the law by putting themselves in their customers’ shoes. How do customers expect their
data to be used when they hand it over? Is consent given? And is it truly freely given, specific,
informed, and unambiguous? Moreover, as Facebook learned the hard way, there will always be
bad actors. When sharing data with third parties, companies would do well to go the extra mile and
ensure that those companies are meeting the company’s privacy requirements by investing in
independent audits. When receiving data from third parties, companies should confirm that that
data was collected in compliant manner, not by taking their vendors’ word for it, but again, by
conducting period audits.



And finally, governments, in this digitally connected global marketplace, must reform outdated
legislation so that it addresses the modern complexities of international data usage and transfers.
The European Union, for example, is setting a global example, through the General Data Protection
Regulation that comes into effect May 25, 2018. Seven years in the making, this is a comprehensive
piece of legislation that (1) expands data subjects’ rights (2) enforces 72-hour data breach
notifications (3) expands accountability measures and (4) improves enforcement capabilities
through levying fines of up to 4% of global revenue. Although applicable only to European residents
and citizens, most multi-national tech companies like Facebook, Google, and Microsoft are
implementing these standards for all of their customers. However, it is high-time, that the US
Congress find the political will to pass similar privacy protections for US consumers so that

everyone can take advantage of the opportunities that come with the 21st century digital economy.
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