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4.1. Data Privacy
Because of a diversifed integration of servces and network, the
data recorded on 3 device i vulnersble o atack by
compromising nodesexising i asociate 10T network
Moreover, an atacker can access the data without owner
permision 14]

4.2. Data Integrity
In & cennlized clien-server model, the atacker may gain
unauthorized acces o the network and change the original dta
ot information and forward it For cxample, X sends data o Y,
Z the middle guy might get data fist and forward the data after
‘modification (14],

4.3. Third Party
Data collested in a cenralized environment is stored and
contolled by a thind centalized cotty that may miss use this
dataorprovide it 0 someone cle.

4.4. Trusted Data Origin
In 10T environment, it s difficul t0 know the origin of data and
data might b alteed during the transmission by anyone.

4.5. Access Control

Access control is one off the main issue in IoT network. It is
difficult o define in 10T network that which node has the right
10 access and perform a different function with data.

4.6. Single Points of Failure

Continuous growth of centralized networks for the IoT based
infrastructure could expose single-points-of-filure. As all data
of the eniire network is stored and verified by  central authority
in the case, if the central point fils or goes down the whole.
network i disturbed 14]

4.7. Sealability
10T connects a arge number of sensors and other devices for
information sharing and a large number of applicatons via the
intermet 1 challenges the structue and the rapid growth of the
systm to meet scalabilty.

x +

5.2. Data Privacy
Consortum blockchain used 1o provide data_privacy in &
blockchain network. As in fgure 3nodes used for 4 partcular
puposc are combined logeher to form 8 privale
networksidechain, Each sdechain i responsible to manage it
own 1T data. Nodes that are paticipting in one sidechain are
not allowed 1o take part in the valdation process of other
Sidechains I order 1o acess the dat of consortium blockehain
network the node st need to registe and become pat o that
Sidechain network. Consorium blockchsin has access control
and prevents unauthorized access 6],

Sidechain
Sidechain Peerto Peer Sidechain
1 consortium 3
nework
Sidechain
4

Figure 3. Consortium Blockehain Network.

5.3. Addressing Space
Blockchain contains 160-bit address space a5 compaired 1o 128
bt n 1PV, These 160-bits are generated by ECDSA (Eliptc
Curve Digital Signature Algorthm). Blockchain bas 43 bllon
more. addresses. than 1PV thus. providing more addressing
Spacng than 1PV addess (5],
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5.4. Trusted Accountability.
Every operaton record must be uploaded 10 the blockchain
network. This gives every operation an. identty and cach
operstion s traceabl. When an abnormal behaviour s detcted
in an enty, blockchain will be used for an addiionsl
investgaton (0],

5.5. Fault Tolerance

Decentralized devices are less likely to fail accidentally because
they rely on many separate components. The blockchain is o
point to point decentralizing network, in it every device has the
Same copy of a record that's why the failure of  single node has
0 cffect on the network. So, blockchain prevents from a single
point of failue.

5.6. Trusted Data Origin

I order to track data in the blockehain network, a unique id is
assigned o cach 1T device. Data collected from a device is
associated with is id and after calculating a hash on data, the
data is submitted to the ntire network. This becomes the basis
for trusted data origin [10].

5.7. Removing Third-Party Risks

Blockehain technology makes the devices capable of performing
perations without the intermediary or third party, thus making it
risk-free from a third party 4],

5.8. Access Control

By using smart_contrct, programs for blockchain can be
developed in which access rights and different policies arc
defined. Example a rule is set when the meter reaches 1o 135
KW, devices will enter in energy saving mode [7].

5.9 Illegal Use of Personal Data.
Hlegal use of personal data can be prohibited with the use of
in. As Blockehain Peer t0 Peer (P2P) storing systems.
‘and record all actions accomplished on 1oT network
data [16]. The aim is to deliver decentralized storage wherever
perators can have command over their data s an alrnative of
any centralized intermediary authority. So the privacy is more
stetched to numerous levels (6] where “Consortium biockehain'
for IoTs is proposed.

5.10 10T Network Information Sharing.
As the size of IOT network information sharing is increasing,
thus the fundamental storage cost will also_increase. So

x +

Immutability featur, and accessibility of the RIM with all IoT
network devices in Blockchain, ensured the Integrty of RIM.
Every time an obligatory Information Set is taken from the
origin, its Integity can be confirmed by comparing its RIM.
being maintained on Blockchain (17).

In Table 1 characteristics of blockehain are highl
which problems of IoT can be tackled.

6. BLOCKCHAIN IMPLEMENTATION
PROBLEMS.

Anonymity

Blockehain i a disiibuted network; anonymity i sigifiant o
protct privacy.  Appropeitely, . blockehain  provides
pieudonymity means the users don't ave a real-workd ID. The
users have a Publc key which i used 10 achieve ransactions on
thi distibuted network. Using this D uscrcan be found via &
combination of these 1ds and IP addreses related with then
Morcover, when a useruses more than ane Public key it can be
traced by checking whether th diferent addrsses belong (0 the
Same usr. Solution o the Anonymity is a fuure work (16,

7. CONCLUSION

“This paper aims to present the lterature reviw on Blockehain
and Internet of Things and emphasised issues linked to an loT
atmosphere. IoT is the nex immerging technology wih the risc
of highspeed network and intelligent network devices.
Unfortunately, loT devices are more prone 10 attacks and unable
o protect themselves. In this paper, the different properties and
characterstcs of the blockehain network are highlighted such
order to remove the issues in 1oT. Morcover issues that re ot
solved afer implementation of blockchain are highlighted.

7.1 Future Work

We further aim to practically implement blockchain
propertics on the intemet of things for monitoring, crror
discovery, and automatic fault correction in high critical
IoT systems. Morcover, simulation-based _performance
assessment can be conduct to demonstrate the scalability
and cffectiveness of the blockehain-based solutions.

shied through

Furthermore, as ToT devices arc in openly reachable arcas
and_actually below the control of an opponcnt, a
blockehain based solution can be implemented that will
assure the safety and confidentiality of the information kept
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To Grder (0 track data i the Blockehain metwork, 4 UAqUE d i
assigned o cach 1T device. Data collected from a device is
associated with is id and after calculating a hash on data, the
data is submitted to the ntire network. This becomes the basis
for trusted data origin [10].

5.7. Removing Third-Party Risks

Blockehain technology makes the devices capable of performing
perations without the intermediary or third party, thus making it
risk-free from a third party 4],

5.8. Access Control

By using smart_contrct, programs for blockchain can be
developed in which access rights and different policies arc
defined. Example a rule is set when the meter reaches 1o 135
KW, devices will enter in energy saving mode [7].

5.9 Illegal Use of Personal Data.

Hlegal use of personal data can be prohibited with the use of
blockchain, As Blockehain Pecr to Peer (P2P) storing systcms
can verify and record all actions accomplished on 1oT network
data [16]. The aim is to deliver decentralized storage wherever
perators can have command over their data s an alrnative of
any centralized intermediary authority. So the privacy is more
stetched to numerous levels (6] where “Consortium biockehain'
for IoTs is proposed.

5.10 10T Network Information Sharing.

As the size of IOT network information sharing is increasing,
thus the fundamental storage cost will also increase. So
information sets are kept in distant origins and a centralized
Server s preserved which wil lonely kept the references o these.
origins. Morcover Blockehain is used to keep RIM (Reference
Integrity Matrx) of information set. As the Blockehains have
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s distributed network. Using this TD' & user can be found Via &
combination of these 1ds and IP addresses related with thern.
Morcover, when a user uses more than one Public key it can be.
traced by checking whether the different addresses belong to the
same user. Solution o the Anonymity i a future work [16].

7. CONCLUSION

“This paper aims to present the lterature reviw on Blockehain
and Internet of Things and emphasised issues linked to an loT
atmosphere. IoT is the nex immerging technology wih the risc
of highspeed network and intelligent network devices.
Unfortunately, loT devices are more prone 10 attacks and unable
o protect themselves. In this paper, the different properties and
characterstcs of the blockehain network are highlighted such
order to remove the issues in 1oT. Morcover issues that re ot
solved afer implementation of blockchain are highlighted.

7.1 Future Work

We further aim to practically implement blockchain
propertics on the intemet of things for monitoring, crror
discovery, and automatic fault correction in high critical
IoT systems. Morcover, simulation-based _performance
assessment can be conduct to demonstrate the scalability
and cffectiveness of the blockehain-based solutions.

Furthermore, as ToT devices arc in openly reachable arcas
and_actually below the control of an opponcnt, a
blockehain based solution can be implemented that will
assure the safety and confidentiality of the information kept
in the devices. This will also address in decreasing the
option of the hardware and software of an loT device
from being compromised if the device is accessible fo
everyone.
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I0T Security Issues Via Blockchain: A Review Paper
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ABSTRACT

In the past few years block chain has gained lot of popularity
because blockchain s the core technology of bitcoin. Iis
uilization cases are growing in number of fields such as security
of Intemet of Things (IoT), banking sector, indusiries and
medical centres. Morcover, IoT has expanded its aceeplance
because ofis deployment in smart homes and city developments
round the world. Unfortunately, IoT network devices operate on
Jimited computing power with low storage capacity and network
bandwidih. Thus, they are extra close to attacks than other end-
point devices such as cell phones, ables, or PCs. This paper
focus on addressing significant securiy issues of loT and maps
1T securiy isues in contradiction of existing solutions found in
the lterature. Morcover issues that are ot solved afier
implementation of blockehain arc highlighted.

CCS Coneepts
« Computer systems organization —~  Embedded and cyber-
physical sysems — Embedded systems.

 Networks — Network properies = Network elablty
Keywords

Blockehain,IoT, Network Securty, Data secuity, LLNs &POW

1. INTRODUCTION

In today's era, technologies have revolutionized the living
standard of our society. This is often because of innovation
‘communication and semiconductor technologies, which permit
devices 1o be connected over a network and lier the way of
connectivity between machines and humans. Such o trend is
usually noted as Internet-of-Things (1oT) [15).

With the fast s of brflant devices and high-pecd nctworks,
the TaT he

Muhammad Azhar Mushtaq
Department of CS & IT
University of Sargodha, Sub-
Campus Bhakkar, Pakistan
+02.453-220072
Azhar. mushtaq@uos.edu.pk

Muhammad Abubakar
Department of CS & IT
University of Sargodha, Sub-
Campus Bhakkar, Pakistan
+92-453-220072
Abubakar.shibly@grmail.com

However, as it becomes popular the connectivity between
devices i increasing, and also the computing infrastructure can
become additionally complicated. This complication can give a
sise 10 vulnersbilites for the cyber-attacks. In IoT, the physical
devices are placed in unsccured environments which could be.
defenceless from hackers thus giving them the opportunity to
alter the information that transmits over the network. Therefore,
device authorizations and information oot would be  vitl issuc.

In last few years blockehain has begun s the technology that
have many characteristis to solve different issues faced by loT

network devices. Blockehain keeps a disributed database of

records. In which proof of work between the network nodes is
completly deprived of 3

third party. This will help in solving the problem of single point
of failure. Network transaction records are immutable and can be
Tounded via the istory of loT network which finaly helps to get
the atraction by trust of public in the 1oT network. This Public
trust have a vital role for the public financial transactions,
introductory for @ new world of distributing cconomy in the
Internet of Things domain [8] [14] (3] (18],

“The blockehain is sequences of blocks that hold all ransaction
record occuring in a blockehain network. As described in
figure.]_cach block contains block header and block body/
transaction counter. Block header contains the following;.

1. Block version which indicates the software version
and validation rules.

2. Merkle Tree root hash represens the hash value of

the transaction and summary of all transaction.
Timestamp consists of current universal fime since
January 1970.

N-Bits _define_the _number of bits _required_for
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implementation of blockehain arc highlighted.

CCS Coneepts
« Computer systems organization —~  Embedded and cyber-
physical sysems — Embedded systems.
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Keywords
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1. INTRODUCTION

In today’s era, technologies have revolutioni
standard of our society. This is often because of innovation in
‘communication and semiconductor technologies, which permit
devices 1o be connected over a network and lier the way of
connectivity between machines and humans. Such o trend is
usually noted as Internet-of-Things (1oT) [15).

With the fust rise of brillant devices and high-speed networks,
the 10T has gained wide acceptance and fame because i uses the
standard called low-power lossy networks (LLNs). These LLNs
have the potential to use the limited resource by consuming very
low power (1] [2]. The devices in loT may be controlled
remotely to perform the specified function. The data sharing
‘among the devices takes place through the network that uses the
standard protocols of communication. The well-connected
devices or “things” vary from casy wearable accessories o huge
machines which contain detector (Sensor) chips [14].
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third party. This will help in solving the problem of single point
of failure. Network transaction records are immutable and can be
Tounded via the istory of loT network which finaly helps to get
the atraction by trust of public in the 1oT network. This Public
trust have a vital role for the public financial transactions,
introductory for @ new world of distributing cconomy in the
Internet of Things domain [8] [14] (3] (18],

“The blockehain is sequences of blocks that hold all ransaction
record occuring in a blockehain network. As described in
figure.]_cach block contains block header and block body/
transaction counter. Block header contains the following;.

1. Block version which indicates the software version
and validation rules.

2. Merkle Tree root hash represens the hash value of
the transaction and summary of all transaction.

3. Timestamp consists of current universal time since
January 1970.

4. NeBits define the mumber of bits required for
transaction verifcation.

5. Nonce is any 4-byte number which starts from 0 and
increases for every hash of the transaction.

6. Parent block hash holds the hash value which
indicates the previous block.
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This paper is ordered as follows. Section 2 covers the
Blockehain properties where s section 3 highlights its
characterstcs. Different sceurty necessities and isstes are
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covered in scction 4 and section S provides the solution of
Sccurity issues  using. blockehain. Section 6 describes the
problems tha are not solved by blockehain. Finally in Section 7
conclusion and future work is presented.

Block Hosder
Mele

Pt

Bock || T || T || | o || mce

vrsin || Boet || mmp e
-

FR———

Figure 1. Block Architecture [12].

2. BLOCKCHAIN PROPERTIES
2.1. Blockehain Working Steps

1. Nodes communicate with the blockehain network via
combination of private & public keys. Theuserusesitsown
private key to digitally sign ifs own transactions and then can
access the network via the publc key. Each signed transaction is
broadcast by a node that makes the transaction [3).

2. The transaction is then veriied by all nodes within the
blockehain network except the node that makes the transaction.
During this step, any invalid transactions are discarded. I's
known as Verifcation

3. Mining i the third step in which every legitimate transaction
s collected by the network nodes during a fived time into o
block and implements  proof-of-work to find a nonce for ts
block. Once a node finds a nonce, it broadcasts the block 10 all
partiipating nodes [4]

4. Fach node collecs a newly generated block and confims
whether the block contains (2 legal transactions and (b) declares

x +

exceeding blockehain network, all nodes implement the proof-
of-work for every mining process by increase @ nonce value
within the block il a value is founded that offers the block's
hash desired bits. Once the system unit effort has been spent to
satsfy the proof-of-work, the block can't be modified until not
redoing the work.

Blockehain feature distributed IoT information management can
provide users the choice of sharing the information with third
party eniites. The target i to supply a disributed information
access model for 10T, that ensures that user-data st assigned to
centralized enitis or corporations [4).

Nonee Transaction
(Random muber) | |

v 1
‘Hash function

(1
Validated (when nonce fined)

Figure 2. Proof of Work.

3. CHARACTERISTICS OF BLOCKCHAIN
3.1. Decentralization

In ceniralized transaction processing _environment, cach
transaction needs to be validated through the ceniralzed trusted
party (e.g.. banking sysiem). tha result into high-cost and low
performance at the central point. With respect o the ceniralized
10T model, the third pariy is no longer needed in the blockchain.
Consensus. algoriths in blockehain are used to maintain data
integrity and consistency [12]

3.2, Persistency
Once a tunsaction record i validated by a miner node (speial

R 4
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1. Nodes communicate with the blogkehain network via
combination of private & public keys. Theuserusesitsown
private key to digitally sign ifs own transactions and then can
access the network via the publc key. Each signed transaction is
broadcast by a node that makes the transaction (3]

2. The transaction is then veriied by all nodes within the
blockehain network except the node that makes the transaction.
During this step, any invalid transactions are discarded. I’s
known as Verifcation

3. Mining i the third step in which every legitimate transaction
is collected by the network nodes during a fixed time into @
block and implements  proof-of-work to find a nonce for ts
block. Once a node finds a nonce, it broadcasts the block 10 all
partiipating nodes [4]

4. Fach node collecs a newly generated block and confims
whether the block contains (2 legal transactions and (b) declares
the aceuracy of parent block by utilizing the hash value. Afier
the compleion of confirmation, nodes wil add the block o the
blockchain and apply the transactions to bring the blockehain
up-to-date. In case, i the block is not confirmed, the projected
block is rejected. This ends the existing mining round [3).

2.2. Verification

Blockehain technology cnsures the climination of the duplication
issues by taking assistance from asymmetric cryplography which
contains a public and a private Key. The private key is kept
Sceret from other nodes whereas the public Key s shared among
allother nodes [5]. Moreover,the transaction (step 1) i digitally
signed by a node that creates the transaction which is
broadcasted to the entire blockehain network. All receiving
nodes will verify the transactions by decrypling the signature
with a public key of the initalizing node. The transaction is
verified by the verification of signature which indicates the
initializing node is not modified.

2.3. Proof-of-Work (POW)

The proof-of-work (figure 2) contains the process of finding o
value that is hashed with Secure Hash Algorithm 256. The
typical work needed i exponential within the varicty of zero bits
needed and confirmed by running the hash algorithm. In an

x +

Figure 2. Proof of Work.

3. CHARACTERISTICS OF BLOCKCHAIN
3.1. Decentralization

In coniralized transaction processing _environment, cach
transaction needs to be validated through the ceniralzed trusted
party (.. banking system), tha result into high-cost and low.
performance at the central point. With respect o the ceniralized
16T model, the third pary is no longer needed in the blockehain.
Consensus. algoriths in blockehain are used to maintain data
integrity and consistency [12]

3.2. Persistency
Once a transaction recond i validated by a miner node (specil
nodes that valdate the transaction) in a blockehain nevwork it
copy is broadeast o the entire network and tha record i not
delted o rolback from enire blockchain [12],

3.3. Anonymity
T Blockehain, node inteact with the network using a public
ey that addresses the node on the entice blockchain network by
Kecping the real denttes ofthe user s  seret (2],

3.4. Security
Blockehain uses the asymmetric cryplographic technique to
secure the cntie network. Asymmeiric or public key
cryplography contain 2 keys one public key and sccond private
kcy. The public key is used by the node to sddress the
blockchain network and the private key is uscd by the node to
sign the transacion that it intate. The identity of ransation
cratornode s verfid by uing it pubic key.

3.5. Scalability or More Addressing Space
'AS scalabilty s concerned blockehain contains 160-bit addess
space as compared to 128 bit in IPV6. These 160-bits are
generated by, ECDSA_ (Ellptic Curve Digital Signature
Algorithm). Blockchain has 4.3 billon more Addresies over
P36 8],
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3.6. Resilient Backend
Every distributed_node_wihin the blockchain 10T network
maintains 8 replca of the whole ledger. This helps in
Saeguarding the nevwork form any potentalfilures and atacks
110}

3.7. High Efficiency
Sinc the ansaction removes the involvement of the third party
and may proceed in low-trust conditon,the tme spent 1 verfy
2 trnsaction will be decreed whereas the effcency will be
increased [11]

3.8. Transparency
Changes made 1o public blockchain network are publicly
viewable by all participants i the network. Morcover, all
ransacions are immtable, meaning they cannot be altcred or
deleted [9)

3.9. Smart Contract

The smart contract is one of the most effcient aspects of the
Ethereum introduced by Nick Szabo in 1994 (7). Using smart
contract programs are writien in which aceess rights and
different policies are defined. Many programming languages arc
supported by Ethereu to write smart contracts such as Soldity
3]

4. SECURITY NECESSITIES FOR 10T
OR ISSUES

4.1. Data Privacy
Because of a divrsified inegration of srvices and network, the
data recorded on 3 device i vulnersble o atack by
compromising nodesexising i asociate 10T network
Morcover, an_aiacker can access the data without owner
permision 14]

4.2. Data Integrity
o 4 centalzed clentserver model, the atacker may gain
unauthorized sccess to the network and change the origina data
ot information and forward it For cxample, X sends data o Y,
Z the middle guy might ge daa firstand forward the dta after
‘modification (14],

4.3. Third Party

Data collected in a centralized environment is stored and
controlled by a thind centralized entity that may miss use this
data or provide it o someone cls.

x +

4.8 Illegal use of Personal Data.

10T device are basically sensors and implanted chips tha gather
individual, important information and convey it through the
internet. The gathered information is sored in a central database.
of any firm. This data exposes the personal performance of users;
confidentiality of users is at risk as firms might use the data
illegally (16] [6]. An example of such confidentality misuse is
PRISM Surveillance program.

4.9 10T Network Information Sharing.

The information gathered by loT network devices are recorded
distnctly for the purpose of analysis. Information sets may
contain IoT devices network data load or ther functioning logs.
o confirm the efficiency of tools and tests, open accessibility of
information plays  vial role. So, every time these information
sets are openly shared their integrty is significant.

5. BLOCKCHAIN SOLUTIONS FOR 10T
5.1. Data Integrity

“The blockehain is & peer-to-pecr network in which all nodes
have the same copy of records. When a transaction is initated,
initiator node signs the transaction with its private key and sends
to other nodes for validation. All other miner nodes take part
invalidation process and try o find nonce. The node which finds.
the nonce first has the right to validate and get 4 roward.
Morcover, the newly created block will be broadeasted to all
other nodes of the enire network. Once the record is loaded in
blockchain it cannot be modified or deleted [10]

5.2. Data Privacy
Consortum blockchain used 1o provide data_privacy in &
blockchain network. As in fgure Snodes sed for 3 partcular
puposc are combined logeher to form 8 privale
networksidechain, Each sdechain i responsible to manage it
own 1T data. Nodes that are paticipting in one sidechain are
not allowed 1o take part in the valdation process of other
Sidechains I order 1o acess the dat of consortium blockehain
network the node st need to registe and become pat o that
Sidechain network. Consorium blockehain bas access control
and prevents unauthorized access 6],

Sidechain
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