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One of the software that I have enjoyed using is Kali Linux. With Kali Linux it has the other tools that are listed within this discussion. One of the best ways to use/download Kali Linux is through a virtual machine, whether VMware or VirtualBox. Whichever you use, you can go to kali.org and then chose the download on which VM you are using. Surprising me is that looking at the kali.org site is that it is different than what I used. I have had Kali Linux running on VMware for a while now, which I always have used the iso image, but now the site is cleaner with now it seems a lot nicer now.  What is great that it comes with the documentation to help you install it. When I first used Kali Linux, I always watched youtube to guide me through the install and setup.
 Now looking it up, Kali documentation is very clear on the install instructions, which is very nice cause it is coming from the creators itself. One great thing that I noticed is that it has links to help you manually re-install tools. This was one thing I was lost on when I first downloaded Kali years ago. Unless I missed it, but I wish they had this when I first played around with it https://www.kali.org/docs/virtualization/install-vmware-guest-vm/
 Now with that said, I mostly play around with Parrot Security more than Kali Linux. Some people like it and some people don’t. Since I like using Parrot_OS, is one of the reasons why I used Parrot Security over Kali. It has the same tools like Kali but in my opinion a better look. Now, people have said Kali did an update/upgrade on it, so I guess I should give it a try again.
 So, since both have similar tools, try them both out and see which ones you like better. 
https://parrotsec.org/download/
https://www.kali.org/get-kali/
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A tool that I have used in this course that has helped me better understand the role of an analyst within an organization is Nmap. "Nmap allows you to scan your network and discover not only everything connected to it, but also a wide variety of information about what's connected, what services each host is operating, and so on" (Hedge, 2019). Since Nmap is an open-source tool, to install you would simply need to download from the Nmap site: https://nmap.org/download.html. There is also a provided guide for installs that can be followed here: https://nmap.org/book/install.html. This makes the process for installing Nmap very simple. There are a few configurations during the installer one should pay attention to, such as: identifying where the Nmap program files will be stored on the machine, setting the tool's driver access to admins of the system only, ensuring support for wireless adapters are installed as a part of the process (if need be), and most importantly is to include the Npcap is installed as well, as it is used for packet capturing when the application is run. I found the tool quite easy to use. Simply type in the of your machine or your network (be very careful of scanning other domain IP's or IP's not on your network as this could be against your ISP or local law rules). I encountered no challenges while using this tool.
Some of the benefits of this tool is that you can see the open ports on a network to detect security risks, see what devices are running on a system, can also be used to audit the network of a system (Pedamkar, N.d.). I think this tool would be best as it is simple to use and comprehend, is well known and respected, and also has very good documentation on its site.
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