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CHAPTER 8

Cybered Conflict, Cyber
Power, and Security
Resilience as Strategy

Chris Demchak

National Surprise from a Densely Populated Cybered World
The UBIQUITY, CONNECTIVITY, AND CRITICALITY of cyberspace changes

ts requiring adjustment
for this emergent age are cyber war, cyber power, and the appropriate reach of effec-

tive national security strategy. This chapter makes two arguments. First, “cybered

¢y military
notions of a battlefield “domain” or even within the nerworks that enable global
attacks.
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Cybered Conflict, not Cyber Domain or War

For an emerging variety of human conflict across a densely connected digital globe,
“cyberwar” is too natrow a term.? In the emerging cybered age, cyberspace is a ubig-
uitous substrate, not merely one domain among many others. Any conflict of con-
cern to a nation-state is likely to develop far beyond the purely electronic hostilities
occurring entirely within electronic networks of a “cyberwar.* Rather, “cybered con-
flict” berter captures the ambiguities and extends the national security dilemma
today. A cybered system is more than its cyber underpinning; it includes all sorts of
systems of people, things, processes, and perceptions that are computer-related but
not necessarily purely computerized.® Phishing can be an attack even if it simply
sends information to bad actors through the foolishness of the email recipient.® The
purely cyber portion could constitute a preparatory phase, a main avenue of attack,
a central campaign element, a large-scale deception and espionage operation, an
episodic enabler, a foregone set of activities, or all of these at different times in a
long-term cybered conflict.” The entire conflict, however, is cybered if the exchanges
of weapons and damage do not stay within the networks but rather seep or explode
beyond the technical into the wider organization or society.

In fall of 2010 the broader, inclusive cybered conflict emerged explicitly in the
international system. With the damaging attack on critical Iranian nuclear reactors,
a malicious piece of software called Stuxnet became the first publicly known cyber
weapon to cross over from the bytes of electronic networks into direct physical sabo-
tage of large-scale industrial systems. Its success heralded the arrival of the era of
cybered conflict. This particular malicious worm struck Iran’s nascent and interna-
tionally contested nuclear reactors in situ in Iran far from any foreign military instal-
lation. Even though the reactors were disconnected from the internet, the software
directly disrupted the process of moving the reactors into full operations.® Unlike
other viruses and malware, Stuxnet matters globally because it showed the path of
preference for future attackers on all sides in the emerging era. From here on, every
fight will be cybered at key points before, during, and after the main effects.”

The Stuxnet designers demonstrated to the rest of the world how the attack
advantages of a globally unfettered, easily accessed, and readily used cyberspace can
be employed against enemies. Over the course of about two years, the Stuxnet appli-
cation on innocent USB mobile drives copied itself often and spread far enough to
end up where the iterative designers wanted—inside a large-scale technical plant not
connected to the internet. If it traveled to an internetted machine, the code opened
a backdoor to two URLs and requested an update. For those infected systems with-
out an internet connection, the program had to be able to deliver its final payload
without an update. As a result, the payload was buried in code that also hid its
activities from the operator. While the operator stared at a screen whose code said
the machine tests were within expectations, the actual commands changed by Stux-
net ordered the centrifuges to oscillate wildly with no human in the loop. Ultimately,
despite Stuxnet having wandered into thousands of other systems in India and
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China, for example, the damaging payload was delivered as planned and the Iranian
nuclear reprocessing program was delayed for at least one to two years.®

Stuxnet also showed how state-level conflict and criminality are and will be intri-
cately linked in the cybered conflict age. The bundled modules harnessed the delivery
and stealth skills of exquisitely good cybercriminals to the intents and probably
state-sized funding of cybered warriors to produce a physical effect. In the Stuxnet
case, there was no downside for the attackers in borrowing the cybercriminal’s deliv-
ery methods or types of covert infection codes. Furthermore, intelligence was auto-
matically acquired as the Stuxnet worm wandered around, checking for updates
from two key URLs if an internet connection was available. Not only did these call-
backs tell the owners of the URLs where Stuxnet had landed, they also provided
critical operarional system data about every other nontargeted system the worm
passed through in its search for its target. Until the two websites were closed down
in summer 2010, the designers of this cyber weapon obtained a great deal of infor-
mation about thousands of infected systems that could prove useful in later conflict
operations or even business competitions.

Stuxnet did not need to be connected to the internet to cause the intended dam-
age. This “fire and forget” aspect of a cyber attack represents the increasing levels of
ongoing threatening surprises inherent in future cybered conflict. For the future, it
will not be wise to assume the odd bit of seemingly innocuous code that has floated
into one’s computer system from all directions is safe because it has no obvious
effects or infection pattern.!! What may have seemed safe in the neighbor’s systems
might find in one’s own computer its specific target, the computer DNA the small
bit of software targeted for harm. The benign lost code might suddenly then issue
its disable, disrupt, deceive, or destroy command.!? The innocence of the utopian
cyber prophets from the 1990s is now firmly gone.’* The same people who orches-
trated this industrial level of sophisticated application development are today still
out there, able to do it again, for whatever reason or for whichever employer. Varia-
tions of the Stuxnet worm are in the wilds of the hacker international world now. It
is almost certainly the target of reverse engineering all over the world by thousands
of computer hackers, government scientists, cyber watriots, or commercial consul-
tants. “Son of Stuxnet” is inevitable as an employed tool, along with its cousin
or distantly related code attempting to replicate the demonstration event of the
original.

While it is now relatively easy to find a Stuxnet infection, its children and look-
alikes will not be so easy to locate. The follow-on worms are likely to be repurposed
for any number of targets and delivery systems. Stuxnet floated around for at least a
year before even being noticed and largely ignored by the major antivirus firms. It is
easy to imagine a campaign of many Stuxnet-like variations released all over the
world in a sort of “railored DNA swarm” that floats for some time without apparent
effects. Today this kind of assault can begin with all sorts of actors and reasons,
challenging societies across all sorts of connections that reach deeply into their inter-
nally critical spaces.!4
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What is emerging is not the traditional environment of war for which most mod-
ern militaries prepare. Cyberspace does not fit into the framework of a military
“domain,” a term used by the US military in particular to blend cybered conflict into
the traditional molds of competitive armed struggles. As a global, synthetic sub-
strate, cyberspace is an arena, tool, weapon, and enabler of conflict with implications
in threat and harm beyond the normal military four fields of battle: land, air, sea,
and space.’ In 2009 the US milicary officially declared cyberspace a military domain,
immediately spawning a large number of repetitive conferences trying to fit cyber-
space into concepts derived from existing air, land, sea, and space domains.’ The
domain designation may be useful for parsing the lines of authority among military
services, at least bureaucratically, and it also may make for more accustomed objec-
tives if a national military seeks to dominate the enemies in the cyber domain. Cyber-
space is not, however, a conveniently bounded fifth domain offering some kind of
limit of action, knowledge, operational effect, or even conflict.

Nor does cyberspace demonstrate attributes equivalent to those of the nuclear
domain in weapons, deterrence, or systems. Nuclear weapons are highly specialized
and centrally developed. As topics of deterrence, the technology is the central point
of intensely debated international regimes and its proliferation both reviled and
inhibited. As systems, they are remarkable in their (fortunate) lack of use. The cy-
bered substrate is dual-use, wantonly proliferated without identification of locations
or owners, and used continuously. It stretches ubiquitously into, across, and
throughout the society that the milicary is trying to protect as well as outward to
the world from which the attackers may come. No identified domain of war offers
the equivalent scale and complexity of cyberspace as a globally shared system that
consistently intrudes into, connects at long range, and induces behaviors transcend-
ing traditional boundaries of land, sea, air, institution, nation, and social or technical
medium."” In the same way the term “cyberwar” fails to capture the true complexity
of the challenge, the designation of a cyber “domain” does not help guide any
national leader in dealing with the cybered conflict age.

From here forward in the digitally connected globe, conflict will be cybered. Cyber
networks will always be involved state-level conflicts, whether with another state,
nonstate actot, or both, but conflict of national significance will not stay purely
within the networks. The cybered age has been built up under the collective feet of
westernized societies focused on ecommerce and communication without borders.
In the cybered world, humans in their own groups have engaged in a process well
known in ecological systems studies as autopoiesis. Like ants dumping their debris
out their front door and creating ant hills they then have to climb up and down,
modern societies collectively built the big security obstacles to which each society
now must individually adapt.'® Conflict will travel along any path of human or
machine exchange enabled by cyberspace.

In the modern world, one cannot leave cyberspace and go home.!® Cyberspace
never evolved into a sort of information-enabled Eden filled with nice, sharing peo-
ple who recognized and ethically supported the desire of information to “be free.”20
Rather, a good analogy may be that cyberspace is a globally unfettered exchange
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space more like an enormous, muddy, colorful, moderately chaotic, annual medieval
fair without adequate security from an overlord or the town leaders and with all the
human energy and pathologies possible in shared space.* One can even associate
archetypes. While offering great and new resources, the fair exchange stalls and
spaces (cyberspace’s e-commerce and social websites) were also replete with conniv-
ing paupers (script kiddies), pickpockets (small-time credit card thieves), con artists
(phishers, social engineers, ID thieves), and organized competing gangs of muggers
(huge professional botnet masters), along with occasional wholesale attacks by
armed brigands (organized cyber gangs, national-level covert cyber units).?2 Occa-
sionally overwhelming force by an opposing or angry aristocrat would crush the
entite event physically, if necessary?? In short, while the fair was always an economi-
cally energizing place, it was never safe. Always present was a good chance of danger-
ous surptises for individuals and less powerful groups set upon by others known or
unknown to be enemies in advance. Cyberspace goes much further than the medie-
val fair in its continuousness, more like the medieval age in its ubiquity, and its
corollary cybered conflict flows into the same places as cyberspace. A globe’s volume
of human pathologies can operate all the time using cyber means to reach and harm
others anywhere, through any mode of access into the internet, and for whatever
enduring or spontaneous purpose.

Put more formally, cybered conflict is distinguishable from cyberwar by the course
and national significance of effects beyond the functions of the network. A cybered
conflict is any conflict of national significance where success or defeat critically
depends on cyber means in key activities over the course of all relevant events. A
purely cyber conflict or war, in contrast, stays largely within the technical networks
of cyberspace. Combatants of all levels and numbers gain access, steal data, and
leave destroyed but quickly replaceable compurter hard drives behind. Beyond the
networks, little else happens in the wider society that is clearly disabling either
widely or for long. The hard drives are replaced, backed-up data is reloaded, and a
new round of spy/criminal-versus-malicious-spy/criminal begins. Cybered conflict
may not involve any direct harm to any machine on any network. The major thrust
of the attackers’ operations could be quite covert and yet could leak outside the
networks with serious effects. A major attack campaign could rest on a small set of
independently spread, singularly covert pieces of software, each of which ultimately
spreads across a limited or large number of critical nodes in a key system and
changes their functioning in nonobvious ways. The resulting inaccurate operations
could continue over long periods without recognition, especially if the changes
across several critical values in internal but basic transactions vary erratically enough
and the harm seems more a high level of normal accidents. Yet, in the process and
over time, crucial decisions across the wider societal institutions could be misdi-
rected, enfeebling defenders and the wider society.

Owing to its emergence in and through a global cyberspace, cybered conflict has
distinctive characteristics that include universality and high tempo in participation
across widely dispersed populations, ubiquity in intrinsic surprise potential across
sectors and levels of society, and indeterminateness in its duration. First, its volume
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of attack tempo is high due to the massive number of potential bad actors anywoee
in the globe who, with limited skill, can easily access and abuse the openness of
the internet.2* Any individual can for any reason use scale, proximity, and precisar
advantages formerly only open to either close neighbors or super powers. That is. al
along the passageways of cyberspace, individuals can organize an attack organizatom
at a scale from five to five thousand co-combatants. The same bad actor operanng
on the internet can plan to attack from a safe location ranging from five miles =
five thousand miles within proximity of the targets. Finally, that actor, group. oc
state and fellow travelers can select with standardized cyber weapons and an unprec-
edented range of precision any set of targets from one state, group, or individual =
combinations of whole regions, communities, or societies. Normal barriers to ency
to this kind of pathological behavior do not operate in the current topology of
cyberspace, making very small the likelihood of being able to stop bad actors or ther
attacks before the operations are launched.

Second, cybered conflict will always involve a large number and wide range of
surprises across integrated networks. Either these will be foreseeable (in form or
frequency) or rogue (unforeseeable) surprises, but they will always be present due =
the intrinsic complexity of the streaming and converging globally cybered syster=s
and the attack advantages given to bad actors anywhere around the globe today.™
Unexpected nasty events will come by accident, by intention, by opportunism, or a_
three simultaneously. Outcomes will embody the full variety of what complex sys-
tems, including people, can perpetrate on one another ac a distance, thus ensuring
the safery of attackers. For example, hurricanes can destroy electrical grids, and se
might hackers. Hurricanes, however, will not change their strategies in order to make
the damage and suffering even more debilitating when the responders show an abii-
ity to recover quickly. Moreover, others not involved as central parties to a conflict
will often enough use the cyber substrate to act maliciously as well, to “pile on” ir
others’ conflicts without much risk or even a clear objective. A world in which globai
climate change is making climate turbulent and more dangerous now offers a global
passageway by which others could conceivably reach inside a nation responding to a
natural disaster and worsen the cascading harm for whatever reasons that may morti-
vate their decision to act.

Cybered conflict thus presents a new form of normalcy in its imposition on
national systems of this increased potential for nasty surprise across a society.
Nationally critical systems can no longer depend on obscurity or the goodness of
strangers in order to be left alone to operate safely. Such a level of uncertainty is
unprecedented in its near ubiquity across all levels of society, but it is far from histor-
ically unknown. Facing daily insecurity has been a well-known situation for most
individuals throughout history. For pioneers in the 1860s in the United States, for
example, nothing one needed could be presumed to be safe. From the safety of the
dried food, to drinking water, to the companions on the trail, to the path through
the wilderness that a scout directed—all could deceptively look robust and yet fail at
any moment, and do so critically. What the spread of the cybered world has done is
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reintroduce modern societies by their own actions to a much older “frontier” level
of insecurities.2¢

Third, cybered conflicts are uncomfortably indeterminate in how the participants’
struggles for control of outcomes begin, endure, or end—if ever they ever do. Many
conflicts will begin with no particular warning and no clear indicators of how long,
far, or deeply this particular struggle might progress. With global scale, at any given
moment some actors somewhere will be trying to change the allocation of—or access
to—physical, reputational, or even projected resources in ways they desire and for
rationales they may alone accept. With ubiquitous access to the global cyber pas-
sages, a vast number of actors at any given moment will employ any cyber means
available to them at costs and risk levels they can accept in pursuit of the outcomes
they seek. There are currently no natural barriers to entty in this bubbling competi-
tive struggle for preferred outcomes. The flood of attacks can come from anywhere
for literally any reason and can last as long as the rationale, the means, or the lack
of personal risk exists. At any given time, thousands of such actors are operating
through cyberspace precisely because it is so easy, useful, and accessible without the
local societal constraints developed over centuries by modern societies.

As a result of these attributes the combinatorial possibilities of cybered conflict
are exceptionally difficult to accommodate, making the current focus of more demo-
cratic national strategies on the technical aspects of cyber attacks misplaced and
even dangerous. The concept of a cybered conflict is necessary to move national
security focus to a more integrated system approach consistent with the challenges
cyberspace actually imposes. The enormous scale of material traveling through
cyberspace is such that small campaigns with swarms of such small changes, perhaps
inserted by hijacked updates, can be routinely conducted unnoticed as a whole, each
time adding a bit more to the troubling variability threatening wider critical national
systems. The effect could be to continually sow distrust, inefficiencies, losses, and
harm to a society, perhaps in conjunction with a planned military action or perhaps
merely to attrite the defending nation’s economic strength over time so as to make
the planned action much easier to persuasively pursue. Far from the networked
nodes affected, national leaders could make inaccurate or ineffective decisions based
on distorted guidance about the reliability of the nation’s GPS system or electrical
supply, or the integrity of data driving targeting in military operations, or massive
capital flows in national financial calculations. They could focus on the cyber aspect
of the conflict but miss the wider ripple effects of the cybered struggle and its effects
beyond a cyberwar in breadth, extent, and significance.?” Beyond the term’s concep-
tual advantage in understanding what is changing for security in a cybered world,
using the term “cybered conflict” allows both technical and nontechnical experts to
sit-at the same table to collectively design national policies for cybersecurity. The
more comprehensive “cybered” adjective moves the national security debate beyond
defending networks or attacking back through them. Policymakers are better able ro
jointly see the emerging security dilemmas of large-scale complex societal-technical
systems across the entirety of a modern nation.




128 - v Cybered Conflict, Cyber Power, and Security Resilience as Stratecs

The adjustment in concepts is critical across a wider range of concepts and terzs
of art in order to make them more congruent with the emerging world. With the
“cybered” characterization, the cybered conflict aspects of other well-known for=s
of struggle such as hybrid warfare, asymmetric conflicts, and counterterrorism cam-
paigns are easier to integrate with the cybered age. Even in these forms of strugg’s
and defense operations, key events will depend on the cyberspace substrate for com-
pletion.?® Furthermore, the internationally accepted rules of war are now unde-
debate, appearing to have trouble in application to cyberwar. With a broader, mors
systemic notion of conflict as cybered, these rules would find more resonance wicx
much of what happens to the overall system before and during a struggle that has
not quite broken out into kinetic exchanges.? Even experts in the history of tradi-
tional war and those in the development of social media networks could avoid hav-
ing endless debates in their own communities about whether cybered conflict is or
is not relevant to their area of expertise.” The systemic nature of threats forces each
community to link to other areas of expertise to address the ubiquity of cyberspace.
its complexity in reach and unprecedented intrusions, and its unpredicrably tough
dual-use nature. In the developing age of cybered conflict, national power depends
on how all the skills sets work together against nasty surprises that travel far beyond
the underlying cyber networks.*

Cyber Power and a National Security Resilience Strategy

In a deeply cybered world, notions of national power and the content of national
security strategies need to change if the well-being of the nation is to be maintained.
Cyberspace as a globally unfettered system alters the relative distribution of interna-
tional influence available for state or nonstate actors. National cyber power will have
to address global complexity directly throughout its wider arena of operations and
threat assessments. Definitions and institutionalized implementation of national
power will perforce begin to reflect a more systemic, less traditional war-related
framework if one is to face successfully the wide variety of surprising threats that
could emerge from widely connected, asymmetric actors.*

In particular, the dual-use nature and ubiquitous reach of cyberspace push a
nation’s national security concerns to widen and to be more inclusive in order to
effectively anticipate and respond when the society is surprised. In the emerging
cybered age, cyber power for a nation will always rest on the nation’s coordinated
abilities both to disrupt likely and ongoing incoming cybered surprises and to be
resilient through systemic internal preparations against the inevitability of success-
ful attacks. When the atracker can use the cyberspace substrate in unprecedented,
novel ways, society’s security will depend on ics already well-embedded abilities to
hit and heal in ways commensurate with the significance of potential harm.

Cyber power today is defined as the ability of a nation’s leaders and institutions
facing cybered conflict to keep the overall uncertainty across nationally cybered sys-
tems down at levels tolerable for their citizens’ expectations of normal well-being. In
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practice, dissipating disabling threats internally means creating national “breathing
space” against the harm planned by remote cyber bad actors or the damage emerging
in current attacks that have already gotten inside the nation’s systems. Cyber power
based on a dual-robustness in responses to impede in advance or endure in response
will be tailored over time in the relative emphasis given each component according
to the circumstances of vulnerability of the nation at risk. Nonstate actors could
conceivably have as much cyber skill as the defending state actors, or more. A rather
common outcome of a narrow focus on cyberwar is developing cyber-attack means
without commensurately developing the resilience of systems that attackers will tar-
get in the wider society. Effective national power will depend on the ways in which
internal and external national actions and abilities in cyberspace are balanced and
sustained over time and experience.

One indicator of a nation’s cyber power is the effective reduction of the advan-
tages that cyberspace affords attackers even if they do not solely use cyber means to
cause harm.® In some cases, attackers may only be able to organize a sufficiently
large number of fellow actors or infected computers as long as they are insulated
from discovery by local police or even from networked retaliating defenders.** In
other cases, the attackers may be able to persuade opportunistic fellow travelers to
pile on in such numbers that personal identification becomes irrelevant. In these
circumstances, negating the effects by being internally quite resilient dampens the
enthusiasm to keep up the attacks across large numbers of loosely affiliated bad
actors. If one cannot find or reach the attackers, a state with a great deal of cyber
power can frustrate them with additional emphasis on resilience, producing the
same effect as having individually silenced each attacker. The nation sustaining the
dual aspects of cyber power continually disrupts efforts at attack where possible but
always ensures that it survives well through any attack successes.*

National security strategies designed for a cybered age must develop this dual set
of capabilities for effective cyber power. A security resilience strategy combines both
traditional notions of security with nontraditional notions of resilience. No longer
can a nation have its security agencies only look outward to possible enemies and
avenues of response when, using the access and three attack advantages of cyber-
space, attackers can bypass military forces and physical borders completely. Unlike
the terrorists of al-Qaeda, the cybered conflict attackers do not have to physically
enter the targeted nation, group, or community. The emerging densely populated,
unequally resourced international system poses composite security challenges inside
nations, requiring national security organizations to have key multilevel roles that
they have not had since before the Cold War.

First, in a complex social system under threat, national-level agencies will have to
engage in coordinating and guiding redundancy, slack, and continuous trial-and-
error learning across critical internal national systems as much as identifying specific
hostile foreign actors and attacking or negotiating with them across national bor-
ders. These policy challenges of cybered conflict might well be captured with two
critical adages for the security strategist at any organizational scale: beware and pre-
pare. The national security strategy must orchestrate the natural tendencies of its
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society to do both to meet surprise in its critical systems. If organizations are digi-
tally and globally connected to each other to obtain something critical to their
respective ability to operate, then one cannot sensibly fully trust anything reachable
from those connections, or any aspect of the larger systems to which they link.
National security rests on a shared public-private organizational recognition of the
deep penetration of cyberspace’s global scale and complexity into all critical societal
systems. As easily as the great benefits of economic efficiencies and knowledge
exchanges come throughout the internet, likewise come all the traditional forms of
human greed, pathologies, and cruelty—only more subtle and persistent.* The
national security strategy needs to encourage instinctive and dedicated wariness.
Cyberspace is the same old medieval fair, but it now includes mercenaries, lords,
scalpers, and grouped predators that come from near and far, and can all operate on
the same set of targets simultaneously and suddenly. For the same level of security
of thirty years ago, the national security policy must be able to interdict the worst
aspects of this behavior at greater distance, higher levels of unexpectedness, and
fantastically accelerated speed in a cybered globe.

Second, national policies must prepare its home society for the reality, however
infrequent but inevitable, that their critical systems will fail at some point. The ori-
gins may be accidental or deliberately instigated, but the nation’s responses must
expect that the harm can be exploited, extended, or exacerbated by attentive attack-
ers operating safely immune across open cyber passageways from somewhere around
the globe. For example, in early 2011 Libyan rebels fighting the forces of the dictator
Muammar Gaddafi found that the social media sites they were using to organize
operations were under intense disabling cyber attacks by Serbian ultraconservative
groups far from North Africa. The Serbian groups’ rationale for this “pile-on” was
that they hated NATO for helping Kosovar rebels in 1999, and attacking the Libyans
was a way to make things hard for NATO. They were not materially involved in the
Libyan struggle, nor did they care about the consequences for the Libyans them-
selves. Rather, in a demonstration of the variety of likely combatants in any future
cybered conflict, the Serbians joined in simply because they could express their griev-
ances using the attack advantages of cyberspace.’” National security policies need to
develop the national understanding that organizations and individuals so deeply
connected must practice in advance to operate without the benefits or the machines
involved with possibly little or no notice.?®

For post-Cold War modern democracies, having a national security policy address
domestic security issues is normatively, institutionally, and legally troubling, but the
circumstances of the unbounded cybered world require it for strategic well-being,
The complexity and scale of cyberspace do not stop at national borders today. Secur-
ing complex interdependent and critical systems requires extraordinary knowledge
about large-scale societal systems at home as well as all those between the defending
nation’s outer limits and likely sources of any attack.? Before the Cold War era,
military writers (outside of nations with large strategic buffers such as oceans) recog-
nized that wars on one’s home soil inherently blended two external and internal
imperatives—externally repel and internally endure. War of existential consequence




THRIS DEMOCHAK vttt 131

was always going to be total, if for at least one state-level combatant. Every nation
zeeded to have forces and policies to deflect attackers from national territory and to
Se prepared to withstand the attacks inside the borders. Indeed, historically, such a
‘evel of internal as well as external insecurity usually meant that military forces oper-
zred both inside and at the border. Police forces did not emerge until later in the
development of the modern state, when enemies as the main source of societal inse-
curities could reliably be pushed physically outside recognized limits to national
-erritories.® Police forces are more efficient forces when the society is largely social-
zed into accepting the societal control regimes. However, when internal insecurity
-ose to require coordination across a large number of actors to develop resilience
zgainst large-scale disabling surprise, usually in times of war, then history suggests
-ational security institutions were more often the mechanism by which the nation
Salanced its outward-looking security and its inward-looking resilience capabilities
or survival. 4

During the Cold War era, however, the stable westernized nations disconnected
-ational security cognitively and institutionally from internal resilience largely
Secause recovery in the face of a nuclear war seemed both undoable and unthinkable.
“That the total war needs of World War Il had pushed together, the Cold War consen-
sus between superpowers about staying away from mutual nuclear destruction sepa-
-zted profoundly. Especially in the United States, national security grew to focus
zniquely on significant aggressive actors acting from areas outside one’s border.®
Conversely, the concepts of resilience (viewed more as robustness) became the prov-
zce of strictly domestic national disaster and emergency institutions.* Its central
ancepts and policies were associated with protecting large interdependent societal
svstems in the face of engulfing environmentally natural surprises. Active enemies
=ave not been included among the possible instigators of a natural disaster, and
=urricanes are not seen as national security threats. Therefore, military involvement
= natural disaster responses has been routinely relegated to enhancing the normal
zhilities of domestic services and providing backup capabilities to be used only if
-1e local or domestic authorities are overwhelmed. Bad actors in the geographically
~ordered world have had to pass borders to cause significant internal harm; there-
Sre, internal security has been left to domestic police forces and external security
<ept strictly to the military and foreign office domains.*

Over the past ten years the external threats to internal systems posed by terrorism
:nd transnational criminal organizations have challenged this artificial domestic ver-
sus national security cognitive, legal, and institutional barrier. In the early 2000s key
-errorist leaders made explicit declarations of war on whole societies, not just their
=ilitary or overseas representatives.** Threats from cyberspace similarly reach
Zrectly into societies. Nonetheless, it ha3 been difficult to overcome the deeply
smbedded presumptions that external threats should be met by entirely different
concepts, strategies, and institutions from those dealing with internal threats to
=itical national systems. American security studies literature in the United States
aver the past twenty years shows exceptionally limited use of the term “robustness,”
o7 its equivalent. Even today, senior scholars in international relations have been
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publicly unconvinced of the national security threat from cybered attack, referring
to the possibilities of disabling cyber attacks on a westernized nation as “hyperbole”
or “threat inflation.”* The national security versus domestic safety distinction con-
tinues formally today the area of cybered conflict, with internal resilience and
responses to international cyber crime dissociated from national security concerns
of signatory nations. As long as this distinction holds, the integration of crime with
conflict will continue to pose exceptional surprises to nations inside their traditional
borders. The global “university of cybercrime” routinely innovates techniques appro-
priated for effective use by state and nonstate actors who then use the massive noise
of cyber criminal operations as cover for their more malicious operations.* National
strategies for survival and well-being in a ubiquitously cybered world will only be
effective when security and resilience concerns blend strategically at the national
level. The gap is precisely what enables the harm to enter national systems from the
globe’s bad actors at every level from criminal to peer state.

Cybered Conflict Age: Rise of Cybered State Borders
and National Security-Resilience Strategies

Today the automatic barrier between national and domestic security has thinned;
however, more explicit embrace of the possibility of nationwide significant cybered
surprise is needed. Given the triple onslaught of transnational criminals, terrorists,
and now cyber atrackers coming virtually and physically inside traditional national
borders from all corners on a global scale, leaders in modern democratic states are
moving step by sometimes halting step to develop their nation’s ability to repel and
endure the harmful surprises of cyberspace.** While not explicitly declaring an intent
to sieve the walls between the two security policies and communities, key western-
ized states are iterating toward this recognition in their various expressions of their
own cybersecurity strategies.*” Without using the term in so many words, the recog-
nition of the need to both prevent the attacks and endure the inevitable surprises is
present in the US 2009 cyber policy declaration by President Obama, in the 2009
French defense paper that dertails changes to its national cybersecurity organizations,
and in the 2010 British national defense and security strategy® The institutions
being established across these nations for the purposes of national cybersecurity vary
a good deal, but they begin to demonstrate a nascent recognition of the old-new
dual nature of conflict via cyberspacé. Across these and other westernized nations,
the new strategies and institutions have begun to show interesting similarities in
whar critical national functions are to be protected, how actors are to be made aware
of threats and responsibilities, and how each national government intends to sup-
port security from cybered attacks both internally and externallys' For example,
while only applying to the US military, the new Department of Defense Strategy for
Operating in Cyberspace (DSOC) is about resilience of the forces and even the wider
nation.”> The DSOC requires more clarity, conceptual and institutional develop-
ment, and the grounding of experience fed back into thinking. However, when the
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central arguments of the DSOC are combined with the normative and protective
language of the US International Strategy for Cyberspace (ISC), the rudiments of a
future explicit national security-resilience strategy guiding national capabilities in
both resilience and disruption seem to be present.s?

A security-resilience strategy will take time to evolve in the format necessary for
the circumstances of each nation. Only the United States has formally established a
military cyber command, but one may argue that the new authorities and institu-
tions put in place in other nations are likely to act as cyber command equivalents
over time. While the United States has emphasized the hit capability over the heal
requirements of a security-resilience strategy, France and the United Kindgom have
focused on the heal component over the hit abilities. However, both the security and
resilience components are critical to national cyber power in the emerging cybered
age. In each nation connected to other like-minded groups of nations, eventually
some set of balanced institutional mechanisms to achieve national security resilience
against cybered conflict will emerge commensurate to the vulnerabilities and likely
harm to the nation at risk. Given the advantages of scale, proximity, and precision
afforded the actacker today, it is likely that the cyber command as a generic response
will be seen in future as the hallmark of a state’s willingness to defend its cyber
territory as well as endure artacks inside the nation. Similarly, the surprise-
embracing aspects of the present across the DSOC and ISC documents are likely to
serve to mark the beginning of a wider transformation process in the United States
and other westernized states in their efforts to maintain their well-being against
the surprises of a heavily integrated, existentially competitive cybered world. The
evolutionary twists and turns of national power, strategies, and institutions lie before
us. Welcome to the early days of the cybered conflict age.
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