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the bill had any comprehensive understanding of what they had passed; inde o2

very few had even read it.

There is little question that the Patriot Act places significant limitations
civil liberties; the debate is whether such limitations are actually useful in ci=
bating terrorism, and whether the limitations on our liberties have gone two
This is an issue that cuts dircetly across traditional controversies between "
als” and “conservatives.” Obyiously many conservatives supported the Pat
Act, as did many more liberal legislators. On the other side, the “Goldw
conservatives” —who fear enlarging and expanding the power ol governms
over individuals —opposed many of the provisions of the act: Congervi:
Republican Larry Craig stated in a Judiciary Committee hearing, *1 find it~
ditficult to believe that the federal government can enter my home, strip my b
drive, go through my records and then exit out the back door without tellinz« -
they were there.” And they were joined in their opposition by such “libera
groups as the American Civil Liberties Union, So in drawing your ows cors
sions concerning the Patriot Act, you cannol rely on easy “conservative” o1
eral” labels,

There are several very controversial elements ol the Patriot Act. O
scetion 215, the “business records” provision, which prants the govern:=
power to obtain a courl order (without requiring a search warrant or profes
cause) to obtain your library, hookstore, medical, university, Internet, and
ous other records; and it prohibits the business or organization releasins
records from informing you that your records were released. A sceond con
versial provision gives the government the right to deport any alien (inclue
those legally in residence who are secking citizenship) for associational ace
with organizations listed as Terrorist Organizations by the Seeretary of S1a
including associations that occurred before the organization was so design
If an alien from Ireland supported a hunger relicl fund for children in Novs
treland, and the organization administering the reliel program was later &

(0 have some ties to the Trish Republican Army and was ultimately declires
(errorist organization, then that Trish immigrant could be detained indeti:

and deported —with no hearings and no appeal. A third controversial sectzs
section 802, which criminalizes a very broad and rather vague catega?

“«domestic terrorism,” which includes dangerous acts that violate the crire
Jaw and “appear to be intended .. . to influence the policy ol a governmes {
intimidation or coercion.” This might be interpreted to include any viges
protest in which the protesters are charged with failure to disperse or ress=.
arvest, Fourth, scction 411 denies ULS, entry 1o any member of a politioe
social group “whose public endorsement of acts of terrorist activic:
Secretary of Sate has determined undermines United States efforts to :
or climinate terrorist activities.” Had a similar law been in effect in Englone
1775, anyone voicing support for the Boston Tea Party (an illegal act '

destroyed property) would have been denied entry into Great Britain. i -
the Patriot Act endorses “sncak and peck” searches, in which gover =




R TN T

B T WUTING o1 after (he search ang Without ¢ .
able cause (o Justily (he seareh,

Andrew ¢ Mc(lm‘[hy COncentratey on dcfcnding (WO eien, .
Patriot A that are widely aecepted ang rarely attackeq: the pr
allow nationy) security OTEANIZtons and Joeq) criminal investion, | ST

inr'm'nmti(m; and the proviso, o allow COUrL-supervige Subpoenays, v ith
establishmeny of reasongb), Srounds, for comgijp records (in g manner

to the procegg for gelling COUT-apprave ACCess Lo telephone lines), On 1y
controversial jssyes (which fﬂ.fc(l:n‘m_\v classifies g “red herrings”), he clujms
that scetion 245 (Which allo ledera) nvestigators to check library, Interper,
and univer.‘sily records, wip ltde or oversight) jg rarely used: that the
restrictions o tunding o, humanitayian PUrposes (an( Potential crimipy)
charges bage on such contributions) e beneficig): and that (e “sneak ang
peek™ searep Proceduyey simply give sS¥ystematie Organization apractice hyy
hag long been ip place, Stephen J Schulhofer acknowlcdgc‘s that the Patrig
Acthas some positive seetons, by contends that the Patrior Ay broadens gyr-
veillanco powers fay bevong what fg lecessary fop nationyl SCCUNtY, sng

3

Severely erodeg oversight of surveillagyee practices and 16 leaves theny pon

Lo zovernmeny) abuse,

Points to Poy

“ Andrew fvl‘c(‘;u‘tl‘)y claims that (he isste <>[g<)vormm:m EXAMination
library records —withoyg the knowlcdgc of library patrons, anl withou
showing sulficient cayge. i5 4 red h(:rring" oradistorted issue. Hijs key
SUPPOrt for that clajp, is that librayy records “are oy even mentioneq iy the
statute.” Doeg the fact thay library yecops are not explicitly mentioned in (he
Statuie show (hy governmeny surveillance ()l']ibrm‘y records js g “ROnissye

@ I\/Ic("arrhy notes that (he Patriot A ¢ “provides (hay the attorney genery)
Must, twice 4 year,“tully infopn: Congress” of nationy] security
iuv(:stigutiorm into the teading haljg and Interney usage of 15, Cilizens,
Schulhofey considers such 5 report gn Inadequate leve] ol'su],)ervisi(>n.
and no substiiye for judicial oversight, /s (he require atorney penerq)'
Congressiony| r'eporl an adequaye saleguard against Bovernmeny| abuse
o[s:m’vci”mxcc’.)

> You are noy errorist, an You have no fouy oF criming| Prosecution gy
result of surveillanee of your Interney Usage, Would Younonctheles,
troubled (o discover (hyy Bovernmen| agents had heep monitosiny vour
C-mails gy Interney Usapge over (he Past year?

Schulhofey SUBLESES that excessive surveillance oFimmigrans the Unijeq
States may he cotnterproductive i combating (Crrovism: v, drounds o
Justification could be given rop thart claimy
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Andrew C. McCarthy !

It was mid-August 2001 the last desper-
ate days belore the 9/11 terrorist atlacks,
Desperate, that is, for an alert agent of
the FBI's Forcign Counterintelligence
Division (FCI); much of the rest of
America, and certainly much of the rest
of its government, blithely carried on,
content to assume, despite the number
and increasing ferocity of ferrorist
attacks dating back nearly nine years,
thal national security was little more
than an everyday criminal-justice issue,
Since 1995, a “wall” had been
erected, presumptively barring com-
munications between FCI agents and
their counterparts in faw enforce-
ment—the FBI’s eriminal agents and
the assistant U.S. attorneys who collec-
tively, after a string of successtul pros-
ccutions (hrough the [990s, had
become the government’s  best
resotrce for information about the
threat of militant Islam. This wall was
not required by law: it was imposcd as
policy. Justice Department lawyers,
clevating litigation risk over national
security, desipned it 1o forestall aceu-
sations that the federal government
had used its intelligence-eavesdrop-
ping authority to build criminal cases,
This FCL agent collided, head-
on, with the wall; and strewn in the
wreckage was the last, best hope of stop-
ping 9/11. Putting disconnceted clues

together, the agent had deduces
two Qaeda operatives, Khalid al-5%
and Nawal al-Hazmi, had probabe s
ten into the US, Alarmed, he ok
with the FBI’s criminal division &
him hunt down the terrorists — e
refused: For agents to fuse their = o
mation and elforts would be a trariz
sion against the wall, The pross
agent rued that, one day soon. o=
would die in the face of this parziss
roadblock. Al-Midhar and ai-i
remained undetected until they piuze
Flight 77 into the Pentagon on Y

Facing Reality .
By October 2001, the world |
changed-—and the USA Patria
was passed. So patent was the peso
this law that it racked up massiv:
port: 357-66 in the House, 98-
Senate. In the nearly three years ¢
however, it has heen distorted b
recognition by a coalition ol ant:- ,
leltists and libertarian extremist. =
that it is now perhaps the most br.
maligned —and misunderstood - ¢
ol meaningful legislation in L
tory, If our nation is scrious
national security, the Patriol Ao
be made permanent; instead, i -
soon be gonc—and the disase
“intelligence wall” rebuilt,

Andrew C. McCarthy,”
Reprinted with permission.

“I'he Patriot Act Without Tears,”

National Review, June t4,2004: 32




e ot an assault on (e Bill of

Rights. It is, basica”y, an overhaul of the
Bovernment’s antiquated coup ey SITOr
arsenal, which ha been hap]c—zw_& tight-
ing a 213t~cen(ury War with  yl,.
century weapons, Indeed, Pagrio s only
obvious flaw s its cloying ACTUy T,
Short for “The Uniting ang Strengthen.
g Americy by Providing APpropriae
Tools (o Intercept apa Obsiruet
Terrorism Act of 2001 But opee vou
Bet past the (itle, Patriot is a) substance,
and cruciaf (¢ nationa| sccurity,

The most cssentiyl improvemeny

Wrought by Patrioy has been the gis.
mantling of (he intelligency wall, The
bill cxpressly amended the povern-
ment’s nnlional~5ccurity cavesdrop-
ping—‘and-s;carch duthority (undery the
Foreign Intelligence Surveillance Ac
or FISA) (¢ clarily thay intelligence
agents, crimingl mvosligulors, and
Prosecutors noy only may by should
be Pooling information and connec;-
ng dots. This is common senge: Along
he way towar mass murder, 1orrop.
sty inuvimbly COMMIL DUMEroys o
ary crimes, everything from identity
helt 1o Immigration raud (o bomp.-
18- One could noy surveil them gy
Nty of g loreign power (as FISA
ML) withoyt necessarily uncoyer-
£ such erimes, and this, far from
Hng a problem, is a bonyg since these
y the Lroundwork tor Prosecutiony
at can hoth SLap terrorig(g before
Y ostrike and pressure them to ypy
te’s evidence,

Yel, as hag been detaifey ina deci.
22000 opinion by the Foreign
Hligence Surveillance Court of
riew, FISA had tor decades beep
mterpreted by the governmeny

the courts, which, OWing (o thejr

SSION Over (he Srights” of cnemy

GLYES, CrToneously  pregym.
that naLional«securi[y intelligence « ..
somehow separate and severable f:...
criminal evidence, This false dicho, e
culminated in (e wall built by ¢
Clinton Justice Departmen (and sy
stantially maintained by Bush's Doy i
with awfyl consequences,

Tearing down (he wall—as well 4.
repealing legislation that had bayrre
criminal investigators from sharing
with intellipence agents the frujrs of
grand-jury Proceedings ang criminal
wiretaps—hag paid instan; dividends,
For example, while (he wall once
caused intelligence and  criminal
dgents in Buffalo (o believe they couj
not be in the syme room toer
ing brielings (o discuss their
investigations of an ap
cell in Lackawann,, N,
Act allowed (e crimina! in, .. »
o learn that 4 theretotug. 4 T
letter o one ol their sy n
intellipence agents knew
by a Qaeda operative, Th
i'acl-shm'ing broke an iy .. SHEEEANY
l()ginm\revcaﬁng ahistory v me e
tary training, al-Qaedy
Proving orounds, and direciiy -
in guilty pleas ang lengthy < r
forsix men whe had provide + il
SUpport (o the lerror networl,

In"a similar Way, in 2002 tae
enforcement agents in Orepon fcarned
through an informant (5.,
Battle wag actively SCOPING ot Jowish
schools and SYRAgogues for o jery, st
attack. It Jater emerged that Byile was
4ong 4 proup that s QUL 1O train
with al-Qacdy in Afghanisian (they
never made i), Byye Was plainly g
time bomb, by, his contederates hyd
Hotyet been fully tevealed —and (hepe
naturally was fonr (ha 0 Battle were
arrested and removed from the seenc
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the investigators would lose their best
hope of identilying other terrorists.
Because the wall was down, the crimi-
nal investigators had the confidence to
delay the arrest and continue the
investigalion, knowing the intelligence
agents using FISA were now free (o
share what they were learning, As a
result, not only Battle but six others,
collectively known as the “Portland 7,”
were identified, convicted on terror-
ism-support charges, and sentenced to
between three and 18 years in prison,
Thanks to Patriol’s removal of the
blinders, action —sometimes long over-
due—has been taken against many
other accused and convicted terrorists,
Criminal investigators won access (0 a
historic trove of intelligence demon-
strating that Prof. Sami al-Arian had
been using his University of South
Florida redoubt as an annex of the
deadly Palestinian Islamic Jihad group
responsible for over 100 murders,
including that of Alisa Flatow, a young
American woman killed in an Isracli
bus bombing. The sharing provisions
also ensured the convictions ol nine
other defendants in Virginia, on
charges ranging from support of the
Qaeda-affiliated Lashkar-e-Taiba (o
conspiracy to levy war against the U.S.;
the conviction in Chicago of bin Laden
infimate Enaam Amaout [or using his
Benevolence International Foundation
as a conduit to fund terrorist cells in
Bosnia and Chechnya, and of Khaled
Abdel-Latif Dumeisi for working in
the U.S. Tor Saddam Hussein’s brutal
Iraqi Intelligence Service; the indict-
ment of a University of Tdaho graduate
student, Sami Omar al-Hussayen, for
using his computer skills to support the
recruiting and [undraising of Hamas
and Chechnyan terror groups; the

indictment in Brooklyn of two Yerez

nationals who bragged about hex
raised millions of dollars for
Laden; and the smashing of a

for-weapons plot in San Diego &
solicited Stinger anti-aircraft mis«

for the Taliban in exchange for hes
and hashish. Moreover, while T

information provided by crimia.
investigators to the intelligence ¢

munity must remain classified,
Justice Department also credits
sharing provisions with the revocsat

ol visas for suspected terrorists, tra:
ing and choking off of terrovist fun iz

channels, and identifying of terrors

operating overseds.

21st-Ceniury Tactics
Besides paving the way for agen®
pool critical information, Patrio:
heen invaluable in modernizing ir:
tigative tools o ensure that more iz
mation is actually captured. Whils

critics’ persistent caviling misleadi=

suggests that these tools are a ¢
assault on privacy rights, for the
parl they merely extend to nain
securily intelligence investigations
same methods thal have long
available (o law-enforcement o
probing the vast array of federal ¢
including those as compar:
innocuous as health-care fraud.
Among the best examples
so-called “roving” (or multir
wiretap. As the telephony reve
unfolded, criminals naturally
advantage, avoiding wirelap 5.
lance by the simple tactic of cons
switching phones—which 1
especially easy to do once cellp?
became ubiquitous. Congress r.
nearly 20 years ago with a io+




o enatAUIET ThAn aim at g spe-
cifie telephone, targeted persons. (hus
allowing monitoring (o contin e with.
out significani delay as criminals
ditched one phone for i} next,
Inex;,)licabl_y, this same authority vy

not available o intelligence dgen
invcsli}balmg terrorists under Fisa
Patriot rectifies this anonmaly,

On the law-enforcemen, side,
Patriot expands the substance of the
wiretap statute (o account for the ruuli.
ties of terrorigm, Most Americans
would probably he surprised o learn
that while the relatively (rivigl offense
of gambling, for example, was a lawly
predicate for a criming) wiretap investi-
gation, chcmiczll-wczq,)(ms offenses, the
usc ol weapons of mass destruetion, the
killing of Americans abroad, terrorigt
financing, ang compuler fraud were
nol. Thanks (o Patriot, thatis no longer
the case,

Anal()gouxly, Patriol revamped
other tclccommunications—rclatcd
lcchniqucs. Prior law, for example, had
been written in (he bygone era whep
:able service meant television pro.
Jramming, Owing (o privacy concerng
tbout viewing habitg, which the pov-
nnient rarely has 4 legitimate reason
o probe, federal Jaw made access (o
able-tusape records practically impos-
ble —creating in service providers g
:ar of being sued by customers if they
mplied with governmen; informa-

requests. Now, of course, millions

cable .wl‘m(:rihcrs~~including, no
1l number of LeITorists —use (he
rvice not only for entertainment
*wing bui [or e-mail services,

While e-mail-usage records from
-up providers have long beey
ilable by subpocena, court order, or

fs

juries (o compel payment ir:

Z eril Ty

Sitivity of (he infornmagio
cable providers oy Yearsdeinv e
plying with such Processes. srz i
that their services fell
restrictive umbrelly of prior ¢ub o 1.
Ihis was not only a poteatialiv iy
trous state of affairs iy Lerrorism cases.
where delay can cog lives.but in man
other contexts as wel]~inc1uding une
teported case in which 4 cable com-
pany declined 1 comply with an oyder
(o disclose the name of a suspected
pedophile who was distributing chjld
POrnography on (he Internet even g,
he bragged online aboyy sexually
abusing 4 yvoung eirl, (Investiganpg,
loreed to pPursue other feyds, i
(WO extra weeks 1o dentifv an,
hend the Suspect.) Recoy
made no sense 1o have radi ,
ent standards for Acquiring the
inf‘(n'malion.Pem‘i(,vl Made ¢ap
available on the SAMC LeTms gy

Patriot also closed vihey
e-mail loopholes, Under prive |
example, investigators rving o gy

tify the source of incrimimtm}: e-mi)
were severely handicapped iy thi
their readicsi tool, the grand-jury sy
poena, could be ysed only (o con
the service provider to produce
tomers® names, addresses. and Je

of service—information oiten of

value in ferreting out wrongdoers
routinely use (alse names and femen.
rary e-mail addresses, Py stelueg
this problem by empovering

TR MLy

which can be ysed Lo trace th
and credit-card fecords
investigators ultima |-
tity. This not onlv ms
identify poteniial 1o
Quickly —and ihye i ;
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they can strike—but also to thwart
other criminals who must be appre-
hended with all due speed. Such sub-
poenas, for cxample, have been
employed repeatedly o identify and
arrest molesters who were actively
abusing  children.  The  Justice
Department reports that, only a few
weeks ago, the new authority pre-
vented a Columbine-like attack by
allowing agents to identily a suspect,
and obtain his confession, before the
attack could take place.

Further, Patriot clarified such
investigative matters as the methods
for lawlul access by investigators to
stored e-mail held by third parties
(such as AOL and other service
providers). And it cured the incon-
gruity that allowed agents lo access
voice messages stored in a suspect’s
own home answering machine by a
simple search warrant bul anom-
alously forced them (o obtain a far
more cumbersome wiretap order if
the messages were in the form of
voicemail stored with a (hird-party
provider.

A Library of Red Herrings

One Patriot reform that has been irre-
sponsibly maligned is Section 215 of
the act, which merely extends to
national-security investigations con-
ducted under FISA the same authority
to subpoena business records that
criminal investigators have exercised
unremarkably for years. Indeed, even
under Section 215, intelligence agents
remain at a comparative disadvantage
since they must get the approval of a
FISA courl before compelling records
production  while prosecutors  in
criminal cases simply issue grand-jury

subpoenas. Nonetheless, this comre
sense provision came under blister==
disingenuous assault last year v
the ACLU and others raised the =
herring of library records—whick &
not even mentioned in the statui
2002, for example, the Harito
Courant was compelled (o retrecs
full a story that falsely accused the 75
of installing software on compultcr
the Hartford Public Library Lo ms
tor the public’s use of the Internet.
fact, the FBI had obtained a v
ordered search warrant to copy
hard drive of a single C()'mpu[ur
had been used criminally to hack =
a business computer systen
California.) ,
In 2003, the ACLU issued a v
ing that Section 215 would allow icide
“thought police” to “target us for v
we choose to read or what Websites &
visit.” In reality, Section 215 (ur |
criminal-grand-jury subpoena avi=
ity) expressly contains safeguards sz
tecting First Amendment rights
further provides that the attorney &
eral must, twice a year, “fully inl
Congress about how the provisios
been implemented. As of Sepless
2003, the provision had not been vt
single time—neither for library re
nor, indeed, for records of any kind
Unlike reading habits, financizs -
the lifeblood of lerrorist networis=
actually is a Patriot target. The ac &
significantly crimped the ahility of <
seas lerrorists Lo use foreign banks -
nominees to avoid scizures of
funds; it cracked down on (he so-vas
“hawalas” (that is, unlicensed mos:
transmitting businesses) that have b
used to funnel millions of dollars
ror groups; it extended the reach vf ¢
money-laundering  penalties—»
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in transactions involving the proceeds
ol crime. And turther cholked the
funding channels by making currency
smuggling itself (rather thin 1he
lailure (o file 4 report about the mony e.
ment of currency) 4 erime, &n iniliative
that bolsters the legal basis 1o sebring
all, rather than 4 portion, uf the s Uy~
gled funds, These and other Patriog
linance provisions have enuabled the
government to obtain over 20 COMVIC-
tions to date and freeze over $130 mi).
lion in assets worldwide,

Mention should glso be made of
another Patriog improvement that has
been speciously challenged: the codi-
fication of unirorm procedures for
so-called sneak-and-peek warrants,
which  allow agents (o conduct g
search withoug scizing ilems, and
delay notification 1o the person whose
premises have been searched —thus
ensuring that ap investigation can
proceed and agents can contlinue
i(,lcnlil'ymg other conspirators, Such
warrants have been used for many
rears, and delayed notilication hag
een a commonplace —just as i is in
sther areas, such as wiretap law, where
derting the subject would prema-
urely end the investigation,

Sxu:uk‘—an(ﬁpc«:l\' delayed notifica-
on however, evolyed through federal
ase law rather than by statute, and
msequently there was g Jumble of
ying requirements depending on

hich federal cireuit (he investigation
tppenced to be in, All Patrio did in
is regard was impose a uniform
wional standard tha permits delay if
tification could cause endanger-
SN to life. lacilitation of flight,
struction of evidence, intimidation

mere

leopardizing of investig. v,
ics drummed Up outrage by pes
sneak-and-peek as if iy o CTE ¥ vz
encroachment on privacy rathor th s
well-established  too) that reqguire.
prior court approval. So effective v 4
this campaign that the House
Representatives responded by VOTiny
to deny funding for the delayed-notifi-
cation warrants, Inability (o delay noti-
lication, of course, would defeat (he
purpose of using sneak-and-peek in
the first place, The Senate has noy
scemed inclined (o foljow suit. but that
SO prudent a provision could become
the subject or controversy ilusiryies
how cllectively the OpPOsIton b
credited the Patrio Act
Palpably, the Payyien Al
imperiling (he Constitution, +
way toward shoring Ly
state of national secyyip,
the morning of 911, 11,
excruciating (o note (hy
have been through, v
ported right back 1o 1ho,
state il Congress fails s
Patriot. Because of i, iy
civil-libertics LIOUps insiipevon
lile (o anything that mak - ¢« ooy, 2
stronger—even in (he ;. ]
defense, where we need o
Weare to have libertios o
SPONsors had 1o agree, o ..
sage, that the act would o
experimental, That is, (.
sharing, improved Vs ¢ tech-
niques, and several other PIOVISIONS were
not permanently engeqed into law but
are scheduled (o “sypser™ on December
31,2005, Dismayinglv, far from grasping
the eminent senge in making thege
improvements permanent, the alliance
ol Democratic Bush-bashers  and

a8 dis-

Tailon
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