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QUESTION 25

The model was the first model developed to address the concerns of integrity. Originally published in 1977

Biba
‘Take-Grant Model
Brewer and Nash Model

Bell-LaPadula

QUESTION 26

Security policy enforcement can include ___?

Organizational workflows
Access control
Scheduled tasks

Aand Conly

QUESTION 27

Once security policies are established, line management must ___?

Hire security enforcement personnel
Ensure everyone follows the policy
Sustain fiscal accountability

Band Conly

QUESTION 28

Amalicious __ attack uses viruses, worms, Trojan horses, and scripts to gain access to systems, applications, and data.

Hard drive
Chroot
Code

Jailed

2 points

2 points

2 points

2 points

Save Answer

Save Answer

Save Answer

Save Answer




image8.png
QUESTION 29
___ occurs when you manipulate or trick a person into weakening the security of an organization?
Redirecting
Packet vaccine
Social engineering

Botnet

QUESTION 30

Which is the first step in building a business conti

plan?

Security Plan
Risk Plan
Physical Access Plan

Business Impact Analysis

QUESTION 31

Which of the following is a common cause of security breaches?

Inadequate management and user decisions

Improved trai

'g and security awareness
Outsourced processing to vendors

All of the above

QUESTION 32
Without ___ sponsorship, users will be less likely to eagerly participate in awareness training.
Corporate
Executive management
Peer

End user

2 points

2 points

2 points

2 points

Save Answer

Save Answer

Save Answer

Save Answer




image9.png
QUESTION 33 2points  Save Answer

Two-factor authentication s a typical control used by employees to remotely access which of the following?

External web site
WAN
DMZ web site.

AN

QUESTION 34 2points  Save Answer
Without a policy that leads to controls that restrict employees from installing their own software on a company workstation, a company could suffer which of the following consequences?

Lawsuits from software licensing issues

Malware on the network

Increased productivity

Aand B only

QUESTION 35 2points  Save Answer

Generally, an Acceptable Use Policy should outline

An employer's ability to digitally sign
An employer's intent to monitor
Personal cell phone data

Employer free speech legality

QUESTION 36 2points  Save Answer

A__ standard describes the requirements for obtaining a domain name for use by external parties?
WAN router
DN control
ICANN

AN
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QUESTION 37 2points  Save Answer
A__isaspecialized group of people whose purpose is to respond to major incidents.

Risk Team

Awareness Team

Incident Response Team

Helpdesk Team

QUESTION 38 2points  Save Answer

Data classification for retention of information is typically ____ for financial and tax records?
2years
7years
1year

Indefinitely

QUESTION 39 2points  Save Answer

To promote cultural change, the goal should be to make security p

Instinctively reactive
Highly technical
Be reviewed every two years

Aand Conly

QUESTION 40 2points  Save Answer
The model uses mandatory access control to enforce the DoD multilevel security policy.

Brewer and Nash Model

Biba

Take-Grant Model

Bell-LaPadula




image11.png
QUESTION 41 2points  Save Answer

The model uses mandatory access control to enforce the DoD multilevel security policy.
Biba
Brewer and Nash Model
Bell-LaPadula

‘Take-Grant Model

QUESTION 42 2points  Save Answer

ficant population of systems?

is a common control that s used across a si

Technical control
Standards control
Pervasive control

Manipulative control

QUESTION 43 2points  Save Answer

‘The Risk Management Continuous Improvement Model includes __?

Monitoring risks
PClimprovement policy
Risk assessment

Aand Conly

QUESTION 44 2points  Save Answer

___ determines how quickly a business process should be recovered,
Reactive event management
COOP planning agent
Recovery time objective

Reclamation process
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QUESTION 45

typically have the technical skills to make critical recommendation on how to stop an attack.

Legal representatives
Service desk employees
Information technology subject matter experts

Band Conly

QUESTION 46

The model was the first model developed to address the concerns of integrity. Originally published in 1977

Brewer and Nash Model
Bell-LaPadula
Biba

‘Take-Grant Model

QUESTION 47
What needs do organizations have to dlassify data?
To protect and recover information
To provision and compact information
To remove IT costs and backup information

To authorize use of information and avoid costs

QUESTION 48
Which of the following includes guidelines under the LAN domain policies?
Applications
User access rights
Telecommunications

IDS and IPS architecture and management

2 points

2 points

2 points

2 points

Save Answer

Save Answer

Save Answer

Save Answer
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QUESTION 49 2points  Save Answer

A__canidentify hosts on a network and determine services running on the hosts.
System firewall
Network scanner
Botnet

‘Symantec window

QUESTION 50 2points  Save Answer

A(n) _has an easier time bypassing security controls and hiding his or her tracks by deleting or altering logs and time stamps.
Insider
White hat hacker
Exploiter

Vendor

Click Save and Submit to save and submit. Click Save All Answers to save all answers. Save Allnswers





image1.png
QUESTION 1 2points  Save Answer

The following organization has offered reliable security policies in the past to help organizations develop proper infrastructure p

SANS
Amazon Cloud
e

All of the above

QUESTION 2 2points  Save Answer
___often focuses on enterprise risk management across multiple lines of business to resolve strategic business issues.
The CFO
A network operation committee
Executive management

RISO

QUESTION 3 2points  Save Answer
The ___ domain connects an organizations private network to the Internet?
LAN-to-Wireless
LAN-to-DMZ
WAN-to-SAN

LAN-to-WAN

QUESTION 4 2points  Save Answer
A privileged-level access agreement (PAA) is designed to heighten the awareness and accountability of?
Exploits
The service desk
All personnel

Users with administrator rights
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QUESTION 5
Why should a security policy implementation be flexible to allow for updates?
New ways of teaching will be introduced
Unknown threats will be discovered Two
New technologies will be introduced

Band Conly

QUESTION 6
Which of the following should be in an information response team charter?
Mission and organizational structure

Incident benchmarks and security framework

Security framework and detailed balance sheet

Band Conly

QUESTION 7
____software is capable of capturing usernames, passwords, and websites visited on a local workstation?
Antivirus
Scanning
Keylogger

Database

QUESTION 8

Simple security policy awareness requires that___ report suspicious activity?
Custodian
End users

Ser

r Management

All of the above

2 points

2 points

2 points

2 points

Save Answer

Save Answer

Save Answer

Save Answer
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QUESTION 9

Which of the following does an acceptable use p

Users accessing the Internet
Encryption when transmitting files

Server-to-server communic

Band Conly

QUESTION 10
___are especially useful for identifying unauthorized changes.
Audit trails
User permissions
Discovery policies

PCI p

QUESTION 11
Which of the following can you use to segment LANs?
Routers and gateways
Gateways and servers
Servers and workstations

Routers and firewalls

QUESTION 12
Youcanusea___ process to grant temporary elevated rights.
Password protection
Firecall-ID
Open view

Granting administrator

2 points

2 points

2 points

2 points

Save Answer

Save Answer

Save Answer

Save Answer
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QUESTION 13 2points  Save Answer
A__isthe first step in building a business continity plan (BCP) to minimize losses.

Business policy

Mitigation plan

Business impact analysis

Control framework

QUESTION 14 2points  Save Answer

Aln) ensures workers are conscious of security risks and how to deal with unexpected risk.

L Policy
Security Awareness Policy
NTIS Framework

Mitigation Policy

QUESTION 15 2points  Save Answer

Employer response to an employee po:

ing company passwords on their social network site should include

Employers have no grounds for prosecution
Immediately changing the revealed passwords
Asking the employee to remove the passwords

Band Conly

QUESTION 16 2points  Save Answer
Data in transit refers to what type of data?

Data on your USB drive

Data traversing a network

Data being stored for later transmission

Data backup tapes being moved to a recovery facility
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QUESTION 17
Outdated application controls place a greater reliance on __
Segment controls
Operating system controls
Antivirus controls

All of the above

QUESTION 18
Itis necessary to retain data for what major reasons?
Human resource and health protection requirements
Reduce employee identity theft and retention
Reduction of costs

Legal obligation and needs of the business

QUESTION 19
Baseline standards for the LAN domain would include ___.
remote maintenance
system support
WiFi access points

applications

QUESTION 20

The following documents help capture domain security control requirements?

Control, baseline
Formative, development
Initialization, standardization

Risk, knowledge

2 points

2 points

2 points

2 points

Save Answer

Save Answer

Save Answer

Save Answer
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QUESTION 21

When analyzing an incident, you must try to determine which of the following?

The result of the attack
The tool used to attack
The vulnerability that was exploited

All of the above

QUESTION 22
The signs of an incident canbe ___?
Logs indicate multiple failed logon attempts

Users complain of slow access
Afilename is found with unusual characters

All of the above

QUESTION 23

Whatis a strong indicator that awareness training is not effective?

Sharing your password with a supervisor
Sharing a laptop with a coworker
Afirein the data center

Afirewall breach

QUESTION 24

A business impact analysis requires an impact report, component reliance, anda___.

component priority
risk plan
security plan

none of the above

2 points

2 points

2 points

2 points

Save Answer

Save Answer

Save Answer

Save Answer








