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LEARNING OBJECTIVES

After studying this chapter, you should be able to:

4 Summarize the basic operation of Kerberos.

4 Compare the functionality of Kerberos version 4 and version 5.
4 Understand the format and function of X.509 certificates.

4 Explain the public-key infrastructure concept.

This chapter examines some of the authentication functions that have been developed
to support network-based authentication and digital signatures.

We begin by looking at one of the earliest and also one of the most widely
used services: Kerberos. Next, we examine the X.509 public-key certificates. Then,
we examine the concept of a public-key infrastructure (PKI).

23.1 KERBEROS

There are a number of approaches that organizations can use to secure networked
servers and hosts. Systems that use one-time passwords thwart any attempt to guess
or capture a user’s password. These systems require special equipment such as smart
cards or synchronized password generators to operate, and have been slow to gain
acceptance for general networking use. Another approach is the use of biometric
systems. These are automated methods of verifying or recognizing identity on the
basis of some physiological characteristic, such as a fingerprint or iris pattern, or a
behavioral characteristic, such as handwriting or keystroke patterns. Again, these
systems require specialized equipment.

Another way to tackle the problem is the use of authentication software tied
to a secure authentication server. This is the approach taken by Kerberos. Kerberos,
initially developed at MIT, is a software utility available both in the public domain
and in commercially supported versions. Kerberos has been issued as an Internet
standard and is the de facto standard for remote authentication, including as part of
Microsoft’s Active Directory service.

The overall scheme of Kerberos is that of a trusted third-party authentication
service. It is trusted in the sense that clients and servers trust Kerberos to mediate
their mutual authentication. In essence, Kerberos requires that a user prove his or
her identity for each service invoked and, optionally, requires servers to prove their
identity to clients.

The Kerberos Protocol

Kerberos makes use of a protocol that involves clients, application servers, and a
Kerberos server. That the protocol is complex reflects that fact that there are many
ways for an opponent to penetrate security. Kerberos is designed to counter a variety
of threats to the security of a client/server dialogue.
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The basic idea is simple. In an unprotected network environment, any client can
apply to any server for service. The obvious security risk is that of impersonation.
An opponent can pretend to be another client and obtain unauthorized privileges
on server machines. To counter this threat, servers must be able to confirm the identi-
ties of clients who request service. Each server can be required to undertake this task
for each client/server interaction, but in an open environment, this places a substan-
tial burden on each server. An alternative is to use an authentication server (AS) that
knows the passwords of all clients and stores these in a centralized database. Then
the user can log onto the AS for identity verification. Once the AS has verified the
user’s identity, it can pass this information on to an application server, which will then
accept service requests from the client.

The trick is how to do all this in a secure way. It simply will not do to have
the client send the user’s password to the AS over the network: An opponent could
observe the password on the network and later reuse it. It also will not do for
Kerberos to send a plain message to a server validating a client: An opponent could
impersonate the AS and send a false validation.

The way around this problem is to use encryption and a set of messages that
accomplish the task (see Figure 23.1). The original version of Kerberos used the Data
Encryption Standard (DES) as it’s encryption algorithm.

The AS shares a unique secret key with each server. These keys have been
distributed physically or in some other secure manner. This will enable the AS to send
messages to application servers in a secure fashion. To begin, the user logs on to a
workstation and requests access to a particular server. The client process represent-
ing the user sends a message to the AS that includes the user’s ID and a request for
what is known as a ticket-granting ticket (TGT). The AS checks its database to find
the password of this user. Then the AS responds with a TGT and a one-time encryp-
tion key, known as a session key, both encrypted using the user’s password as the
encryption key. When this message arrives back at the client, the client prompts the
user for his or her password, generates the key, and attempts to decrypt the incoming
message. If the correct password has been supplied, the ticket and session key are
successfully recovered.

Notice what has happened. The AS has been able to verify the user’s identity
since this user knows the correct password, but it has been done in such a way that the
password is never passed over the network. In addition, the AS has passed informa-
tion to the client that will be used later on to apply to a server for service, and that
information is secure since it is encrypted with the user’s password.

The ticket constitutes a set of credentials that can be used by the client to apply
for service. The ticket indicates that the AS has accepted this client and its user. The
ticket contains the user’s ID, the server’s ID, a timestamp, a lifetime after which
the ticket is invalid, and a copy of the same session key sent in the outer message
to the client. The entire ticket is encrypted using a secret DES key shared by the AS
and the server. Thus, no one can tamper with the ticket.

Now, Kerberos could have been set up so the AS would send back a ticket grant-
ing access to a particular application server. This would require the client to request
a new ticket from the AS for each service the user wants to use during a logon ses-
sion, which would in turn require the AS query the user for his or her password for
each service request, or else to store the password in memory for the duration of the
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Figure 23.1 Overview of Kerberos

logon session. The first course is inconvenient for the user and the second course is
a security risk. Therefore, the AS supplies a ticket good not for a specific application
service, but for a special ticket-granting server (TGS). The AS gives the client a ticket
that can be used to get more tickets!

The idea is that this ticket can be used by the client to request multiple service-
granting tickets. So the ticket-granting ticket is to be reusable. However, we do not
wish an opponent to be able to capture the ticket and use it. Consider the following
scenario: An opponent captures the ticket and waits until the user has logged off
the workstation. Then the opponent either gains access to that workstation or con-
figures his workstation with the same network address as that of the victim. Then
the opponent would be able to reuse the ticket to spoof the TGS. To counter this,
the ticket includes a timestamp, indicating the date and time at which the ticket was
issued, and a lifetime, indicating the length of time for which the ticket is valid (e.g.,
8 hours). Thus, the client now has a reusable ticket and need not bother the user for
a password for each new service request. Finally, note the ticket-granting ticket is
encrypted with a secret key known only to the AS and the TGS. This prevents altera-
tion of the ticket. The ticket is reencrypted with a key based on the user’s password.
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This assures that the ticket can be recovered only by the correct user, providing the
authentication.

Let us see how this works. The user has requested access to server V. The client
process representing the user (C) has obtained a ticket-granting ticket and a tem-
porary session key. The client then sends a message to the TGS requesting a ticket
for user X that will grant service to server V. The message includes the ID of server
V and the ticket-granting ticket. The TGS decrypts the incoming ticket (remember,
the ticket is encrypted by a key known only to the AS and the TGS) and verifies the
success of the decryption by the presence of its own ID. It checks to make sure that
the lifetime has not expired. Then it compares the user ID and network address with
the incoming information to authenticate the user.

At this point, the TGS is almost ready to grant a service-granting ticket to the
client. But there is one more threat to overcome. The heart of the problem is the
lifetime associated with the ticket-granting ticket. If this lifetime is very short (e.g.,
minutes), then the user will be repeatedly asked for a password. If the lifetime is
long (e.g., hours), then an opponent has a greater opportunity for replay. An oppo-
nent could eavesdrop on the network and capture a copy of the ticket-granting
ticket then wait for the legitimate user to log out. Then the opponent could forge
the legitimate user’s network address and send a message to the TGS. This would
give the opponent unlimited access to the resources and files available to the legiti-
mate user.

To get around this problem, the AS has provided both the client and the TGS
with a secret session key that they now share. The session key, recall, was in the
message from the AS to the client, encrypted with the user’s password. It was also
buried in the ticket-granting ticket, encrypted with the key shared by the AS and
TGS. In the message to the TGS requesting a service-granting ticket, the client
includes an authenticator encrypted with the session key, which contains the ID
and address of the user and a timestamp. Unlike the ticket, which is reusable, the
authenticator is intended for use only once and has a very short lifetime. Now, TGS
can decrypt the ticket with the key that it shares with the AS. This ticket indicates
that user X has been provided with the session key. In effect, the ticket says, “Any-
one who uses this session key must be X.” TGS uses the session key to decrypt the
authenticator. The TGS can then check the name and address from the authentica-
tor with that of the ticket and with the network address of the incoming message. If
all match, then the TGS is assured that the sender of the ticket is indeed the ticket’s
real owner. In effect, the authenticator says, “At the time of this authenticator,
I hereby use this session key.” Note the ticket does not prove anyone’s identity, but
is a way to distribute keys securely. It is the authenticator that proves the client’s
identity. Because the authenticator can be used only once and has a short lifetime,
the threat of an opponent stealing both the ticket and the authenticator for pre-
sentation later is countered. Later, if the client wants to apply to the TGS for a
new service-granting ticket, it sends the reusable ticket-granting ticket plus a fresh
authenticator.

The next two steps in the protocol repeat the last two. The TGS sends a service-
granting ticket and a new session key to the client. The entire message is encrypted
with the old session key, so only the client can recover the message. The ticket is
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encrypted with a secret key shared only by the TGS and server V. The client now has
a reusable service-granting ticket for V.

Each time user X wishes to use service V, the client can then send this ticket plus
an authenticator to server V. The authenticator is encrypted with the new session key.

If mutual authentication is required, the server can reply with the value of the
timestamp from the authenticator, incremented by 1, and encrypted in the session key.
The client can decrypt this message to recover the incremented timestamp. Because
the message was encrypted by the session key, the client is assured that it could have
been created only by V.The contents of the message assures C that this is not a replay
of an old reply.

Finally, at the conclusion of this process, the client and server share a secret key.
This key can be used to encrypt future messages between the two or to exchange a
new session key for that purpose.

Kerberos Realms and Multiple Kerberi

A full-service Kerberos environment consisting of a Kerberos server, a number of
clients, and a number of application servers, requires the following:

1. The Kerberos server must have the user ID and password of all participating
users in its database. All users are registered with the Kerberos server.

2. The Kerberos server must share a secret key with each server. All servers are
registered with the Kerberos server.

Such an environment is referred to as a realm. Networks of clients and servers
under different administrative organizations generally constitute different realms
(see Figure 23.2). That is, it generally is not practical, or does not conform to admin-
istrative policy, to have users and servers in one administrative domain registered
with a Kerberos server elsewhere. However, users in one realm may need access to
servers in other realms, and some servers may be willing to provide service to users
from other realms, provided that those users are authenticated.

Kerberos provides a mechanism for supporting such interrealm authentication.
For two realms to support interrealm authentication, the Kerberos server in each
interoperating realm shares a secret key with the server in the other realm. The two
Kerberos servers are registered with each other.

The scheme requires that the Kerberos server in one realm trust the Kerberos
server in the other realm to authenticate its users. Furthermore, the participating
servers in the second realm must also be willing to trust the Kerberos server in the
first realm.

With these ground rules in place, we can describe the mechanism as follows
(see Figure 23.2): A user wishing service on a server in another realm needs a ticket
for that server. The user’s client follows the usual procedures to gain access to the
local TGS then requests a ticket-granting ticket for a remote TGS (TGS in another
realm). The client can then apply to the remote TGS for a service-granting ticket for
the desired server in the realm of the remote TGS.

The ticket presented to the remote server indicates the realm in which the user
was originally authenticated. The server chooses whether to honor the remote request.
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Figure 23.2  Request for Service in Another Realm

One problem presented by the foregoing approach is that it does not scale
well to many realms. If there are N realms, then there must be N(N —)/2 secure key
exchanges so that each realm can interoperate with all other Kerberos realms.

Version 4 and Version 5

The first version of Kerberos that was widely used was version 4, published in the late
1980s. An improved and extended version 5 was introduced in 1993, and updated in
2005. Kerberos version 5 is now widely implemented, including as part of Microsoft’s
Active Directory service, in most current UNIX and Linux systems, and in Apple’s
Mac OS X. It includes a number of improvements over version 4. First, in version 5,
an encrypted message is tagged with an encryption algorithm identifier. This enables
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users to configure Kerberos to use an algorithm other than DES, with the Advanced
Encryption Standard (AES) now the default choice.

Version 5 also supports a technique known as authentication forwarding.
Version 4 does not allow credentials issued to one client to be forwarded to some other
host and used by some other client. Authentication forwarding enables a client to access
a server and have that server access another server on behalf of the client. For example,
a client issues a request to a print server that then accesses the client’s file from a file
server, using the client’s credentials for access. Version 5 provides this capability.

Finally, version 5 supports a method for interrealm authentication that requires
fewer secure key exchanges than in version 4.

Performance Issues

As client/server applications become more popular, larger client/server installa-
tions are appearing. A case can be made that the larger the scale of the network-
ing environment, the more important it is to have logon authentication. But the
question arises: What impact does Kerberos have on performance in a large-scale
environment?

Fortunately, the answer is that there is very little performance impact if the
system is properly configured. Keep in mind that tickets are reusable. Therefore, the
amount of traffic needed for the granting ticket requests is modest. With respect to
the transfer of a ticket for logon authentication, the logon exchange must take place
anyway, so again the extra overhead is modest.

A related issue is whether the Kerberos server application requires a dedicated
platform or can share a computer with other applications. It probably is not wise to
run the Kerberos server on the same machine as a resource-intensive application such
as a database server. Moreover, the security of Kerberos is best assured by placing
the Kerberos server on a separate, isolated machine.

Finally, in a large system, is it necessary to go to multiple realms in order to
maintain performance? Probably not. Rather, the motivation for multiple realms is
administrative. If you have geographically separate clusters of machines, each with
its own network administrator, then one realm per administrator may be convenient.
However, this is not always the case.

23.2 X.509

Public-key certificates are mentioned briefly in Section 2.4. Recall that a certificate
links a public key with the identity of the key’s owner, with the whole block signed
by a trusted third party. Typically, the third party is a certificate authority (CA) that
is trusted by the user community, such as a government agency, financial institution,
telecommunications company, or other trusted peak organization. A user can present
his or her public key to the authority in a secure manner and obtain a certificate. The
user can then publish the certificate, or send it to others. Anyone needing this user’s
public key can obtain the certificate and verify that it is valid by way of the attached
trusted signature, provided they can verify the CA’s public key. Figure 2.8 illustrates
this process.
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The X.509 ITU-T standard, also specified in RFC 5280 (Internet X.509 Public
Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile, 2008),
is the most widely accepted format for public-key certificates. X.509 certificates are
used in most network security applications, including IP security (IPSEC), secure
sockets layer (SSL), transport layer security (TLS), secure electronic transactions
(SET), and S/MIME, as well as in eBusiness applications.

An X.509 certificate includes the elements shown in Figure 23.3a. Key elements
include the key owning Subject’s X.500 name and public-key information, the Period
of validity dates, the CA’s Issuer name, and their Signature that binds all this infor-
mation together. Current X.509 certificates use the version 3 format that includes a
general extension mechanism to provide more flexibility and to convey information
needed in special circumstances. See [STAL17] for further information on the X.509
certificate format and elements.

One important extension, in the “Basic Constraints” set, specifies whether the
certificate is that of a CA or not. A CA certificate 1s used only to sign other cer-
tificates. Otherwise, the certificate belongs to an “end-user” (or “end-entity”), and
may be used for verifying server or client identities, signing or encrypting e-mail or
other content, signing executable code, or other uses in applications such as those
we listed above. The usage of any certificate’s key can be restricted by including the
“Key Usage” and “Extended Key Usage” extensions that specify a set of approved
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uses. “End-user” certificates are not permitted to sign other certificates, apart from
the special case of proxy-certificates that we mention below.

The CA and “end user” certificates discussed above are the most common form
of X.509 certificates. However, a number of specialized variants also exist, distin-
guished by particular element values or the presence of certain extensions. Variants
include:

* Conventional (long-lived) certificates are the CA and “end user” certificates
discussed above. They are typically issued for validity periods of months to
years.

* Short-lived certificates are used to provide authentication for applications such
as grid computing, while avoiding some of the overheads and limitations of
conventional certificates [HSU98]. They have validity periods of hours to days,
which limits the period of misuse if compromised. Because they are usually not
issued by recognized CA’s, there are issues with verifying them outside their
issuing organization.

* Proxy certificates are now widely used to provide authentication for applica-
tions such as grid computing, while addressing some of the limitations of short-
lived certificates. RFC 3820 (Internet X.509 Public Key Infrastructure (PKI)
Proxy Certificate Profile,2004) defines proxy certificates, which are identified
by the presence of the “proxy certificate” extension. They allow an “end user”
certificate to sign another certificate, which must be an extension of the existing
certificate with a sub-set of their identity, validity period, and authorizations.
They allow a user to easily create a credential to access resources in some envi-
ronment, without needing to provide their full certificate and rights. There are
other proposals to use proxy certificates as network access capability tickets,
which authorize a user to access specific services with specific rights.

¢ Attribute certificates use a different certificate format, defined in RFC 5755
(An Internet Attribute Certificate Profile for Authorization,2010), to link a user’s
identity to a set of attributes that are typically used for authorization and access
control. A user may have a number of different attribute certificates, with dif-
ferent sets of attributes for different purposes, associated with their main con-
ventional certificate. These attributes are defined in an “Attributes” extension.
These extensions could also be included in a conventional certificate, but this is
discouraged as being too inflexible. They may also be included in a proxy cer-
tificate, further restricting its use, and this is appropriate for some applications.

Before using any certificate, an application must check its validity, and ensure
that it was not revoked before it expires. This may occur if the user wishes to cancel a
key because it has been compromised, or because an upgrade in the user’s software
requires the generation of a new key.

The X.509 standard defines a certificate revocation list (CRL), signed by the
issuer, that includes the elements shown in Figure 23.3b. Each revoked certificate
entry contains a serial number of a certificate and the revocation date for that cer-
tificate. Because serial numbers are unique within a CA, the serial number is suffi-
cient to identify the certificate. When an application receives a certificate, the X.509
standard states it should determine whether it has been revoked, by checking against
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the current CRL for its issuing CA. However, due to the overheads in retrieving and
storing these lists, very few applications actually do this.“The recent Heartbleed Open
SSL bug, which has forced the revocation and replacement of very large numbers of
server certificates, has dramatically highlighted deficiencies with the use of CRLs.”

A more practical alternative is to use the RFC 6960 (X.509 Internet Public Key
Infrastructure Online Certificate Status Protocol - OCSP,2013), to query the CA as
to whether a specific certificate is valid. This lightweight protocol is increasingly used,
including in recent versions of most common Web browsers. The “Authority Informa-
tion Access” extension in a certificate can specify the address of the OCSP server to
use, if the signing CA supports this protocol.

Originally, most X.509 certificates signed an MDS5 hash of their contents. Unfor-
tunately, research advances in creating MDS5 collisions has led to the development of
several techniques for forging new certificates for different identities that have the
same hash, and hence can reuse the same signature, as an existing valid certificate
[STEVO07]. The Flame malware authors used this approach to forge what appeared
to be a valid Microsoft code-signing certificate. This allowed the malware to remain
undetected for more than 2 years before being identified in 2012. The use of MDS5
was depreciated, and the SHA-1 hash algorithm recommended, in the 2000s. How-
ever the creation of SHA-1 collisions in 2017 means that, in turn, this algorithm is no
longer considered secure. As of early 2017 most browsers now reject certificates using
SHA-1 or MDS5. The current requirement is to use one of the SHA-2 hash algorithms
in certificates, with support for SHA-3 as an alternative likely soon.

23.3 PUBLIC-KEY INFRASTRUCTURE

RFC 4949 (Internet Security Glossary, Version 2,2007) defines public-key infrastruc-
ture (PKI) as the set of hardware, software, people, policies, and procedures needed to
create, manage, store, distribute, and revoke digital certificates based on asymmetric
cryptography. The principal objective for developing a PKI is to enable secure, con-
venient, and efficient acquisition of public keys.

In order to verify a certificate, you need to know the public key of the signing
CA. This could, in turn, be provided in another certificate, signed by a parent CA, with
the CA’s organized in a hierarchy. Eventually, however, you must reach the top of the
hierarchy, and have a copy of the public key for that root CA. The X.509 standard
describes a PKI model that originally assumed there would be a single internation-
ally specified hierarchy of government regulated CAs. This did not happen. Instead,
current X.509 PKI implementations come with a large list of CAs and their public
keys, known as a “trust store.” These CAs usually either directly sign “end-user”
certificates, or sign a small number of Intermediate-CAs that in turn sign “end-user”
certificates. Thus, all the hierarchies are very small, and all are equally trusted. Users
and servers that want an automatically verified certificate must acquire it from one
of these CAs. Alternatively, they can use either a “self-signed” certificate or a cer-
tificate signed by some other CA. However, in both these cases, such certificates will
initially be recognized as “untrusted” and the user presented with stark warnings
about accepting such certificates, even if they are actually legitimate.
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There are many problems with this model of a PKI, and these have been
known for many years [GUTMO02, GRUS13]. Current implementations suffer
from a number of critical issues. The first is the reliance on the user to make an
informed decision when there is a problem verifying a certificate. Unfortunately,
it is clear that most users do not understand what a certificate is and why there
might be a problem. Hence they choose to accept a certificate, or not, for reasons
that have little to do with their security, which may result in the compromise of
their systems.

Another critical problem is the assumption that all of the CAs in the “trust
store” are equally trusted, equally well-managed, and apply equivalent policies.
This was dramatically illustrated by the compromise of the DigiNotar CA in 2011
that resulted in the fraudulent issue of certificates for many well-known organiza-
tions. It is widely believed these were used by the Iranian government to mount a
“man-the-middle” attack on the secured communications of many of their citizens.
As a consequence, the DigiNotar CA keys were removed from the “trust store” in
many systems, and the company was declared bankrupt later that year. Another
CA, Comodo, was also compromised in 2011, with a small number of fraudulent
certificates issued.

A further concern is that different implementations, in the various Web brows-
ers and operating systems, use different “trust stores,” and hence present different
security views to users.

Given these and other issues, several proposals exist to improve the practical
handling of X.509 certificates. Some of these recognize that many applications do not
require formal linking of a public key to a verified identity. In many Web applica-
tions, for example, all users really need is to know that if they visit the same secure
site and are supplied with a certificate for it, that it is the same site and same key as
when they previously visited. This is analogous to ensuring that if you visit the same
physical store, you see the same company name and layout and staff as previously.
And further, users want to know that it is the same site and same key as other users
in other locations see.

The first of these, confirming continuity in time, can be provided by user’s appli-
cations keeping a record of certificate details for all sites they visit, and checking
against these on subsequent visits. Certificate pinning in applications can provide
this feature, as is used in Google Chrome. The Firefox “Certificate Patrol” extension
1s another example of this approach.

The second, confirming continuity in space, requires the use of a number of
widely separated “network notary servers” that keep records of certificates for all
sites they view, that can be compared with a certificate provided to the user in any
instance. The “Perspectives Project” is a practical implementation of this approach,
which may be accessed using the Firefox “Perspectives” plugin. This also verifies
the time history of certificates in use, thus providing both desired features for this
approach. The “Google Certificate Catalog” and “Google Certificate Transparency”
project are other examples of such notary servers.

In either of the above cases, identification of a different certificate and key
to that seen at other times or places may well be an indication of attack or other
problems. It may also simply be the result of certificates being updated as they
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approach expiry, or of organizations incorrectly using multiple certificates and keys
for the same, but replicated, server. These latter issues need to be managed by such
extensions.

Public Key Infrastructure X.509 (PKIX)

The Internet Engineering Task Force (IETF) Public Key Infrastructure X.509 (PKIX)
working group has been the driving force behind setting up a formal (and generic)
model based on X.509 that is suitable for deploying a certificate-based architecture
on the Internet. This section briefly describes the PKIX model. For more detail, see
[STAL17].

Figure 23.4 shows the interrelationship among the key elements of the PKIX
model. These elements include the End entity (e.g., user or server) for which the
certificate for and the Certificate authority that issues the certificates. The CA’s
management functions may be further divided to include the Registration authority
(RA) that handles end entity registration and the CRL issuer and Repository that
manage CRLs.

PKIX identifies a number of management functions that potentially need to be
supported by management protocols. These are indicated in Figure 23.4 and include
user Registration, Initialization of key material, Certification in which a CA issues
a certificate, Key pair recovery and update, Revocation request for a certificate, and
Cross certification between CAs.

PKI
users

Certificate/CRL retrieval .
< End entity
g Registration,
'é initialization,
& certification,
21 Registration | _ key pair recovery,
6 ~ Certificate authority | key pair-up date
< L. revocation request
z publication
e Certificate/CRL Y
‘q":) B publication Certificate
o | authority
. | Cross-certification
< CRL issuer
CRL Y
publication Certificate
authority
PKI
management

entities

Figure 23.4 PKIX Architectural Model
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23.4 KEY TERMS, REVIEW QUESTIONS, AND PROBLEMS

Key Terms
authentication server (AS) Kerberos realm ticket-granting ticket (TGT)
Certificate Authority (CA) Public-Key Infrastructure ticket-granting server (TGS)
End entity (PKI) X.509
Kerberos Registration authority (RA) X.509 certificate

Review Questions

23.1  What information is carried by the ticket?
23.2  Describe the requirements of a full-service Kerberos environment.
23.3 What is the role of the authentication server in a Kerberos system?
23.4  How is authentication performed in a Kerberos system?
23.5 What are some extensions listed in the X.509 standard, and what are their uses?
23.6 What is the role of a CA in X.509?
23.7  What different types of X.509 certificates exist?
23.8  What alternatives exist to check that an X.509 certificate has not been revoked?
23.9  What are short-lived certificates?
23.10 How do most current X.509 implementations check the validity of signatures on a
certificate?
23.11 What are some key problems with current public key infrastructure implementations?
23.12  List the key elements of the PKIX model.
Problems
23.1 CBC (cipher block chaining) has the property that if an error occurs in transmission
of ciphertext block CI, then this error propagates to the recovered plaintext blocks P/
and PI + 1. Version 4 of Kerberos uses an extension to CBC, called the propagating
CBC (PCBC) mode. This mode has the property that an error in one ciphertext block
is propagated to all subsequent decrypted blocks of the message, rendering each block
useless. Thus, data encryption and integrity are combined in one operation. For PCBC,
the input to the encryption algorithm is the XOR of the current plaintext block, the
preceding cipher text block, and the preceding plaintext block:
Cn = E(K’[Cn—l @ Pn—l @ Pn])
On decryption, each ciphertext block is passed through the decryption algorithm.
Then the output is XORed with the preceding ciphertext block and the preceding
plaintext block.
a. Draw a diagram similar to those used in Chapter 20 to illustrate PCBC.
b. Use a Boolean equation to demonstrate that PCBC works.
¢. Show that a random error in one block of ciphertext is propagated to all subse-
quent blocks of plaintext.
23.2  Suppose in PCBC mode, blocks Ci and Ci + 1 are interchanged during transmission.

Show that this affects only the decrypted blocks Pi and Pi + 1, but not subsequent
blocks.
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23.3  Consider the details of the X.509 certificate shown below.

a. Identify the key elements in this certificate, including the owner’s name and public
key, its validity dates, the name of the CA that signed it, and the type and value of
signature.

b. State whether this is a CA or end-user certificate, and why.

c. Indicate whether the certificate is valid or not, and why.

d. State whether there are any other obvious problems with the algorithms used in
this certificate.

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 3c:50:33:c2:f8:e7:5c:ca:07:c2:4e:83:f2:e8:0e:4f
Signature Algorithm: md5WithRSAEncryption
Issuer: O=VeriSign, Inc.,
OU=VeriSign Trust Network,
CN=VeriSign Class 1 CA Individual Persona Not Validated
Validity
Not Before: Jan 13 00:00:00 2000 GMT
Not After : Mar 13 23:59:59 2000 GMT
Subject: O=VeriSign, Inc.,
OU=VeriSign Trust Network,
OU=Persona Not Validated,
OU=Digital ID Class 1 - Netscape
CN=John Doe/Email=john.doe@adfa.edu.au
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (512 bit)

Modulus (512 bit):
00:98:£2:89:c4:48:e1:3b:2c:c5:d1:48:67:80:53:
d8:eb:4d:4f:ac:31:a29:£fd:11:68:94:ba:44:d8:48:
46:0d:fc:5c:6d:89:47:3f:9f:d0:c0:6d:3e:9%a:8e:
ec:82:21:48:9p:b9:78:cf:aa:09:61:92:f6:dl:cf:
45:ca:ea:8f:df

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Certificate Policies:
Policy: 2.16.840.1.113733.1.7.1.1
CPS: https://www.verisign.com/CPS
X509v3 CRL Distribution Points:
URI:http://crl.verisign.com/classl.crl
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Signature Algorithm: mdbWithRSAEncryption
5a:71:77:c2:ce:82:26:02:45:41:25:11:68:d6:99:f0:4c:ce:
Ta:ce:80:44:f4:a3:1a:72:43:e9:dc:el:1la:9%z:ec:064:£7:£ff:
21:£2:29:89:d6:61:e5:39:bd:04:e7:e5:3d:7b:14:46:d6:eb:
8e:37:b0:cb:ed:38:35:81:1£:40:57:57:58:a5:c0:64:ef:55:
59:c0:79:75:7a:54:47:6a:37:02:6c:23:6b:57:4d:62:2£:94:
d3:aa:69:9d:3d:64:43:61:a7:a3:e0:08:09:ac:94:90:23:38:
e8:1b:0f:eb5:1b:b6e:e2:£fa:32:86:£0:c4:0b:ed:89:d9:16:e4:
a’l:77

Using your Web browser, visit any secure Web site (i.e., one whose URL starts
with “https”). Examine the details of the X.509 certificate used by that site. This is

usually accessible by selecting the padlock symbol. Answer the same questions as for
Problem 23.3.

Now access the “Trust Store” (list of certificates) used by your Web browser. This is
usually accessed via its Preference settings. Access the list of Certificate Authority
certificates used by the browser. Pick one, examine the details of its X.509 certificate,
and answer the same questions as for Problem 23.3.
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LEARNING OBJECTIVES

After studying this chapter, you should be able to:
@ Present an overview of security threats and countermeasures for wireless
networks.

€ Understand the unique security threats posed by the use of mobile devices
with enterprise networks.

@ Describe the principal elements in a mobile device security strategy.

€ Understand the essential elements of the IEEE 802.11 wireless LAN
standard.

€ Summarize the various components of the IEEE 802.111 wireless LAN
security architecture.

Wireless networks and communication links have become pervasive for both personal
and organizational communications. A wide variety of technologies and network
types have been adopted, including Wi-Fi, Bluetooth, WIMAX, ZigBee, and cellular
technologies. Although the security threats and countermeasures discussed through-
out this text apply to wireless networks and communications links, there are some
unique aspects to the wireless environment.

This chapter begins with a general overview of wireless security issues. We
then focus on the relatively new area of mobile device security, examining threats
and countermeasures for mobile devices used in the enterprise. Then, we look
at the IEEE 802.111 standard for wireless LAN security. This standard is part of
IEEE 802.11, also referred to as Wi-Fi. We begin the discussion with an overview of
IEEE 802.11, then we look in some detail at IEEE 802.11i.

24.1 WIRELESS SECURITY

Wireless networks, and the wireless devices that use them, introduce a host of security
problems over and above those found in wired networks. Some of the key factors
contributing to the higher security risk of wireless networks compared to wired net-
works include the following [MA10]:

e Channel: Wireless networking typically involves broadcast communications,
which is far more susceptible to eavesdropping and jamming than wired net-
works. Wireless networks are also more vulnerable to active attacks that exploit
vulnerabilities in communications protocols.

* Mobility: Wireless devices are, in principal and usually in practice, far more
portable and mobile than wired devices. This mobility results in a number of
risks, described subsequently.

* Resources: Some wireless devices, such as smartphones and tablets, have
sophisticated operating systems but limited memory and processing resources
with which to counter threats, including denial of service and malware.
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Accessibility: Some wireless devices, such as sensors and robots, may be left
unattended in remote and/or hostile locations. This greatly increases their vul-
nerability to physical attacks.

In simple terms, the wireless environment consists of three components that

provide point of attack (see Figure 24.1). The wireless client can be a mobile phone,
a Wi-Fi enabled laptop or tablet, a wireless sensor, a Bluetooth device, and so on. The
wireless access point provides a connection to the network or service. Examples of
access points are mobile phone towers, Wi-Fi hot spots, and wireless access points to
wired local or wide-area networks. The transmission medium, which carries the radio
waves for data transfer, is also a source of vulnerability.

Wireless Network Threats

[CHOIO08] lists the following security threats to wireless networks:

Accidental association: Company wireless LANs or wireless access points to
wired LANs in close proximity (e.g.,in the same or neighboring buildings) may
create overlapping transmission ranges. A user intending to connect to one
LAN may unintentionally lock on to a wireless access point from a neighbor-
ing network. Although the security breach is accidental, it nevertheless exposes
resources of one LAN to the accidental user.

Malicious association: In this situation, a wireless device is configured to appear
to be a legitimate access point, enabling the operator to steal passwords from
legitimate users then penetrate a wired network through a legitimate wireless
access point.

Ad hoc networks: These are peer-to-peer networks between wireless computers
with no access point between them. Such networks can pose a security threat
due to a lack of a central point of control.

Nontraditional networks: Nontraditional networks and links, such as personal
network Bluetooth devices, barcode readers, and handheld PDAs pose a secu-
rity risk both in terms of eavesdropping and spoofing.

Identity theft (MAC spoofing): This occurs when an attacker is able to eaves-
drop on network traffic and identify the MAC address of a computer with
network privileges.

Man-in-the middle attacks: This type of attack was described in Chapter 21 in
the context of the Diffie-Hellman key exchange protocol. In a broader sense,
this attack involves persuading a user and an access point to believe that they
are talking to each other, when in fact the communication is going through an

L 0))))))))))))))))))))
o> ((CCCCCCCCeeledcC

Endpoint Access point

Figure 24.1 Wireless Networking Components
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intermediate attacking device. Wireless networks are particularly vulnerable
to such attacks.

* Denial of service (DoS): This type of attack was discussed in detail in Chapter 7
In the context of a wireless network, a DoS attack occurs when an attacker
continually bombards a wireless access point, or some other accessible wireless
port, with various protocol messages designed to consume system resources. The
wireless environment lends itself to this type of attack, because it is so easy for
the attacker to direct multiple wireless messages at the target.

* Network injection: A network injection attack targets wireless access points
that are exposed to nonfiltered network traffic, such as routing protocol mes-
sages or network management messages. An example of such an attack is one in
which bogus reconfiguration commands are used to affect routers and switches
to degrade network performance.

Wireless Security Measures

Following [CHOIO0S8], we can group wireless security measures into those dealing
with wireless transmissions, wireless access points, and wireless networks (consisting
of wireless routers and endpoints).

SECURING WIRELESS TrRANSMISSIONS  The principal threats to wireless transmission
are eavesdropping, altering or inserting messages, and disruption. To deal with eaves-
dropping, two types of countermeasures are appropriate:

* Signal-hiding techniques: Organizations can take a number of measures to
make it more difficult for an attacker to locate their wireless access points,
including turning off service set identifier (SSID) broadcasting by wireless
access points; assigning cryptic names to SSIDs; reducing signal strength to the
lowest level that still provides requisite coverage; and locating wireless access
points in the interior of the building, away from windows and exterior walls.
Greater security can be achieved by the use of directional antennas and of
signal-shielding techniques.

* Encryption: Encryption of all wireless transmission is effective against eaves-
dropping to the extent that the encryption keys are secured.

The use of encryption and authentication protocols is the standard method of
countering attempts to alter or insert transmissions.

The methods discussed in Chapter 7 for dealing with denial of service apply
to wireless transmissions. Organizations can also reduce the risk of unintentional
DoS attacks. Site surveys can detect the existence of other devices using the same
frequency range, to help determine where to locate wireless access points. Signal
strengths can be adjusted and shielding used in an attempt to isolate a wireless envi-
ronment from competing nearby transmissions.

SECURING WIRELESS Access Points The main threat involving wireless access
points is unauthorized access to the network. The principal approach for preventing
such access is the IEEE 802.1X standard for port-based network access control. The
standard provides an authentication mechanism for devices wishing to attach to a
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LAN or wireless network. The use of 802.1X can prevent rogue access points and
other unauthorized devices from becoming insecure backdoors.
Section 24.3 provides an introduction to 802.1X.

SECURING WireLESS Nerworks  [CHOIO8] recommends the following techniques
for wireless network security:

1. Use encryption. Wireless routers are typically equipped with built-in encryption
mechanisms for router-to-router traffic.

2. Use anti-virus and anti-spyware software, and a firewall. These facilities should be
enabled on all wireless network endpoints.

3. Turn off identifier broadcasting. Wireless routers are typically configured to
broadcast an identifying signal so that any device within range can learn of the
router’s existence. If a network is configured so authorized devices know the iden-
tity of routers, this capability can be disabled to thwart attackers.

4. Change the identifier on your router from the default. Again, this measure thwarts
attackers who will attempt to gain access to a wireless network using default router
identifiers.

S. Change your router’s pre-set password for administration. This is another
prudent step.

6. Allow only specific computers to access your wireless network. A router
can be configured to only communicate with approved MAC addresses. Of
course, MAC addresses can be spoofed, so this is just one element of a security
strategy.

24.2 MOBILE DEVICE SECURITY

Prior to the widespread use of smartphones, the dominant paradigm for computer
and network security in organizations was as follows. Corporate I'T was tightly con-
trolled. User devices were typically limited to Windows PCs. Business applications
were controlled by IT and either run locally on endpoints or on physical servers
in data centers. Network security was based upon clearly defined perimeters that
separated trusted internal networks from the untrusted Internet. Today, there have
been massive changes in each of these assumptions. An organization’s networks must
accommodate the following:

* Growing use of new devices: Organizations are experiencing significant growth
in employee’s use of mobile devices. In many cases, employees are allowed to
use a combination of endpoint devices as part of their day-to-day activities.

* Cloud-based applications: Applications no longer run solely on physical serv-
ers in corporate data centers. Quite the opposite, applications can run any-
where —on traditional physical servers, on mobile virtual servers, or in the
cloud. Additionally, end users can now take advantage of a wide variety of
cloud-based applications and IT services for personal and professional use.
Facebook can be used for an employee’s personal profile or as a component
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of a corporate marketing campaign. Employees depend upon Skype to speak
with friends abroad or for legitimate business video conferencing. Dropbox
and Box can be used to distribute documents between corporate and personal
devices for mobility and user productivity.

* De-perimeterization: Given new device proliferation, application mobility,
and cloud-based consumer and corporate services, the notion of a static net-
work perimeter is all but gone. Now there are a multitude of network perim-
eters around devices, applications, users, and data. These perimeters have also
become quite dynamic as they must adapt to various environmental conditions
such as user role, device type, server virtualization mobility, network location,
and time-of-day.

* External business requirements: The enterprise must also provide guests, third-
party contractors, and business partners network access using various devices
from a multitude of locations.

The central element in all of these changes is the mobile computing device.
Mobile devices have become an essential element for organizations as part of the
overall network infrastructure. Mobile devices such as smartphones, tablets, and
portable USB storage devices provide increased convenience for individuals as
well as the potential for increased productivity in the workplace. Because of their
widespread use and unique characteristics, security for mobile devices is a press-
ing and complex issue. In essence, an organization needs to implement a security
policy through a combination of security features built into the mobile devices and
additional security controls provided by network components that regulate the use
of the mobile devices.

Security Threats

Mobile devices need additional, specialized protection measures beyond those
implemented for other client devices, such as desktop and laptop devices that are
used only within the organization’s facilities and on the organization’s networks.
NIST SP 800-124 (Guidelines for Managing the Security of Mobile Devices in the
Enterprise, June 2013) lists seven major security concerns for mobile devices. We
examine each of these in turn.

Lack or Paysicar SEcuriry ConTroLs Mobile devices are typically under the
complete control of the user, and are used and kept in a variety of locations outside
the organization’s control, including off premises. Even if a device is required to
remain on premises, the user may move the device within the organization between
secure and non secured locations. Thus, theft and tampering are realistic threats.

The security policy for mobile devices must be based on the assumption that
any mobile device may be stolen or at least accessed by a malicious party. The threat
is twofold: A malicious party may attempt to recover sensitive data from the device
itself, or may use the device to gain access to the organization’s resources.

Use or UntrusTtED MogpiLe DEvices  In addition to company-issued and company-
controlled mobile devices, virtually all employees will have personal smartphones
and/or tablets. The organization must assume that these devices are not trustworthy.
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That is, the devices may not employ encryption and either the user or a third party
may have installed a bypass to the built-in restrictions on security, operating system
use, and so on.

Use or Unrrustep NErworks — If a mobile device is used on premises, it can connect
to organization resources over the organization’s own in-house wireless networks.
However, for off-premises use, the user will typically access organizational resources
via Wi-Fi or cellular access to the Internet and from the Internet to the organiza-
tion. Thus, traffic that includes an off-premises segment is potentially susceptible to
eavesdropping or man-in-the-middle types of attacks. Thus, the security policy must
be based on the assumption that the networks between the mobile device and the
organization are not trustworthy.

Use or UNTRUSTED ApPLICATIONS By design, it is easy to find and install third-
party applications on mobile devices. This poses the obvious risk of installing mali-
cious software. An organization has several options for dealing with this threat, as
described subsequently.

INTERACTION WITH OTHER SYSTEMS A common feature found on smartphones and
tablets is the ability to automatically synchronize data, apps, contacts, photos, and so
on with other computing devices and with cloud-based storage. Unless an organiza-
tion has control of all the devices involved in synchronization, there is considerable
risk of the organization’s data being stored in an unsecured location, plus the risk of
the introduction of malware.

Use or Untrustep ConTENT  Mobile devices may access and use content that
other computing devices do not encounter. An example is the Quick Response
(QR) code, which is a two-dimensional barcode. QR codes are designed to be cap-
tured by a mobile device camera and used by the mobile device. The QR code
translates to a URL, so a malicious QR code could direct the mobile device to
malicious Websites.

Use or Locarion SErvices  The GPS capability on mobile devices can be used to
maintain a knowledge of the physical location of the device. While this feature might
be useful to an organization as part of a presence service, it creates security risks. An
attacker can use the location information to determine where the device and user are
located, which may be of use to the attacker.

Mobile Device Security Strategy

With the threats listed in the preceding discussion in mind, we outline the principal
elements of a mobile device security strategy. They fall into three categories: device
security, client/server traffic security, and barrier security (see Figure 24.2).

DEevice SEcuriry A number of organizations will supply mobile devices for
employee use and pre-configure those devices to conform to the enterprise secu-
rity policy. However, many organizations will find it convenient or even necessary
to adopt a bring-your-own-device (BYOD) policy that allows the personal mobile
devices of employees to have access to corporate resources. I'T managers should be
able to inspect each device before allowing network access. I'T will want to establish
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Figure 24.2  Mobile Device Security Elements

configuration guidelines for operating systems and applications. For example, “rooted”
or “jail-broken” devices are not permitted on the network, and mobile devices cannot
store corporate contacts on local storage. Whether a device is owned by the organiza-
tion or BYOD, the organization should configure the device with security controls,
including the following:

Enable auto-lock, which causes the device to lock if it has not been used for a
given amount of time, requiring the user to re-enter a four-digit PIN or a pass-
word to re-activate the device.

Enable password or PIN protection. The PIN or password is needed to unlock
the device. In addition, it can be configured so that e-mail and other data on
the device are encrypted using the PIN or password and can only be retrieved
with the PIN or password.

Avoid using auto-complete features that remember user names or passwords.
Enable remote wipe.
Ensure that SSL protection is enabled, if available.

Make sure that software, including operating systems and applications, is up
to date.
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e Install antivirus software as it becomes available.

* Sensitive data should be prohibited from storage on the mobile device or it
should be encrypted.

 IT staff should also have the ability to remotely access devices, wipe all data of
the device, then disable the device in the event of loss or theft.

* The organization may prohibit all installation of third-party applications,
implement whitelisting to prohibit installation of all unapproved applications,
or implement a secure sandbox that isolates the organization’s data and applica-
tions from all other data and applications on the mobile device. Any application
that is on an approved list should be accompanied by a digital signature and a
public-key certificate from an approved authority.

* The organization can implement and enforce restrictions on what devices can
synchronize and on the use of cloud-based storage.

* To deal with the threat of untrusted content, security responses can include
training of personnel on the risks inherent in untrusted content and disabling
camera use on corporate mobile devices.

* To counter the threat of malicious use of location services, the security policy
can dictate that such service is disabled on all mobile devices.

Trarric SEcurrry  Traffic security is based on the usual mechanisms for encryp-
tion and authentication. All traffic should be encrypted and travel by secure means,
such as SSL or IPv6. Virtual private networks (VPNs) can be configured so all traffic
between the mobile device and the organization’s network is via a VPN.

A strong authentication protocol should be used to limit the access from the
device to the resources of the organization. Often, a mobile device has a single
device-specific authenticator, because it is assumed that the device has only one
user. A preferable strategy is to have a two-layer authentication mechanism, which
involves authenticating the device and then authenticating the user of the device.

Barrier SEcuriTy  The organization should have security mechanisms to protect
the network from unauthorized access. The security strategy can also include fire-
wall policies specific to mobile device traffic. Firewall policies can limit the scope
of data and application access for all mobile devices. Similarly, intrusion detection
and intrusion prevention systems can be configured to have tighter rules for mobile
device traffic.

24.3 IEEE 802.11 WIRELESS LAN OVERVIEW

IEEE 802 is a committee that has developed standards for a wide range of local area
networks (LANs). In 1990, the IEEE 802 Committee formed a new working group,
IEEE 802.11, with a charter to develop a protocol and transmission specifications
for wireless LANs (WLAN:Ss). Since that time, the demand for WLANSs at different
frequencies and data rates has exploded. Keeping pace with this demand, the IEEE
802.11 working group has issued an ever-expanding list of standards. Table 24.1 briefly
defines key terms used in the IEEE 802.11 standard.
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IEEE 802.11 Terminology

Access point (AP) Any entity that has station functionality and provides
access to the distribution system via the wireless medium
for associated stations

Basic service set (BSS) A set of stations controlled by a single coordination
function
Coordination function The logical function that determines when a station

operating within a BSS is permitted to transmit and may
be able to receive PDUs

Distribution system (DS) A system used to interconnect a set of BSSs and
integrated LANS to create an ESS

Extended service set (ESS) A set of one or more interconnected BSSs and integrated
LANS that appear as a single BSS to the LLC layer at any
station associated with one of these BSSs

MAC protocol data unit (MPDU) The unit of data exchanged between two peer MAC
entities using the services of the physical layer

MAC service data unit (MSDU) Information that is delivered as a unit between MAC
users

Station Any device that contains an IEEE 802.11 conformant
MAC and physical layer

The first 802.11 standard to gain broad industry acceptance was 802.11b. Although
802.11b products are all based on the same standard, there is always a concern
whether products from different vendors will successfully interoperate. To meet
this concern, the Wireless Ethernet Compatibility Alliance (WECA), an industry
consortium, was formed in 1999. This organization, subsequently renamed the
Wi-Fi (Wireless Fidelity) Alliance, created a test suite to certify interoperability
for 802.11b products. The term used for certified 802.11b products is Wi-Fi. Wi-Fi
certification has been extended to 802.11g products. The Wi-Fi Alliance has also
developed a certification process for 802.11a products, called Wi-Fi5. The Wi-Fi
Alliance is concerned with a range of market areas for WLAN:S, including enterprise,
home, and hot spots.

More recently, the Wi-Fi Alliance has developed certification procedures for
IEEE 802.11 security standards, referred to as Wi-Fi Protected Access (WPA). The
most recent version of WPA, known as WPA?2, incorporates all of the features of the
IEEE 802.111 WLAN security specification.

Before proceeding, we need to briefly preview the IEEE 802 protocol architecture.
IEEE 802.11 standards are defined within the structure of a layered set of protocols.
This structure, used for all IEEE 802 standards, is illustrated in Figure 24.3.

The lowest layer of the IEEE 802 reference model is the
physical layer, which includes such functions as encoding/decoding of signals and
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Figure 24.3 1EEE 802.11 Protocol Stack

bit transmission/reception. In addition, the physical layer includes a specification of
the transmission medium. In the case of IEEE 802.11, the physical layer also defines
frequency bands and antenna characteristics.

MEeprom Access Contror. - All LANSs consist of collections of devices that share the
network’s transmission capacity. Some means of controlling access to the transmission
medium is needed to provide an orderly and efficient use of that capacity. This is the
function of a medium access control (MAC) layer. The MAC layer receives data from
a higher-layer protocol, typically the logical link control (LLC) layer, in the form of
a block of data known as the MAC service data unit (MSDU). In general, the MAC
layer performs the following functions:

* On transmission, assemble data into a frame, known as a MAC protocol data
unit (MPDU) with address and error-detection fields.

* On reception, disassemble frame, and perform address recognition and error
detection.

e Govern access to the LAN transmission medium.

The exact format of the MPDU differs somewhat for the various MAC proto-
cols in use. In general, all of the MPDUs have a format similar to that of Figure 24.4.
The fields of this frame are as follows:

* MAC Control: This field contains any protocol control information needed for
the functioning of the MAC protocol. For example, a priority level could be
indicated here.
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MAC Service Data Unit (MSDU) CRC

Figure 24.4 General IEEE 802 MPDU Format

Destination MAC Address: The destination physical address on the LAN for
this MPDU.

Source MAC Address: The source physical address on the LAN for this MPDU.
MAC Service Data Unit: The data from the next higher layer.

CRC: The cyclic redundancy check field, also known as the Frame Check
Sequence (FCS) field. This is an error-detecting code, such as that which is used
in other data-link control protocols. The CRC is calculated based on the bits in
the entire MPDU. The sender calculates the CRC and adds it to the frame. The
receiver performs the same calculation on the incoming MPDU and compares
that calculation to the CRC field in that incoming MPDU. If the two values do
not match, then one or more bits have been altered in transit.

The fields preceding the MSDU field are referred to as the MAC header, and
the field following the MSDU field is referred to as the MAC trailer. The header and
trailer contain control information that accompany the data field and that are used
by the MAC protocol.

Locicar Link ConTtroL In most data-link control protocols, the data-link
protocol entity is responsible not only for detecting errors using the CRC, but for
recovering from those errors by retransmitting damaged frames. In the LAN protocol
architecture, these two functions are split between the MAC and LLC layers. The
MAC layer is responsible for detecting errors and discarding any frames that contain
errors. The LLC layer optionally keeps track of which frames have been successfully
received and retransmits unsuccessful frames.

IEEE 802.11 Network Components and Architectural Model

Figure 24.5 illustrates the model developed by the 802.11 working group. The smallest
building block of a wireless LAN is a basic service set (BSS), which consists of wire-
less stations executing the same MAC protocol and competing for access to the same
shared wireless medium. A BSS may be isolated or it may connect to a backbone
distribution system (DS) through an access point (AP). The AP functions as a bridge
and a relay point. In a BSS, client stations do not communicate directly with one
another. Rather, if one station in the BSS wants to communicate with another station
in the same BSS, the MAC frame is first sent from the originating station to the AP,
then from the AP to the destination station. Similarly, a MAC frame from a station
in the BSS to a remote station is sent from the local station to the AP then relayed
by the AP over the DS on its way to the destination station. The BSS generally cor-
responds to what is referred to as a cell in the literature. The DS can be a switch, a
wired network, or a wireless network.
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Figure 24.5 1EEE 802.11 Extended Service Set

When all the stations in the BSS are mobile stations that communicate directly
with one another (not using an AP) the BSS is called an independent BSS (IBSS).
An IBSS is typically an ad hoc network. In an IBSS, the stations all communicate
directly, and no AP is involved.

A simple configuration is shown in Figure 24.5, in which each station belongs to
a single BSS; that is, each station is within wireless range only of other stations within
the same BSS. It is also possible for two BSSs to overlap geographically, so that a
single station could participate in more than one BSS. Furthermore, the association
between a station and a BSS is dynamic. Stations may turn off, come within range,
and go out of range.

An extended service set (ESS) consists of two or more basic service sets inter-
connected by a distribution system. The ESS appears as a single logical LAN to the
LLC level.

IEEE 802.11 Services

IEEE 802.11 defines nine services that need to be provided by the wireless LAN to
achieve functionality equivalent to that which is inherent to wired LANSs. Table 24.2
lists the services and indicates two ways of categorizing them.

1. The service provider can be either the station or the DS. Station services are
implemented in every 802.11 station, including AP stations. Distribution ser-
vices are provided between BSSs; these services may be implemented in an AP,
or in another special-purpose device attached to the distribution system.
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Table 24.2 ITEEE 802.11 Services

Service Provider Used to support
Association Distribution system MSDU delivery
Authentication Station LAN access and security
Deauthentication Station LAN access and security
Disassociation Distribution system MSDU delivery
Distribution Distribution system MSDU delivery
Integration Distribution system MSDU delivery

MSDU delivery Station MSDU delivery

Privacy Station LAN access and security
Reassociation Distribution system MSDU delivery
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2. Three of the services are used to control IEEE 802.11 LAN access and
confidentiality. Six of the services are used to support delivery of MSDUs
between stations. If the MSDU is too large to be transmitted in a single MPDU,
it may be fragmented and transmitted in a series of MPDUs.

Following the IEEE 802.11 document, we next discuss the services in an order
designed to clarify the operation of an IEEE 802.11 ESS network. MSDU delivery,
which is the basic service, has already been mentioned. Services related to security
are introduced in Section 24.3.

Distrisurion or MEssAGes WithHIN A DS The two services involved with the
distribution of messages within a DS are distribution and integration. Distribution
1s the primary service used by stations to exchange MPDUs when the MPDUs must
traverse the DS to get from a station in one BSS to a station in another BSS. For
example, suppose a frame is to be sent from station 2 (STA 2) to station 7 (STA 7)
in Figure 24.5. The frame is sent from STA 2 to AP 1, which is the AP for this BSS.
The AP gives the frame to the DS, which has the job of directing the frame to the AP
associated with STA 7 in the target BSS. AP 2 receives the frame and forward it to
STA 7 How the message is transported through the DS is beyond the scope of the
IEEE 802.11 standard.

If the two stations that are communicating are within the same BSS, then the
distribution service logically goes through the single AP of that BSS.

The integration service enables transfer of data between a station on an IEEE
802.11 LAN and a station on an integrated IEEE 802.x LAN. The term integrated
refers to a wired LAN that is physically connected to the DS and whose stations
may be logically connected to an IEEE 802.11 LAN via the integration service. The
integration service takes care of any address translation and media conversion logic
required for the exchange of data.

ASSOCIATION-RELATED SERVICES 'The primary purpose of the MAC layer is to
transfer MSDUs between MAC entities; this purpose is fulfilled by the distribu-
tion service. For that service to function, it requires information about stations
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within the ESS that is provided by the association-related services. Before the dis-
tribution service can deliver data to or accept data from a station, that station must
be associated. Before looking at the concept of association, we need to describe
the concept of mobility. The standard defines three transition types, based on
mobility:

* No transition: A station of this type is either stationary, or moves only within
the direct communication range of the communicating stations of a single BSS.

* BSS transition: This is defined as a station movement from one BSS to another
BSS within the same ESS. In this case, delivery of data to the station requires
that the addressing capability be able to recognize the new location of the
station.

e ESS ftransition: This is defined as a station movement from a BSS in one ESS
to a BSS within another ESS. This case is supported only in the sense that the
station can move. Maintenance of upper-layer connections supported by 802.11
cannot be guaranteed. In fact, disruption of service is likely to occur.

To deliver a message within a DS, the distribution service needs to know
where the destination station is located. Specifically, the DS needs to know the iden-
tity of the AP to which the message should be delivered in order for that message
to reach the destination station. To meet this requirement, a station must maintain
an association with the AP within its current BSS. Three services relate to this
requirement:

* Association: Establishes an initial association between a station and an AP.
Before a station can transmit or receive frames on a wireless LAN, its identity
and address must be known. For this purpose, a station must establish an asso-
ciation with an AP within a particular BSS. The AP can then communicate this
information to other APs within the ESS to facilitate routing and delivery of
addressed frames.

* Reassociation: Enables an established association to be transferred from one
AP to another, allowing a mobile station to move from one BSS to another.

¢ Disassociation: A notification from either a station or an AP that an existing
association is terminated. A station should give this notification before leaving
an ESS or shutting down. However, the MAC management facility protects
itself against stations that disappear without notification.

24.4 IEEE 802.11i WIRELESS LAN SECURITY

There are two characteristics of a wired LAN that are not inherent in a wireless LAN.

1. In order to transmit over a wired LAN, a station must be physically connected
to the LAN. On the other hand, with a wireless LAN, any station within radio
range of the other devices on the LAN can transmit. In a sense, there is a form
of authentication with a wired LAN, in that it requires some positive and pre-
sumably observable action to connect a station to a wired LAN.
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2. Similarly, in order to receive a transmission from a station that is part of a wired
LAN, the receiving station also must be attached to the wired LAN. On the
other hand, with a wireless LAN, any station within radio range can receive.
Thus, a wired LAN provides a degree of privacy, limiting reception of data to
stations connected to the LAN.

These differences between wired and wireless LANs suggest the increased need
for robust security services and mechanisms for wireless LANs. The original 802.11
specification included a set of security features for privacy and authentication that
were quite weak. For privacy, 802.11 defined the Wired Equivalent Privacy (WEP)
algorithm. The privacy portion of the 802.11 standard contained major weaknesses.
Subsequent to the development of WEP, the 802.11i task group has developed a
set of capabilities to address the WLAN security issues. In order to accelerate the
introduction of strong security into WLANSs, the Wi-Fi Alliance promulgated Wi-Fi
Protected Access (WPA) as a Wi-Fi standard. WPA is a set of security mechanisms
that eliminates most 802.11 security issues and was based on the current state of
the 802.11i standard. The final form of the 802.11i standard is referred to as Robust
Security Network (RSN). The Wi-Fi Alliance certifies vendors in compliance with the
full 802.111 specification under the WPA2 program.

IEEE 802.11i Services
The 802.111 RSN security specification defines the following services:

* Authentication: A protocol is used to define an exchange between a user and an
AS (authentication server) that provides mutual authentication and generates
temporary keys to be used between the client and the AP over the wireless link.

» Access control': This function enforces the use of the authentication function,
routes the messages properly, and facilitates key exchange. It can work with a
variety of authentication protocols.

* Privacy with message integrity: MAC-level data (e.g., an LLC PDU) are
encrypted along with a message integrity code that ensures that the data have
not been altered.

Figure 24.6a indicates the security protocols used to support these services,
while Figure 24.6b lists the cryptographic algorithms used for these services.

IEEE 802.11i Phases of Operation

The operation of an IEEE 802.111 RSN can be broken down into five distinct phases.
The exact nature of the phases will depend on the configuration and the end points
of the communication. Possibilities include (see Figure 24.5):

1. Two wireless stations in the same BSS communicating via the access point for
that BSS.

'In this context, we are discussing access control as a security function. This is a different function than
medium access control, as described in Section 24.2. Unfortunately, the literature and the standards use
the term access control in both contexts.
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Figure 24.6 Elements of IEEE 802.11i

2. Two wireless stations (STAs) in the same ad hoc IBSS communicating directly
with each other.

3. Two wireless stations in different BSSs communicating via their respective APs
across a distribution system.

4. A wireless station communicating with an end station on a wired network via
its AP and the distribution system.

IEEE 802.11i security is concerned only with secure communication between
the STA and its AP. In case 1 in the preceding list, secure communication is assured if
each STA establishes secure communications with the AP. Case 2 is similar, with the
AP functionality residing in the STA. For case 3, security is not provided across the
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distribution system at the level of IEEE 802.11, but only within each BSS. End-to-end
security (if required) must be provided at a higher layer. Similarly, in case 4, security
is only provided between the STA and its AP.

With these considerations in mind, Figure 24.7 depicts the five phases of opera-
tion for an RSN and maps them to the network components involved. One new
component is the authentication server (AS). The rectangles indicate the exchange
of sequences of MPDUs. The five phases are defined as follows:

* Discovery: An AP uses messages called Beacons and Probe Responses to
advertise its IEEE 802.111 security policy. The STA uses these to identify an
AP for a WLAN with which it wishes to communicate. The STA associates with
the AP, which it uses to select the cipher suite and authentication mechanism
when the Beacons and Probe Responses present a choice.

* Authentication: During this phase, the STA and AS prove their identities to each
other. The AP blocks nonauthentication traffic between the STA and AS until
the authentication transaction is successful. The AP does not participate in the
authentication transaction other than forwarding traffic between the STA and AS.

* Key Management: The AP and the STA perform several operations that cause
cryptographic keys to be generated and placed on the AP and the STA. Frames
are exchanged only between the AP and STA.

STA AP AS End Station

5 . e

I Phase 1 — Discovery

Phase 2 — Authentication

Phase 3 — Key Management

Phase 4 — Protected Data Transfer

| Phase 5 — Connection Termination |
| |

Figure 24.7 TEEE 802.11i Phases of Operation
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* Protected data transfer: Frames are exchanged between the STA and the end
station through the AP. As denoted by the shading and the encryption module
icon, secure data transfer occurs between the STA and the AP only; security is

not provided en

d-to-end.

Connection termination: The AP and STA exchange frames. During this phase,

the secure connection is torn down and the connection is restored to the original

state.

Discovery Phase

We now look in more detail at the RSN phases of operation, beginning with the
discovery phase, which is illustrated in the upper portion of Figure 24.8. The purpose
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Figure 24.8 1EEE 802.11i Phases of Operation: Capability Discovery,
Authentication, and Association
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of this phase is for an STA and an AP to recognize each other, agree on a set of secu-
rity capabilities, and establish an association for future communication using those
security capabilities.

Securrry Capapiciries  During this phase, the STA and AP decide on specific
techniques in the following areas:

* Confidentiality and MPDU integrity protocols for protecting unicast traffic
(traffic only between this STA and AP)

e Authentication method

* Cryptography key management approach

Confidentiality and integrity protocols for protecting multicast/broadcast traffic
are dictated by the AP, since all STAs in a multicast group must use the same proto-
cols and ciphers. The specification of a protocol, along with the chosen key length (if
variable), is known as a cipher suite. The options for the confidentiality and integrity
cipher suite are:

* WEP, with either a 40-bit or 104-bit key, which allows backward compatibility
with older IEEE 802.11 implementations

e TKIP
* CCMP
* Vendor-specific methods

The other negotiable suite is the authentication and key management (AKM)
suite, which defines (1) the means by which the AP and STA perform mutual authen-
tication and (2) the means for deriving a root key from which other keys may be
generated. The possible AKM suites are:

* IEEE 802.1X

* Pre-shared key (no explicit authentication takes place and mutual authentica-
tion is implied if the STA and AP share a unique secret key)

* Vendor-specific methods
MPDU ExcuanNGE The discovery phase consists of three exchanges:

* Network and security capability discovery: During this exchange, STAs
discover the existence of a network with which to communicate. The AP either
periodically broadcasts its security capabilities (not shown in figure), indicated
by RSN IE (Robust Security Network Information Element), in a specific
channel through the Beacon frame; or responds to a station’s Probe Request
through a Probe Response frame. A wireless station may discover available
access points and corresponding security capabilities by either passively moni-
toring the Beacon frames or actively probing every channel.

* Open system authentication: The purpose of this frame sequence, which pro-
vides no security, is simply to maintain backward compatibility with the IEEE
802.11 state machine, as implemented in existing IEEE 802.11 hardware. In
essence, the two devices (STA and AP) simply exchange identifiers.
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* Association: The purpose of this stage is to agree on a set of security capabilities
to be used. The STA then sends an Association Request frame to the AP. In this
frame, the STA specifies one set of matching capabilities (one authentication
and key management suite, one pairwise cipher suite, and one group-key cipher
suite) from among those advertised by the AP. If there is no match in capa-
bilities between the AP and the STA, the AP refuses the Association Request.
The STA blocks it too, in case it has associated with a rogue AP or someone
is inserting frames illicitly on its channel. As shown in Figure 24.8, the IEEE
802.1X controlled ports are blocked, and no user traffic goes beyond the AP.
The concept of blocked ports is explained subsequently.

Authentication Phase

As was mentioned, the authentication phase enables mutual authentication between
an STA and an authentication server located in the DS. Authentication is designed
to allow only authorized stations to use the network and to provide the STA with
assurance that it is communicating with a legitimate network.

IEEE 802.1X Access Conrtror ArproacH 1EEE 802.111 makes use of another
standard that was designed to provide access control functions for LANs. The
standard is IEEE 802.1X, Port-Based Network Access Control. The authentication
protocol that is used, the Extensible Authentication Protocol (EAP), is defined in
the IEEE 802.1X standard. IEEE 802.1X uses the terms supplicant, authenticator,
and authentication server. In the context of an 802.11 WLAN, the first two terms
correspond to the wireless station and the AP. The AS is typically a separate device
on the wired side of the network (i.e., accessible over the DS) but could also reside
directly on the authenticator.

Until the AS authenticates a supplicant (using an authentication protocol), the
authenticator only passes control and authentication messages between the suppli-
cant and the AS; the 802.1X control channel is unblocked, but the 802.11 data channel
is blocked. Once a supplicant is authenticated and keys are provided, the authen-
ticator can forward data from the supplicant, subject to predefined access control
limitations for the supplicant to the network. Under these circumstances, the data
channel is unblocked.

As indicated in Figure 24.9, 802.1X uses the concepts of controlled and uncon-
trolled ports. Ports are logical entities defined within the authenticator and refer to
physical network connections. For a WLAN, the authenticator (the AP) may have
only two physical ports: one connecting to the DS, and one for wireless communica-
tion within its BSS. Each logical port is mapped to one of these two physical ports.
An uncontrolled port allows the exchange of PDUs between the supplicant and the
other AS, regardless of the authentication state of the supplicant. A controlled port
allows the exchange of PDUs between a supplicant and other systems on the LAN
only if the current state of the supplicant authorizes such an exchange.

The 802.1X framework, with an upper-layer authentication protocol, fits
nicely with a BSS architecture that includes a number of wireless stations and an
AP. However, for an IBSS, there is no AP. For an IBSS, 802.11i provides a more com-
plex solution that, in essence, involves pairwise authentication between stations on
the IBSS.
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MPDU ExcuanGE The lower part of Figure 24.8 shows the MPDU exchange
dictated by IEEE 802.11 for the authentication phase. We can think of authentication
phase as consisting of the following three phases.

* Connect to AS: The STA sends a request to its AP (the one with which it has an
association) for connection to the AS. The AP acknowledges this request and
sends an access request to the AS.

* EAP exchange: This exchange authenticates the STA and AS to each other.
A number of alternative exchanges are possible, as explained subsequently.

* Secure key delivery: Once authentication is established, the AS generates a mas-
ter session key (MSK), also known as the Authentication, Authorization, and
Accounting (AAA) key, and sends it to the STA. As explained subsequently, all
the cryptographic keys needed by the STA for secure communication with its
AP are generated from this MSK. IEEE 802.111 does not prescribe a method
for secure delivery of the MSK but relies on EAP for this. Whatever method is
used, it involves the transmission of an MPDU containing an encrypted MSK
from the AS, via the AP, to the AS.

FEAP ExcuanNGeE  As mentioned, there are a number of possible EAP exchanges
that can be used during the authentication phase. Typically, the message flow between
STA and AP employs the EAP over LAN (EAPOL) protocol, and the message
flow between the AP and AS uses the Remote Authentication Dial In User Service
(RADIUS) protocol, although other options are available for both STA-to-AP and
AP-to-AS exchanges. NIST SP 800-97 (Establishing Wireless Robust Security Net-
works: A Guide to IEEFE 802.11i, February 2007) provides the following summary of
the authentication exchange using EAPOL and RADIUS.

1. The EAP exchange begins with the AP issuing an EAP-Request/Identity frame
to the STA.
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2. The STA replies with an EAP-Response/ldentity frame, which the AP receives
over the uncontrolled port. The packet is then encapsulated in RADIUS over
EAP and passed on to the RADIUS server as a RADIUS-Access-Request
packet.

3. The AAA server replies with a RADIUS-Access-Challenge packet, which is
then passed on to the STA as an EAP-Request. This request is of the appropriate
authentication type and contains relevant challenge information.

4. The STA formulates an EAP-Response message and sends it to the AS. The
response 1s translated by the AP into a Radius-Access-Request with the response
to the challenge as a data field. Steps 3 and 4 may be repeated multiple times,
depending on the EAP method in use. For TLS tunneling methods, it is common
for authentication to require 10-20 round trips.

5. The AAA server grants access with a Radius-Access-Accept packet. The AP
issues an EAP-Success frame. (Some protocols require confirmation of the
EAP success inside the TLS tunnel for authenticity validation.) The controlled
port is authorized, and the user may begin to access the network.

Note from Figure 24.8 that the AP controlled port is still blocked to general
user traffic. Although the authentication is successful, the ports remain blocked until
the temporal keys are installed in the STA and AP, which occurs during the 4-way
handshake.

Key Management Phase

During the key management phase, a variety of cryptographic keys are generated and
distributed to STAs. There are two types of keys: pairwise keys used for communica-
tion between an STA and an AP, and group keys used for multicast communication.
Figure 24.10, based on [FRANO7], shows the two key hierarchies, and Table 24.3
defines the individual keys.

Parrwise Keys  Pairwise keys are used for communication between a pair of
devices, typically between an STA and an AP. These keys form a hierarchy begin-
ning with a master key from which other keys are derived dynamically and used for
a limited period of time.

At the top level of the hierarchy are two possibilities. A pre-shared key (PSK)
1s a secret key shared by the AP and a STA and installed in some fashion outside
the scope of IEEE 802.11i. The other alternative is the master session key (MSK),
also known as the AAAK, which is generated using the IEEE 802.1X protocol
during the authentication phase, as described previously. The actual method of key
generation depends on the details of the authentication protocol used. In either case
(PSK or MSK), there is a unique key shared by the AP with each STA with which
it communicates. All the other keys derived from this master key are also unique
between an AP and an STA. Thus, each STA, at any time, has one set of keys, as
depicted in the hierarchy of Figure 24.10a, while the AP has one set of such keys
for each of its STAs.

The pairwise master key (PMK) is derived from the master key. If a PSK is
used, then the PSK is used as the PMK; if a MSK is used, then the PMK is derived



24.4 / IEEE 802.11i WIRELESS LAN SECURITY 745

Y Out-of-band path EAP method path S
'ﬂ PSK AAAK or MSK !
‘ Pre-shared key AAA key ‘
256 bits User-defined =256 bits EAP
authentication
@
Legend ) ) "H
No modification Pairwise master key [
Possible truncation 256 bits following EAP authentication
s PRF (pseudo-random or PSK
function) using PTK
HMAC-SHA-1 1
Pairwise transient key ]
384 bits (CCMP) During 4-way handshake
512 bits (TKIP)
KCK KEK TK
EAPOL key confirmation key EAPOL key encryption key Temporal key
128 bits )~  128bits © L7 " 128 bits (CCMP) ©
W R ! , - 256 bits (TKIP)
q ~ R . : / . q
e N I - -
SN 7
These keys are
components of the PTK
(a) Pairwise key hierarchy
GMK (generated by AS) K
NV
Group master key
256 bits Changes periodically

or if compromised
GTK

Group temporal key K

40 bits, 104 bits (WEP) by

128 bits (CCMP) Changes based on
256 bits (TKIP) policy (disassociation,
deauthentication)

(b) Group key hierarchy
Figure 24.10 IEEE 802.11i Key Hierarchies

from the MSK by truncation (if necessary). By the end of the authentication phase,
marked by the 802.1x EAP Success message (see Figure 24.8), both the AP and the
STA have a copy of their shared PMK.

The PMK is used to generate the pairwise transient key (PTK), which in fact
consists of three keys to be used for communication between an STA and an AP
after they have been mutually authenticated. To derive the PTK, the HMAC-SHA-1
function is applied to the PMK, the MAC addresses of the STA and AP, and nonces
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Abbreviation

Name

Description/Purpose

Size (bits)

Type

AAA Key

Authentication,
Accounting, and
Authorization Key

Used to derive the
PMK. Used with

the IEEE 802.1X
authentication and key
management approach.
Same as MMSK.

= 256

Key generation key,
root key

PSK

Pre-Shared Key

Becomes the PMK
in pre-shared key
environments.

256

Key generation key,
root key

PMK

Pairwise
Master Key

Used with other inputs
to derive the PTK.

256

Key generation key

GMK

Group
Master Key

Used with other inputs
to derive the GTK.

128

Key generation key

PTK

Pairwise
Transient Key

Derived from the PMK.

Comprises the
EAPOL-KCK,
EAPOL-KEK, and
TK and (for TKIP) the
MIC key.

512 (TKIP)
384 (CCMP)

Composite key

TK

Temporal Key

Used with TKIP or
CCMP to provide
confidentiality and
integrity protection for
unicast user traffic.

256 (TKIP)
128 (CCMP)

Traffic key

GTK

Group
Temporal Key

Derived from the
GMK. Used to provide
confidentiality and
integrity protection for
multicast/broadcast
user traffic.

256 (TKIP)
128 (CCMP)
40,104 (WEP)

Traffic key

MIC Key

Message Integrity
Code Key

Used by TKIP’s
Michael MIC to
provide integrity
protection of messages.

64

Message integrity key

EAPOL-KCK

EAPOL-Key
Confirmation Key

Used to provide
integrity protection
for key material
distributed during the
4-way handshake.

128

Message integrity key

EAPOL-KEK

EAPOL-Key
Encryption Key

Used to ensure the
confidentiality of the
GTK and other key
material in the 4-way
handshake.

128

Traffic key/key
encryption key

WEP Key

Wired Equivalent
Privacy Key

Used with WEP.

40,104

Traffic key
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generated when needed. Using the STA and AP addresses in the generation of the
PTK provides protection against session hijacking and impersonation; using nonces
provides additional random keying material.

The three parts of the PTK are as follows:

* EAP Over LAN (EAPOL) Key Confirmation Key (EAPOL-KCK): Supports
the integrity and data origin authenticity of STA-to-AP control frames during
operational setup of an RSN. It also performs an access control function:
proof-of-possession of the PMK. An entity that possesses the PMK is authorized
to use the link.

* EAPOL Key Encryption Key (EAPOL-KEK): Protects the confidentiality of
keys and other data during some RSN association procedures.

* Temporal Key (TK): Provides the actual protection for user traffic.

Grour Keys  Group keys are used for multicast communication in which one STA
sends MPDUs to multiple STAs. At the top level of the group key hierarchy is the
group master key (GMK). The GMK is a key-generating key used with other inputs
to derive the group temporal key (GTK). Unlike the PTK, which is generated using
material from both AP and STA, the GTK is generated by the AP and transmitted
to its associated STAs. Exactly how this GTK is generated is undefined. IEEE
802.111, however, requires that its value is computationally indistinguishable from
random. The GTK is distributed securely using the pairwise keys that are already
established. The GTK is changed every time a device leaves the network.

Parrwise Key Distripurion  The upper part of Figure 24.11 shows the MPDU
exchange for distributing pairwise keys. This exchange is known as the 4-way
handshake. The STA and AP use this handshake to confirm the existence of the PMK,
verify the selection of the cipher suite, and derive a fresh PTK for the following data
session. The four parts of the exchange are as follows:

* AP — STA: Message includes the MAC address of the AP and a nonce
(Anonce)

* STA — AP: The STA generates its own nonce (Snonce) and uses both nonces
and both MAC addresses, plus the PMK, to generate a PTK. The STA then
sends a message containing its MAC address and Snonce, enabling the AP to
generate the same PTK. This message includes a message integrity code (MIC)?
using HMAC-MDS or HMAC-SHA-1-128. The key used with the MIC is KCK.

* AP — STA: The AP is now able to generate the PTK. The AP then sends a
message to the STA, containing the same information as in the first message,
but this time including a MIC.

* STA — AP: This is merely an acknowledgment message, again protected by
a MIC.

2While MAC is commonly used in cryptography to refer to a message authentication code, the term MIC
is used instead in connection with 802.11i because MAC has another standard meaning, medium access
control, in networking.
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STA AP

| AP’s 802.1X controlled port blocked

Message 1
EAPOL-key (Anonce, Unicast)

-
<€

Message 1 delivers a nonce to the STA
so it can generate the PTK

Message 2 delivers another nonce to the
AP so that it can also generate the

PTK. It demonstrates to the AP that

the STA is alive, ensures that the

PTK is fresh (new) and that there is no

Message 2
EAPOL-key (Snonce,
Unicast, MIC)

man-in-the-middle Message 3
EAPOL-key (Install PTK, Message 3 demonstrates to the STA that
P Unicast, MIC) the authenticator is alive, ensures that the
h PTK is fresh (new) and that there is no
Message 4 serves as an acknowledgment to Message 4 man-in-the-middle

Message 3. It serves no cryptographic EAPOL-key (Unicast, MIC)
function. This message also ensures the >

reliable start of the group key handshake

==

AP’s 802.1X controlled port
unblocked for unicast traffic

Message 1

EAPOL-key (GTK, MIC) Message 1 delivers a new GTK to

The STA decrypts the GTK the STA. The GTK is encrypted
and installs it for use before it is sent and the entire
message is integrity protected

Message 2

Message 2 is delivered to the EAPOL-key (MIC)
AP. This frame serves only as The AP installs the GTK
an acknowledgment to the AP

Figure 24.11 IEEE 802.11i Phases of Operation: 4-Way Handshake and Group Key Handshake

Grour Key DistrisurioN  For group key distribution, the AP generates a GTK
and distributes it to each STA in a multicast group. The two-message exchange with
each STA consists of the following:

* AP — STA:This message includes the GTK, encrypted either with RC4 or with
AES. The key used for encryption is KEK. A MIC value is appended.

* STA — AP:The STA acknowledges receipt of the GTK. This message includes
a MIC value.
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Protected Data Transfer Phase

IEEE 802.11i defines two schemes for protecting data transmitted in 802.11 MPDUs:
the Temporal Key Integrity Protocol (TKIP) and the Counter Mode-CBC MAC
Protocol (CCMP).

TKIP TKIP is designed to require only software changes to devices that are imple-
mented with the older wireless LAN security approach called Wired Equivalent
Privacy (WEP). TKIP provides two services:

* Message integrity: TKIP adds a message integrity code to the 802.11 MAC
frame after the data field. The MIC is generated by an algorithm, called Michael,
that computes a 64-bit value using as input the source and destination MAC
address values and the data field, plus key material.

* Data confidentiality: Data confidentiality is provided by encrypting the MPDU
plus MIC value using RC4.

The 256-bit TK (see Figure 24.10) is employed as follows. Two 64-bit keys are
used with the Michael message digest algorithm to produce a message integrity code.
One key is used to protect STA-to-AP messages, and the other key is used to protect
AP-to-STA messages. The remaining 128 bits are truncated to generate the RC4 key
used to encrypt the transmitted data.

For additional protection, a monotonically increasing TKIP sequence counter
(TSC) is assigned to each frame. The TSC serves two purposes. First, the TSC is
included with each MPDU and is protected by the MIC to protect against replay
attacks. Second, the TSC 1s combined with the session TK to produce a dynamic
encryption key that changes with each transmitted MPDU, thus making cryptanalysis
more difficult.

CCMP CCMP is intended for newer IEEE 802.11 devices that are equipped with
the hardware to support this scheme. As with TKIP, CCMP provides two services:

* Message integrity: CCMP uses the cipher block chaining message authentica-
tion code (CBC-MAC), described in Chapter 12.

* Data confidentiality: CCMP uses the CTR block cipher mode of operation with
AES for encryption. CTR is described in Chapter 20.

The same 128-bit AES key is used for both integrity and confidentiality.
The scheme uses a 48-bit packet number to construct a nonce to prevent replay
attacks.

The IEEE 802.111 Pseudorandom Function

At a number of places in the IEEE 802.11i scheme, a pseudorandom function (PRF)
is used. For example, it is used to generate nonces, to expand pairwise keys, and
to generate the GTK. Best security practice dictates that different pseudorandom
number streams be used for these different purposes. However, for implementa-
tion efficiency, we would like to rely on a single pseudorandom number generator
function.
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The PRF is built on the use of HMAC-SHA-1 to generate a pseudorandom
bit stream. Recall that HMAC-SHA-1 takes a message (block of data) and a key of
length at least 160 bits and produces a 160-bit hash value. SHA-1 has the property that
the change of a single bit of the input produces a new hash value with no apparent
connection to the preceding hash value. This property is the basis for pseudorandom
number generation.

The IEEE 802.111 PRF takes four parameters as input and produces the desired
number of random bits. The function is of the form PRF(K, A, B, Len), where

K = asecret key

A = atext string specific to the application (e.g., nonce generation or pairwise
key expansion)

B = some data specific to each case

Len = desired number of pseudorandom bits
For example, for the pairwise transient key for CCMP:

PTK = PRF(PMK, “Pairwise key expansion,” min(AP-Addr, STA-Addr) ||
max (AP-Addr, STA-Addr) || min(Anonce, Snonce) || max(Anonce, Snonce), 384)

So, in this case, the parameters are

K = PMK
A = the text string “Pairwise key expansion”

B = a sequence of bytes formed by concatenating the two MAC addresses
and the two nonces

Len = 384 bits
Similarly, a nonce is generated by
Nonce = PRF(Random Number, “Init Counter,” MAC | Time, 256)

Where Time is a measure of the network time known to the nonce generator.
The group temporal key is generated by:

GTK = PRF(GMK, “Group key expansion,” MAC || Gnonce, 256)

Figure 24.12 illustrates the function PRF(K, A, B, Len).The parameter K serves
as the key input to HMAC. The message input consists of four items concatenated
together: the parameter A, a byte with value 0, the parameter B, and a counter i. The
counter is initialized to 0. The HMAC algorithm is run once, producing a 160-bit hash
value. If more bits are required, HMAC is run again with the same inputs, except that
i 1s incremented each time until the necessary number of bits is generated. We can
express the logic as

PRF (K, A, B, Len)

R «— null string

for i1 <« 0 to ((Len + 159)/160 - 1) do
R « R|lEMAC-sHA-1 (K, all0|| Bl 1)

Return Truncate-to-Len (R, Len)
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K ——>{ HMAC-SHA-1

R=HMAC-SHA-1(K, A0 I B1l'§)

Figure 24.12 1EEE 802.11i Pseudorandom Function
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Key Terms
4-way handshake independent BSS (IBSS) physical layer
access point (AP) logical link control (LLC) pseudorandom function
basic service set (BSS) medium access control (MAC) | Robust Security Network
Counter Mode-CBC MAC MAC header (RSN)

Protocol (CCMP) MAC protocol data unit Temporal Key Integrity
distribution system (DS) (MPDU) Protocol (TKIP)
extended service set (ESS) MAC service data unit (MSDU) | Wi-F
group keys MAC trailer Wi-Fi Protected Access (WPA)
IEEE 802.1X message integrity code (MIC) | Wired Equivalent Privacy
IEEE 802.11 Michael (WEP)

IEEE 802.11i pairwise keys wireless LAN (WLAN)

Review Questions

24.1
24.2
24.3
24.4
24.5
24.6

24.7
24.8

What is the basic building block of an 802.11 WLAN?

Define an extended service set.

List and briefly define IEEE 802.11 services.

Which assumptions form the basis of security policy for mobile devices?
List the seven major security concerns for mobile devices.

Briefly describe the pseudorandom stream generation of the IEEE 802.11i scheme and
list some uses of the pseudorandom function.

Briefly describe the four IEEE 802.11i phases of operation.
What is the difference between TKIP and CCMP?
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Problems

24.1

24.3

In IEEE 802.11, open system authentication simply consists of two communications.
An authentication is requested by the client, which contains the station ID (typically
the MAC address). This is followed by an authentication response from the AP/router
containing a success or failure message. An example of when a failure may occur is if
the client’s MAC address is explicitly excluded in the AP/router configuration.

a. What are the benefits of this authentication scheme?
b. What are the security vulnerabilities of this authentication scheme?

Prior to the introduction of IEEE 802.11i, the security scheme for IEEE 802.11 was
Wired Equivalent Privacy (WEP). WEP assumed all devices in the network share a
secret key. The purpose of the authentication scenario is for the STA to prove that
it possesses the secret key. Authentication proceeds as shown in Figure 24.13. The
STA sends a message to the AP requesting authentication. The AP issues a challenge,
which is a sequence of 128 random bytes, sent as plaintext. The STA encrypts the
challenge with the shared key and returns it to the AP. The AP decrypts the incoming
value and compares it to the challenge that it sent. If there is a match, the AP confirms
that authentication has succeeded.

a. What are the benefits of this authentication scheme?

b. This authentication scheme is incomplete. What is missing and why is this
important? Hint: The addition of one or two messages would fix the problem.

c¢. What is a cryptographic weakness of this scheme?
For WEP, data integrity and data confidentiality are achieved using the RC4 stream

encryption algorithm. The transmitter of an MPDU performs the following steps,
referred to as encapsulation:

1. The transmitter selects an initial vector (IV) value.

2. The IV value is concatenated with the WEP key shared by transmitter and
receiver to form the seed, or key input, to RC4.

STA AP

Station sends a request Request
for authentication

Y

AP sends challenge message

< Challenge containting 128-bit random
number
Station responds Response
with encrypted version >
of challenge number
Success AP decrypts challenge response.
< If match, send authentication

success message

Figure 24.13 'WEP Authentication
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3. A 32-bit cyclic redundancy check (CRC) is computed over all the bits of the
MAC data field and appended to the data field. The CRC is a common error-
detection code used in data link control protocols. In this case, the CRC serves
as a integrity check value (ICV).

4. The result of step 3 is encrypted using RC4 to form the ciphertext block.
5. The plaintext IV is prepended to the ciphertext block to form the encapsulated
MPDU for transmission.

a. Draw a block diagram that illustrates the encapsulation process.

b. Describe the steps at the receiver end to recover the plaintext and perform the
integrity check.

c¢. Draw a block diagram that illustrates part b.

24.4 A potential weakness of the CRC as an integrity check is that it is a linear function.
This means that you can predict which bits of the CRC are changed if a single bit of
the message is changed. Furthermore, it is possible to determine which combination
of bits could be flipped in the message so the net result is no change in the CRC. Thus,
there are a number of combinations of bit flippings of the plaintext message that leave
the CRC unchanged, so message integrity is defeated. However, in WEP, if an attacker
does not know the encryption key, the attacker does not have access to the plaintext,
only to the ciphertext block. Does this mean that the ICV is protected from the bit
flipping attack? Explain.



APPENDIX A

PROJECTS AND OTHER STUDENT EXERCISES

FOR TEACHING COMPUTER SECURITY

Many instructors believe that research or implementation projects are crucial to
the clear understanding of computer security. Without projects, it may be difficult
for students to grasp some of the basic concepts and interactions among security
functions. Projects reinforce the concepts introduced in the book, give the stu-
dent a greater appreciation of how a cryptographic algorithm or security function
works, and can motivate students and give them confidence that they are capable
of not only understanding but implementing the details of a security capability.

In this text, we have tried to present the concepts of computer security as

clearly as possible and have provided numerous homework problems to reinforce
those concepts. However, many instructors will wish to supplement this material
with projects. This appendix provides some guidance in that regard and describes
support material available in the Instructor’s Resource Center (IRC) for this book,
accessible from Pearson for instructors. The support material covers 11 types of
projects and other student exercises:

Hacking projects

Laboratory exercise

Security education (SEED) projects
Research projects

Programming projects

Practical security assessments
Firewall projects

Case studies

Reading/report assignments
Writing assignments

Webcasts for teaching computer security

A.1 HACKING PROJECT

The aim of this project is to hack into a corporation’s network through a series of
steps. The corporation is named Extreme In Security Corporation. As the name
indicates, the corporation has some security holes in it and a clever hacker is
able to access critical information by hacking into its network. The IRC includes
what is needed to set up the Website. The student’s goal is to capture the secret

754
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information about the price on the quote the corporation is placing next week to
obtain a contract for a governmental project.

The student should start at the Website and find his or her way into the
network. At each step, if the student succeeds, there are indications as to how to
proceed on to the next step as well as the grade until that point.

The project can be attempted in three ways:

1. Without seeking any sort of help
2. Using some provided hints
3. Using exact directions

The IRC includes the files needed for this project:

1. Web Security project named extremeinsecure (extremeinsecure.zip)

2. Web Hacking exercises (XSS and Script-attacks) covering client-side and
server-side vulnerability exploitations respectively (webhacking.zip)

3. Documentation for installation and use for the above (description.doc)

4. A PowerPoint file describing Web hacking (Web_Security.ppt). This file is
crucial to understanding how to use the exercises, since it clearly explains the
operation using screen shots.

This project was designed and implemented by Professor Sreekanth Malladi
of Dakota State University.

A.2 LABORATORY EXERCISES

Professor Sanjay Rao and Ruben Torres of Purdue University have prepared a set
of laboratory exercises that are part of the IRC. These are implementation proj-
ects designed to be programmed on Linux, but could be adapted for any UNIX
environment. These laboratory exercises provide realistic experience in imple-
menting security functions and applications.

A.3 SECURITY EDUCATION (SEED) PROJECTS

The SEED projects are a set of hands-on exercises, or labs, covering a wide range of
security topics. They were designed by Professor Wenliang Du of Syracuse University
for use by other instructors [DU11]. The SEED lab exercises are designed so no
dedicated physical laboratory is needed. All SEED labs can be carried out on stu-
dents’ personal computers or in a general computing laboratory. The collection
consists of three types of lab exercises:

* Vulnerability and attack labs: These 12 labs cover many common vulnerabilities
and attacks. In each lab, students are given a system (or program) with hid-
den vulnerabilities. Based upon the hints provided, students must find these
vulnerabilities, then devise strategies to exploit them. Students also need to
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demonstrate ways to defend against the attacks or comment on the prevailing
mitigating methods and their effectiveness.

Exploration labs: The objective of these 9 labs is to enhance students’ learning
via observation, playing, and exploration, so they can understand what security
principles feel like in a real system; and to provide students with opportunities
to apply security principles in analyzing and evaluating systems.

Design and implementation labs: In security education, students should also be
given opportunities to apply security principles in designing and implementing
systems. The challenge is to design meaningful assignments that do not require
a major commitment of time. The 9 labs in this category meet this requirement.

Table A.1 maps the 30 lab exercises in the SEED repertoire to the relevant

chapters in the book, together with an estimate of the number of weeks required for
the typical student to complete a lab, assuming about 10 hours per week devoted to
the task.

Mapping of SEED Labs to Textbook Chapters

Types Labs Time (weeks) Chapters
Buffer Overflow Vulnerability 1 10
Return-to-libc Attack 1 10

. Format String Vulnerability 1 11
é Race Condition Vulnerability 1 11
% ZE Set-UID Program Vulnerability 1 11
:? E Chroot Sandbox Vulnerability 1 12
—g ;:/ Cross-Site Request Forgery Attack 1 11
E g Cross-Site Scripting Attack 1 11
£ SQL Injection Attack 1 5
< Clickjacking Attack 1 6
TCP/IP Attacks 2 7,22
DNS Pharming Attacks 2 22
Pack Sniffing & Spoofing 1 22
/—g Pluggable Authentication Module 1 3
%: Web Access Control 1 4,6
% SYN Cookie 1 7,22
2 Linux Capability-Based Access Control 1 4,12
<
»—; Secret-Key Encryption 1 20
'% One-Way Hash Function 1 21
Li Public-Key Infrastructure 1 21,23
& Linux Firewall Exploration 1 9

(Continued)
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Table A.1 (Continued)

Types Labs Time (weeks) Chapters
2 Virtual Private Network (Linux) 4 22
3 IPsec (Minix) 4 2
-§ Firewall (Linux) 2 9
% Firewall (Minix) 2 9
g Role-Based Access Control (Minix) 4 4
£ Capability-Based Access Control (Minix) 3 4
g Encrypted File System (Minix) 4 12
;ﬂ Address Space Randomization (Minix) 2 12
A Set-Random UID Sandbox (Minix) 1 12

A Webpage accessible through the Companion Website provides links to all
the labs, organized by chapter. Each lab includes student instructions, relevant
documents, and any software needed to perform the lab. In addition, a link is pro-
vided for instructors to enable them to obtain the instructor manual.

A.4 RESEARCH PROJECTS

An effective way of reinforcing basic concepts from the course and for teaching
students research skills is to assign a research project. Such a project could involve
a literature search as well as an Internet search of vendor products, research lab
activities, and standardization efforts. Projects could be assigned to teams or, for
smaller projects, to individuals. In any case, it is best to require some sort of project
proposal early in the term, giving the instructor time to evaluate the proposal for
appropriate topic and appropriate level of effort. Student handouts for research
projects should include:

* A format for the proposal
* A format for the final report
e A schedule with intermediate and final deadlines

e A list of possible project topics

The students can select one of the topics listed in the IRC or devise their own
comparable project. The instructor’s supplement includes a suggested format for
the proposal and final report as well as a list of possible research topics.

The following individuals have supplied the research and programming
projects suggested in the instructor’s supplement: Henning Schulzrinne of
Columbia University; Cetin Kaya Koc of Oregon State University; David M.
Balenson of Trusted Information Systems and George Washington University;
Dan Wallach of Rice University; and David Evans of the University of Virginia.
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A.5 PROGRAMMING PROJECTS

The programming project is a useful pedagogical tool. There are several attractive
features of stand-alone programming projects that are not part of an existing
security facility:

1. The instructor can choose from a wide variety of cryptography and computer
security concepts to assign projects.

2. The projects can be programmed by the students on any available computer
and in any appropriate language; they are platform- and language-independent.

3. The instructor need not download, install, and configure any particular infra-
structure for stand-alone projects.

There is also flexibility in the size of projects. Larger projects give students
more a sense of achievement, but students with less ability or fewer organizational
skills can be left behind. Larger projects usually elicit more overall effort from
the best students. Smaller projects can have a higher concepts-to-code ratio, and
because more of them can be assigned, the opportunity exists to address a variety
of different areas.

Again, as with research projects, the students should first submit a proposal.
The student handout should include the same elements listed in the preceding
section. The IRC includes a set of 12 possible programming projects.

The following individuals have supplied the research and programming
projects suggested in the IRC: Henning Schulzrinne of Columbia University;
Cetin Kaya Koc of Oregon State University; and David M. Balenson of Trusted
Information Systems and George Washington University.

A.6 PRACTICAL SECURITY ASSESSMENTS

Examining the current infrastructure and practices of an existing organization
is one of the best ways of developing skills in assessing its security posture. The
IRC contains a description of the tasks needed to conduct a security assessment.
Students, working either individually or in small groups, select a suitable small- to
medium-sized organization. They then interview some key personnel in that orga-
nization to conduct a suitable selection of security risk assessment and review tasks
as it relates to the organization’s IT infrastructure and practices. As a result, they
can then recommend suitable changes, which can improve the organization’s I'T
security. These activities help students develop an appreciation of current security
practices, and the skills needed to review these and recommend changes.

A.7 FIREWALL PROJECTS

The implementation of network firewalls can be a difficult concept for students to
grasp initially. The IRC includes Network Firewall Visualization tool to convey and
teach network security and firewall configuration. This tool is intended to teach
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and reinforce key concepts including the use and purpose of a perimeter firewall,
the use of separated subnets, the purposes behind packet filtering, and the short-
comings of a simple packet filter firewall.

The IRC includes a .jar file that is fully portable, and a series of exercises. The
tool and exercises were developed at U.S. Air Force Academy.

A.8 CASE STUDIES

Teaching with case studies engages students in active learning. The IRC includes
case studies in the following areas:

* Disaster recovery
* Firewalls

* Incidence response
e Physical security

* Risk

* Security policy

¢ Virtualization

Each case study includes learning objectives, case description, and a series
of case discussion questions. Each case study is based on real-world situations and
includes papers or reports describing the case.

The case studies were developed at North Carolina A&T State University.

A.9 READING/REPORT ASSIGNMENTS

Another excellent way to reinforce concepts from the course and to give students
research experience is to assign papers from the literature to be read and analyzed.
The IRC includes a suggested list of papers to be assigned, organized by chapter.
The Premium Content Website provides a copy of each of the papers. The IRC
also includes a suggested assignment wording.

A.10 WRITING ASSIGNMENTS

Writing assignments can have a powerful multiplier effect in the learning process
in a technical discipline such as computer security. Adherents of the Writing Across
the Curriculum (WAC) movement (http://wac.colostate.edu/) report substantial
benefits of writing assignments in facilitating learning. Writing assignments lead to
more detailed and complete thinking about a particular topic. In addition, writing
assignments help to overcome the tendency of students to pursue a subject with a
minimum of personal engagement, just learning facts and problem-solving tech-
niques without obtaining a deep understanding of the subject matter.

The IRC contains a number of suggested writing assignments, organized by
chapter. Instructors may ultimately find that this is the most important part of their
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approach to teaching the material. We would greatly appreciate any feedback on
this area and any suggestions for additional writing assignments.

A.11 WEBCASTS FOR TEACHING COMPUTER SECURITY

The Companion Website provides a link to a catalog of webcast sites that can be
used to enhance the course. An effective way of using this catalog is to select, or
allow the student to select, one or a few videos to watch, then assign the student
to write a report/analysis of the video.



ACRONYMS

3DES
ABAC
AES
AH
ANSI

ATM
CBC
CcC
CFB
CMAC

DAC
DBMS
DDoS
DES
DMZ
DoS
DSA
DSS
ECB
ESP
FIPS

IAB
ICMP

IDS
IETF
1P
IPsec
ISO

ITU

ITU-T

Triple Data Encryption Standard

Attribute-Based Access Control

Advanced Encryption Standard

Authentication Header

American National Standards
Institute

Automatic Teller Machine

Cipher Block Chaining

Common Criteria

Cipher Feedback

Cipher-Based Message
Authentication Code

Discretionary Access Control

Database Management System

Distributed Denial of Service

Data Encryption Standard

Demilitarized Zone

Denial of Service

Digital Signature Algorithm

Digital Signature Standard

Electronic Codebook

Encapsulating Security Payload

Federal Information Processing
Standard

Internet Architecture Board

Internet Control Message
Protocol

Intrusion Detection System

Internet Engineering Task Force

Internet Protocol

IP Security

International Organization
for Standardization

International Telecommunication
Union

ITU Telecommunication
Standardization Sector

v
KDC
MAC
MAC
MIC
MIME

MLS
MTU
NIDA
NIST

NSA
OFB
PIN
PIV
PKI
PRNG

RDBMS

RBAC
RFC
RNG
RSA
SHA
SHS
S/MIME
SQL
SSL
TCP
TLS
TPM
UDP
VPN

Initialization Vector

Key Distribution Center

Mandatory Access Control

Message Authentication Code

Message Integrity Code

Multipurpose Internet Mail
Extension

Multilevel Security

Maximum Transmission Unit

Network-Based IDS

National Institute of Standards
and Technology

National Security Agency

Output Feedback

Personal Identification Number

Personal Identity Verification

Public Key Infrastructure

Pseudorandom Number
Generator

Relational Database Management
System

Role-Based Access Control

Request for Comments

Random Number Generator

Rivest-Shamir-Adleman

Secure Hash Algorithm

Secure Hash Standard

Secure MIME

Structured Query Language

Secure Sockets Layer

Transmission Control Protocol

Transport Layer Security

Trusted Platform Module

User Datagram Protocol

Virtual Private Network
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LisT OF NIST AND ISO DOCUMENTS

FIPS
NIST
NISTIR
Sp

FIPS 46
FIPS 113
FIPS 140-3
FIPS 180-4
FIPS 181

FIPS 186-4
FIPS 197
FIPS 199
FIPS 200
FIPS 201-2
FIPS 202
NISTIR 7298
SP 500-292
SP 800-12
SP 800-16
SP 800-18
SP 800-28
SP 800-30
SP 800-38A
SP 800-39

SP 800-41
SP 800-53

SP 800-61
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ABBREVIATIONS

Federal Information Processing Standard
National Institute of Standards and Technology
NIST Internal/Interagency Report

Special Publication

NIST DOCUMENTS

Data Encryption Standard, January 1977.

Computer Data Authentication, May 1985.

Security Requirements for Cryptographic Modules, September 2009.
Secure Hash Standard (SHS), August 2015.
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A
Access attributes, 135
Access control, 38, 737 See also Attribute-based access

control (ABAC), Discretionary access control (DAC),
Mandatory access control (MAC), Role-based access

control (RBAC)
access rights of subject, 132
add-on security packages, 131
auditing function, 130
authentication and, 129
authorization and, 130
context for, 129
database, 183-188
definitions, 128
to delete system resources, 132
enterprise-wide, 157
examples, 134, 163
execute access, 132
in Linux/Unix security, 431432
objects to be protected by, 132
organization of, 137
password file, 99-100
policies, 131
principles, 128-129
read access, 132
to search directory, 132
of UNIX file, case example, 139-143
in Windows security, 434
write access, 132
Access control lists (ACLs), 133-134, 141-142, 151
Access control subsystem, 544
Accessibility, 41,384, 724
Access management, 157
Access matrix, 133-136, 143
Access matrix controller, 136
Access point (AP),290, 397,404, 427, 430, 433-434, 575,
609,733
association, 736
authentication, 739
connection termination, 740
disassociation, 736
discovery, 739
key management, 739
protected data transfer, 740
reassociation, 736
Access rights, 132
hierarchy of subjects, 138
‘owner’ access right, 138
rules, 136-138
transfer-only right, 138
Access rules, 131
Accidental association, 724
Accountability, 26, 38, 86, 485, 494, 516, 551, 617
Account hijacking, 459
Account logon events, 581, 583
Account management, 583
Accreditation, 37-38, 521
ACM Code of Ethics and Professional Conduct, 621
Active attacks, 31,36-37
Active directory (AD), 433,583
Activity, 299
Actuator, 467

Address space, 217,342, 350, 368-370, 372, 375, 574, 588, 591

Address space randomization, 369-370

780

Add Round Key stage (AES), 635-637

Ad Hoc Committee on Responsible Computing, 623
Ad hoc networks, 724

Adleman, Len, 71, 669

Administrative management domain (ADMD), 688
Administrator, 187,299

Advanced, 209

Advanced Encryption Standard (AES), 53, 55-57, 435, 581, 628,

633, 635-641, 650

add round key transformation, 640

AES Encryption Round, 637

encryption and decryption algorithms, 635

key expansion algorithm, 641

mix column transformation, 640

overall structure of, 635

overview, 635-637

S-boxes, 638

shift row transformation, 638, 640

SubBytes transformation, 638

substitutions and permutation, 635
Advanced Persistent Threats (APT),209-210

Adversary (threat agent), 30, 32,40, 4243, 46, 89, 93,104, 105,

115-119,123,676
Adware, 221, 223-223t, 336t, 604t
AES. See Advanced Encryption Standard (AES)
Agentless program, 596-597
Agent program, 597
AH information, 701
AITP Standard of Conduct, 622
Alarm processor, 573
Alert, 299
Alerting, 595
Alert Protocol, TLS, 692
Algorithms, 607
correct implementation of, 396-398
correspondence between machine language and, 398
Alternative message formats, 585
Amplification attacks, 264-265, 268
Amplifier attacks, 256
Analysis approaches, 281-284
Analyzers, 278,299
AND-node, 44
Anomaly detection, 182-183, 283,293, 330, 574, 595
attacks suitable for, 293
detection phase, 282
knowledge-based analysis, 282
machine-learning analysis, 282
SPA and, 294
statistical analysis, 282
training phase, 282
Anonymity, 614
Anonymous, 275
Answer to reset (ATR) message, 106
Antireplay window, 701
Anti-tamper and detection, 475
Application and service configuration
in Linux/Unix security, 430
in Windows systems, 433-434
Application-based bandwidth attacks, 258-261. See also
Denial-of-service (DoS) attack
SIP flood, 258-259
Application-level audit trail, 578-579
Application-level gateway, 319
Application owner, 186
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Application security outside, 31
application specific configuration, 427 on PKI, 695
encryption technology, 427428 popular password, 93
Application traffic, 441 on record and application data protocols, 695
Apprentice, 275 reflection, 261-264
Architectural works, copyrighted, 606 reflector, 256, 261-264
Archives, 429,573 remote code injection, 405
Artifacts, 623 replay, 119
Artificial Neural Networks (ANN), 285 scanning, 294
Assessors, 161 security, 31, 36, 41, 44, 47
Assets of a computer system, 29, 493494 software bugs, 382
threats and, 33-37 source routing, 317
Association for Computing Machinery (ACM), 620-621 spear-phishing, 232
Association of Information Technology Professionals specific account, 93
(AITP) Standard of Conduct, 620 SSL/TLS, 695-697
Assurance, 48, 161, 384, 398, 489 suitable for anomaly detection, 294
evaluation and, 48 SYN-FIN, 306
level for user authentication, 90-92, 158 SYN spoofing, 252-255
security auditing and, 571 TCP SYN spoofing, 254
Asymmetric encryption, 53,71 threat consequences of, 31-33
Asymmetric encryption algorithms, 71-72. See also tiny fragment, 317
Public-key encryption/cryptosystem transport layer reconnaissance and, 293
Atomic operation, software security, 409 Trojan horse, 33, 118-119, 211, 221, 222, 224, 233, 329
Attack agent, 229-230, 256-257 watering-hole, 226
bots, 229-230, 242, 260, 325 XSS, 391-392
remote control facility, 230 zero-day, 281, 283
zombies, 208, 229-230, 257, 269 Attack surfaces, 43-44
Attack kit, 208-209 Attack trees, 44-46
Attacks, 98. See also Countermeasures; Denial-of-service Attended biometric (BIO-A), 545
(DoS) attack; Software security; SOL injection Attribute-based access control (ABAC), 131, 148-154
(SQLi) attack; Threats; Vulnerabilities advantage of, 154
amplification, 264-265, 268 attributes in, 148
amplifier, 256 contrast with RBAC approach, 153
application-based bandwidth, 258-261 flexibility of, 149
application layer reconnaissance and, 293 logical architecture, 150-151
banner grabbing, 294 policies, 150-151
blended, 208 policy model, 151-154
bots, 623 Attribute certificates, 715
brute-force, 55-56, 65, 66, 98, 583, 634 Attribute Exchange Network (AXN), 160
categories, 695-697 Attribute indexes, 193
ciphertext-only, 629-630 Attribute providers (APs), 161
classic cross-site scripting (XSS), 413-414 Attributes, 41, 44, 88,110, 139, 149, 174-175, 188, 193, 251, 430,
client, 118-119 581,594,715
code injection, 389-390, 405 Audit, 38, 130. See also Security auditing
command injection, 388, 414 Audit analysis, 574
cross-site scripting (XSS), 391-392 Audit analyzer, 573
cryptanalytic, 94 Audit and alarms model (X.816), 572-573
defined, 30, 31 Audit archiver, 573
detecting, 31 AUDIT_CALL_START, 590
distributed denial-of-service (DDoS), 229, 256-258 Audit dispatcher, 573
DNS amplification, 265 AUDIT_LOOKUP_COMMAND, 590
Domain name system (DNS), 293 Auditors, 161
drive-by-download, 210, 223-224 Audit provider, 573
flooding, 255-256 Audit recorder, 572-573
on handshake protocol, 695 Audit (log file) records, 284-285
host, 119 Audit records, host-based intrusion detection and, 284-285
hypertext Transfer Protocol (HTTP)-based, 260-261, 293 Audit review, 574, 594
ICMP flood, 255 Audit trail collector, 573
inband, 180 Audit trail examiner, 573
inferential, 181 Audit trails, 578-580, 593
injection, 177-183, 386-390 analysis, 592-596
inside, 31 review after an event, 593
on Internet Relay Chat (IRC) networks, 229 Authenticated encryption (AE), 666-669
man-in-the-middle, 678, 724 Authenticated session, 46
network layer reconnaissance and, 293 Authentication, 38, 129, 475, 611, 737 See also Message
network security, 36-37 Authentication, User Authentication
off-by-one, 371 access control and, 129
offline dictionary, 92-93 biometric, 109-114
other, 695-696 digital user, 87-92

out-of-band, 182 hash function and, 59-67
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Authentication (Continued)
message or data, 59-64
password-based, 92-104
process, steps for, 86
public-key encryption, 63, 69
remote user, 114-117
security issues for user, 117-119
token-based, 104-109
using message encryption, 60—66
using symmetric encryption, 59
Authentication header (AH), 701
Authentication protocol, 88,90, 109
challenge-response, 106
Diffie-Hellman key exchange, 676
dynamic biometric, 117
dynamic password generator, 105
protocol type selection (PTS), 106
of a smart token, 106, 116
static, 105
static biometric, 117
Authentication server (AS), 708, 743
Authenticators, 118
Authenticity, 25-26, 34, 60, 63,232, 482, 485, 494
Authorization, 129, 475-476
access control and, 129
cascading, 185-186
Authorization functions, 611
Automatic response, 574
Automatic teller machine (ATM), 104
architectures, 122
cardholder, 121
issuer, 121
processor, 122
security problems for, 121-124
Autonomic enterprise security system, 296
Auto-rooter, 207
Availability, 24-28, 31, 33-35,37-38, 47,171, 189, 191, 206, 229,
247-248,257, 275,424, 482, 485, 494, 503-504, 506, 515,
526,574-575, 584,601
Awareness, 38

B
Backbone cabling, 196
Backbone network, 469
Backdoor (trapdoor), 32-33, 207,220, 233,277,336
Background checks and screening of employees, 557-558
Backscatter traffic, DoS, 252,263
Backup, data, 429
Banner grabbing attack, 294
Barrier security, 730
Baseline approach, 488-489
Baselining, 595
Base-rate fallacy, 280-281
behavior, 280
IDS problem of, 280-281
Basic principles, 279-280
Basic service set (BSS), 733
transition, 736
Bastion host, 320-321
Bayesian networks, 283
Berypt, 96
Behavior-blocking software, 240
Bernstein, Daniel, 268
Billing/payments, 611
Biological viruses, 210
Biometric (BIO), 545
Biometric authentication system, 119
accuracy of, 111-114
cost vs. accuracy, 110

dynamic biometric protocol, 89, 117
fingerprint patterns, 110
generic, 112
hand geometry systems, 110
iris system, 111, 119-121
operation of, 111
personal identification number (PIN), 111, 112
physical characteristics of, 110-111
retinal, 110
signature, 110
static biometric protocol, 89, 117
using facial characteristics, 110
verification (identification) of, 111
voice pattern, 110
Biometric information, 108
BIOS code, 228
BitLocker, Windows security, 435
Blended attack, 208
Blinding, 674
Blind SQL injection, 181-182
Blizzard, 533
Block cipher encryption, 58
blowfish symmetric, 96
Block cipher modes of operation, 644—-650
Block ciphers, 55,57 631, 633, 641-642, 663
Block encryption algorithms, 53, 55-57, 628, 631
Block reordering, 59
Bloom filter, 102-104
Blowfish symmetric block cipher, 96
Blue Pill rootkit, 236,424
Boot sector infector, 214
Botnet, 208, 225,229,232, 242,257,263
Bots, 229-230, 242, 260, 325, 623
uses, 229
Bourne shell, 357, 361, 362
Bring-your-own-device (BYOD) policy, 728
Browser helper objects (BHOs), 229
Brunner, John, 216
Brute-force attack, 55, 56, 65, 98, 583, 634
BSD Syslog Protocol, 585
Buffer overflow, 343
attacks, 342-343, 347, 354, 357, 364, 368, 370-376
C code, 344
compile-time defenses, 364-368
countermeasures, 364-368
definition, 343
example runs, 344
exploiting method, 346
exploits, 329
function call mechanisms, 348-349
global data area overflows, 375
heap, 372-375
input size and, 385
no-execute (NX), 369
replacement stack frame, 370-371
return to system call, 371-372
run-time defenses, 368-370
shellcode, 357-361
stack, 347-364
stack values, 345
Buffer overrun. See Buffer overflow
BUFSIZ constant, 354
Business continuity and disaster recovery, 464
Business use only policy, 560

C

Calling function, 348
Canary value, 368
Canonicalization, 394, 415



Capability, 495
Capability tickets, 133134, 715
Card access number (CAN), 107,109
Card authentication key (CAK), 546
Cardholder unique identifier (CHUID), 545
Cardinality, RBAC roles, 148
Cascaded access right, 186
Cascading authorizations, 185-186
Centralized administration, 183
CERT. See Computer Emergency Response Team (CERT)
Certificate authority (CA), 74,323,427,713,716
Certificate revocation list (CRL), 715
Certificates
attribute, 715
conventional (long-lived), 715
proxy, 715
public-key, 74-75
short-lived, 715
X.509, 75
Certification, 38
cross, 718
service, 686
Challenge-response protocol, 115-116, 118-119, 124
Change Cipher Spec Protocol, 692
Change management, 523
Channel, 4546, 582, 609, 642, 723
Charge-coupled device (CCD), 79
Chernobyl virus, 227
Choreographic works, copyrighted, 606
Chroot jail, 406, 432-433
Chroot system, 432
Chroot system function, 406
CHUID digital signature, 544-545
CIA triad, 25
Cipher block chaining (CBC) mode, 645-647
Cipher feedback (CFB) mode, 647-648
CipherSuite, 693
Ciphertext, 54, 68, 628, 629
public-key encryption, 68
symmetric encryption, 54
Ciphertext-only attacks, 629-630
Circuit-level gateway/circuit-level proxy, 319-320
CIRT. See Computer incident response team (CIRT)
Claimant, 88
Class, 132, 142, 149, 275, 369, 373, 386, 391, 514, 614-615
Clearinghouse, 609
Clear-signed data, 684
Clickjacking, 224
Client, 192
Client attacks, 118-119
Cloud auditor, 452, 453
Cloud broker, 452,453
Cloud carrier, 452,453
Cloud computing
abuse and nefarious, 458
addressing security concerns, 456457
cloud deployment models, 449-451
cloud security service, 460-464
cloud service models, 448-449
data protection in, 459-460
elements, 446448
infrastructure as a service (IaaS), 448-449
interactions between actors, 454
open-source security module, 464465
platform as a service (PaaS), 448
reference architecture, 451-454
risks and countermeasures, 457-459
security approaches for, 460
security issues for, 454-456
software as a service (SaaS), 448
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Cloud context and IoT
backbone network, 469
cloud, 469-470
core, 469
edge, 467-468
fog, 468-469
Cloud deployment models
community cloud, 450-451
comparison of, 451
hybrid cloud, 451
private cloud, 450
public cloud, 449-450
Cloud network, 469-470
Cloud security alliance, 458-489
Cloud service consumers (CSCs), 447-448, 452, 460
Cloud service models, 448-449
Cloud service provider (CSP), 452, 460
Clustering and outlier detection, 283
Code analysis techniques, 183
Code injection attack, 389-390, 405
Code of Practice for Information Security Management
(ISO 27024), 538, 551, 576, 614-615
Code Red 11, 220
Codes of conduct, 620
Code, writing safe programs using, 395-400
Collision resistance, 38n2, 65-66
Collision resistant hash functions, 65
Combined approach, security risk assessment, 490
Command-and-control (C&C) server network, 230
Command injection attack, 388, 414
Common controls, 518
Common Criteria (CC), 573-575, 594, 615
assurance level, 398
Communication lines, computer security and, 34
Communications channel (CC), 45
Communication security, 472
Communications facilities and networks, 29
Community cloud, 450451
CommWarrior worm, 223
Companion key, 68
Company policy, 561
Company rights, 561
Compile-time defenses, 364-368
Complete mediation, 40
Complex password policy, 101
Compression function, 665
Compression method, 693
Compromise, 93, 506
Computationally secure, 630
Computer crime. See Cybercrime
Computer Emergency Response Team (CERT), 44,342
Computer-generated passwords, 101
Computer incident response team (CIRT), 563
Computer room, 198
Computers
as storage devices, 602
as targets, 601
Computer security
availability, 28
breach of levels, 26
categories of vulnerabilities, 29
challenges of, 28-29
as communications tools, 602
confidentiality, 27
consumers of services and mechanisms, 48
cost of security failure, 47
definition, 24-28
ease of use vs. security, 47
functional requirements, 37-39
fundamental security design principles, 39-43
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Computer security (Continued)
high level, 27
implementation of, 4748
integrity, 27-28
key objectives, 25
low level, 26
model for, 29-31
moderate level, 27
policy, 4647
privacy, 611-617
privacy and, 25, 27, 35, 161, 601, 608, 611-617
scope of, 34
strategy, 4648
system resources (assets), 29, 33-35
teaching webcasts for, 760
terminology, 29
threats to, 31-37
Computer security incident response team (CSIRT), 561-568
detecting incidents, 563-564
documenting incidents, 567
information flow for incident handling, 567-568
responding to incidents, 565-566
triage function, 564
Computing artifact, 623
Conficker (or Downadup) worm, 221
Confidence, 543
Confidentiality, 27,35, 123, 476, 691
computer security and, 25, 27, 35
data, 25
Family Education Rights and Privacy Act (FERPA), 27
message or data authentication without, 60
public-key encryption, 68—69
symmetric encryption and, 53-59
threat to, 31
Configuration management, 34, 37-38, 40,312, 514, 516-517,
521-524,593
Consent, 617

Consequence, 31-33, 35, 67,248, 256, 264, 270, 342, 343, 359, 381,

383,386, 389, 393-394, 396, 399400, 404-406, 414, 427,
429,436,481, 485, 489, 494-496, 498-500, 502, 504-507,
518, 523,621,637

Constant exponentiation time, 674

Constituency, 563

Consumers, 609, 610

Container virtualization, 439

Content management, 610

Content ownership, 560

Content provider, 609

Content-Type HTTP response header, 415

Contingency planning, 38

Continuum learning, 552-553

Contractual obligations, 552

Control, 25, 39, 60, 88, 98, 108, 120, 173, 180, 212, 230, 237,239,
250,257-258,279, 326,342, 346348, 351-352, 361,
364,368-370, 375, 392-393, 397,400, 402, 406, 408, 410,
414-415, 421, 425426, 428-429, 487,492-493, 502-503,
505, 511-519, 601

Conventional (long-lived) certificates, 715

Cookies, 180

Copying of biometric parameter, 119

Copyright law, 606

Copyrights, intellectual property and, 605

Core network, 469, 474

Corporate physical security policy, 541-542

Corporate security, 321, 485

Correlation, 596

Corrupted system, 29

Corruption, 32-33, 206, 208, 227-228, 343, 346, 365,
375,399,405, 429, 504

Cost of security failure, 47

Countermeasures, 30,31, 511-519
attack strategies and, 92-93
buffer overflow, 364-368
compile-time defenses, 364-368
denial-of-service (DoS) attacks, 265-269
distributed intelligence gathering, 242
flooding attacks, 269
heap overflows, 372
host-based behavior-blocking software, 240
host-based scanners, 238-241
for malware, 236238
perimeter scanning, 241-242
rootkit, 241
run-time defenses, 368-370
safe coding techniques, 365-367
safe libraries, 367
spyware detection and removal, 240
of SQLi attacks, 183
stack protection mechanisms, 367-368
Counter (CTR) mode, 648-650
Counter mode-CBC MAC Protocol (CCMP), 749
Covert channel analysis, 517
C programming language, 347
CPU emulator, 239
Credential management, 156-147
Credentials, 87
Credential service provider (CSP), 87
Credential theft, 231
Crimeware, 208, 231
CRL issuer, 718
Cross certification, 718
Cross connects, 196
Cross-site scripting attacks (XSS), 391-392
Cryptanalysis, 54-55, 57,65, 67, 629-631
Cryptanalytic attacks, 94
Cryptographic algorithms, 477
Cryptographic message authentication code, 133
Cryptographic tools
asymmetric encryption algorithms, 71-72
confidentiality, 53-59
digital envelopes, 7677
digital signatures, 72-76
encryption of stored data, 79-80
hash functions, 62-67
key management, 60—62
message authentication, 60-62
Pretty Good Privacy (PGP), 80
pseudorandom numbers, 77-79
public-key encryption, 67-76
random number, 78-79
symmetric encryption, 53-55
Cryptography, 629. See also Public-key encryption/
cryptosystem; Symmetric encryption
CSI/FBI Computer Crime and Security Survey, 495
CWE/SANS Top 47 Most Dangerous Software Errors list, 381
Cybercrime, 601-602
cited in the convention on cybercrime, 603
law enforcement challenges, 602—-604
types, 601-602
Cybercrime victims, 604
Cyber criminals, 274-275, 603
Cyber-espionage worm, 221
Cyberslam, DoS, 250

D
DAC. See Discretionary access control
Data, 29, 35

backup, 429

confidentiality, 25, 601
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correct interpretation of, 398-399
destruction, 227-228
functions, 573
generation, 573-574
integrity, 25, 33, 35, 48, 59, 65, 68-69, 74, 123, 287, 601, 657-658
leakage or loss, 459
owner, 191
personal, 106
sharing, 617
source, 299
surveillance and privacy, 615-617
swapping, 643
values, writing correct code for, 398-400
Data authentication, 476
Database access control, 183-188
cascading authorizations, 185-186
fixed database roles, 187
fixed server roles, 187
range of administrative policies, 183
role-based, 186-188
SQL-based, 184-185
user-defined roles, 187
Database encryption, 191-194
disadvantages to, 191
entities, 191
Database management system (DBMS), 171-173, 190
Database RBAC facility, 186
Databases, 171, 608
encryption, 191-194
inference and, 188-190
query language, 172
relational, 173177
security, need for, 170-171
statistical, 608
storage for logs, 585
Data center/cloud, 474
Data center security, 194-199
considerations, 196-197
elements, 195-196
TIA-492,197-199
Data confidentiality, 749
Data definition language (DDL), 172
Data Encryption Algorithm (DEA), 55, 633
Data Encryption Standard (DES), 53, 633-634, 708
Data exfiltration, 233
Data loss prevention (DLP), 463
Data management security, 472
Data manipulation language (DML), 172
architecture, 172
Data protection and confidentiality, 475
Data protection in cloud computing
multi-instance model, 459
multi-tenant model, 460
Deadlock, prevention of, 400
Deallocator, 375
Decentralized administration, 183
Deception, 33
Decryption, 56, 57,59, 62, 68, 71
Decryption algorithm, 54, 68-69, 628, 635, 637,647,650, 672, 674
public-key encryption, 68
symmetric encryption, 54
Defense in depth, 42
Defensive coding, 182
Defensive programming, 380-384
Deletion, access to, 132
Denial-of-service (DoS), 36, 725
Denial-of-service (DoS) attack, 43, 119, 178, 248-250, 294
amplification, 257, 261, 264-265
classic, 250
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countermeasures, 260, 265-269
distributed, 229, 256-258
flooding, 255-256
reflection, 261-264
responding to, 269-270
smurf DoS program, 264
source address spoofing, 251-252
SQLi attack and, 178
SYN spoofing attack, 252-255
Tribe Flood Network (TFN), 257
DES. See Data Encryption Standard (DES)
3DES. See Triple DES
Design patents, 607
Destructor functions, 375
Detailed security risk analysis, 489—490
analysis of risks, 496-500
context or system characterization, 492-493
evaluation of risks, 500
identification of threats/risks/vulnerabilities, 494-496
risk treatment, 501-502
Silver Star Mines, risk assessment process, 502-507,
524-527
Detecting an attack, 31
Detection, 47-48
methods, 182
and recovery control, 513
Deterrence, 495
Developers, 556
Diffie-Hellman key exchange/key agreement, 71, 76,
674-679
Digital content, 608
Digital envelopes, 76-77
Digital identity, 156
Digital immune system, 330-331
Digital Millennium Copyright Act (DMCA), 608-609
Digital Rights Management (DRM), 609-611
architecture, 611
billing/payments, 611
components, 610
Digital Signature Algorithm (DSA), 71,679
Digital signatures, 72-77
Digital Signature Standard (DSS), 71, 678-679
Digital user authentication
means of, 88-89
model for, 87-88
risk assessment, 89-92
Directed broadcast, 264, 268
Directory information, 27
Directory service access, 583
Directory traversal, 329
Disciplinary action, 561
Disclosure, 25, 31-35, 42, 50-51, 90, 189, 505, 516, 622
Discretionary access control (DAC), 131-139
access matrix controller, 136
access rights of subjects, 136
of devices, 135
general model, 134-138
logical or functional point of view, 135
of memory locations or regions, 135
of processes, 135
protection domains, 138-139
rules for transferring, granting, and deleting
access rights, 136
display () function, 354
Dispute resolvers, 161
Disruption, 32-33, 36-37,43, 210, 217,247,604
Distributed denial-of-service (DDoS) attacks, 229, 256-258
Distributed detection and inference (DDI) events, 297
Distributed firewalls, 326-328
Distributed host-based intrusion detection, 274
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Distributed intrusion prevention system (IPS), 242, 287-289
architecture for, 288
central manager module, 288
host agent module, 288
LAN monitor agent module, 288
major issues in the design of, 287-288
Distributed or hybrid IDS, 279,297
Distribution right, 606
Distribution system (DS), 733
messages distribution of, 735
Distributor, 609
DMZ (demilitarized zone), 301
networks, 323-325
DNS amplification attacks, 265
Domain keys identified mail (DKIM), 686690
internet mail architecture, 687-688
strategy, 688—690
Domain name system (DNS), 688
Dormant phase of virus, 211
DosS. See Denial-of-service (DoS)
Double bastion inline, 328
Double bastion T, 328
Downloaders, 207
Dramatic works, copyrighted, 606
Drive-by-download attack, 208, 210, 223-224
Drone, 229
Drop, 331
Duqu worm, 221
Dynamically linked shared libraries, 588
Dynamic binary rewriting, 591-592
Dynamic biometric authentication, 109-114
Dynamic biometric protocol, 117
Dynamic Host Configuration Protocol (DHCP), 293
Dynamic Link Libraries (DLLs), 285

E
EAP exchanges, 743-744
EAPOL key encryption key (EAPOL-KEK), 747
EAP over LAN (EAPOL) key confirmation key
(EAPOL-KCK), 747
Earthquake, 533
Eavesdropping, 118-119
Economy of mechanism, 40
Edge network, 467-468
Egress monitors, 241-242
Electrically erasable programmable ROM
(EEPROM), 106
Electromagnetic interference (EMI) threat, 537
Electronic codebook (ECB) mode, 57,59, 645, 666
Electronic identity (eID) card, 107-109
functions, 108-109
human-readable data on, 106
Password Authenticated Connection Establishment
(PACE), 109
Electronic monitoring, 93
Elliptic curve cryptography (ECC), 71-72, 679
E-mail, 560-561
attachment, infected, 220, 225
Secure/Multipurpose Internet Mail Extension
(S/MIME), 75, 683-686, 714
security, 463
spam, 225
Trojan horses, 225-226
unlawful activity prohibited, 561
Employee behavior, 551
Employees security policy, 561
Employment agreements, 558
Employment practices and policies, 557-560

Emulation control module, 239
Encapsulating security payload (ESP)
information, 701
transport mode, 702-703
tunnel mode, 703
Encapsulation, 42
Encrypted virus, 215
Encrypting File System (EFS), 435
Encryption, 463, 725
end-to-end, 650
research, 608
of stored data, application of, 79-80
Encryption algorithm. See Asymmetric encryption algorithms,
Symmetric encryption
End entity, 718
End-of-line comment, 181
End-to-end encryption, 650
End user, 186
Enroll, 111-112,120
Enterprise cloud computing, 446
Enterprise identity, 156
Enterprise resource planning (ERP), 454
Enterprise-wide access control, 157
Entrance room, 198
Enveloped data, SSMIME, 684
Environmental threats
chemical, radiological, and biological hazards, 536
dust, 536
fire and smoke, 534-535
inappropriate temperature and humidity, 533-534
infestation, 537
water damage, 535-536
Environmental variables, software security, 401-404
Environment attributes, 149
ePass function, 107, 108
Equipment distribution area (EDA), 199
Error-detection code, 59
eSign function, 107
Espionage, 232-233
/etc/syslog.conf, 584
Ethics
codes of conduct, 620
IEEE Code of Ethics, 622
Information Technology professions, 618
issues related to computers and information
systems, 618-620
rules, 623
European Union Data Protection Directive, 612
Evaluation, 48, 57, 487,490, 497, 511
Event and audit trail analysis software, tools, and
interfaces, 576
Event definition, 574
Event detection, 576
Event discriminator, 572
Event recording, 576
Event response, 584-585
Event selection, 574
Event storage, 574
Executable address space protection, 368-369
Execute access, 132
Execution phase of virus, 212
viral structure, 213-214
Executive-level training, 556
execve () system function, 357
Exploits, 210
Exposure, 31, 428, 488, 492,496, 522, 604
Extended service set (ESS), 734
transition, 736
Extensible Markup Language (XML), 298
Extreme Learning Machines (ELM), 285
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Facilities security, 530
Factoring problem for RSA algorithms, 672-673
Fail-safe default, 40
Fair use, 608
False negatives, 279, 282
False positives, 279, 282
Falsification, 32-33
Family Educational Rights and Privacy Act (FERPA), 27
Federal Information Processing Standards (FIPS), 25-26, 37,39,
55,57,61,66,71,90, 101, 633,659,678
PUB 68, 55
PUB 202, 66
PUB 208, 71
PUB 219, 57
PUB 221, 25-26
PUB 222,37, 39
Federated identity standards and protocols, 154
Feistel cipher structure, 631-633
fgets () library routine, 354
File access control, 99-100, 139-141
File access system, 329
File infector, 214
File integrity checksums, 285
Finger, 293
fingerd daemon, 348
FIPS. See Federal Information Processing
Standards (FIPS)
Firewall projects, 758-759
Firewalls. See also Intrusion prevention systems (IPS)
activity patterns, access based on, 313
application-level gateway, 319
application protocol, 313
basing, 320-323
bastion host, 320-321
characteristics and access policy, 312-313
circuit-level gateway/circuit-level proxy, 319-320
distributed, 326-328
DMZ networks, 323-325
host-based, 321-322
IP address and protocol values, 312
limitations, 313
location and configurations, 323-328
need for, 311-312
packet filtering, 315-317
personal, 322-323
scope of, 313
stateful inspection, 318-319
types of, 314-320
users identity, access based on, 313
virtual private networks (VPN), 325
First-generation scanner, 238
Fixed database roles, 187
Fixed server roles, 187
Flash crowd, 266
Flood, 533
Flooders (DoS client), 207
Flooding attacks, 255-256
defenses against, 267
ICMP flood, 255
TCP SYN flood, 256
UDP flood, 255-256
Fog computing, 469
Fog computing devices, 469
Fog/edge network, 474
Fog network, 468469
Foreign key, 175, 184
Format, 240,274, 287,288,297-299, 303, 363, 368, 375,
381,390, 430, 581, 585, 597,608, 629, 661, 707, 714-715
Format string overflows, 375
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Forward add round key transformation (AES), 640
Forward mix column transformation (AES), 640
Forward shift row transformation (AES), 638
Forward substitute byte transformation (AES), 638
Fourth-generation products, 239

Fraggle program, 264

FreeBSD, 96-97, 142

FTP, 293,319
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Function call mechanisms, buffer overflow, 348-349
Function returns, 348

Fuzzing, 394-395

Fuzzing software tests, 394-395

Fuzzy logic, 283
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Genetic algorithms, 283

getinp () function, 354

gets () function, 344,348,373

gets () library routine, 373

Global data area overflows, 375

GNOME Programming Guidelines, 411

Governance and custodianship, 617

Gpcode Trojan, 227

Graceful failure, 366

GRANT command, 184

Graphical user interfaces (GUIs), 597

grep program, 402

Group, 71, 132, 140-141, 187,274-275, 283, 297, 399, 403-405,
430,431,433, 434,494,503, 507,513, 583, 594, 615, 629,
678,718

Group keys, 744, 747

Group master key (GMK), 747

Group temporal key (GTK), 747

Guard pages, 370

Guest OS, 436-438
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Hacker/cracker, 93, 98,274,300, 329
Hacking project, 754-755
Hacktivists, 275
Handling of program input, 384-395
Handshake Protocol, TLS, 692-694
Hardening, 422-426, 429, 431, 433-435
Hardware, 29, 34, 191
efficiency, 649
Hashed passwords, 94-96
Hash functions
applications of, 66-67
collision resistant, 65
HMAC, 663-666
intrusion detection and, 67
message authentication and, 59-67
one-way, 62-64, 92, 96
one-way, 657
preimage resistant, 65-66
second preimage resistant, 65
secure, 63-64
Secure Hash Algorithm (SHA), 659-662
simple (SHF), 657-659
Heap, 372
Heap overflow, 372-375
Heartbeat Protocol, TLS, 694-695
Heartbleed, 696
Heating, ventilation, and air-conditioning (HVAC), 534
hello function, 351-353
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Hierarchies, RBAC, 146-147
High interaction honeypot, 300
HMAC, 64, 663-666
algorithm, 664—-665
design objectives, 663—-664
security of, 665
Honeynet Project, 300
Honeypots, 300-302
fully internal, 302
high interaction, 300
low interaction, 300
outside the external firewall, 301
Horizontal cabling, 196
Horizontal distribution area (HDA), 198
Host attacks, 119
Host audit record (HAR), 288-289
Host-based behavior-blocking software, 240
Host-based detectors, 296
Host-based firewalls, 321-322
Host-based IDSs (HIDSs), 238-241,279, 284,287
anomaly, 285-286
benefit of, 284
data sources, 284-285
distributed, 287-289
sensors, 284-285
signature or heuristic based, 287
Host-based intrusion prevention systems (HIPS), 328-330
Hosted virtualization, 437,438, 442
Host input/output, 329
Host-resident firewall, 326
HTTP flood, 260-261
HTTPS (HTTP over SSL), 229
Human attack surface, 43
Human-caused threats, 537-538, 540-541
Human resources security
computer security incident response team (CSIRT),
561-568
e-mail and internet use policies, 560-561
employment practices and policies, 557-560
security awareness, training, and education, 551-557
Humidity, 533-534
Hurricanes, 531
Hybrid cloud, 451
Hydraq Trojan, 226
Hypertext transfer protocol (HTTP)
connection closure, 698
connection initiation, 697-698
Hypertext Transfer Protocol (HTTP)-based attack,
260-261,293
Hypervisor, 236,423, 436-438
type 23,437
type 24, 437
Hypervisor security, 440-441
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Ice storm, 533
ICMP flood attack, 257
Identification, 38, 86, 108, 110-112, 237,266, 284, 494-496,
516,523
Identifier (ID), 92, 94
Identity and access management (IAM) system, 161, 462
Identity, credential, and access management (ICAM)
access management, 157
credential management, 156-157
identity federation, 157
identity management, 156
purpose of, 156
Identity federation, 157
Identity management, 156,610

Identity providers (IDPs), 161
Identity service provider, 161
Identity theft, 231-232, 724
IDS. See Intrusion detection systems (IDS)
IEEE 802.11 wireless LAN, 730-736
architectural model, 733-734
logical link control, 733
MAC, 732-733
network components, 733-734
physical layer, 731-732
protocol architecture, 731-732
services, 734-735
IEEE 802.11i wireless LAN, 736-751
access control approach, 742
CCMP, 749
discovery phase, 740-741
EAP exchanges, 743-744
group key distribution, 748
group keys, 747
key management phase, 744-747
MPDU exchange, 743
operation, 737-740
pairwise key distribution, 747-748
PRF, 749-751
protected data transfer phase, 749
security capabilities, 741
services, 737
TKIP, 749
IEEE (Institute of Electrical and Electronics Engineers)
P1363 Standard for Public-Key Cryptography, 72
Code of Ethics, 622
IEEE 824.1X access control approach, 742
IETF Public Key Infrastructure X.509 (PKIX) model, 718
Illegal/logically incorrect queries, 181
Implementation plan, 482, 511-512, 520, 526
Inband attack, 180
Incapacitation, 32-33
Incident handling, 522, 524
information flow for, 567-568
life cycle, 566
Incident response, 38, 516, 525, 526
Independent BSS (IBSS), 734
Infection vector, 211
Inference, 32, 188-190
channel, 189
database security, 188-190
detection at query time, 189
detection during database design, 189
example, 189
threat of disclosure by, 189
Inferential attack, 181
Inflexibility, 191
Informal approach, security risk assessment, 489
Information Card Foundation (ICF), 160
Information system (IS), 571
Information system hardware, 530
Information technology (IT) security control, 511-519
implementation of, 521
maintenance and monitoring of implemented controls,
522-524
Information technology (IT) security management,
511,521,523
definition, 482
implementation of, 511
ISO/IEC 27,022 series of standards, 482
organizational context and security policy, 484-487
overview of, 483
safeguards, 28, 487, 511-519
Information technology (IT) security plan, 520-521
implementation of, 521
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process, 483
baseline approach, 488-489
combined baseline, informal, and detailed approach, 490
detailed, 489490
informal approach, 489
Information theft
credential theft, 231
data exfiltration, 233
espionage, 232-233
identity theft, 231-232
keyloggers, 231
phishing, 206, 210, 224-226, 231-232, 276,
336, 604
reconnaissance, 232-233
spyware, 231
Infrastructure as a service (IaaS), 448-449
Infrastructure controls, 518
Infrastructure traffic, 441
Infringement, intellectual property and, 605-606
Ingress monitors, 241
Injection attack, 177-183, 386-390
Inline sensor, 290, 303
Input fuzzing, 394-395
Insecure interfaces, 458
Inside attack, 31
Instructor’s Resource Center (IRC), 754
case studies, 759
Integer overflows, 375
Integration of security policies and techniques, 472
Integrity, 25,27 34-35,123
system and information, 39
Integrity check value, 702
Intel digital random number generator (DRNG), 79
Intellectual property, 605
copyrights, 605
infringement, 605-606
patents, 605, 607
relevant to network and computer security, 607-608
trademark, 607
types of, 605-607
U.S. Digital Millennium Copyright Act (DMCA), 608-609
Interception, 32,241, 589, 603
Interface, 315
International Convention on Cybercrime, 602
International Organization for Standardization (ISO), 49,
176, 481-482, 515,576, 578-579
International Telecommunication Union (ITU), 49,
572,714
Internet authentication
Kerberos, 707-713
public-key infrastructure (PKI), 716-718
X. 531, 713-716
Internet banking server (IBS), 45
Internet Engineering Task Force (IETF), 718
Public Key Infrastructure X.509 (PKIX), 718
Internet mail architecture, 687-688
Internet Message Access Protocol (IMAP), 293
Internet of Things (I10T)
and cloud context, 467-470
components of, 466467
evolution, 466
gateway security functions, 473
open-source security module, 476478
overview of, 466
patching vulnerability, 471
privacy requirements, 471-473
security, 470
security elements of, 470-471
security framework, 474-476
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Internet of Things (IoT) enabled device
actuator, 467
microcontroller, 467
radio-frequency Identification (RFID), 467
sensor, 466467
transceiver, 467
Internet protocol protection, 475
Internet Relay Chat (IRC), 258,293
networks, 229-230
Internet security protocols. See also IP security (IPsec)
DKIM, 686-690
HTTPS, 697-698
IPv4 security, 698-703
IPv6 security, 698-703
secure E-mail, 683-686
S/MIME, 683-686
SSL, 690-697
TLS, 690-697
Internet society, 49
Internet use policies, 560-561
Interposable libraries, 587-590
Interposable library function, 588-590
Intruders, 274-278
behavior, 276-278
classes of, 274-275
cyber criminals, 274-275
definition, 274
hacktivists, 275
initial access, 277
intrusion detection, 278-281
maintaining access, 277
privilege escalation, 277
range of attacks, 276
skill levels, 275-276
target acquisition and information gathering, 276-277
Intrusion, 32
Intrusion detection and prevention system (IDPS), 328
Intrusion Detection Exchange Protocol (IDXP),298
Intrusion Detection Message Exchange Format (IDMEF), 298
Intrusion detection systems (IDS), 564
exchange format, 297-299
Intrusion Detection Exchange Protocol (IDXP), 298
Intrusion Detection Message Exchange Format
(IDMEF), 298
Intrusion management, 463
Intrusion prevention systems (IPS), 276, 328-332, 564
distributed or hybrid, 330-332
host-based, 328-330
network-based, 330
Snort Inline, 331-332
unified threat management (UTM), example of, 332-336
Inverse add round key transformation (AES), 640
Inverse shift row transformation (AES), 640
Inverse substitute byte transformation (AES), 638
INVITE request, 259
IP address spoofing, 317
ipfw program, 432
IPhone Trojans, 226
IP protocol field, 315
IPS. See Intrusion prevention systems (IPS)
IPSec platform, 326
IP security (IPsec), 75,412,714
applications of, 699
benefits, 699-700
ESP, 701-702
protocol mode, 701
routing applications, 700
SA, 700-701
scope, 700
iptables program, 432
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1Pv4,293, 698-703

1Pv6,265, 698-703

IR 7320, Glossary of Key Information Security Terms, 128
Iris biometric authentication system, 111, 119-121
Iris-recognition camera, 120

ISO. See International Organization for Standardization (ISO)

1SO 27,024, 578-579

ISO/IEC 27024 Security Controls, 515

Isolation, 42

Issuer name, 714

IT security management, definition, 482

ITU Telecommunication Standardization Sector (ITU-T), 714

J

Journeyman, 275

K

Kerberos environment, 711
Internet authentication and, 707-713
performance issues, 713
ticket-granting service (TGS), 708
ticket-granting ticket (TGT), 709-390
version 26, and 27, 712-713

Kerberos protocol, 707-711

Kerberos server, 711

Kernel, 139,234,241, 350, 357,369, 420-421, 424, 432, 436, 591

Kernel mode, DAC, 139

Kernel mode rootkits, 235

Key distribution center (KDC), 651

Key distribution, symmetric encryption, 650-651

Keyed hash MAC, 64

Key expansion, AES, 641

Keyloggers, 207,231

Keylogging, 229

Key management, 72-77, 80, 191

Key pair recovery, 718

Keys
private, 678
public, 67, 71, 676, 678, 716

Keystream, 58, 641

Klez mass-mailing worm, 227

Known session 1D, 46

L
Laboratory exercises, 755
LAN monitor agent, 288
Laptop data encryption, 80
LavaRnd, 79
Law enforcement agencies, 602
Layering, 42
Leaky system resources, 30
Least astonishment, 43
Least common mechanism, 41
Least privileges, 41, 404—406, 559
Legal aspects of computer security, 26, 47, 128, 250, 270, 300,
484-486,488,490, 492,503, 505, 518
cybercrime and, 601-605
ethical issues, 618-623
intellectual property and, 605-611
Level of risk, 31,301, 487488, 493, 496, 499-500, 504, 507,
518-519,526
Liability, 552
Libraries, 234, 329, 354
anti-XSS, 394
dynamic, 375
dynamically linked shared, 588

dynamically loadable, 401, 403
dynamically loaded, 320
Dynamic Link Libraries (DLLs), 285
executable, 432
interposable, 587-590
safe, 367
shared, 588
standard, 363, 367, 370, 403
statically linked, 588
statically linked shared, 588
TCP wrappers, 431
third-party application, 367
Library-based tape encryption, 80
Library function, 347, 372, 373, 406409, 587-590
Libsafe, 367
Lifecycle management, 156
Lightning, 533
Lightweight Directory Access Protocol (LDAP), 464
Likelihood, 47, 67,99, 210, 222, 225, 232, 331, 384, 395, 399, 407,
488-489, 491, 496-500, 502, 504-507, 518, 522, 525
Limited role hierarchy, 146-147
Link encryption, 650
Linux/Unix security
access controls, 431-432
application and service configuration, 430
application security using a chroot jail, 432-433
logging and log rotation, 432
patch management, 429-430
testing, 433
troubleshooting a chrooted application, 432433
users, groups, and permissions, 430-431
Literary works, copyrighted, 606
Loadable modules, 591
Local area network (LAN), 32, 123,290,293, 325
Location services, mobile device security, 728
Lock, 409
Lockfile, software security, 409-411
Log, 94,99, 115-116, 180, 216, 278, 284, 299, 300, 303, 319,
321, 325,332,404, 425,428, 432,522,571, 579, 581-587,
592-597,708, 709
Log analysis, 584
tools, 564
Log file encryption, 585
logger, 584
Logging function, 428, 432, 581-584
at the application level, 587
interposable libraries, 587-590
syslog (UNIX), 584-587
at the system level, 581-587
Windows Event Log, 581-584
Logic bomb, 207 211, 228
Logic bomber, 211
Logon events, 583
Low interaction honeypot, 300
LulzSec, 275

M

Machine readable zone (MRZ), 107

Mac OS X secure file delete program, 408
MAC protocol data unit (MPDU), 732
Macro virus, 207,212,215

MAC service data unit (MSDU), 732,733
Mail delivery agent (MDA), 687

Mail submission agent (MSA), 687

Main distribution area, 198

Maintenance hook, 233

Maintenance of information systems, 38
Maintenance of security controls, 522
Malicious association, 724



Malicious insiders, 458
Malicious software (malware), 287
attack kits, 208-209
attack sources, 209
backdoor (trapdoor), 32-33, 207, 220, 233, 277, 336
bots, 229-230, 242, 325, 623
countermeasures for, 236-242
definition, 206
logic bomb, 207, 211, 228
mobile code, 207, 220, 222
rootkits, 207, 234-235, 241
spreading of new, 229
terminologies for, 207
Trojan horse, 33, 118-119, 207, 252-226, 329
types, 207-209
malloc () function, 369,373
Malvertising, 209
Malware. See Malicious software (malware)
Management, 299, 496-498, 501-502, 505-506
access, 157
account, 583
change, 523-524
configuration, 34, 38, 40, 524
content, 610
controls, 37,47, 512, 515-517
credential, 156-157
of data, 369, 373, 375
database, 131, 132, 171-173, 180, 182
Digital Rights Management (DRM), 609-611
identity, 156, 610
IT security, 511, 520-521
key, 72-77, 79-80, 191
memory, 369, 373, 375, 399
network, 290
patch, 429430, 433
rights, 610
risk, 487-488, 493, 503, 507
security information and event management (SIEM), 297
Management-level training, 556
Management traffic, 441
Manager, 299
Mandatory access control (MAC), 131, 183, 425
Man-in-the-middle attacks, 678, 724
Manning, Chelsea, 275
Manual defensive coding practices, 182
Markov modeling techniques, 98
Markov models, 285
Markov process model, 98, 285
Masquerade, security threats by, 32-33, 36
Master, 275-276
Master session key (MSK), 744
MD5, 66, 96, 666, 716
MDS crypt, 96
Measured service cloud systems, 447
Medium access control (MAC), 595, 732-733
association-related services, 735-736
control, 732
destination MAC address, 733
header, 733
spoofing, 724
trailer, 733
Melissa e-mail worm, 219
Memory allocator, 375
Memory cards, 104—105
Memory leak, 399400
Memory management unit (MMU), 369
Message authentication code (MAC), 691
Message confidentiality, symmetric encryption and, 628-651
Message/data authentication, 59-64
authenticated encryption (AE), 666669
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code (MAC), 60-62
as a complex function of message and key, 60
Diffie-Hellman key exchange/key agreement, 71, 76, 674—-679
hash functions and, 59-67
HMAC, 64, 663-666
RSA algorithm, 669-672
using a message authentication code (MAC), 60-62
using a one-way hash function, 62-64
using public-key encryption, 63
using secret key, 64
using symmetric encryption, 59
without confidentiality, 60
without message encryption, 6064
Message digest, 62, 65, 659, 660
Message integrity, 691, 737, 749
Message store (MS), 687
Message transfer agent (MTA), 687
Message user agent (MUA), 687
Metamorphic virus, 215
Metamorphic worms, 222
Microcontroller, 467
Miller, Barton, 395
Minimal effect on functionality, 576
MiniSec operating system, 476
Misappropriation, 32-33
Misuse, 32-33, 170-171, 281, 538, 603, 614, 618, 715
Mix column transformation, AES, 640
Mixter, 257
Mobile code, 207,220
Mobile device security, 726-730
Cloud-based applications, 726-727
de-perimeterization, 727
external business requirements, 727
interaction with other systems, 728
location services, 728
new devices, growing use of, 726
physical security controls, 727
security threats, 727
strategy, 728-730
traffic security, 730
untrusted applications, 728
untrusted content, 728
untrusted mobile devices, 727-728
untrusted networks, 728
Mobile phone Trojans, 226-227
Mobile phone worms, 222-223
Mobility, 723
Modes of operation, 57
symmetric encryption, 644—650
Modification of messages, 36
Modification right, 606
Modularity, 42
Monitoring risks, 522-524
Morris, Robert, 218
Morris worm, 218-219, 348,354
Motion pictures, copyrighted, 606
Motivation, 495, 551-552, 560
MPDU exchange
association, 742
network and security capability discovery, 741
open system authentication, 741
Multics, 233
Multi-instance model in data protection, 459
Multipartite virus, 215
Multiple encodings, 393
Multiple password use, 93
Multipurpose internet mail extension (MIME), 683
Multi-tenant model in data protection, 460
Multivariate model, 282
Musical works, copyrighted, 606
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Mutation engine, 215

Mutual authentication and authorization, 472
Mutually exclusive roles, RBAC, 147-148
Mydoom, 220

N
National ID cards, 106
National Institute of Standards and Technology (NIST), 41,
48-49,55, 66,71, 142,538, 633, 659, 678
buffer overflow, 343
cloud computing reference architecture, 451-454
program of standardizing encryption and hash algorithms, 41
FIPS PUB 140-3, 142
SP 80-63-2, 90
SP 522-314, 451
SP 800-144, 454-456
SP 800-145, 446
SP 800-146, 457
SP 800-53, 514, 516
FIPS 221,25
National Security Agency (NSA), 39, 628
Native virtualization, 437, 438
Natural disasters, as threats to physical security, 531-533
Nessus, 433
netfilter kernel module, 432
Network attack surface, 43
Network-based IDS (NIDS), 279, 289-295
application layer reconnaissance and attacks, 293
deployment of network sensors, 291-293
logging of alerts, 294-295
network layer reconnaissance and attacks, 293
network sensors, 290
policy violations, 293
signature detection, 293
transport layer reconnaissance and attacks, 293
unexpected application services, 293
Network-based IPS (NIPS), 330
Network enforced policy, 476
Network File System (NFS), 293
Network injection, 725
Network interface card (NIC), 196,290, 438
Network layer address spoofing, 317
Network security, 464
attacks, 36-37
Network sensors, 290
Neuer Personalausweis, 106
Neural networks, 285
Never Before Seen (NBS) Anomaly Detection Driver, 595
Next header, 702
NIST. See National Institute of Standards and Technology
No-execute bit, 369
No-execute protection, 369
Noise, 537
Nonexecutable memory, 369
Nonrepudiation, 25-26, 28, 516, 577
Nontraditional networks, 724
NOP sled, 360-361, 369, 373
Notification, 299
NULL terminator, 345

(0]

Object access, 583

Object attributes, 149

Objects of access control, 132
Obstruction, 32-33, 41
Off-by-one attacks, 371

Offline dictionary attack, 92-93

Offset Codebook (OCB), 477, 666-669
On-demand self-service, 447-448
One-way hash function, 62-64, 92, 96, 657
of password, 92
One-way/preimage resistant, 65
Online Certificate Status Protocol (OCSP), 716
Online polls/games, 230
OpenBSD system, 96, 97,370
Open design, 41
Open Identity Exchange (OIX) Corporation, 160
Open identity trust framework (OITF), 158-161
OpenlD Foundation, 160
OpenlD identity providers, 160
Open recursive DNS servers, 265
OpenStack security module
identity, 464
policies, 465
service catalog, 464
token, 464
virtual machine, 465
Open systems interconnection (OSI), 317
Open Web Application Security Project, 177 380-381
Operating modes, 477-478
Operating system (OS)
interacting with other programs, 412
least privileges, 404406
privilege escalation, 404-406
race conditions, prevention of, 409-410
standard library functions, 406409
systems calls and, 406—409
temporary files, safe use of, 410-412
Operating system-based security mechanisms, 173
Operating system security
additional security controls, installation of, 425426
categories of users, groups, and authentication, 425
hardening and configuring the operating system, 422-426
initial setup and patching, 423-424
Linux/Unix, 429-433
planning, 422
removing unnecessary services, application, and
protocols, 424
resource controls, configuration of, 425
security layers, 420
security testing, 433
testing of, 426
Windows, 433-435
Operational control, 47 512-513
Operational technology (OT), 466
Operation Aurora, 2,031,232
Operator, 299
Organizational security policy, 484-487
OR-node, 44-45
OS. See Operating system (OS)
OSI. See Open systems interconnection (OST)
Out-of-band attack, 182
Outside attack, 31
Overflows
buffer, 342-345, 348, 354, 364-365, 367, 370, 375
global data area, 375
heap, 372-375
off-by-one attacks, 371
replacement stack frame, 370-371
Overlay networks, 439
Overvoltage condition, 537
Owner, 68, 74, 80, 105, 132, 136, 140-142, 150-151, 183, 186, 191,
401-404, 411-412,430, 605-606, 608, 710, 713
‘Owner’ access right, 138
Ownership and authorship, 617
Ownership-based administration, 183
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Packet filtering firewall, 315-317
pack () function, 353
Padding, 702
Pad length, 702
Pairwise master key (PMK), 744
Pairwise transient key (PTK), 745
Pantomimes, copyrighted, 606
Parameterized query insertion, 182
Parasitic software, 210
Parasitic virus, 227
Partitioning, 193
Passive attack, 31, 36-37
Passive sensor, 290, 303
Password Authenticated Connection Establishment (PACE), 109
Password-based authentication, 92-104
identifier (ID), 92
password cracking of user-chosen passwords, 97-99
use of hashed passwords, 94-96
vulnerability of, 92-94
Password cracker, 96
Passwords, 66
cracking of user-chosen passwords, 97-99
file access control, 99-100
guessing against single user, 93
length, 96
protocol, 115-116
Password selection strategies, 100-104
Bloom filter, 102-104
complex password policy, 101
computer-generated passwords, 101
password checker, 102
reactive password checking, 101
rule enforcement, 101-102
user education strategy, 100
using proactive password checker, 101
Patching, 312, 423-424
Patch management
Linux/Unix security, 429-430
Windows security, 433
Patents, intellectual property and, 605, 607
Path MTU, 701
PATH variable, 402—403
Pattern matching, 330
Payload, 211,229-236
Payload actions, 208
Payload data, 702
PC Cyborg Trojan, 227
PC data encryption, 80
Peer-to-peer “gossip” protocol, 295
Perimeter scanning approaches, 241-242
Periodic review of audit trail data, 593-594
Period of validity, 714
Permanent key, 650
Permission, computer security and, 146, 148
Permissions, 40-41, 86, 139-140, 142, 145-146, 148, 153-154,
186-187,212,397,401,412,423,425,430-431, 434
Persistent, 209
Personal firewalls, 322-323
Personal identification number (PIN), 46, 88,104, 108, 111, 157
Personal identity verification (PIV), 542-545
card issuance and management subsystem, 544
front end subsystem, 543
Personal privacy, 608
Personal property, 605
Personal technology, 466
Personnel, role in physical security, 531
Personnel security, 39
during employment, 559
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Phishing, 206, 210, 224-226,231-232, 276, 336, 604
Physical access audit trail, 580
Physical facility, 531
Physical isolation, 42
Physical security
breaches, recovery from, 541
environmental threats, 533-540
human-caused physical threats, 537-538, 540-541
infrastructure security, 530
logical security, 530
logical security, integration of and, 542-548
natural disasters as threats to, 531-533
personal identity verification (PIV), 542-545
premises security, 530
prevention and mitigation measures, 538-541
technical threats, 537, 540
threats, 531-538
Physical user input, 180
Pictorial, graphic, and sculptural works, copyrighted, 606
Piggybacked queries, 181
Ping of death, DoS, 249
PIV authentication key (PKI), 545-546
Plaintext, 54-55, 67,628, 635
public-key encryption, 67
symmetric encryption, 54
Plan-Do-Check-Act Process Model, 484
Planning, 38
Plant patents, 607
Platform as a service (PaaS), 448
Poison packet, DoS, 249
Policy changes, 583
Policy enforcement points (PEPs), 297
Policy management, 157
Policy scope, 560
Polymorphic virus, 215, 238
Popular password attack, 93
Position independent, 357-358
x86 assembly code, 358
Post Office Protocol (POP),293
Practical security assessments, 758
Preimage resistant, 65
Preimage resistant hash functions, 65-66
Preprocessing, 649
Prerequisite, 148
Preset session 1D, 46
Pre-shared key (PSK), 744
Pretty Good Privacy (PGP) package, 80
Preventative controls, 513
Prevent/Prevention, 31,36-37,39, 42, 47-48,77,93,123, 128,177,
182, 189,231,260, 265,268,279, 287,316, 319, 329, 335,
342,364,370-371,375,380,389-391, 402-403, 408-409,
414,417 421, 423,426,434,494, 513, 515, 574, 604, 607,
608,612,614
Primary key, 174
printf () library routine, 354
Privacy, 25, 561
computer usage, 614-615
and confidentiality, 617
data surveillance and, 615-617
European Union Data Protection Directive, 612
laws and regulations, 612
with message integrity, 737
organizational response, 613-614
personal, 612
United States Privacy Act, 613
Private cloud, 450
Private key, 67-70, 73-74, 427,672, 678
Privilege escalation, 404
Privilege-escalation exploits, 329
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Privilege management, 157
Privilege use, 583
Proactive password checker, 101
Process tracking, 584
Profile-based anomaly detection, 282
Program code, writing
allocation and management of dynamic memory
storage, 399-400
correct algorithm implementation, 396-398
correspondence between algorithm and machine
language, 398
interpretation of data values, 398-399

preventing race conditions with shared memory, 400

Program input, 384-395
buffer overflow, 385
canonicalization, 394
escaping meta characters, 393
fuzzing, 394-395
interpretation of, 385-392
multiple encodings, 393
size of, 385
validating syntax, 392-394
Programmers, 556
Programming project, 758
Program output, handling of, 413415
Program, writing a, 382-383
Propagation phase of virus, 211
Protection
domains, 138-139
media, 38
physical and environment, 38
system and communications, 39
Protocol anomaly, 330
Protocol identifier, 701
Provable security, 650
Proxy. See Gateways
Proxy certificates, 715
Pseudonymity, 614
Pseudorandom function (PRF), 749-751
Pseudorandom numbers, 77-79
Psychological acceptability, 41
Public access systems, 518
Public cloud, 449-450
Public-display right, 606
Public-key certificates, 74-75, 686
Public-key encryption/cryptosystem, 67-72, 106, 227
applications, 70, 71
asymmetric encryption algorithms, 71-72
authenticated encryption (AE), 666669
authentication and/or data integrity, 68
confidentiality, 68

Diffie-Hellman key exchange/key agreement, 674-679

Digital Signature Standard (DSS), 678-679

elliptic curve cryptography (ECC), 679

general-purpose, 68

HMAC, 663-666

ingredients, 67-68

message or data authentication using, 62, 63

mode of operation of, 68

public-key key distribution, 67

requirements, 70-71

RSA, 669-674

secure hash functions, 657-662

structure, 67-69

symmetric key exchange using, 75-76
Public-key information, 714
Public-key infrastructure (PKI), 716-718
Public Key Infrastructure X.509 (PKIX), 718
Public keys, 67-68, 71-72, 676,678,716
Public-performance right, 606

Quality of Service (QoS) attributes, 149
Queries, 32,178, 181, 182, 191,289, 397,595, 716
AS, 708
database, 249
DNS, 259, 262
illegal/logically incorrect, 181
inference and, 188, 189
piggybacked, 181
Query languages, 172, 176-177
Query processor, 194
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Race conditions, prevention of, 400
Radio-frequency Identification (RFID), 467
Radix-64, 686

Rainbow table, 97

Random access, 649-650

Random access memory (RAM), 106
Random delay, 674

Random (selective) drop of an entry, 268
Random number, 94,101, 107, 115

Random numbers, security algorithms based on, 77-79

independence of, 77
pseudorandom numbers vs., 78-79
randomness of, 77-78
uniform distribution, 77
unpredictability of, 77
Ransomware, 227
Rapid elasticity, 447
Rate limiting, 585
Raw socket interface, DoS, 251
RBAC. See Role-based access control
RC4 algorithm, 642-644
Reactive password checking, 101
Read access, 132
Reading/report assignments, 759
Read-only memory (ROM), 106
Realms, Kerberos, 77, 711-712
Real property, 605
Real-time audit analysis, 594
Reasonable personal use, 561
Received code, 61
Reconnaissance, 232-233
Record protocol, TLS, 691-692
Recover, 31
Recovery, 48
Recursive function call, 348
Reference monitors, 516
Reflection attacks, 261-264
Reflector attacks, 256,261-264
Registration, 718
Registration authority (RA), 87,718
Registry access, 285
Regular expression, 393
Regulations obligations, 552
Reject, 331-332
Relation, 174-175, 404, 420, 495, 518
Relational databases, 173-177
abstract model of, 175
basic terminologies of, 174
creation of multiple tables, 173
elements of, 174-176
example, 174-175
relational query language, 173
structure, 173
structured query language (SQL), 176-177
Release of message contents, 36
Reliance on key employees, 559
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Relying parties (RPs), 88, 160-161 cardinality, 148
Remote code injection attack, 405 constraints, 147-148
Remote Procedure Call (RPC), 293 of database, 186-188
Remote user authentication key elements, 143
dynamic biometric protocol, 117 many-to-many relationships between users and roles, 146
password protocol, 115-116 matrix representation of, 143
static biometric protocol, 117 mutually exclusive roles, 148
token protocol, 116-117 non-overlapping permissions, 148
Replacement stack frame, 370-371 prerequisites, 148
Replay, 36,77 115, 118-119, 124, 513, 678, 710-711 reference models, 145-146
Replay attacks, 119, 678 relationship of users to roles, 142
Replay protection, 476 role hierarchies, 146-147
Repository, 718 Role-based security, 474-475
Reproduction right, 606 Role constraints, 147
Repudiation, 32-33, 513 Role hierarchies, 146147
Requests for Comments (RFCs) Roles
Intrusion Detection Exchange Format, 298 fixed database, 187
RFC 1,869, 684 fixed server, 187
RFC 2,656, 683 hierarchies, 147
RFC 2,850, 278 RBAC, 142-148, 186-188
RFC 3,392, 684 relative to I'T systems, 552
RFC 4,156, 683 user-defined, 187-188
RFC 5,674, 684 Root, 44-45,151,207,222,234,241, 276,329, 361-363, 373, 402,
RFC 5,772, 683 405,411, 431-432,579, 586, 676,716
RFC 5,773, 683 Rootkits, 207,233-236
RFC 5,774, 684 Blue Pill, 236
RFC 4,893, 686 characteristics of, 234
RFC 4,971, 29, 128 countermeasures, 241
RFC 2,849, 266 definition, 234
Requirements, 281 external mode, 234
Research projects, 757 kernel mode, 234
Residual risk, 519 memory-based, 234
Resource management, 157 persistent store code, 234
Resource pooling, 448 system-level call attacks, 235
Resources, 149, 495, 723 user mode, 234
Response, 48,299 virtual machine and, 235-236
Retinal biometric system, 110 Rotated XOR (RXOR), 658
Return address defender (RAD), 368 RSA public-key encryption algorithm, 71, 669-674
Return to system call, 371-372 description, 669-671
Reverse engineering, 608 factoring problem for, 672-673
REVOKE command, 184-185 timing attacks and, 673-674
Rights holders, 610 Rsh, 293
Rijndael, 57 Rule-based anomaly detection, 282-283
Risk, 30, 31, 494 Rule-based heuristic identification, 284
acceptance, 501-502 Rule-based penetration identification, 284
analysis, 384 Rules, The, 623
appetite, 493 Run-time defenses, 368-370
avoidance, 502 Run-time environment for application auditing, 592
consequences, 498499 Run-time prevention techniques, 183
high level, 91
index, 491
likelihood, 497 S
low level, 90 Safe coding techniques, 365-367
moderate level, 91 Safeguard, 28, 487, 511-519
register, 499-500 Safe libraries, 367
transfer, 502 Safe temporary file use, 410-412
treatment, 501-502 Saffir/Simpson Hurricane Scale, 532
Risk assessment, 39 Salt value, 94, 96-98
digital user authentication, 89-92 San Diego Supercomputer Center, 330
of systems, 518 Sanitized data, 392
Rivest, Ron, 71, 669 S-box, 635, 638
Rlogin, 293 Scalability issues, 518
Robust filtering, 584 Scanning attack, 294
Robust security network (RSN), 737 Screening router, 328
RockYou file, 99 Scripting viruses, 212-213
Role, 145 Script-kiddies, 275
Role-based access control (RBAC), 131, 142-148, 464 Sdrop, 332
access control matrix, 144 Search, access to, 132
for a bank, 162-164 Second-generation scanner, 238

base model, 146 Second-order injection, 180
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Second preimage resistant hash function, 65
Secret key, 628
authentication, 63—64
public-key encryption, 67-68
symmetric encryption, 54
Secure analytics, visibility control, 476
Secure electronic transactions (SET), 663, 714
Secure file shredding program, 407-408
Secure Hash Algorithm (SHA), 66, 659-662
Secure hash functions (SHF), 64-66, 657-659
applications, 6667
requirements, 65
strength of, 66
Secure key delivery, 743
Secure/Multipurpose Internet Mail Extension
(S/MIME), 75, 683-686, 714
enveloped data, 686
public-key certificates, 686
signed and clear-signed data, 685-686
Secure programming, 382
Secure Shell (SSH), 75
connections, 412
Secure sockets layer (SSL)
Alert Protocol, 690, 692
architecture, 690-691
Change Cipher Spec Protocol, 692-694
Handshake Protocol, 695
Record Protocol, 690
Securing virtualization systems, 440-441
Security as a service (SecaaS), 460
Security assessments, 38, 463
Security association (SA), 701
Security attack, 31,36, 41, 44,47
Security auditing
anomaly detection and, 574
at application-level, 587
application-level audit trail, 578-579
architecture, 572-576
audit data analysis, 594-596
audit review, 594
audit trail analysis, 592-596
baselining, 595
choice of data to collect, 576-578
functions, 573-574
implementation guidelines, 576
implementing the logging function, 581-592
involving DHCP, 595
physical access audit trail, 580
protecting audit trail data, 580
requirements for, 574-576
security information and event management
(SIEM), 596-597
at system level, 580-613
system-level audit trails, 578
terminology, 571
timing, 593-594
UNIX OS, 584-585
user-level audit trail, 579
Windows OS, 583-584
Security audit trail, 573
Security awareness, 552-556
program, 521
training, 521
Security basics and literacy category, 552-556
Security compliance, 522
Security controls, 496
Security education, 557
experience, 552
Security education (SEED) projects, 755-757
design and implementation labs, 756

exploration labs, 756
vulnerability and attack labs, 755
Security/encryption, 610
Security implementation, 47-48
case study, 524-527
change and configuration management, 522-523
compliance, 523
controls (safeguards), 511-519
handling of incidents, 524
ISO security controls, 515
maintenance, 522
NIST security controls, 514, 516, 517
plans, 520-521
Security information and event management (SIEM),
297,463, 596-597
Security intrusion, 278
Security maintenance, process of, 428-429
Security manager, 47
Security mechanism, 28-29, 41-43, 48
Security of the auditing function, 576
Security parameter index (SPI), 701, 702
Security policy, 30, 46-47,299, 486
violation, 46
Security reports, 573
Security risk assessment
asset identification, 493-494
baseline approach, 488-489
case study of, 502-507
combined approach, 490
context establishment, 492-493
detailed risk analysis, 489-490
identification of threats, risks, and vulnerabilities, 494-496
informal approach, 489
risk analysis and evaluation, 496-502
for user authentication, 89-92
Security service module (SSM), 651
Security testing, 426, 433, 435, 608
Security training program, 556
sed program, 402
Selective drop, 268
SELECT statement, 177
Sensor/actuator technology, 466
Sensors, 278,301, 331, 466-467
Separation of duties, 559
Separation of privilege, 41
Sequence counter overtlow, 701
Sequence number counter, 701, 702
Sequence Time-Delay Embedding (STIDE) algorithm, 285
Server Message Block (SMB), 293
Server variables, 180
Service aggregation, 453
Service arbitrage, 453
Service hijacking, 459
Service intermediation, 453
Service providers, 158, 160-161, 610
Service provision security, 472
Session Initiation Protocol (SIP), 293
flood, 258-259
Session key, 77-78, 650, 708
Sessions, 145, 148,162,414
setfacl command, 142,430
SetGID permission set, 141,431
SetUID permission set, 141,373,431
Shadow password file, 99
Shamir, Adi, 71, 669
Shared files, locking for software security, 409-410
Shared libraries, 588
Shared system resources, 409-410
Shared technology issues, 458
SHA. See Secure Hash Algorithm (SHA)
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401-404,578, 587
Shellcode
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development, 357-361
Shift row transformation (AES), 638, 640
Shockwave Rider, The, 216
Short-lived certificates, 715
showlen () function, 373
shutdown command, 578

Sidewinder G2 security appliance attack protections, 334-335

Signal-hiding techniques, 725
Signature, 714
Signature-based detection, 182,293
Signature or Heuristic detection, 283-284
Signed data, 684
Simple Mail Transfer Protocol (SMTP), 318
Simplicity, 650
Single bastion inline, 328
Single bastion T, 328
Skipjack algorithm, 477
Slashdot news aggregation site, 266
Slowloris, 260-261
Smart cards, 110,111, 156
Smart objects/embedded systems, 474
S/MIME, 714
SMTP, 293
traffic, rule set for, 315
Smurf DoS program, 264
Sniffing traffic, 229
SNMP, 293
Snort, 302-306
architecture, 302-303
characteristics, 302
definition, 302
destination IP address, 304
destination port, 304
direction, 304
implementation, 303
meta-data rule, 305
non-payload rule, 305
payload rule, 305
post-detection rule, 305
protocol, 304
rule action, 303
rules, 303-304
source IP address, 304
source port, 304
Snort Inline, 331-332
SNORT system, 284
Snowden, Edward, 275
SOCKS, 320
Software, 29, 34, 191, 608
attack surface, 43
behavior-blocking, 240
bugs, 382
copyrighted, 606
development life cycle, 384
efficiency, 649
quality, 381
reliability, 381
Software as a service (SaaS), 448
Software Assurance Forum for Excellence in Code
(SAFE-Code), 384
Software defined networks (SDNs), 439
Software security
defensive programming and, 380-384
issues, 380-384
operating systems, interaction of, 400-412
probability distribution of targeting specific bugs, 382
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program input, handling, 384-395
program output, handling, 413-415
standard library functions, 406-409
systems calls, 406409
writing safe program code, 395-400
Sound recordings, copyrighted, 606
Source address spoofing, 251-252
Source and destination transport-level address, 315
Source routing attacks, 317
SPAM e-mail, 208, 224-227
Spammer programs, 207
Spamming, 229
Spear-phishing attack, 232
Special reader, 104
Specific account attack, 93
Spoofing, 46,249, 251-252, 256, 262-264, 267,313,317
sprintf () library routine, 354
Spyware, 207,231
detection and removal, 240
payloads, 231
SQL-based access control, 184185
SQL-DOM, 182
SQL injection, 388
SQL injection (SQLi) attack, 177-183, 389
attack avenues and types, 180-182
countermeasures, 182
example of, 178
injection technique, 178-179
SQL Slammer worm, 220
Stack buffer overflow, 347-364
example, 349-354, 365-366
vulnerabilities, 354-357
Stack frame, 348
Stackguard, 367
Stack protection mechanisms, 367-368
Stackshield, 368
Stack smashing, 347
Standard library functions, 372, 406—409
Standard of conduct, 561
Stateful inspection firewall, 318-319
Stateful matching, 330
Stateful protocol analysis (Spa), 294
State-sponsored organizations, 275
Statically linked libraries, 588
Statically linked shared libraries, 588
Static biometric protocol, 117
Statistical anomaly, 330
Statistical databases, 35
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Statistical Packet Anomaly Detection Engine (SPADE), 293

Stealthing

backdoor, 233

rootkit, 234-236
Stealth virus, 215
strcpy () library function, 372
Stream ciphers, 57-59, 641-642
Strong collision resistant, 65

Structured query language (SQL), 176-177, 180-183, 192, 579

Stuxnet worm, 221,228,232, 424
SubBytes transformation (AES), 638
Subject attributes, 149

Subjects, 132, 161,714

Subscriber, 87

SubVirt, 236

Summary events, 297

Superuser, 141

Supervisory Control and Data Acquisition (SCADA), 492,

504-505, 507, 525-526
Supporting facilities, 531
Supportive controls, 513
Support Vector Machines (SVM), 285
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Symmetric encryption
Advanced Encryption Standard (AES), 57
approaches to attacking, 54-55
cipher block chaining (CBC) mode, 645-647, 658
cipher feedback (CFB) mode, 647-648
comparison of, 55
counter (CTR) mode, 648-650
cryptanalysis, 54-55, 57, 65-66, 629-631
Data Encryption Algorithm (DEA), 55, 633
Data Encryption Standard (DES), 55-56
Data Encryption Standard (DES), 53, 96, 633634, 708
electronic codebook (ECB) mode, 57, 59, 645
Feistel cipher structure, 631-633
historical evidence, 53
ingredients of, 54
key distribution, 650-651
message confidentiality and, 628-651
message/data authentication using, 59
modes of operation, 644—-650
practical security issues, 57
RC4 algorithm, 642-644
requirements for secure use of, 54
secret key, 54
simplified model, 54
stream ciphers, 57-59, 641-642
triple DES, 56-57
triple DES (3DES), 56-57, 123, 633-634
types of, 58
Symmetric encryption devices, location of, 650-651
Symmetric stream encryption algorithms, 53
SYN Cookies, 268
SYN-FIN attack, 306
SYN flood, 256
SYN spoofing attacks, 252-255, 268
syslog(),584
syslogd, 584
Syslog protocol, 584, 585
System Access Control List (SACL), 583
System calls, 329
traces, 284
System corruption, 206, 227-228
data destruction, 227-228
nature of, 227
real-world damage, 228
System events, 584
system () function, 372
System(“command . exe”) function, 357
System integrity, 25
verification tools, 563
System-level auditing data, 587
System-level audit trails, 581-585
System maintainers, 556
System Management Mode (SMM), 236
System registry settings, 329
System resources, 29-30
modification of, 329
System resources (assets), 29-30, 33-37,493-494
System routine, 139
System’s access control protections, 32
Systems and services acquisition, 39
Systems calls, software security, 406-409
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Tautology, 180-181

TCP, 61,249,252,262, 268,293,302, 304, 315, 323, 330, 331,
396-397,578. 585

TCP/IP (Transmission Control Protocol/Internet Protocol),
28,123,248, 255,264,268,317,397, 585, 595

TCP SYN flood, 256

TCP SYN spoofing attack, 254

TCP wrappers library, 431

Technical security controls, 513

Technical threats, 537, 540

Technology controls, 518

Telecommunications Industry Association (TIA) standard
TIA-492,197-199

Telnet, 293,319

tempnam () function, 411

Temporal key (TK), 747

Temporal key integrity protocol (TKIP), 749

Temporary files, safe use of, 410-412

Termination process, 559-560

Testing, 43,48, 97,113,251,303, 331, 357, 381-383, 385, 394-395,

398,409, 426, 433, 435, 523, 608, 620
Theft, 538
Theft of the token, 119
Third-generation programs, 238
Threat agent, 30,31
Threats, 30-31, 209, 494. See also Attacks
assets of a computer system and, 33-37
attacks and, 31-34
electrical power, 537
physical security, 531-538
wireless network security, 724-725
Threat source, 495
Thresholding, 595
Ticket-granting service (TGS), 708
Ticket-granting ticket (TGT), 709-390
Tiny fragment attacks, 317
TinyOS operating system, 476
Token protocol, 116-117
Tokens, 133
automatic teller machine (ATM), 104
electronic identity (eID) card, 107-109
loss, 105
memory cards, 104-105
personal identification number (PIN), 104, 108
smart cards, 105-106
Tornado, 531
Trademark, 607
Traffic analysis, 36
Traffic anomaly, 330
Traffic security, 730
Training, 38
Transceiver, 467
Transfer-only right, 138
Transport Layer/Secure Socket Layer Security
(TLS/SSL), 412
Transport layer security (TLS), 75, 663, 690-697
Alert Protocol, 692
architecture, 690-691
Change Cipher Spec Protocol, 692
connection, 691
Handshake Protocol, 692-694
Heartbeat Protocol, 694-695
record protocol, 691-692
session, 691
Trapdoor. See Backdoor (trapdoor)
Tribe Flood Network (TFN), 257
Tribe Flood Network 2,022 (TFN2K), 257
Triggering phase of virus, 211
Triple DES (3DES), 56-57, 123, 633-634
attractions, 56
principal drawback, 57
Trivial File Transter Protocol (TFTP), 293
Trojan horse attack, 33, 118-119, 207,222, 224,233, 329
Trojan horse programs, 225-226
Trojan horses, 33,207, 225-226
Trojan horse sniffers, 321
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mobile phone, 226-227
Tropical cyclones, 531
True random number generator (TRNG), 79
Trust, 27,128, 151, 154, 156, 232, 424, 486, 707,711, 716, 717
Trusted computer system, 398
Trust framework providers, 161
Trust frameworks, 158-162
open identity, 158-161
traditional approach, 158
Tuples, 174
Type 23 hypervisor, 437
Type 24 hypervisor, 437
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Ubuntu Linux systems, 285

UDP, 255,258, 262,265, 293, 302, 304, 315, 320, 323, 330, 332, 334

UDP flood attack, 255

Unauthorized, 25, 31-36, 39, 42, 47,90, 93, 100, 105, 128, 170, 188,
222,233,274,276,280, 284,293,299, 313, 318, 322, 325,

380,434, 504-506, 578, 608-609, 613, 619, 708
Unauthorized disclosure, 31
Unauthorized physical access, 537-538
Unavailability of system, 30
Undervoltage condition, 537
Unicode, 393
Unified threat management (UTM) system, 332-336
appliance architecture, 333
UNIX file access control, 139-141
access control lists, 141
directory, structure of, 139
“effective group ID,” 141
“effective user 1D,” 141
FreeBSD, 142
protection bits, 141
“real group ID,” 141
“real user ID,” 141
setfacl command, 142
“set group ID” (SetGID) permissions, 141
“set user ID” (SetUID) permissions, 141
traditional, 141
user identification number (user ID), 141
UNIX operating system, 347
UNIX password scheme, 94-96
implementation of, 96
Unknown risk profile, 459
Unlawful activity prohibited, 561
Unlinkability, 614
Unobservability, 615
Untrusted mobile devices, 727-728
Untrusted networks, 728
U.S. Digital Millennium Copyright Act (DMCA), 608-609
User, 145, 191
User authentication
biometric-based, 109-114
case study of, 121-124
digital, 87-92
means of, 88-89
password-based, 92-104
potential attacks, 117-119
remote, 114-117
risk assessment for, 89-92
security issues, 117-119
User credential compromise, 46
User credential guessing, 46
User-defined roles, 187-188
User dissatisfaction, 105
User education strategy, 100
User identification number (user ID), 141
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User input, 180
User interface (UT), 224

to an IDS, 279

redress attack, 224
User-level auditing data, 587
User-level audit trails, 581, 587
User mistakes, 93
User mode, 139
Users administration, 433-434
User-supplied password, 94
User terminal and user (UT/U), 45
Usurpation, 33
UTF-8 encoding, 393
Utility patents, 607

vV
Vandalism, 538
Verification, 66, 73, 86, 111, 117,157,708
step, 86
Verifier, 88
View, relational databases, 176
Virtual firewall, 441-442
Virtualization container, 439
Virtualization security, 435-442
alternatives, 436439
hosted virtualized systems, 442
hypervisor security, 440-441
issues, 439-440
virtual firewall, 441-442
virtualized infrastructure security, 441
Virtualized infrastructure security, 441
Virtualized rootKits, 236
Virtual machine (VM), 436
Virtual private networks (VPNs), 325,450
Viruses, 34, 207
in Adobe’s PDF documents, 213
boot sector infector, 214
classification by concealment strategy, 215
classification by target, 214-215
compression, 215
encrypted, 215
file infector, 214
infection mechanism, 211
logic, example, 213
macro, 212, 215
means to access remote systems, 216
metamorphic, 215
multipartite, 215
nature of, 210-212
phases of growth, 211-212
polymorphic, 215
real-world damage, 228
scripting, 212-213
Stealth, 215
trigger mechanism, 211
Virus signature scanner, 241
Visual identity verification, 545
Voice over IP (VoIP) telephony, 258
VT100, 413
Vulnerabilities, 346, 349, 357,365, 373, 375, 494
identification, 495-496
of passwords, 92-94
PHP file inclusion, 390
PHP remote code injection, 390
shell scripts, 402
of software, 208
in stack buffer overflow, 354-357
of system, 29-30, 44
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War Games, 233
Watering-hole attacks, 223
26-way handshake, 747
Weak collision resistant, 65
Web-based e-commerce sites, 92
Web CGI injection attack, 386-387
Web clients, 220
Web security, 463
Web servers, 220
‘Web server software, 43
WHERE clause, 181
Wide area network (WAN), 291, 323,325
Wi-Fi Alliance, 731
Wi-Fi protected access (WPA), 737
Windowing, 596
Windows, 97,123, 171, 220, 227,236, 249, 257, 268, 284, 312, 320,
322,357,365-366, 368,369, 386,393,395, 401, 404, 426
Windows Event Log, 581-584
Windows OS, 581, 583-584
Windows security
access controls, 433-434
application and service configuration, 434-435
firewall and malware countermeasure capabilities, 435
patch management, 433
Security Account Manager (SAM), 433
Security ID (SID), 433
testing, 435
User Account Control (UAC), 434
users administration, 433-434
Windows shares, 220
Wired Equivalent Privacy (WEP), 642, 644,737
Wireless access points (AP), 290, 725-726
Wireless IDS (WIDS), 290
Wireless LAN, 642, 644. See also IEEE 802.11 wireless LAN;
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Wireless LAN (WLAN), 730-751
Wireless network security
barrier security, 730
encryption, 725
IEEE 824.11 wireless LAN, 730-736
IEEE 824.11i wireless LAN, 736-751
measures, 725-726
mobile device security, 726730
securing, 726
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Like other general-purpose operating systems, Linux’s wide range of features
presents a broad attack surface. Even so, by leveraging native Linux security con-
trols, carefully configuring Linux applications, and deploying certain add-on security
packages, you can create highly secure Linux systems.

25.1 INTRODUCTION

Since Linus Torvalds created Linux in 1991, more or less on a whim, Linux has evolved
into one of the world’s most popular and versatile operating systems. Linux is free,
open-sourced, and available in a wide variety of “distributions” targeted at almost
every usage scenario imaginable. These distributions range from conservative, com-
mercially supported versions such as Red Hat Enterprise Linux, to cutting-edge, com-
pletely free versions such as Ubuntu, to stripped-down but hyperstable “embedded”
versions (designed for use in appliances and consumer products) such as uClinux.

The study and practice of Linux security therefore has wide-ranging uses and
ramifications. New exploits against popular Linux applications can affect many thou-
sands of users around the world. New Linux security tools and techniques have just
as profound of an impact, albeit a much more constructive one.

In this chapter, we’ll examine the Discretionary Access Controls-based secu-
rity model and architecture common to all Linux distributions and to most other
UNIX-derived and UNIX-like operating systems (and also, to a surprising degree,
to Microsoft Windows). We'll discuss the strengths and weaknesses of this ubiquitous
model, typical vulnerabilities and exploits in Linux, best practices for mitigating those
threats, and improvements to the Linux security model that are only slowly gaining
popularity but that hold the promise to correct decades-old shortcomings in this
platform.

25.2 LINUX’S SECURITY MODEL

Linux’s traditional security model can be summed up quite succinctly: people or
processes with “root” privileges can do anything; other accounts can do much less.

From the attacker’s perspective, the challenge in cracking a Linux system there-
fore boils down to gaining root privileges. Once that happens, attackers can erase or
edit logs; hide their processes, files, and directories; and basically redefine the reality
of the system as experienced by its administrators and users. Thus, as it’s most com-
monly practiced, Linux security (and UNIX security in general) is a game of “root
takes all.”

How can such a powerful operating system get by with such a limited security
model? In fairness, many Linux system administrators fail to take full advantage of
the security features available to them (features we’re about to explore in depth).
People can and do run robust, secure Linux systems by making careful use of native
Linux security controls, plus selected add-on tools such as sudo or Tripwire. However,
the crux of the problem of Linux security in general is that, like the UNIX operating
systems on which it was based, Linux’s security model relies on Discretionary Access
Controls (DAC) that we introduced in Chapter 4.
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In the Linux DAC system, there are users, each of which belongs to one or more
groups; and there are also objects: files and directories. Users read, write, and execute
these objects, based on the objects’ permissions, of which each object has three sets:
one each defining the permissions for the object’s user-owner, group-owner, and
“other” (everyone else). These permissions are enforced by the Linux kernel, the
“brain” of the operating system.

Because a process/program is actually just a file that gets copied into executable
memory when run, permissions come into play twice with processes. Prior to being
executed, a program’s file-permissions restrict who can execute, access, or change it.
When running, a process normally “runs as” (with the identity of) the user and group
of the person or process that executed it.

Because processes “act as” users, if a running process attempts to read, write, or exe-
cute some other object, the kernel will first evaluate that object’s permissions against the
process’s user and group identity, just as though the process was an actual human user. This
basic transaction, wherein a subject (user or process) attempts some action (read, write,
or execute) against some object (file, directory, or special file), is illustrated in Figure 25.1.

Whoever owns an object can set or change its permissions. Herein lies the Linux
DAC model’s real weakness: The system superuser account, called “root,” has the
ability to both take ownership and change the permissions of all objects in the system.
And as it happens, it’s not uncommon for both processes and administrator-users to
routinely run with root privileges, in ways that provide attackers with opportunities
to hijack those privileges.

Those are the basic concepts behind the Linux DAC model. The same concepts
in a different arrangement will come into play later when we examine Mandatory
Access Controls such as SELinux. Now, let’s take a closer look at how the Linux DAC
implementation actually works.

Subject Object
Action
(User or (read, write, or (file, di.rectory, or
Process) execute/use) special file)
AN
A Object

\ Permissions

\

,' Example:

user-owner = full
/
, group-owner = full
- others = read-only

Figure 25.1 Linux Security Transactions
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25.3 THE LINUX DAC IN DEPTH: FILE-SYSTEM SECURITY

So far, we haven’t said anything about memory, device drivers,named pipes, and other
system resources. Isn’t there more to system security than users, files, and directories?
Yes and no: In a sense, Linux treats everything as a file.

Documents, pictures, and even executable programs are very easy to conceptu-
alize as files on your hard disk. But although we think of a directory as a container of
files, in UNIX a directory is actually itself a file containing a list of other files.

Similarly, the CD-ROM drive attached to your system seems tangible enough,
but to the Linux kernel, it is a file: the “special” device-file/dev/cdrom. To send
data from or write data to the CD-ROM drive, the Linux kernel actually reads to and
writes from this special file. (Actually, on most systems,*/dev/cdrom”is a symbolic
link to /dev/hdb or some other special file, and a symbolic link is in turn nothing
more than a file that contains a pointer to another file.)

Other special files, such as named pipes, act as input/output (I/O) “conduits,”
allowing one process or program to pass data to another. One common example of a
named pipe on Linux systems is /dev/urandom: When a program reads this file, /dev/
urandom returns random characters from the kernel’s random number generator.

These examples illustrate how in Linux/UNIX, nearly everything is represented
by a file. Once you understand this, it’s much easier to understand why file-system
security is so important (and how it works).

Users, Groups, and Permissions

There are two things on a UNIX system that aren’t represented by files: user accounts
and group accounts, which, for short, we can call users and groups. (Various files con-
tain information about a system’s users and groups, but none of those files actually
represents them.)

A user account represents someone or something capable of using files. As we
saw in the previous section, a user account can be associated both with actual human
beings and with processes. The standard Linux user account “Ip,” for example, is used
by the Line Printer Daemon (Ipd): the Ipd program runs as the user Ip.

A group account is simply a list of user accounts. Each user account is defined
with a main group membership, but may in fact belong to as many groups as you want
or need it to. For example, the user “maestro” may have a main group membership
in “conductors” and also belong to the group “pianists.”

A user’s main group membership is specified in the user account’s entry in /etc/
password; you can add that user to additional groups by editing /etc/group and
adding the username to the end of the entry for each group the user needs to belong
to, or via the usermod command (see the usermod(8) manpage for more information).

Listing 25-1 shows “maestro”‘s entry in the file /etc/password, and
Listing 25-2 shows part of the corresponding /etc/group file:

Listing 25-1: An /etc/password Entry for the User “maestro”

maestro:x:200:100:Maestro Edward Hizzersands:/home
/maestro:/bin/bash
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Listing 25-2: Two /etc/group Entries

conductors:x:100:
pianists:x:102:maestro,volodya

In Listing 25-1, we see that the first field contains the name of the user account,
“maestro;” the second field (“x”) is a placeholder for maestro’s password (which is
actually stored in /etc/shadow); the third field shows maestro’s numeric user-ID
(or “uid,” in this case “2007); and the fourth field shows the numeric group-ID (or
“gid,” in this case “100”) of maestro’s main group membership. The remaining fields
specify a comment, maestro’s home directory, and maestro’s default login shell.

In Listing 25-2, from /etc/group, each line simply contains a group-name, a
group-password (usually unused — “x”is a placeholder), and numeric group-ID (gid),
and a comma-delimited list of users with “secondary” memberships in the group. Thus,
we see that the group “conductors™ has a gid of “100’ which corresponds to the gid
specified as maestro’s main group in Listing 25-1; and also that the group “pianists”
includes the user “maestro” (plus another named “volodya”) as a secondary member.

The simplest way to modify /etc/password and /etc/group in order to
create, modify, and delete user accounts is via the commands useradd, usermod, and
userdel, respectively. All three of these commands can be used to set and modify
group-memberships, and all three commands are well documented in their respective
manpages. (To see a quick usage summary, you can also type the command followed
by “--help, ” for example, “useradd --help?)

So we’ve got user accounts, which are associated with different group accounts.
Just what is all this good for?

Simple File Permissions

Each file on a UNIX system (which, as we’ve seen, means practically every single
thing on a UNIX system) has two owners: a user and a group, each with its own set
of permissions that specify what the user or group may do with the file (read it, write
to it, or delete it, and execute it). A third set of permissions pertains to other, that is,
user accounts that don’t own the file or belong to the group that owns it.

Listing 25-3 shows a “long file-listing” for the file /home /maestro/baton_
dealers. txt:

Listing 25-3: File-Listing Showing Permissions

-rw—-rw-r—— 1 maestro conductors 35414 Mar 25 01:38
baton_dealers. txt

Permissions are listed in the order “user permissions, group permissions, other
permissions.” Thus, we see that for the file shown in Listing 25-3, its user-owner
(“maestro”) may read and write/delete the file (“rw-"); its group-owner (“conduc-
tors”) may also read and write/delete the file (“rw-"); but that other users (who are
neither “maestro” nor members of “conductors”) may only read the file.
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There’s a third permission besides “read” and “write”: “execute,” denoted by
“x” (when set). If maestro writes a shell script named “punish_bassoonists.sh’
and if he sets its permissions to “-rwxrw-r--’, then maestro will be able to execute his
script by entering the name of the script at the command line. If, however, he forgets
to do so, he won’t be able to run the script, even though he owns it. Permissions are
usually set via the chmod command (short for “change mode”).

Directory Permissions

Directory permissions work slightly differently from permissions on regular files.
“Read” and “write” are similar; for directories these permissions translate to “list
the directory’s contents” and “create or delete files within the directory’; respec-
tively. “Execute” is less intuitive; for directories, “execute” translates to “use anything
within or change working directory to this directory.”

That is, if a user or group has execute permissions on a given directory, the
user or group can list that directory’s contents, read that directory’s files (assuming
those individual files’ own permissions include this), and change its own working
directory to that directory, as with the command “cd” If a user or group does not
have execute permissions on a given directory, its permissions will be unable to list
or read anything in it, regardless of the permissions set on the things inside.

(Note if you lack execute permissions on a directory, but do have read permis-
sions on the directory, and you try to list its contents with Is, you will receive an error
message that, in fact, lists the directory’s contents. But this doesn’t work if you have
neither read nor execute permissions on the directory.)

Suppose our example system has a user named biff who belongs to the group
“drummers”’ And suppose further his home directory contains a directory named,
extreme_casseroles that biff wishes to share with his fellow percussionists.
Listing 25-4 shows how biff might set that directory’s permissions:

Listing 25-4: A Group-Readable Directory

bash-$ chmod g+rx extreme_casseroles
bash-$ 1s -1 extreme_casseroles

drwxr-x—-—-- 8 biff drummers 288 Mar 25 01:38
extreme casseroles

Per Listing 25-4, only biff has the ability to create, change, or delete files inside
extreme_casseroles. Other members of the group “drummers” may list its contents
and cd to it. Everyone else on the system, however (except root, who is always all pow-
erful), is blocked from listing, reading, cd-ing, or doing anything else with the directory.

The Sticky Bit

Suppose our drummer friend Biff wants to allow his fellow drummers not only to
read his recipes, but also to add their own. As we saw last time, all he needs to do is
set the “group-write” bit for this directory, like this:

chmod g+w ./extreme_casseroles
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There’s only one problem with this: “write” permissions include not only the
ability to create new files in this directory, but also to delete them. What’s to stop one
of his drummer pals from deleting other people’s recipes? The “sticky bit.”

In older UNIX operating systems, the sticky bit was used to write a file (program)
to memory so it would load more quickly when invoked. On Linux, however, it serves
a different function: When you set the sticky bit on a directory, it limits users’ ability
to delete things in that directory. With the sticky bit set, to delete a given file in the
directory, it is not sufficient that group-write permissions are set on the directory, and
you belong to the group that owns the directory. Rather, to delete a file in a directory
with the sticky bit set, you must either own that file or own the directory.

To set the sticky bit, issue the command

chmod +t directory_name

In our example, this would be “chmod +t extreme_casseroles”. If we
set the sticky bit on extreme_casseroles then do a long listing of the directory itself,
using “1s -1d extreme_casseroles’we'll see

drwxrwx—--T 8 biff drummers 288 Mar 25 01:38
extreme_ casseroles

Note the “T” at the end of the permissions string. We’d normally expect to see
either “x” or “-” there, depending on whether the directory is “other-writable” “T”
denotes that the directory is not “other-executable” but has the sticky bit set. A lower-
case “t” would denote that the directory is other-executable and has the sticky bit set.

To illustrate what effect this has, suppose a listing of the contents of extreme_

casseroles/ looks like this (see Listing 25-5):

Listing 25-5: Contents of extreme_casseroles/

drwxrwxr—-T 3 biff drummers 192 2004-08-10 23:39
drwxr-xr-x 3 biff drummers 4008 2004-08-10 23:39
—-rw-rw-r—-—- 1 biff drummers 18 2004-07-08 07:40
chocolate_turkey_casserole. txt

-rw-rw-r—-- 1 biff drummers 12 2004-08-08 15:10
pineapple_mushroom_suprise.txt

drwxr-xr-x 2 biff drummers 80 2004-08-10 23:28 src

Suppose further the user “crash” tries to delete the recipe-file pineapple_
mushroom_surprise. txt,which crash finds offensive. crash expects this to work,
because he belongs to the group “drummers” and the group-write bit is set on this file.

However, remember, biff just set the parent directory’s sticky bit. crash’s
attempted deletion will fail, as we see in Listing 25-6 (user input in boldface):

Listing 25-6: Attempting Deletion with Sticky Bit Set

crash@localhost:/extreme_casseroles>

rm pineapple_mushroom_suprise.txt

rm: cannot remove 'pineapple_mushroom_suprise.txt':
Operation not permitted
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The sticky bit only applies to the directory’s first level downward. In Listing 25-5,
you may have noticed that besides the two nasty recipes, extreme_casseroles/
also contains another directory, “src”. The contents of src will not be affected by
extreme_casserole’ s sticky bit (though the directory src itself will be). If biff wants
to protect src’ s contents from group deletion, he’ll need to set src’ s own sticky bit.

Setuid and Setgid

Now, we come to two of the most dangerous permissions bits in the UNIX world:
setuid and segid. If set on an executable binary file, the setuid bit causes that program
to run as its owner, no matter who executes it. Similarly, the setgid bit, when set on an
executable, causes that program to run as a member of the group that owns it, again
regardless of who executes it.

By run as, we mean “to run with the same privileges as.” For example, sup-
pose biff writes and compiles a C program, “killpineapple’, that behaves the
same as the command “rm /extreme_casseroles/pineapple_mushroom_
surprise. txt” Suppose further biff sets the setuid bit on killpineapple, with the
command “chmod +s ./killpineapple”, and also makes it group executable.
A long-listing of killpineapple might look like this:

-rwsr-xr—— 1 biff drummers 22 2004-08-11 23:01
killpineapple

If crash runs this program he will finally succeed in his quest to delete the
Pineapple Mushroom Surprise recipe: killpineapple will run as though biff had
executed it. When killpineapple attempts to delete pineapple_mushroom_
suprise.txt, it will succeed because the file has user-write permissions and
killpineapple is acting as its user-owner, biff.

Note that setuid and setgid are very dangerous if set on any file owned by root or
any other privileged account or group. We illustrate setuid and setgid in this discussion
so you understand what they do, not because you should actually use them for anything
important. The command “sudo” is a much better tool for delegating root’s authority.

Also note that if you want a program to run setuid, that program must be group-
executable or other-executable, for obvious reasons. Note the Linux kernel ignores
the setuid and setgid bits on shell scripts; these bits only work on binary (compiled)
executables.

Setgid works the same way, but with group permissions: If you set the setgid bit
on an executable file via the command “chmod g+s filename”,and if the file is
also “other-executable” (-r-xr-sr-x), then when that program is executed, it will run
with the group-ID of the file rather than of the user who executed it.

In the preceding example, if we change killpineapple’s “other” permis-
sions to “r-x” (chmod o+x killpineapple) and make it setgid (chmod g+s
killpineapple),then no matter who executes killpineapple,killpineapple
will exercise the permissions of the “drummers” group, because drummers is the
group-owner of killpineapple.

Setgid and Directories

Setuid has no effect on directories, but setgid does. Normally, when you create a file,
it’s automatically owned by your user-ID and your (primary) group-ID. For example,
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if biff creates a file, the file will have a user-owner of “biff” and a group-owner of
“drummers” (assuming that “drummers” is biff’s primary group, as listed in /etc
/passwd).

Setting a directory’s setgid bit, however, causes any file created in that directory
to inherit the directory’s group-owner. This is useful if users on your system tend to
belong to secondary groups and routinely create files that need to be shared with
other members of those groups.

For example, if the user “animal” is listed in /etc/group as being a second-
ary member of “drummers” but is listed in /etc/passwd has having a primary
group of “muppets’; then animal will have no trouble creating files in the extreme__
casseroles/ directory, whose permissions are set to drwxrwx--T. However, by
default, animal’s files will belong to the group muppets, not to drummers, so unless
animal manually reassigns his files’ group-ownership (chgrp drummers newfile)
or resets their other-permissions (chmod o+rw newfile),then other members of
drummers won’t be able to read or write animal’s recipes.

If, on the other hand, biff (or root) sets the setgid bit on extreme_casseroles/

(chmod g+s extreme_casseroles), then when animal creates a new file
therein, the file will have a group-owner of “drummers’; just like extreme_
casseroles/ itself. Note that all other permissions still apply: If the directory in
question isn’t group-writable, then the setgid bit will have no effect (because group
members won’t be able to create files inside it).

Numeric Modes

So far, we’ve been using mnemonics to represent permissions: “r” for read, “w” for
write, and so on. But internally, Linux uses numbers to represent permissions; only
user-space programs display permissions as letters. The chmod command recognizes
both mnemonic permission modifiers (“u+rwx, go-w”) and numeric modes.

A numeric mode consists of four digits: as you read left to right, these repre-
sent special permissions, user permissions, group permissions, and other permissions
(where, you’'ll recall, “other” is short for “other users not covered by user permissions
or group permissions”). For example, 0700 translates to “no special permissions set,
all user permissions set, no group permissions set, no other permissions set.”

Each permission has a numeric value, and the permissions in each digit-place
are additive: The digit represents the sum of all permission-bits you wish to set. If, for
example, user permissions are set to “7’; this represents 4 (the value for “read”) plus 2
(the value for “write”) plus 1 (the value for “execute”).

As just mentioned, the basic numeric values are 4 for read, 2 for write, and 1 for
execute. (I remember these by mentally repeating the phrase, “read-write-execute,
4-2-1.”) Why no “3,” you might wonder? Because (a) these values represent bits in a
binary stream and are therefore all powers of 2, and (b) this way, no two combinations
of permissions have the same sum.

Special permissions are as follows: 4 stands for setuid, 2 stands for setgid, and
1 stands for sticky bit. For example, the numeric mode 3000 translates to “setgid set,
sticky bit set, no other permissions set” (which is, actually, a useless set of permissions).

Here’s one more example of a numeric mode. If I issue the command
“chmod 0644 mycoolfile,” I'll be setting the permissions of “mycoolfile”
as shown in Figure 25.2.
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“other” users may read the file

group-owners may read the file

user-owner may read or write to the file (6 =4 + 2)

no special permissions set

Figure 25.2  Permissions on mycoolfile

For a more complete discussion of numeric modes, see the Linux “info”
page for “coreutils,” node “Numeric Modes” (that is, enter the command “info
coreutils numeric”).

Kernel Space versus User Space

It is a simplification to say that users, groups, files, and directories are all that matter
in the Linux DAC: Memory is important, too. Therefore, we should at least briefly
discuss kernel space and user space.

Kernel space refers to memory used by the Linux kernel and its loadable
modules (e.g., device drivers). User space refers to memory used by all other
processes. Because the kernel enforces the Linux DAC and, in real terms, dictates
system reality, it’s extremely important to isolate kernel space from user space. For
this reason, kernel space is never swapped to hard disk.

It’s also the reason that only root may load and unload kernel modules. As we’re
about to see, one of the worst things that can happen on a compromised Linux system
is for an attacker to gain the ability to load kernel modules.

25.4 LINUX VULNERABILITIES

In this section, we’ll discuss the most common weaknesses in Linux systems.

First, a bit of terminology. A vulnerability is a specific weakness or security-
related bug in an application or operating system. A threat is the combination of a
vulnerability, an attacker, and a means for the attacker to exploit the vulnerability
(called an attack vector).

Historically, some of the most common and far-reaching vulnerabilities in
default Linux installations (unpatched and unsecured) have been:

¢ Buffer overflows,

e Race conditions,

e Abuse of programs run “setuid root’”
* Denial of service (DoS),

* Web application vulnerabilities, and
¢ Rootkit attacks.

While you've already had exposure to most of these concepts earlier in this text,
let’s take a closer look at how several of them apply to Linux.
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Abuse of Programs Run “setuid root”

As we discussed in the previous section, any program whose setuid permission bit is
set will run with the privileges of the user that owns it, rather than those of the process
or the user executing it. A setuid root program is a root-owned program with its setuid
bit set; that is, a program that runs as root no matter who executes it.

If a setuid root program can be exploited or abused in some way (e.g., via a
buffer overflow vulnerability or race condition), then otherwise unprivileged users
may be able to use that program to wield unauthorized root privileges, possibly
including opening a root shell (a command-line session running with root privileges).

Running setuid root is necessary for programs that need to be run by
unprivileged users yet must provide such users with access to privileged functions
(e.g., changing their password, which requires changes to protected system files). But
such a program must be programmed very carefully, with impeccable user-input vali-
dation, strict memory management, and so on. That is, the program must be designed
to be run setuid (or setgid) root. Even then, a root-owned program should only have
its setuid bit set if absolutely necessary.

Due to a history of abuse against setuid root programs, major Linux distribu-
tions no longer ship with unnecessary setuid-root programs. But system attackers
still scan for them.

Web Application Vulnerabilities

This is a very broad category of vulnerabilities, many of which also fall into other cat-
egories in this list. It warrants its own category because of the ubiquity of the World
Wide Web: there are few attack surfaces as big and visible as an Internet-facing Website.

While Web applications written in scripting languages such as PHP, Perl, and
Java may not be as prone to classic buffer overflows (thanks to the additional layers
of abstraction presented by those languages’ interpreters), they’re nonetheless prone
to similar abuses of poor input-handling, including cross-site scripting, SQL code
injection, and a plethora of other vulnerabilities described in depth by the Open Web
Application Security Project on the Project’s website (http: //www.owasp.org).
We discussed a number of these in Chapter 11.

Nowadays, few Linux distributions ship with “enabled-by-default” Web applica-
tions (such as the default cgi scripts included with older versions of the Apache Web
Server). However, many users install Web applications with known vulnerabilities,
or write custom Web applications having easily identified and easily exploited flaws.

Rootkit Attacks

This attack, which allows an attacker to cover his or her tracks, typically occurs after
root compromise: If a successful attacker is able to install a rootkit before being
detected, all is very nearly lost.

Rootkits began as collections of “hacked replacements” for common UNIX
commands (Is, ps, etc.) that behaved like the legitimate commands they replaced,
except for hiding an attacker’s files, directories, and processes. For example, if an
attacker was able to replace a compromised Linux system’s 1s command with a root-
kit version of 1s, then anyone executing the Is command to view files and directories
would see everything except the attacker’s files and directories.
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In the Linux world, since the advent of loadable kernel modules (LKMs), root-
kits have more frequently taken the form of LKMs. This is particularly devious: An
LKM rootkit does its business (covering the tracks of attackers) in kernel space,
intercepting system calls pertaining to any user’s attempts to view the intruder’s
resources.

In this way, files, directories, and processes owned by an attacker are hidden
even to a compromised system’s standard, untampered-with commands, including
customized software. Besides operating at a lower, more global level, another advan-
tage of the LKM rootkit over traditional rootkits is that system integrity checking
tools such as Tripwire won’t generate alerts from system commands being replaced.

Luckily, even LKM rootkits do not always ensure complete invisibility for
attackers. Many traditional and LKM rootkits can be detected with the script
chkrootkit, available at www.chkrootkit.org.In general, however, if an attacker
gets far enough to install an LKM rootkit, your system can be considered to be com-
pletely compromised; if and when you detect the breach (e.g., via a defaced website,
missing data, suspicious network traffic), the only way to restore your system with
any confidence of completely shutting out the intruder will be to erase its hard disk
(or replace it, if you have the means and inclination to analyze the old one), reinstall
Linux, and apply all the latest software patches.

25.5 LINUX SYSTEM HARDENING

We’ve seen how Linux security is supposed to work, and how it most typically fails.
The remainder of this chapter will focus on how to mitigate Linux security risks at the
system and application levels. We follow the broad outline introduced in Chapter 12
for hardening an operating system and applications, but focus on applying this to
Linux/UNIX systems. This section deals with the first of these: OS-level security
tools and techniques that protect the entire system. The final section in this chapter,
on mandatory access controls, also describes system-level controls, but because this
is both an advanced topic and an emerging technology (in the Linux world), we’ll
consider it separately from the more fundamental controls in this section.

OS Installation: Software Selection and Initial Setup

Linux system security begins at operating system installation time: one of the most
critical, system-impacting decisions a system administrator makes is what software
will run on the system. Because it’s hard enough for the typical, commonly over-
worked system administrator to find the time to secure a system’s critical applications,
an unused application is liable to be left in a default, unhardened and unpatched state.
Therefore, it’s very important that from the start, careful consideration be given to
which applications should be installed, and which should not.

What software should you not install? Common sense should be your guide: for
example, an SMTP (e-mail) relay shouldn’t need the Apache Web Server; a database
server shouldn’t need an office productivity suite such as OpenOffice; and so on.

Given the plethora of roles Linux systems play (desktops, servers, laptops, fire-
walls, embedded systems, to name just a few), it’s impossible to do much more than
generalize in enumerating what software one shouldn’t install. Nonetheless, here is a
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list of software packages that should seldom, if ever, be installed on hardened servers,
especially Internet-facing servers:

X Window System: Servers are usually remotely controlled via the Secure
Shell, not locally via standard desktop sessions. Even if they are, X’s history
of security vulnerabilities makes plaintext-console sessions a safer choice for
local access.

RPC Services: Remote Procedure Call is a great convenience for developers,
but both difficult to track through firewalls and too reliant on the easily spoofed
UDP protocol.

R-Services: rsh, rlogin, and rcp use only cleartext authentication (which can
be eavesdropped) or source-IP-address-based authentication (which can some-
times be spoofed). The Secure Shell (SSH), which uses strong encryption, was
created specifically to replace these commands, and should be used instead.

inetd: The Internet Daemon (inetd) is a poorly scaling means of starting criti-
cal network daemons, which should instead be started autonomously. inetd also
tends, by default, to leave various unnecessary and potentially insecure services
enabled, including RPC applications.

SMTP Daemons: Traditionally, the Simple Mail Transport Protocol (SMTP)
daemon Sendmail is enabled by default on many Linux distributions, despite
Sendmail’s history of security problems. More recent systems have replaced it
with Postfix, a much more secure SMTP mail server that should be used if mail
relay services are required. Such a server is unnecessary though, on any system
that doesn’t need to receive relayed e-mail.

Telnet and other cleartext-logon services: Because it passes logon credentials
(usernames and passwords) over the network unencrypted, exposing them to
eavesdroppers, telnet is no longer a viable tool for remote system access (and
certainly not remote administration) via untrusted networks. The Secure Shell
(SSH) is almost always a better choice than telnet. FTP, POP3, and IMAP also
expose user credentials in this way, though many modern FTP,POP3,and IMAP
server applications now support SSL or TLS encryption.

In addition to initial software selection and installation, Linux installation

utilities also perform varying amounts of initial system and software configuration,
including some or all of the following:

Setting the root password

Creating a non-root user account

Setting an overall system security level (usually influencing initial file-permission
settings)

Enabling a simple host-based firewall policy

Enabling SELinux or Novell AppArmor (see Section 25.7)

Patch Management

Carefully selecting what gets installed (and what doesn’t get installed) on a Linux
system is an important first step in securing it. All the server applications you do
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install, however, must be configured securely (the subject of Section 25.6), and they
must also be kept up to date with security patches.

The bad news with patching is that you can never win the “patch rat-race”:
There will always be software vulnerabilities that attackers are able to exploit for
some period of time before vendors issue patches for them. (As yet unpatchable
vulnerabilities are known as zero-day, or 0-day, vulnerabilities.)

The good news is that modern Linux distributions usually include tools for
automatically downloading and installing security updates, which can minimize the
time your system is vulnerable to threats against which patches are available. For
example, Red Hat, Fedora, and CentOS include up2date (YUM can be used instead);
SuSE includes YaST Online Update; and Debian uses apt-get, though you must run
it as a cron job for automatic updates.

Note on change-controlled systems, you should not run automatic updates,
because security patches can, on rare but significant occasions, introduce instability.
For systems on which availability and uptime are of paramount importance, therefore,
you should stage all patches on test systems before deploying them in production.

Network-Level Access Controls

One of the most important attack-vectors in Linux threats is the network. A lay-
ered approach to security addresses not only actual vulnerabilities (e.g., patching and
application-hardening), but also the means by which attackers might exploit them
(e.g., the network). Network-level access controls (i.e., controls that restrict access
to local resources based on the IP addresses of the networked systems attempting to
access them) are, therefore, an important tool in Linux security.

LIBWRAPPERS AND TCP WrArPERS One of the most mature network access control
mechanisms in Linux is libwappers. In its original form, the software package TCP
Wrappers, the daemon tcpd is used as a “wrapper” process for each service initiated
by inetd.

Before allowing a connection to any given service, tcpd first evaluates access
controls defined in the files /etc/hosts.allow and /etc/hosts.deny: If the
transaction matches any rule in hosts.allow (which tcpd parses first), it’s allowed.
If norule in hosts.allow matches, tcpd then evaluates the transaction against the
rulesin hosts.deny;if any rule in hosts.deny matches, the transaction is logged
and denied, otherwise the transaction is permitted.

These access controls are based on the name of the local service being con-
nected to, on the source IP address or hostname of the client attempting the connec-
tion, and on the username of the client attempting the connection (i.e., the owner
of the client process). Note that client usernames are validated via the ident service,
which unfortunately is trivially easy to forge on the client side and makes this crite-
rion’s value questionable.

The best way to configure TCP Wrappers access controls is therefore to set a
“deny all” policy in hosts.deny,such that the only transactions permitted are those
explicitly specified in hosts.allow.

Because, as mentioned earlier, inetd is essentially obsolete, TCP Wrappers is
no longer used as commonly as libwrappers, a system library that allows applications
to defend themselves by leveraging /etc/hosts.allowand /etc/hosts.deny
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without requiring tcpd to act as an intermediary. In other words, libwrapper-aware
applications can use the access controls in hosts.allow and hosts.deny via
system calls provided by libwrappers.

USING 1PTABLES FOR “LocAL FIREwALL” Rures While libwrappers and TCP
Wrappers are ubiquitous and easy to use, neither is nearly so powerful as the Linux
kernel’s native firewall mechanism, netfilter. Because netfilter is commonly referred
to by the name of its user-space front end, iptables, we'll use the latter term here.

The iptables command may be used to configure both multi-interface firewall
systems that protect large networks, as well as host firewall services on ordinary
servers and desktop systems for local protection. Unsurprisingly, the iptables com-
mand has a steep learning curve, particularly for users who aren’t network engineers.
(Entire books, such as [SUEHOS5], are dedicated to this one command!)

Nearly all Linux distributions, however, now include utilities for automatically
generating “personal” (local) firewall rules, especially at installation time. Typically,
they prompt the administrator/user for local services that external hosts should be
allowed to reach, if any (e.g., HTTP on TCP port 80, HTTPS on TCP port 443, and
SSH on TCP port 22), and then generate rules that

* allow incoming requests to those services;
* block all other inbound (externally originating) transactions, and;
¢ allow all outbound (locally originating) services.

Note the last item: The assumption here is that all outbound network transac-
tions are legitimate. However, this assumption does not hold if the system is com-
promised by a human attacker or by malware (e.g., a worm). On the one hand, if an
attacker achieves root compromise, he or she can reconfigure iptables anyhow; on the
other hand, if an attacker doesn’t quite make it to root, then granular “egress rules”
(allowing only selected outbound transactions) can at least limit the attacker’s ability
to connect back to his or her home system, scan and attack other systems, and engage
in other potentially harmful network activity.

In cases in which this level of caution is justified, it may be necessary to create
more complex iptables policies than your Linux installer’s firewall wizard can provide.
Some people manually create their own startup script for this purpose (an iptables
“policy” is actually just a list of iptables commands), but a tool such as Shorewall or
Firewall Builder may instead be used.

Antivirus Software

Historically, Linux hasn’t been nearly so vulnerable to viruses as other operating
systems (e.g., Windows). This may be due less to Linux’s being inherently more
secure than to its lesser popularity as a desktop platform: Virus writers wanting
to maximize the return on their efforts prefer to target Windows because of its
ubiquity.

To some extent, then, Linux users have tended not to worry about viruses. To
the degree that they have, most Linux system administrators have tended to rely on
keeping up to date with security patches for protection against malware, which is
arguably a more proactive technique than relying on signature-based antivirus tools.
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And indeed, prompt patching of security holes is an effective protection against
worms, which have historically been a much bigger threat against Linux systems than
viruses. A worm is simply an automated network attack that exploits one or more
specific application vulnerabilities. If those vulnerabilities are patched, the worm
won’t infect the system.

Viruses, however, typically abuse the privileges of whatever user unwittingly
executes them. Rather than actually exploiting a software vulnerability, the virus
simply runs as the user. This may not have system-wide ramifications so long as that
user isn’t root, but even relatively unprivileged users can execute network client
applications, create large files that could fill a disk volume, and perform any number
of other problematic actions.

Unfortunately, there’s no security patch to prevent users from double-clicking
on e-mail attachments or loading hostile webpages. Furthermore, as Linux’s popular-
ity continues to grow, especially as a general-purpose desktop platform (versus its
currently-prevalent role as a back-end server platform), we can expect Linux viruses
to become much more common. Sooner or later, therefore, antivirus software will
become much more important on Linux systems than it is presently. Nowadays, it’s
far more common for antivirus software on Linux systems to be used to scan FTP
archives, mail queues, etc., for viruses that target other systems than to be used to
protect the system the antivirus software actually runs on.

There are a variety of commercial and free antivirus software packages that run
on (and protect) Linux, including products from McAfee, Symantec, and Sophos; and
the free, open-source tool ClamAV.

User Management

As you’ll recall from Sections 25.2 and 25.3, the guiding principles in Linux user
account security are as follows:

* Be very careful when setting file and directory permissions.
» Use group memberships to differentiate between different roles on your system.
* Be extremely careful in granting and using root privileges.

Let’s discuss some of the nuts and bolts of user and group account management,
and delegation of root privileges. First, let’s look at some commands.

You’'ll recall that in Section 25.3, we used the chmod command to set and change
permissions for objects belonging to existing users and groups. To create, modify,
and delete user accounts, use the useradd, usermod, and userdel commands, respec-
tively. To create, modify, and delete group accounts, use the groupadd, groupmod, and
groupdel commands, respectively. Alternatively, you can simply edit the file /etc
/passwd directly to create, modify, or delete users, or edit /etc/group to create,
modify, or delete groups.

Note that initial (primary) group memberships are set in each user’s entry in
/etc/passwd; supplementary (secondary) group memberships are set in /etc/
group. (You can use the usermod command to change either primary or supplemen-
tary group memberships for any user.) To change your password, use the passwd com-
mand. If you're logged on as root, you can also use this command to change other users’
passwords.
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Password Aging

Password aging (i.e., maximum and minimum lifetime for user passwords) is set glob-
ally in the files /etc/login.defs and /etc/default/useradd, but these set-
tings are only applied when new user accounts are created. To modify the password
lifetime for an existing account, use the chage command.

As for the actual minimum and maximum password ages, passwords should
have some minimum age to prevent users from rapidly “cycling through” password
changes in attempts to reuse old passwords; seven days is a reasonable minimum pass-
word lifetime. Maximum lifetime is trickier: If this is too long, the odds of passwords
being exposed before being changed will increase, but if it’s too short, users frustrated
with having to change their passwords frequently may feel justified in selecting easily
guessed but also easily remembered passwords, writing passwords down, and other-
wise mistreating their passwords in the name of convenience. Some value between
two and six months is a reasonable balance for many organizations.

In any event, it’s much better to disable or delete defunct user accounts
promptly, and to educate users on protecting their passwords than it is to rely too
much on password aging.

“Roor DELEGATION:” SUAND SUDO  As we've seen, the fundamental problem with
Linux and UNIX security is that far too often, permissions and authority on a given
system boil down to “root can to anything, users can’t do much of anything.” Provided
you know the root password, you can use the su command to promote yourself to
root from whatever user you logged in as. Thus, the su command is as much a part of
this problem as it is part of the solution.

Sadly, it’s much easier to do a quick su to become root for a while than it is to
create a granular system of group memberships and permissions that allows adminis-
trators and sub-administrators to have exactly the permissions they need. You can use
the su command with the “-¢” flag, which allows you to specify a single command to
run as root rather than an entire shell session (e.g.,“su -c rm somefile.txt”),
but because this requires you to enter the root password, everyone who needs to run
a particular root command via this method will need to be given the root password.
Butit’s never good for more than a small number of people to know root’s password.

Another approach to solving the “root takes all” problem is to use SELinux’s
Role-Based Access Controls (RBAC) (see Section 25.7), which enforce access con-
trols that reduce root’s effective authority. this is much more complicated than setting
up effective groups and group permissions. (However, adding that degree of complex-
ity may be perfectly appropriate, depending on what’s at stake.)

A reasonable middle ground is to use the sudo command, which is a standard
package on most Linux distributions. “sudo” is short for “superuser do’; and it allows
users to execute specified commands as root without actually needing to know the
root password (unlike su). sudo is configured via the file /etc/sudoers, but you
shouldn’t edit this file directly; rather, you should use the command visudo, which
opens a special vi (text editor) session.

As handy as it is, sudo is a very powerful tool, so use it wisely: Root privileges
are never to be trifled with. It really is better to use user and group permissions judi-
ciously than to hand out root privileges even via sudo, and it’s better still to use an
RBAC-based system like SELinux if feasible.
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Logging

Logging isn’t a proactive control; even if you use an automated “log watcher” to parse
logs in real time for security events, logs can only tell you about bad things that have
already happened. But effective logging helps ensure that in the event of a system
breach or failure, system administrators can more quickly and accurately identify
what happened and thus most effectively focus their remediation and recovery efforts.

On Linux systems, system logs are handled either by the ubiquitous Berkeley
Syslog daemon (syslogd) in conjunction with the kernel log daemon (klogd), or by
the much-more-feature-rich Syslog-NG. System log daemons receive log data from
a variety of sources (the kernel via /proc/kmsg, named pipes such as /dev/1og,
or the network), sort by facility (category) and severity, then write the log messages
to log files (or to named pipes, the network, etc.). Figure 25.3 lists the facilities and
severities, both in their mnemonic and numeric forms, of Linux logging facilities, plus
syslogd’s actions (log targets).

Syslog-NG, the creation of Hungarian developer Balazs Scheidler, is preferable
to syslogd for two reasons. First, it can use a much wider variety of log-data sources
and destinations. Second, its “rules engine” (usually configured in /etc/syslog-
ng/syslog-ng.conf) is much more flexible than syslogd’s simple configuration

Facilities | Facility P.rioritiet% (in  Priority Actions
Codest mncreasing Codest
order)
auth 4 none n/a || /some/file (log to specified file)
auth-priv 10 debug 7 || -/some/file  (log to spec’d file
cron 9 info 6 but don’t sync afterwards)
daemon 3 notice 5 |/some/pipe  (log to specified
kern 0 warning 4 pipe)
Ipr 6 err 3 dev/some/tty_or_console
mail 2 crit ) (log to specified console)
mark w/a alert 1 @remote.hostname.or.IP
(log to specified remote host)
news 7 emerg 0
. usernamel, username?2, etc
syslog > * (. e wa (log to these users’ screens)
user ! pielEy) * (log to all users’ screens)
uucp 8
local {0— 16-23 Usage of ! and = as prefixes with priorities
7} n/a * notice (no prefix) = “any event with priority of
* {*any notice or higher”
facility”} *.Inotice = “no event with priority of
notice or higher”
*.=notice = “only events with priority of notice”
* 1=notice = “no events with priority of notice”

FTNumeric facility codes should not be used under Linux;
they’re here for reference only, as some other syslogd implementations
(e.g., Cisco IOS) do use them

Figure 25.3  Syslogd Reference
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file (/etc/syslogd. conf), allowing you to create a much more sophisticated set
of rules for evaluating and processing log data.

Naturally, both syslogd and Syslog-NG install with default settings for what
gets logged, and where. While these default settings are adequate in many cases, you
should never take for granted that they are. At the very least, you should decide what
combination of local and remote logging to perform. If logs remain local to the system
that generates them, they may be tampered with by an attacker. If some or all log data
are transmitted over the network to some central log-server, audit trails can be more
effectively preserved, but log data may also be exposed to network eavesdroppers.
(The risk of eavesdropping is still another reason to use Syslog-NG; whereas syslogd
only supports remote logging via the connectionless UDP protocol, Syslog-NG also
supports logging via TCP, which can be encrypted via a TLS “wrapper” such as Stun-
nel or Secure Shell.)

Local log files must be carefully managed. Logging messages from too many
different log facilities to a single file may result in a log file that is difficult to cull
useful information from; having too many different log files may make it difficult for
administrators to remember where to look for a given audit trail. And in all cases, log
files must not be allowed to fill disk volumes.

Most Linux distributions address this last problem via the logrotate command
(typically run as a cron job), which decides how to rotate (archive or delete) system
and application log files based both on global settings in the file /etc/logrotate.
conf and on application-specific settings in the scripts contained in the directory
/etc/logrotate.d/.

The Linux logging facility provides a local “system infrastructure” for both
the kernel and applications, but it’s usually also necessary to configure applications
themselves to log appropriate levels of information. We will revisit the subject of
application-level logging in Section 25.6.

Other System Security Tools

Other tools worth mentioning that can greatly enhance Linux system security include
the following:

e Bastille: A comprehensive system-hardening utility that educates as it secures.

e Tripwire: A utility that maintains a database of characteristics of crucial system
files and reports all changes made to them.

* Snort: A powerful free Intrusion Detection System (IDS) that detects common
network-based attacks.

* Nessus: A modular security scanner that probes for common system and appli-
cation vulnerabilities.

25.6 APPLICATION SECURITY

Application security is a large topic; entire chapters in [BAUEOQS] are devoted to
securing particular applications. However, many security features are implemented
in similar ways across different applications. In this brief but important section, we’ll
examine some of these common features.



25-20 CHAPTER 25 / LINUX SECURITY

Running as an Unprivileged User/Group

Remember that in Linux and other UNIX-like operating systems, every process runs
as some user. For network daemons in particular, it’s extremely important that this
user not be root; any process running as root is never more than a single buffer over-
flow or race condition away from being a means for attackers to achieve remote root
compromise. Therefore, one of the most important security features a daemon can
have is the ability to run as a nonprivileged user or group.

Running network processes as root isn’t entirely avoidable; for example, only
root can bind processes to “privileged ports” (TCP and UDP ports lower than 1024).
However, it’s still possible for a service’s parent process to run as root in order to bind
to a privileged port, but to then spawn a new child process that runs as an unprivi-
leged user, each time an incoming connection is made.

Ideally, the unprivileged users and groups used by a given network daemon should
be dedicated for that purpose, if for no other reason than for auditability (i.e.,if entries
start appearing in /var/log/messages indicating failed attempts by the user fipuser
to run the command /sbin/halt,it will be much easier to determine precisely what’s
going on if the ftpuser account isn’t shared by five different network applications).

Running in a Chroot Jail

If an FTP daemon serves files from a particular directory, say, /srv/ftp
/public,there shouldn’t be any reason for that daemon to have access to the rest of
the file system. The chroot system call confines a process to some subset of /, that is,
it maps a virtual “/” to some other directory (e.g., /srv/ftp/public). We call this
directory to which we restrict the daemon a chroot jail. To the “chrooted” daemon,
everything in the chroot jail appears to actually be in / (e.g., the “real” directory
/srv/ftp/public/etc/myconfigfile appears as /etc/myconfigfile
in the chroot jail). Things in directories outside the chroot jail (e.g., /srv/www or
/etc) aren’t visible or reachable at all.

Chrooting therefore helps contain the effects of a given daemon’s being com-
promised or hijacked. The main disadvantage of this method is added complexity:
Certain files, directories, and special files typically must be copied into the chroot jail,
and determining just what needs to go into the jail for the daemon to work properly
can be tricky, though detailed procedures for chrooting many different Linux applica-
tions are easy to find on the World Wide Web.

Troubleshooting a chrooted application can also be difficult: Even if an appli-
cation explicitly supports this feature, it may behave in unexpected ways when run
chrooted. Note also if the chrooted process runs as root, it can “break out” of the
chroot jail with little difficulty. Still, the advantages usually far outweigh the disad-
vantages of chrooting network services.

Modularity

If an application runs in the form of a single, large, multipurpose process, it may be
more difficult to run it as an unprivileged user; it may be harder to locate and fix
security bugs in its source code (depending on how well documented and structured
the code is); and it may be harder to disable unnecessary areas of functionality. In
modern network service applications, therefore, modularity is a highly prized feature.
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Postfix, for example, consists of a suite of daemons and commands, each
dedicated to a different mail-transfer-related task. Only a couple of these processes
ever run as root, and they practically never run all at the same time. Postfix, therefore,
has a much smaller attack surface than the monolithic Sendmail. The popular Web
server Apache used to be monolithic, but it now supports code modules that can be
loaded at startup time as needed; this both reduces Apache’s memory footprint and
reduces the threat posed by vulnerabilities in unused functionality areas.

Encryption

Sending logon credentials or application data over networks in clear text (i.e.,
unencrypted) exposes them to network eavesdropping attacks. Most Linux net-
work applications therefore support encryption nowadays, most commonly via the
OpenSSL library. Using application-level encryption is, in fact, the most effective way
to ensure end-to-end encryption of network transactions.

The SSL and TLS protocols provided by OpenSSL require the use of X.509
digital certificates, that we discuss in Chapter 23.2. These can be generated and signed
by the user-space openssl command. For optimal security, either a local or commercial
(third-party) Certificate Authority (CA) should be used to sign all server certificates,
but self-signed (i.e., non-verifiable) certificates may also be used. [BAUEOS5] provides
detailed instructions on how to create and use your own Certificate Authority with
OpenSSL.

Logging

Most applications can be configured to log to whatever level of detail you want, rang-
ing from “debugging” (maximum detail) to “none.” Some middle setting is usually the
best choice, but you should not assume that the default setting is adequate.

In addition, many applications allow you to specify either a dedicated file
to write application event data to, or a syslog facility to use when writing log data to
/dev/log (see Section 25.5). If you wish to handle system logs in a consistent,
centralized manner, it’s usually preferable for applications to send their log data
to /dev/1log. Note, however, that logrotate (also discussed in Section 25.5) can be
configured to rotate any logs on the system, whether written by syslogd, Syslog-NG,
or individual applications.

25.7 MANDATORY ACCESS CONTROLS

Linux (like most other general-purpose operating systems) uses a DAC security model,
in which the owner of a given system object can set whatever access permissions on
that resource he or she likes. Stringent security controls, in general, are optional.

In contrast, a computer with Mandatory Access Controls (MAC) has a global
security policy that all users of the system are subject to. A user who creates a file on
a MAC system generally may not set access controls on that file that are weaker than
the controls dictated by the system security policy.

Compromising a system using a DAC-based security model is generally a simple
matter of hijacking some process on that system that runs with root/ Administrator
privileges. On a MAC-based system, however, the only thing the superuser account
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is used for is maintaining the global security policy. Day-to-day system administra-
tion is performed using accounts that lack the authority to change the global security
policy. As a result, it’s impossible to compromise the entire system by attacking any
one process. (Attacks on the policy-setting account are still possible, however; for
example, by booting the system into single-user mode from its physical console.)

Unfortunately, while MAC schemes have been available on various platforms
over the years, they have traditionally been much more complicated to configure and
maintain than DAC-based operating systems. To create an effective global security
policy requires detailed knowledge of the precise (intended) behavior of every appli-
cation on the system. Furthermore, the more restrictive the security controls are on a
given system, the less convenient that system becomes for its users to use.

Linux packagers Novell and Red Hat have addressed MAC complexity in simi-
lar ways. Novell’s SuSE Linux includes AppArmor, a partial MAC implementation
that restricts specific processes but leaves everything else subject to the conventional
Linux DAC. In Fedora and Red Hat Enterprise Linux, SELinux has been imple-
mented with a policy that, like AppArmor, restricts key network daemons, but relies
on the Linux DAC to secure everything else.

What about high-sensitivity, high-security, multiuser scenarios? In those cases
a “pure” SELinux implementation may be deployed, in which all processes, system
resources, and data are regulated by comprehensive, granular access controls.

Let’s take a closer look at SELinux and Novell AppArmor.

SELinux

SELinux is the NSA’s powerful implementation of Mandatory Access Controls for
Linux. This power, however, comes at a cost: It is a complicated technology, and
can be time-consuming to configure and troubleshoot. In this section, we’ll discuss
SELinux concepts and security models, ending with some pointers to more detailed
information on managing SELinux.

I'me ProprLem  As noted earlier, Linux security often seems to boil down to a cycle
of researchers and attackers discovering new security vulnerabilities in Linux appli-
cations and kernels; vendors and developers scrambling to release patches, with
attackers wreaking havoc against unpatched systems in the meantime; and hapless
system administrators finally applying that week’s or month’s patches, only to repeat
the entire trail of tears soon afterward. Unfortunately, there will always be zero-day
(as-yet-unpatched) vulnerabilities. SELinux is a mandatory access control implemen-
tation that doesn’t prevent zero-day attacks, but it’s specifically designed to contain
their effects.

For example, suppose we have a daemon called blinkled that is running as the
user someguy, and this daemon is hijacked by an attacker. blinkled’s sole function
is to make a keyboard LED blink out jokes in Morse code, so you might think, well,
the worst the attacker can do is blink some sort of insult, right? Wrong. The attacker
can do anything the someguy account can do, which might include everything from
executing the BASH shell to mounting CD-ROM:s.

Under SELinux, however, the blinkled process would run in a narrowly defined
domain of activity that would allow it to do its job (blinking the LED, possibly read-
ing jokes from a particular text file, etc.). In other words, blinkled’s privileges would
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not be determined based on its user/owner; rather, they would be determined by
much more narrow criteria. Provided blinkled’s domain was sufficiently strictly
defined, even a successful attack against the blinkled process would, at worst, result
in naughty Morse code blinking.

That, in a nutshell, is the problem SELinux was designed to solve.

Waar SELivvx Does By now you should understand how Linux’s Discretionary
Access Controls work. Even under SELinux, the Linux DAC:s still apply: If the ordi-
nary Linux permissions on a given file block a particular action (e.g., user A attempting
to write file B), that action will still be blocked, and SELinux won’t bother evaluating
that action. But if the ordinary Linux permissions allow the action, SELinux will evalu-
ate the action against its own security policies before allowing it to occur.

So how does SELinux do this? The starting point for SELinux seems similar to
the DAC paradigm: It evaluates actions attempted by subjects against objects.

In SELinux, “subjects” are always processes. This may seem counterintuitive:
aren’t subjects sometimes end users? Not exactly: users execute commands (pro-
cesses). SELinux naturally pays close attention to who or what executes a given
process, but the process itself, not the human being who executed it, is considered to
be the subject.

In SELinux, we call actions “permissions,” just like we do in the Linux DAC.
The objects that are acted on, however, are different. Whereas in the Linux DAC
model objects are always files or directories, SELinux objects include not only files
and directories but also other processes and various system resources in both kernel
space and userland.

SELinux differentiates among a wide variety of object “classes” (categories) —
dozens, in fact. You can read the complete list in the document “An Overview of
Object Classes and Permissions,” in the Premium Content website for this book. Not
surprisingly, “file” is the most commonly used object class. Other important object
are word classes include the following:

e dir

* socket

* tcp_socket

* unix_stream_socket

e file system

* node

° Xserver

° cursor

Each object class has a particular set of possible permissions (actions). This

makes sense; there are things you can do to directories, for example, that simply don’t
apply to, say, X Servers. Each object class may have both “inherited” permissions that
are common to other classes (e.g., “read”), plus “unique” permissions that apply only
to it. Just a few of the unique permissions associated with the “dir” class are as follows:

* search

e rmdir
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* getattr
¢ remove_name

¢ reparent

These class names or actions are not explained here. Because you don’t need to
understand them for their own sake, it is sufficient to know that SELinux goes much,
much further than Linux DAC’s simple model of users, groups, files, directories, and
read/write/execute permissions.

As you might guess, SELinux would be impossible to use if you had to create
an individual rule for every possible action by every possible subject against every
possible object. SELinux gets around this in two ways: (1) by taking the stance “that
which is not expressly permitted is denied,” and (2) by grouping subjects, permis-
sions, and objects in various ways. Both of these points have positive and negative
ramifications.

The “default deny” stance allows you to only have to create rules/policies
that describe the behaviors you expect and want, instead of all possible behaviors.
It’s also, by far, the most secure design principle any access control technology can
have. However, it also requires you to anticipate all possible allowable behavior
by (and interaction between) every daemon and command on your system. (This
is why the “targeted” SELinux policy in Red Hat Enterprise Linux 4 and Fedora
Core 3 actually implements what amounts to a “restrict only these particular ser-
vices” policy, giving free rein to all processes not explicitly covered in the policy.
No, this is not the most secure way to use SELinux, or even the way SELinux was
originally designed to be used. But as we’ll see, it’s a justifiable compromise on
general-purpose systems.)

The upside of SELinux’s various groupings (roles, types/domains, contexts,
etc.) is obviously improved efficiency over having to always specify individual sub-
jects, permissions, and objects. The downside is still more terminology and layers of
abstraction.

SeEcurrry ConTEXTS: USERS, ROLES, AND DomaINs Every individual subject and
object controlled by SELinux is governed by a security context, each consisting of a
user, a role, and a domain (also called a type).

A user is what you’d expect: an individual user, whether human or daemon.
However, SELinux maintains its own list of users, separately from the Linux DAC
system. In security contexts for subjects, the user label indicates which SELinux user
account’s privileges the subject (which, again, must be a process) is running. In secu-
rity contexts for objects, the user label indicates which SELinux user account owns
the object.

A role is sort of like a group in the Linux DAC system, in that a role may be
assumed by any of a number of preauthorized users, each of whom may be authorized
to assume different roles at different times. The difference is that in SELinux, a user
may only assume one role at a time, and may only switch roles if and when authorized
to do so. The role specified in a security context indicates which role the specified
user is operating within for that particular context.

Finally, a domain is sort of like a sandbox: a combination of subjects and objects
that may interact with each other. Domains are also called types, and although
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domains and types are two different things in the Flask security model on which the
NSA based SELinux, in SELinux, “domain” and “type” are synonymous.

This model, in which each process (subject) is assigned to a domain, wherein
only certain operations are permitted, is called Type Enforcement (TE), and it’s
the heart of SELinux. Type Enforcement also constitutes the bulk of the SELinux
implementation in Fedora and Red Hat Enterprise Linux.

There’s a bit more to it than that, but before we go into further depth, we
present an example scenario to illustrate security contexts.

Suppose we’re securing my LED-blinking daemon, blinkled, with SELinux. As
you'll recall, it’s run with the privileges of the account “someguy,” and it reads the mes-
sages it blinks from a text file, which we’ll call /home /someguy/messages. txt.

Under SELinux, we'll need an SELinux user called “someguy” (remember, this
is in addition to the underlying Linux DAC’s “someguy” account, that is, the one in
/etc/passwd). We'll also need a role for someguy to assume in this context; we
could call it “blink_r” (by convention, SELinux role names end with “_r”).

The heart of blinkled’s security context will be its domain, which we’ll call
“blinkled_t” (by convention, SELinux domain names end with “_t” — “t” is short
for “type”). blinkled_t will specify rules that allow the blinkled process to read the
file /home/someguy/messages. txt then write data to, say, /dev/numlockled.

The file /home/someguy/messages. txt and the special file /dev
/numlockled will need security contexts of their own. Both of these contexts can
probably use the blinkled_t domain, but because they describe objects, not subjects,
they’ll specify the catch-all role “object_r.” Objects, which by definition are passive
in nature (stuff gets done to them, not the other way around), generally don’t assume
meaningful roles, but every security context must include a role.

DEecisiton-MArkING In SELINUx  There are two types of decisions SELinux must
make concerning subjects, domains, and objects: access decisions and transition deci-
sions. Access decisions involve subjects doing things to objects that already exist, or
creating new things that remain in the expected domain. Access decisions are easy
to understand; in our example, “may blinkled read /home/someguy/messages.
txt?”is just such a decision.

Transition decisions, however, are a bit more subtle. They involve the invocation
of processes in different domains that the one in which the subject process is running;
or the creation of objects in different types than their parent directories. (Note: Even
though “domain” and “type” are synonymous in SELinux, by convention we usually
use “domain” when talking about processes, and “type” with files.)

That is, normally, if one process executes another, the second process will by
default run within the same SELinux domain. If, for example, blinkled spawns a child
process, the child process will run in the blinkled_t domain, the same as its parent.
If, however, blinkled tries to spawn a process into some other domain, SELinux will
need to make a domain transition decision to determine whether to allow this. Like
everything else, transitions must be explicitly authorized in the SELinux policy. This
is an important check against privilege-escalation attacks.

File transitions work in a similar way: If a subject creates a file in some direc-
tory (and if this file creation is allowed in the subject’s domain), the new file will
normally inherit the security context (user, role, and domain) of the parent directory.
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For example, if blinkend’s security context allows it to write a new file in /home/
someguy/, say, /home/someguy/error.log, then error.log will inherit the
security context (user, role, and type) of /home/someguy/. If, for some reason,
blinkend tries to label error.log with a different security context, SELinux will
need to make a type transition decision.

Transition decisions are necessary because the same file or resource may be
used in multiple domains/types; process and file transitions are a normal part of sys-
tem operation. But if domains can be changed arbitrarily, attackers will have a much
easier time doing mischief.

RorLe-BAsep Access Contror  Besides Type Enforcement, SELinux includes a
second model, called Role-Based Access Control (RBAC). RBAC builds on the con-
cepts we’ve already discussed, providing controls especially useful where real human
users, as opposed to daemons and other automated processes, are concerned.
RBAC is relatively straightforward. To paraphrase [MCCAOS5], SELinux rules
specify what roles each user may assume; other rules specify under what circum-
stances each user may transition from one authorized role to another (unlike groups
in the Linux DAC, in RBAC one user may not assume more than one role at a time);
and still other rules specify in which domains each authorized role may operate.

MurriLever SeEcurity  The third security model implemented in SELinux is
Multilevel Security (MLS), which is based on the Bell-LaPadula (BLP) model.
Chapter 27 describes the BLP model in detail. In SELinux, MLS is enforced via file
system labeling.

MANAGING SELINUx Poricies  Unfortunately, creating and maintaining SELinux
policies is complicated and time-consuming; a single SELinux policy may consist of
hundreds of lines of text. In Red Hat and Fedora, this complexity is mitigated by
the inclusion of a default “targeted” policy that defines types for selected network
applications but that allows everything else to run with only Linux DAC controls.
You can use RHEL and Fedora’s system-config-securitylevel GUI to configure the
targeted policy.

SELinux policies take the form of various, lengthy text filesin /etc/security
/selinux. SELinux commands common to all SELinux implementations (besides
RHEL and Fedora) are chcon, checkpolicy, getenforce, newrole, run_init, setenforce,
and setfiles. Tresys (http://www. tresys.com),however, maintains a suite of free,
mainly GUI-based, SELinux tools that are a bit easier to use, including SePCuT,
SeUser, Apol, and SeAudit.

For more information on using RHEL’s SELinux implementation, see
[COKEOS5]. See [MCCAO0S5] for more information on creating and maintaining cus-
tom SELinux policies.

Novell AppArmor

AppArmor, Novell’s MAC implementation for SuSE, represents a major step for-
ward in making MAC technology a feasible option for system administrators who
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want strong security controls but don’t have the time or patience to configure and
maintain SELinux. As of this writing, AppArmor is only available for SuSE Linux
and SuSE Linux Enterprise. AppArmor, like SELinux, is built on top of the Linux
Security Modules.

As we’ve seen, SELinux implements three different types of MAC: Type
Enforcement, Role-Based Access Controls, and Multilevel Security. In con-
trast, Novell AppArmor has a more modest objective: to restrict the behavior of
selected applications in a very granular but targeted way. In focusing on applica-
tions (at the expense of roles and data classification), AppArmor is built on the
assumption that the single biggest attack vector on most systems is application
vulnerabilities. If the application’s behavior is restricted, then the behavior of any
attacker who succeeds in exploiting some vulnerability in that application will
also be restricted.

For example, suppose you’re running a Web application that runs as user
“nobody” and uses user input to update a local text file. On a typical system, if an
attacker compromised that Web application (e.g., by sending unexpected input) the
attacker might succeed in gaining a remote shell with the privileges of “nobody.” If
that Web application were protected by AppArmor, however, all the attacker would
be able to do would be to alter that single text file; it would neither be possible for
the attacker to spawn a remote shell (an unexpected action) nor to read or write any
other files.

Comprehensive? By no means: for non-AppArmor-protected applications, the
usual (limited) user/group permissions still apply. Normally, only a subset of applica-
tions on the system even have AppArmor profiles, and AppArmor provides no con-
trols addressing data classification. To use SELinux terminology, AppArmor provides
only nonglobal Type Enforcement, no Role-Based Access Controls,and no Multilevel
Security.

For the most part, root is still root, and if you use root access in a sloppy or risky
fashion, AppArmor generally won’t protect you from yourself. But if an AppArmor
protected application runs as root and somehow, becomes compromised that applica-
tion’s access will be contained, root privileges notwithstanding, because those privi-
leges are trumped by the AppArmor policy (which is enforced at the kernel level,
courtesy of Linux Security Modules).

AppArmor is, therefore, only a partial implementation of Mandatory Access
Controls. But on networked systems, application security is arguably the single most
important area of concern, and that’s what AppArmor zeroes in on. What’s more,
AppArmor provides application security via an easy to use graphical user interface
that is fully integrated with SuSE’s system administration tool, YaST.

We are stopping well short of suggesting that AppArmor is interchangeable
with SELinux. If, for example, you run Linux in a true multiuser environment (in
which users have shell accounts) or use a Linux system to process highly sensitive
data, there really is no substitute for the comprehensive layers of access controls in
SELinux.
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Windows is the world’s most popular operating system, and as such has a number of
interesting security-related advantages and challenges. The major advantage is any
security advancement made to Windows can protect hundreds of millions of non-
technical users, and advances in security technologies can be used by thousands of
corporations to secure their assets. The challenges for Microsoft are many, including
the fact that security vulnerabilities in Windows can affect millions of users. Of course,
there is nothing unique about Windows having security vulnerabilities; all software
products have security bugs. However, Windows is used by so many nontechnical
users that Microsoft has some interesting engineering challenges.

This chapter begins with a description of the overall security architecture of
Windows 2000 and later (see Section 26.1). It is important to point out that versions
of Windows based on the Windows 95 code base, including Windows 98, Windows 98
SE, and Windows Me, had no security model, in contrast to the Windows N'T code
base, on which all current versions of Windows are based. The Windows 9x codebase
1s no longer supported.

The remainder of the chapter covers the security defenses built into Windows,
most notably the security defenses in Windows 2000 and later.

26.1 FUNDAMENTAL WINDOWS SECURITY ARCHITECTURE

Anyone who wants to understand Windows security must have knowledge of the
basic fundamental security blocks in the operating system. There are many impor-
tant components in Windows that make up the fundamental security infrastructure,
among them are the following:

» The Security Reference Monitor (SRM)
The Local Security Authority (LSA)
The Security Account Manager (SAM)
Active Directory (AD)
Authentication Packages

WinLogon and NetLogon

Let’s look at each in detail.

The Security Reference Monitor

This kernel-mode component performs access checks, generates audit log entries, and
manipulates user rights, also called privileges. Ultimately, every permission check is
performed by the SRM. Most modern operating systems include SRM type functional-
ity that performs privileged permission checks. SRMs tend to be small in size so their
correctness can be verified because no one needs a bypassable SRM!

The Local Security Authority

The LSA resides in a user-mode process named lsass.exe and is responsible for
enforcing local security policy in Windows. It also issues security tokens to accounts
as they log on to the system. Security policy includes:

e Password policy, such as complexity rules and expiration times.
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* Auditing policy, specifying which operations on what objects to audit.

* Privilege settings, specifying which accounts on a computer can perform privi-
leged operations.

The Security Account Manager

The SAM is a database that stores accounts data and relevant security information
about local principals and local groups. Note the term local. Windows has the notion
of local and domain accounts. We will explain more about this later, but for now, note
that Windows users can log on to a computer using either accounts that are known
only on that particular computer or accounts that are managed centrally. When a user
logs on to a computer using a local account, the SAM process (SamSrv) takes the
logon information and performs a lookup against the SAM database, which resides
in the \Windows\System32\Config directory. If you're familiar with UNIX, think
/etc/passwd (or similar). If the credentials match, then the user can log on to the
system, assuming there are no other factors preventing logon, such as logon time
restrictions or privilege issues, which we discuss later in this chapter. Note the SAM
does not perform the logon; that is the job of the LSA.The SAM file is binary rather
than text, and passwords are stored using the MD4 hash algorithm. On Windows
Vista and later, the SAM stores password information using a password-based key
derivation function (PBKCS), which is substantially more robust against password
guessing attacks than MD4.

Note WinLogon handles local logons at the keyboard, and NetLogon handles
logons across the network.

Active Directory

Active Directory (AD) is Microsoft’s LDAP directory included with Windows
Server 2000 and later. All currently supported client versions of Windows, includ-
ing Windows 7,8 and 10, can communicate with AD to perform security operations
including account logon. A Windows client will authenticate using AD when the
user logs on to the computer using a domain account rather than a local account.
Like the SAM scenario, the user’s credential information is sent securely across the
network, verified by AD, and then, if the information is correct, the user can log on
at the computer. Note we say “credential” and not “password” because a credential
might take some other form, such as a public and private key pair bound to an X.509
certificate on a smart card. This is why most corporate laptops include smartcard
readers.

Locar vErsus Domain Accounts We used the terms local and domain. A net-
worked Windows computer can be in one of two configurations: either domain joined
or in a workgroup. When a computer is domain joined, users can gain access to that
computer using domain accounts, which are centrally managed in Active Directory.
They can, if they wish, also log on using local accounts, but local accounts may not
have access to domain resources such as networked printers, Web servers, and e-mail
servers. When a computer is in a workgroup, only local accounts can be used, held in
the SAM. There are pros and cons to each scenario. A domain has the major advan-
tage of being centrally managed and as such is much more secure. If an environment
has 1000 Windows computers and an employee leaves, the user’s account can be
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disabled centrally rather than on 1000 individual computers. Security policies, such
as which applications are allowed to run, or who can debug applications, are also
centrally managed when using AD. This is not only more secure, it also saves time
and effort as the number of ancillary computers rises.

The only advantage of using local accounts is that a computer does not need
the infrastructure required to support a domain using AD.

As mentioned, Windows has the notion of a workgroup, which is simply a
collection of computers connected to one another using a network; but rather than
using a central database of accounts in AD, the machines use only local accounts.
The difference between a workgroup and a domain is simply where accounts are
authenticated. A workgroup has no domain controllers; authentication is performed
on each computer, and a domain authenticates accounts at domain controllers
running AD.

USING POWERSHELL FOR SECURITY ADMINISTRATION Windows 7 and Windows
Server 2008 and later include a flexible scripting language named PowerShell. Power-
Shell provides rich access to Windows computers, and that includes access to security
settings. Using PowerShell it is possible to create tailored management tools for your
organization. Throughout this chapter, we will give examples of using PowerShell to
investigate or manipulate security-related details. In some cases, it might be necessary
to run an elevated PowerShell instance, one that runs as a privileged account, such as
a domain or local administrator.

If you are new to PowerShell, there are three core things you need to know.
They are the following:

1. PowerShell is based on .NET. If you can do it in C# or VB.NET, you can do it
in a PowerShell environment.

2. Commands in PowerShell are called cmdlets, and have a consistent verb-noun
syntax.

3. Like all scripting environments, PowerShell supports piping output from one
command to another. But unlike other scripting environments, PowerShell
pipes objects and not text. This allows for very rich data processing, filtering,
and analysis. For example, the following pipes Process objects from get-process
to format-table:

Get-Process | Format-Table
Or,you can stop all running Google Chrome (chrome.exe) processes by running:
Get-Process—name chrome | Stop-Process

This only works because Process objects, one for each Chrome instance, are sent
to a cmdlet that calls the Stop method on a Process object.

You can get a list of object methods and properties by piping to the Get-
Member cmdlet. For example, the following displays all the methods and properties
associated with objects representing Windows:

Get-Service | Get-Member.

For more information about PowerShell, refer to https://technet
.microsoft.com/en-us/library/bb978526.aspx.



26.1 / FUNDAMENTAL WINDOWS SECURITY ARCHITECTURE 26-5

Windows Security Basics—An End-to-End Domain
Example

Now that you know the basic elements that make up the core Windows security
infrastructure, we will give an example of what happens when a user logs on to a
Windows system.

Before a user can log on to a Windows network, a domain administrator must
add the user’s account information to the system; this will include the user’s name,
account name (which must be unique within the domain), and password. Optionally,
the administrator can grant group membership and privileges.

After the administrator has entered the user’s account information, Windows
creates an account for the user in the domain controller running AD. Each user
account is uniquely represented by a Security ID (SID). SIDs are unique within a
domain, and every account gets a different SID. This is an important point. If you
create an account named Blake, delete the account, and “re-create” the account
named Blake, they are in fact two totally different accounts because they will have
different SIDs.

A user account’s SID is of the following form:

¢ S-1-5-21-AAA-BBB-CCC-RRR.
S simple means SID.

1 is the SID version number.
5 is the identifier authority; in this example, 5 is SECURITY_NT_AUTHORITY.

21 means “not unique,” which just means there is no guarantee of uniqueness;
however, a SID is unique within a domain, as you will see in a moment.

AAA-BBB-CCC is a unique number representing the domain.

RRR is called a relative ID (RID); it is a number that increase by 1 as each
new account is created. RIDs are never repeated; this is what makes each SID
unique.

For example, a SID might look like this:
S-1-5-21-123625317-425641126-188346712-2895

In Windows, a username can be in one of two formats. The first, named the
SAM format, is supported by all versions of Windows and is of the form DOMAIN\
Username. The second is called User Principal Name (UPN) and looks more like
an RFC822 e-mail address: username@domain.company.com. The SAM name
should be considered a legacy format.

If the user enters just a username, then the domain in which the machine resides
is pre-pended to the user name. So if Blake’s PC is in the Development domain, and he
enters “Blake” as his logon account, he is actually logging on using Development\Blake if
SAM accounts are used, or Blake@Development.Company.com if UPN names are used.

When a user logs on to Windows, he or she does so using either a username and
password, or a username and a smart card. It is possible to use other authentication
or identification mechanisms, such as an RSA SecurelD token or biometric device,
but these require third-party support.
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Assuming the user logs on correctly, a Kerberos authentication token is gener-
ated by the operating system and assigned to the user, as we discuss in Chapter 23.1.
A token contains the user’s SID, group membership information, and privileges.
Groups are also represented using SIDs. We explain privileges subsequently. The
user’s token is assigned to every process run by the user. It is used to perform access
checks discussed subsequently.

Windows Security Basics—An End-to-End
Workgroup Example

You will notice that this section is much smaller than the domain-joined scenario,
because the process is much simpler.

When a user logs on to a computer using a local account, the computer must
have a user account and an optional password associated with the account.

Let’s say Paige has an account, and the SID for that account is:

S-1-5-21-251942251-425652175-1800782563-1238

When she enters her username and password, a token is created by the operating
system, which includes Paige’s SID, SIDs for all the groups of which she is a member,
as well as the privileges she holds. Just like in the domain example.

On a domain-joined computer (we will use the “Marketing” domain), it is
possible for a user to log on to a local account by using the “.” domain. So rather
than using “Marketing\Paige” or just “Paige” Paige can use “.\Paige” assuming there

is a local Paige account on the computer. The “.” will substitute the machine name
as the workgroup name.

IMPORTANT NOTE ABOUT ADMIN ACCOUNTS AND BLANK PASSWORDS A little earlier
we used the term “optional password” which means Windows can support the use
of user accounts that have no password. Hopefully, your first reaction is “isn’t that
insecure?” the answer is “of course, it is,” but some people in a home environment
want to do this. That is why setting a password is actively encouraged during setup,
and never applies to domain accounts.

Your next reaction might be, “Well, does that mean I can access a computer
remotely and log on using a local admin account and not be prompted for a pass-
word?” The answer is emphatically, “NO!” Remote access from one Windows com-
puter to another using an account that is a member of the local Administrators group
can only be performed if the account has a password. Access is denied when using a
nonpassword admin account remotely.

Using PowerShell, you can dump information about the currently logged on
user with this line:

[Security.Principal.WindowsIdentity]::GetCurrent/()

Note this is not using a cmdlet; rather it is calling directly into the .NET
Framework.

Privileges in Windows

Privileges are essentially systemwide permissions assigned to user accounts. Exam-
ples of Windows privileges include the ability to back up the computer, or the
ability to change the system time. Performing a backup is privileged because it
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bypasses all access checks so a complete backup can be performed. Likewise, set-
ting the system time is privileged because changing the time can make Kerberos
authentication fail and lead to erroneous data being written to the logging sys-
tem. There are over 45 privileges in Windows 2000. Some privileges are deemed
“dangerous,” which means a malicious account that is granted such a privilege
can cause damage. Examples of such potentially dangerous privileges include the
following:

* Act as part of operating system privilege. This is often referred to as the Trusted
Computing Base (TCB) privilege, because it allows code run by an account that
granted this privilege to act as part of the most trusted code in the operating
system: the security code. This is the most dangerous privilege in Windows, and
is granted only the Local System account; even administrators are not granted
this privilege.

* Debug programs privilege. This privilege allows an account to debug any
process running in Windows. A user account does not need this privilege to
debug an application running under the user’s account. Because of the nature
of debuggers, this privilege basically means a user can run any code he or she
wants in any running process.

* Backup files and directories privilege. Any process running with this privilege
will bypass all access control list (ACL) checks, because the process must be
able to read all files to build a complete backup. Its sister privilege Restore files
and directories is just as dangerous because it will ignore ACL checks when
copying files to source media.

Some privileges are generally deemed benign. An example is the “bypass
traverse checking” privilege that is used to traverse directory trees even though the
user may not have permissions on the traversed directory. This privilege is assigned
to all user accounts by default and is used as an N'TFS file system optimization.

Access Control Lists

Windows has two forms of access control list (ACL). The first is called a discre-
tionary access control list (DACL) and is usually what most people mean when
they say ACL. A DACL grants or denies access to protected resources in Windows
such as files, shared memory, and named pipes. The other kind of ACL is the sys-
tem access control list (SACL), which is used for auditing to enforce mandatory
integrity policy. Let’s take a moment to look at the DACL.

Objects that require protection are assigned a DACL (and if possible a SACL),
which includes the SID of the object owner (usually the object creator) as well as a
list of access control entries (ACEs). Each ACE includes a SID and an access mask.
An access mask could include the ability to read, write, create, delete, and modify.
Note access masks are object-type specific; for example, services (the Windows
equivalent of UNIX daemons) are protected objects and support an access mask
to create a service (SC_MANAGER_CREATE_SERVICE) and a mask that allows ser-
vice enumeration (SC_MANAGER_ENUMERATE_SERVICE). The data structure that
includes the object owner, DACL, and SACL is referred to as the object’s security
descriptor (SD).
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A sample SD with no SACL is as follows:

Owner: CORP\Blake

ACE[0]: Allow CORP\Paige Full Control

ACE[1]: Allow Administrators Full Control

ACE[2]: Allow CORP\Cheryl Read, Write, and Delete

The DACL in this SD allows the user named Paige (from the CORP domain)
full access to the object; she can do anything to this object. Members of the Adminis-
trators can do likewise. Cheryl can read, write, and delete the object. Note the object
owner is Blake; as the owner, he can do anything to the object as well. This was always
the case until the release of Windows Vista. Some customers do not want owners to
have such unbridled access to objects, even though they created them. In Windows
Vista and later, you can include an Owner SID in the DACL, and the access mask
associated with that account applies to the object owner.

There are two important things to keep in mind about access control in Windows.
First, if the user accesses an object with the SD example above, and the user is not
Blake, not Paige, not Cheryl, and not a member of the Administrator’s group, then
that user is denied to access the object. There is no implied access. Second, if Cheryl
requests read access to the object, she is granted read access. If she requests read and
write access, she is also granted access. If she requests create access, she is denied
access unless Cheryl is also a member of the Administrators group, because the
“Cheryl ACE” does not include the “create” access mask. The last point is critically
important. When a Windows application accesses an object, it must request the type
of access the application requires. Many developers would simply request “all access”
when in fact the application may only want to read the object. If Cheryl uses an appli-
cation that attempts to access the object described above and the application requests
full access to the object she is denied to access the object unless she is an administra-
tor. This is the prime reason why so many applications failed to execute correctly on
Windows XP and later, unless the user is a member of the Administrator’s group.

We mentioned earlier that a DACL grants or denies access; technically, this is
not 100% accurate. Each ACE in the DACL determines access; an ACE can be an
allow ACE or a deny ACE. Look at this variant of the previous SD:

Owner: CORP\Blake
[0]: Deny Guests Full Control

[1]: Allow CORP\Paige Full Control
ACE[2]: Allow Administrators Full Control

[3]: Allow CORP\Cheryl Read, Write, and Delete

Note the first ACE is set to deny members of the guests account full control to
the object. Basically, guests are out of luck if they attempt to access the object pro-
tected by this SD. Deny ACEs are not often used in Windows because they can be
complicated to troubleshoot. Also note the first ACE is the deny ACE; it is important
that deny ACEs come before allow ACEs because Windows evaluates each ACE in

the ACL until access is granted or explicitly denied. If the ACL grants access, then
Windows will stop ACL evaluation, and if the deny ACE is at the end of the ACL,



26.1 / FUNDAMENTAL WINDOWS SECURITY ARCHITECTURE 26-9

then it is not evaluated, so the user is granted access even if the account may be
denied access. When setting an ACL from the user interface, Windows will always
put deny ACEs before allow ACEs, but if you create an ACL programmatically (e.g.,
by using the SetSecurity DescriptorDacl function), you must explicitly place the deny
ACEs first.

You can get an object’s SD using PowerShell with the following syntax:

get-acl c:\folder\file.txt | format-list

You can also use the set-acl cmdlet to set an object’s DACL or SACL.

In current versions of Windows, it is possible to set and get an SD using the
Security Descriptor Definition Language (SDDL). SDDL is simply a text represen-
tation of a SD. The ConvertStringSecurity DescriptorToSecurity Descriptor() function
can be used to convert SDDL text into a binary SD, which can then be assigned to
an object.

The authorization framework in Windows also supports “conditional ACEs”
which allows application-level access condition to be evaluated when an access check
is performed. Examples could include business logic. For example, a conditional ACE
to encapsulate the following business rule:

User is a Manager in Sales or Marketing

As:
(Title=="Manager” && (Division=="Sales” || Division==
"Marketing”))

Note there is no user interface to define these rules, these can only be set using
programmatic access to SDDL.

Access Checks

It 1s now time to put these all together. When a user account attempts to access a
protected object, the operating system performs an access check. It does this by com-
paring the user account and group information in the user’s token and the ACE:s in
the object’s ACL. If all the requested operations (read, write, delete, and so on) are
granted, then access is granted; otherwise, the user gets an access-denied error status
(error value 5).

Impersonation

There is one last thing you should understand about Windows. Windows is a multi-
threaded operating system, which means a single process can have more than one
thread of execution at a time. This is very common for both server and client applica-
tions. For example, a word processor might have one thread accepting user input, and
another performing a background spellcheck. A server application, such as a database
server, might start a large number of threads to handle concurrent user requests. Let’s
say the database server process runs as a predefined account named DB_ACCOUNT;
when it takes a user request, the application can impersonate the calling user by
calling an impersonation function. For example, one networking protocol supported
by Windows is called Named Pipes, and the ImpersonateNamedPipeClient function
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will impersonate the caller. Impersonation means setting the user’s token on the
current thread. Normally access checks are performed against the process token, but
when a thread is impersonating a user, the user’s token is assigned to the thread, and
the access check for that thread is performed against the token on the thread, not
the process token. When the connection is done, the thread “reverts,” which means
the token is dropped from the thread.

So why impersonate? Imagine if the database server accesses a file named
db. txt, and the DB_ACCOUNT account has read, write, delete, and update per-
mission on the file. Without impersonation, any user could potentially read, write,
delete, and update the file. With impersonation, it is possible to restrict who can do
what to the db. txt file.

In older versions of Windows, a process listening on a named pipe running as
any account could impersonate the connected user. But since the mid-2000s, this was
changed to only allowing accounts granted the “Impersonate a client after authenti-
cation” privilege to impersonate users. By default, service accounts and administra-
tive accounts have this privilege.

Mandatory Access Control

Windows Vista, Windows Server 2008, and later include an additional authorization
technology named Integrity Control, which goes one step beyond DACLs. DACLs
allow fine-grained access control, but integrity controls limit operations that might
change the state of an object. The general premise behind integrity controls is simple;
objects (such as files and processes) and principals (such as users) are labeled with
one of the following integrity levels:

* Low integrity (S-1-16-4096)

* Medium integrity (S-1-16-8192)
* High integrity (S-1-16-12288)

e System integrity (S-1-16-16384)

Note the SIDs after the integrity levels. Microsoft implemented integrity levels
using SIDs. For example, a high-integrity process will include the S-1-16-12288 SID
in the process token. If a subject or object does not include an integrity label, then
the subject or object is deemed medium integrity.

The screen shot of Figure 26.1 shows a normal user token in Windows Vista
or Windows 7. It includes medium-integrity SID, which means this user account
is medium integrity and any process run by this user can write only to objects of
medium and lower integrity.

When a write operation occurs, Windows will first checks to see if the subject’s
integrity level dominates the object’s integrity level, which means the subject’s integrity
level is equal to or above the object’s integrity level. If it is,and the normal DACL check
succeeds, then the write operation is granted. The most important component in Win-
dows that uses integrity controls is Internet Explorer 7.0 and later. Integrity controls
help create a sandbox; the main iexplore.exe process that renders and hosts poten-
tially hostile markup and mobile code from the Internet runs at low integrity, but the
majority of the operating system is marked medium or higher integrity, which means
malicious code inside the browser has a harder time writing to the operating system.
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Figure 26.1 Screen Shot of User Account in Windows Vista

Source: From Microsoft® Windows Vista, Microsoft Corporation. Reprinted
with permission Microsoft Corporation.

That completes this whirlwind tour of Windows security principles. Now let’s
shift focus to security defenses within Windows.

26.2 WINDOWS VULNERABILITIES

Windows, like all operating systems, has security bugs, and a number of these bugs
have been exploited by attackers to compromise customer operating systems. After
2001, Microsoft decided to change its software development process to better accom-
modate secure design, coding, testing, and maintenance requirements, with one goal
in mind: reduce the number of vulnerabilities in all Microsoft products. This process
improvement is called the Security Development Lifecycle [HOWAO06]. The core
SDL requirements are as follows:

* Mandatory security education
e Secure design requirements
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* Threat modeling

» Attack surface analysis and reduction
* Secure coding requirements and tools
e Secure testing requirements and tools
* Security push

* Final security review

* Security response

A full explanation of SDL is beyond the scope of this chapter, but the net effect
has been an approximately 50% reduction in security bugs. Windows Vista is the first
version of Windows to have undergone SDL from start to finish. Other versions of
Windows had a taste of SDL, such as Windows XP SP2, but Windows XP predates
the introduction of SDL at Microsoft.

SDL does not equate to “bug free” and the process is certainly not perfect, but
there have been some major SDL success stories. Microsoft’s Web server, Internet
Information Services (IIS), has a much-maligned reputation because of serious bugs
found in the product that led to worms, such as CodeRed. IIS version 6, included with
Windows Server 2003, has had a stellar security track record since its release; there
have been only three reported vulnerabilities in the four years since its release, none
of them is critical. And this figure is an order of magnitude less bugs than IIS’s main
competitor, Apache [HOWAO04].

Another example of SDL working is Microsoft’s database server, SOL Server.
In the same period, there have been less than 10 security vulnerabilities in SQL
Server. When compared to SQL Server’s major competitor “Unbreakable Oracle,”
this is a significant engineering feat.

The most visible part of any vendor’s security process is patch management,
and Microsoft has substantially fine-tuned the security update process over the last
few years. At first, Microsoft issued security updates as soon as they were ready,
but now Microsoft issues security updates the second Tuesday of each month. This
day is now affectionately referred to as “Patch Tuesday.” More recently, Microsoft
introduced a novel idea; the Thursday before the second Tuesday of each month,
Microsoft announces how many security updates will be shipped, for which prod-
ucts, and what the highest severity rating will be. This streamlined security update
process gives system administrators to have some much-needed predictability to
their busy schedules.

26.3 WINDOWS SECURITY DEFENSES

This section and the next will focus on defenses within Windows. The defenses can
be grouped into four broad categories:

1. Account defenses

2. Network defenses

3. Memory Corruption defenses.

4. Browser defenses.
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We discuss each in detail, most notably as each relates to Windows Vista and
later.

All versions of Windows offer security defenses, but the list of defenses has
grown rapidly in the last twenty years to accommodate increased Internet-based
threats. The attackers today are not just kids; they are criminals who see money in
compromised computers. A zombie network comprised of a few thousand computers
under the control of an attacker could be trained on an e-commerce site for a few
hours, effectively knocking it off the Internet, losing sales and potential customers.
The attack stops when the extortion money is paid. Again, we want to stress that
attacks and compromises are very real, and the attackers are highly motivated by
money. Attackers are no longer just young, anarchic miscreants; they are real crimi-
nals, and in many cases, well-funded nations.

Before we discuss security defenses, we discuss system hardening, which is criti-
cal to the defensive posture of a computer system and network.

Windows System Hardening Overview

The process of hardening is shoring up defenses, reducing the amount of function-
ality exposed to untrusted users, and disabling less-used features. At Microsoft, this
process is called Attack Surface Reduction. The concept is simple: Apply the 80/20
rule to features. If the feature is not used by 80% of the population, then the fea-
ture should be disabled by default. While this is the goal, it is not always achievable
simply because disabling vast amounts of functionality makes the product unusable
for nontechnical users, which leads to increased support calls and customer frustra-
tion. One of the simplest and effective ways to reduce attack surface is to replace
anonymous networking protocols with authenticated networking protocols. The
biggest change of this nature in Windows XP SP2 was to change all anonymous
remote procedure call (RPC) access to require authentication. This was a direct
result of the Blaster worm. Worms spread anonymously, and making this simple
change to RPC will help prevent worms that take advantage of vulnerabilities
in RPC code, and code that uses RPC. It turns out that, in practice, requiring
authentication is a very good defense; the Zotob worm, which took advantage
of a vulnerability in Microsoft Plug and Play (PnP) and was accessible through
RPC, did not affect Windows XP SP2, even the coding bug was there, because an
attacker must be authenticated first. But perhaps the beauty of using authentica-
tion to reduce attack surface is that most users don’t even know it is there, yet the
user is protected.

Another example of hardening Windows occurred in Windows Server 2003.
Because Windows Server 2003 is a server and not a client platform, the Web browser
Internet Explorer was stripped of all mobile code support by default.

In general, hardening servers is easier than hardening clients for the following
reasons:

1. Servers tend to be used for very specific and controlled purposes, while client
computers are used for more general purpose.

2. Whether it is true or not, the perception is that server users are administrators
and have more computer configuration skills than a typical client computer
user.
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Account Defenses

As noted earlier, user accounts can contain highly privileged SIDs (such as the
Administrators or Account operators groups) and dangerous privileges (such as
Act as part of operating system), and malicious software running with these SIDs or
privileges can wreak havoc. The principle of least privilege dictates that users should
operate with just enough privilege to get the tasks done, and no more. Historically,
Windows XP users operated by default as members of the local Administrators
group; this was done simply for application compatibility reasons. Many applications
that used to run on Windows 95, 98, and Me would not run correctly on Windows
XP unless the user was an administrator. In other words, in some cases a Windows
XP user running as a “Standard User” could run into some errors. Of course, there
1s nothing stopping a user from running as a “Standard User.”

Windows XP and Windows Server 2003 add a new feature named “Secondary
Logon,” which allows a user account to right click an application, select “Run as.. . .,”
then enter another user account and password to run the application. Windows XP
and Windows Server 2003 also include support for another way to reduce privilege
on a per-thread level, called a restricted token. A restricted token is simply a thread
token with privileges removed and/or SIDs marked as deny-only SIDs. You can learn
more about restricted tokens and how to use them programmatically or through
Windows Policy [HOWAO4].

Windows Vista and later change the default; all user accounts are users and not
administrators. This is referred to as User Account Control (UAC.)

When a user wants to perform a privileged operation, the user is prompted to
enter an administrator’s account name and password. If the user is an administrator,
the user is prompted to give consent to the operation. This is often referred to as
“over the shoulder logon.” The reason for doing this is if malware attempts to per-
form a privileged task, the user is notified. Note in the case of Windows Server 2008
and later, if a user enters a command in the Run dialog box from the Start menu, the
command will always run elevated if the user is normally an administrator and will
not prompt the user. The great amount of user interaction required to perform these
privileged operations mitigates the threat of malware performing tasks off the Run
dialog box.

Low PriviLEGE SERVICE Accounts Windows services are long-lived processes that
often start right after the computer boots. Examples include the File and Print ser-
vice and the DNS service. Many such services run with elevated privileges because
they perform privileged operations. It is true, however, that many services do not
need such elevated requirements, and in Windows XP, Microsoft added two new
service accounts: the Local Service account and the Network service account, which
allow a service local or network access, respectively, but processes running with these
accounts operate at a much lower privilege level. Note that unlike the system account,
neither the local service nor the network service accounts are members of the local
administrator’s group.

In Windows XP SP2, Microsoft made an important change to the remote proce-
dure call service (RPCS) as an outcome of the Blaster worm. In versions of Windows
prior to Windows XP SP2, RPCSs ran as the System account, the most privileged
account in Windows. For Windows XP SP2, a major architectural change was made;
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RPCSs was split in two. The reason RPCSs ran with System identity was simply to
allow it to execute Distributed Component Object Model (DCOM, which layered
on top of RPC) objects on a remote computer correctly, but raw RPC traffic does
not require such elevated privileges. So RPCSs was rearchitected into components,
RPCSs shed its DCOM activation code, and a new service was created called the
DCOM Server Process Launcher. RPCSs runs as the lower-privilege Network ser-
vice account; DCOM runs as SYSTEM. This is a good example of the principle of
least privilege and separation of privilege in action. Apache, OpenSSH, and Internet
Information Services (IIS) 6 and later also use this model. A small amount of code
runs with elevated identity, and related components run with lower identity. In the
case of Apache on Linux, the initial httpd daemon runs as root because it must open
port 80; once the port is open httpd spawns “worker” httpd dameons as lower-privilege
accounts such as nobody or Apache. It is these worker processes that receive poten-
tially malicious input. IIS6 follows a similar model, a process named inetinfo starts
under the System identity because it must perform administrative tasks, and it starts
worker processes named w3wp . exe to handle user requests (these processes run
under the lower-privilege network service identity).

SrripPING PriviLEGES Another useful defense, albeit not often used in Windows, is
to strip privileges from an account when the application starts. This should be per-
formed very early in the application startup code (e.g., early in the application’s main
function). The best way to describe this is by way of example. In Windows, the Index
server process runs as the system account because it needs administrative access to
all disk volumes to determine if any file has changed, it can reindex the file. Only
members of the local Administrators group can get a volume handle. This is the sole
reason Index server must run as the system account, yet as you will remember, the
system account is bristling with dangerous privileges, such as the TCB privilege and
backup privilege. So when the main index server process starts (cidaemon.exe),it
sheds any unneeded privileges as soon as possible. The function that performs this is
AdjustTokenPrivileges.

Windows Vista and later also add a function to define the set of privi-
leges required by a service to run correctly. The function that performs this is
ChangeServiceConfig?2.

That ends the overview of core-user account-related security defenses and tech-
nologies. Now let’s switch our focus to network defenses.

Network Defenses

There is one big problem with defenses that focus on the user and user accounts:
They do nothing to protect computers from low-level network attacks. Many users
and industry pundits focus on “users-as-non-admins” and sometimes lose sight of
attacks that do not require human interaction. No user confirmation, no user-based
least-privilege defense will protect a computer from an attack that takes advantage
of a vulnerability in a network facing process that has no user interaction, such as
DNS server, e-mail server, or Web server. As Sun Tzu said in The Art of War,“So in
war, the way is to avoid what is strong and to strike at what is weak.” If a software
product shores up its defenses in one area, it must shore them up everywhere else
in the product.
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Windows offers many network defenses, most notably native IPSec and IPv6
support, and a bi-directional firewall.

IPSEc AND IPv6 The reason why distributed denial-of-service (DDoS) attacks occur
is because IPv4 is an unauthenticated protocol. UDP is one of the worst offenders
because it is a connectionless protocol, and it is trivial to spoof UDP packets. But
even with TCP, the initial SYN packet is unauthenticated, and a set of attack servers
could easily incapacitate a vulnerable server on the Internet by sending millions of
bogus TCP SYN packets, as we discuss in Chapter 7. There are many other kinds of
TCP/IP-related issues, and the IETF is currently discussing the issues in depth. Two
IETF documents of interest are RFC 4953 (Defending TCP Against Spoofing Attacks,
July 2007) and RFC 4953 (TCP SYN Flooding Attacks and Common Mitigations,
August 2007).

The problem with any potential solution that uses IPv4 is that IPv4 is funda-
mentally flawed. Enter IPSec and IPv6. IPSec and IPv6 both support authenticated
network packets, as we discuss in Chapter 22.5. In Windows Vista and later, IPv6
is enabled by default. IPv4 is enabled by default as well, but over time, Microsoft
anticipates that more of the world’s networks will migrate to the much more secure
protocol. A good example of this is the XBOX Live online network. The core
XBOX operating system is a stripped-down version of Windows, but its core net-
working protocol is essentially IPSec. The XBOX Live team did not want to use
IPv4 because the team knew their servers would be under constant DDoS attack.
Requiring IPSec substantially raises the bar on the attackers.

Firewarr All versions of Windows since Windows XP have included a built-in soft-
ware firewall. The version included with Windows XP was limited in that (1) it was
not enabled by default, and (2) its configuration was limited to blocking only inbound
connections on specific ports. The firewall in Windows XP SP2 was substantially
improved to address one core issue: Users with multiple computers in the home
wanted to share files and print documents, but the old firewall would only allow this
to happen if the file and print ports (TCP 139 and 445) were open to the Internet. So
in Windows XP SP2, there is an option to open a port, but only on the local subnet.
The other change in Windows XP SP2, and by far the most important, is that the
firewall is enabled by default.

Windows Vista and later add two other functions. First the firewall is a fully
integrated component of the rewritten TCP/IP networking stack. Second, the firewall
supports optionally blocking outbound connections. Some analysts believe blocking
outbound connections is “security theater,” not real security. Here’s why. Let’s say
a user has a browser installed (it doesn’t matter which one), and the user allows the
browser to make outbound connections without prompting the user for confirmation.
Malware writers will simply leverage the browser to run their malicious code from
within the browser, so to the firewall, it looks like the browser is making the request,
which is true. The firewall in Windows Vista is intended for management and policy
enforcement, not for protection against malicious code.

All firewalls that support outbound connection blocking can easily be circum-
vented unless the user wishes to be prompted for every single outbound connection,
in which case the user will totally frustrated after 10 minutes of typical use on the
Internet.
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Let’s now discuss another set of defensive technologies in Windows: buffer
overrun defenses.

Memory Corruption Defenses

In the previous edition, this section was entitled “Buffer Overrun Defenses,” but in
the author’s opinion, the term “buffer overrun” is much too restrictive. Any form of
memory corruption, be it caused by overwriting the end of the buffer, underrunning
a buffer, or writing data to arbitrary memory locations can be catastrophic.

Most operating systems today,indeed much software in use today, is written in the
C and C++ programming languages. C was designed as a high-level assembly language,
and because of that requirement, C gives the developer direct access to memory through
pointers, as we discuss in Chapter 10. Pointers simply point to a memory location. For
example, in the following code snippet, the pointer p points to an array of 32 characters
(a character is an 8-bit value) named password.

char password[32];
char *p = password;

With this powerful functionality comes risk: the ability to corrupt memory.
Because of the risks of using C and C++, most people’s first reaction is, “why not
just rewrite everything in [insert language dejour]?” There are two reasons. The first
is the same reason that the world’s cars do not run on hydrogen. It is a great idea,
and it is good for the planet, but gasoline has a massive momentum behind it because
people know how to get oil from the ground, refine it, ship it, store it, pump it, build
engines that use it, repair engines that use it, and so on. There are also problems with
hydrogen that still make it impractical today. The same reasoning applies for replac-
ing C and C++ with Java or C#. These languages and run-time environments are not
quite up to the task for building operating systems. That may change in the future, but
it will be a monumental task to convert C and C++ code to Java or C#.

The other reason is that simply replacing C and C++ with another language
does not solve the real problem, which is that software developers have too much
trust in the data they receive.

Memory corruption vulnerabilities when the application does not constrain
write operations to the correct memory locations. For example, a buffer overrun
occurs because the developer expects a buffer of 32 bytes, and the attack provides a
buffer that is larger. In the author’s opinion, the real way to solve the buffer overrun
problem is to teach new developers (and jaded developers, for that matter) the simple
rule of never trusting input and to identify data as the data enter the system and to
sanitize or reject the data, as we discuss in Chapter 11.

Taking the example code above, the following is a classic buffer overrun
example:

void ParseData (char *pwd) {
char password[32];
strcpy (password, pwd) ;
// etc.
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The problem with this code is that the strcpy function continues copying pwd
into password and stops only when it hits a NULL character (‘\0’) in the source string,
pwd. If the attacker controls pwd, then he or she can determine where the trailing
NULL resides, and if the attacker decided to place it after the 32" character in pwd,
strepy overflows the password buffer. This example is a classic “stack smash,” because
the buffer overflow corrupts the password buffer, which resides on the function’s
stack.

Here is another example:

char t[64];
tix] = y;

e,

In this example, if the attacker controls “x”, then he can write “y” to any loca-
tion in memory.
So let’s look at some of the stack defenses enabled by default in Windows today.

STACK-BASED BUFFER OVERRUN DETECTION (/(GS) Normally in Windows, a func-
tion’s stack looks like Figure 26.2a. You will notice two interesting items on the stack,
EBP (extended base pointer) and EIP (extended instruction pointer). When the func-
tion returns, it must continue execution at the next instruction after the instruction
that called this function. The CPU does this by taking the values off the stack (called
popping) and populating the EBP and EIP registers. Here is where the fun starts.
If the attacker can overflow the buffer on the stack, he or she can overrun the data
used to populate the EBP and EIP registers with values under his or her control and
hence change the application’s execution flow. The source code for Windows XP SP2
is compiled with a special compiler option in Microsoft Visual C++ to add defenses
to the function’s stack. The compiler switch is /GS, and it is usable by anyone with
access to a Visual C++ compiler. Once the code is compiled with this option, the
stack is laid out as shown in Figure 26.2b.

As you can see, a cookie has been inserted between stack data and the func-
tion return address. This random value is checked when the function exits, and if the
cookie is corrupted, the application is halted. You will also notice that buffers on the
stack are placed in higher memory than nonbuffers, such as function pointers, C++

Non Function
Buifers Buffers EBP EIP Arguments

(a) Without /GS option

Non . Function
Buffers Buffers Cookie EBP EIP S —

(b) With /GS option

Figure 26.2 Stack Layout in Windows Vista
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objects, and scalar values. The reason for this is to make it harder for some attacks
to succeed. Function pointers and C++ objects with virtual destructors (which are
simply function pointers) are also subject to attack because they determine execution
flow. If these constructs are placed in memory higher than buffers, then, for example,
overflowing a buffer could corrupt a function pointer. By switching the order around,
the attacker must take advantage of a buffer underrun, which is rarer, to successfully
corrupt the function pointer. There are variants of the buffer overrun that will still
corrupt a function pointer, such as corrupting a stack frame in higher memory, but
that’s beyond the scope of this chapter.

/GS does have one weakness—when the code is compiled, the compiler applies
heuristics to determine which functions to protect, hence /GS does not affect every
function, it affects only functions that have at least 4-bytes of contiguous stack
char-data and only when the function takes a pointer or buffer as an argument. To
address this potential issue, Microsoft added an option to relax the heuristics that
more functions are protected. The option is named strict_gs_check; more infor-
mation can be found here (http://blogs.msdn.com/b/michael_howard/
archive/2007/04/03/hardening-stack-based-buffer-overrun-
detection-in-vc-2005-spl.aspx).

No eXecure Named NX by Advanced Micro Devices (AMD), Data Execution Pre-
vention (DEP) by Microsoft, and eXecution Disable (XD) by Intel, this technology
requires CPU support that helps prevent code from executing in data segments. Most
modern Intel CPUs support this capability today, and all current AMD CPUs sup-
port NX. ARM-based CPUs also support NX. DEP support was first introduced in
Windows XP SP2 and is a critically important defense in Windows, especially when
used with address space layout randomization (ASLR), which we will explain later.

The goal of NX is to prevent data executing. Most buffer overrun exploits
enter a computer system as data, and then those data are executed. By default, most
system components in Windows and applications can use NX by linking with the
INXCOMPAT linker option.

We will discuss NX and ASLR in the context of a browser defense shortly.

Srack Ranpomrzarion This defense is available in Windows Vista and later. When a
thread starts in Windows, the operating system will randomize the stack base address
by 0-31 pages. Normally, a page is 4k bytes in size. Once the page is chosen, a random
offset is chosen within the page, and the stack starts from that spot. The purpose of
randomization is to remove some of the predictability from the attacker. Attackers love
predictability because it makes it more likely that an attack will be successful.

There is more to life than stack-based buffer overruns. Data can also reside in
another kind of system memory, the heap.

HeAD-BASED BUFFER OVERRUN DETECTION The seminal buffer overrun paper is
“Smashing the Stack for Fun and Profit” by AlephOne [LEVY96]. It is a fantastic
read. For quite some time, “smashing the stack” was the attack dejour, and little atten-
tion was paid to heap-based buffer overruns. Eventually, people realized that even
though the heap is laid out differently than the stack, heap-based buffer overruns are
exploitable, and can lead to code execution. The nature of such attacks is something
you should research [LITCO3].
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The first heap defense, added to Windows XP SP2, is to add a random value to
each heap block and detect that this cookie has not been tampered with. If the cookie
has changed, then the heap has been corrupted and the application could be forced to
crash. Note the application crash is not due to instability in the application caused by
data corruption; rather the heap manager detects the corruption and fails the applica-
tion. The process of shutting down an application in this manner is often called “failstop.”

The second defense is heap integrity checking; when heap blocks are freed,
metadata in the heap data structures are checked for validity, and if the data are
compromised, either the heap block is leaked or the application crashes.

Other important defenses have been added including removing heap-block
elements that were used by attackers.

HEeap Ranpomizarion Like stack randomization, heap randomization is designed
to take some of the predictability away from the attacker, but it applies to the heap.
When a heap is created, the start of the heap is offset by 0—4 MB. Again, this makes
things a little harder for the attacker. This feature is new to Windows Vista.

IMAGE RanpomizaTioN As far as making thinks a little less predictable for the
attacker, Windows Vista also adds image randomization. When the operating system
boots, it starts up in one of 256 configurations. In other words, the entire operating
system is shifted up or down in memory when it is booted. The best way to think
of this is to imagine that a random number is selected at boot, and every operating
system component is loaded as an offset from that location, but the offset between
each component is fixed. Again, this makes the operating system less predictable for
attackers and makes it less likely that an exploit will succeed.

ServiceE REstArT PorLicy In Windows, a service can be configured to restart if the
service fails. This is great for reliability but lousy for security, because if an attacker
attacks the service and the attack fails but the service crashes, the service might
restart and the attacker will have another chance to attack the system. In Windows
Vista, Microsoft set some of the critical services to restart only twice, after which the
service will not restart unless the administrator manually restarts the service. This
gives the attacker only two attempts to get the attack to work, and in the face of stack,
heap, and image randomization, it is much more difficult.

Note that a full description of all the defenses described in this section, and how
to use them in your own code, can be found in [HOWAUO7].

26.4 BROWSER DEFENSES

There is no point of attack quite like a Web browser. A Web browser interprets a com-
plex language, HTML, and renders the results. But a webpage can also contain code
in the form of scripting languages such as JavaScript, or richer, more capable code such
as ActiveX controls, Flash, Java applets, or NET applications; and mixing code and
data is bad for security. All of this code and data makes for a rich and productive
end-user environment, but it is hard to secure. Web browsers can also render various
multimedia objects such as sound, JPEG, BMP, GIF, animated GIFs, and PNG files.
Many file formats are rendered by helper objects, called MIME handlers. Examples
include video formats such as Quicktime, Windows Media Player, or Real Player.
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A malicious webpage could take advantage of many possible attack vectors; some
vectors are under the direct control of the browser, and some are not.

With this setting in mind, Microsoft decided to add many defenses to Inter-
net Explorer, and each successive version adds more defenses. Substantially, these
approaches carry over to their replacement browser, Microsoft Edge. Perhaps the
most important single defense is ActiveX opt-in. An ActiveX control is a binary
object that can potentially be invoked by the Web browser using the <OBJECT>
HTML tag, or by calling the object directly from script. Many common Web browser
extensions are implemented as ActiveX controls; probably the most well known is
Adobe Flash. It is possible for ActiveX controls to be malicious, and chances are very
good that a user already has one or more ActiveX controls installed on his or her
computer. But does the user know which controls are installed? We would wager that
for most users, the answer is a resounding, “no!” Internet Explorer adds a new feature
called “ActiveX opt-in,” which essentially unloads ActiveX controls by default, and
when a control is used for the first time, the user is prompted to allow the control to
run. At this point, the user knows that the control is on the computer. Microsoft Edge
does not support ActiveX but has similar protections.

Another important defense in Internet Explorer is protected mode. When this
default configuration is used, Internet Explorer runs at low-integrity level, making it more
difficult for malware to manipulate the operating system which operates at a medium- or
higher-integrity level. See Section 26.1 for a discussion of integrity levels in Windows.

Current versions of Internet Explorer also enable ASLR and DEP by default.
In IE7 the options were available, but not enabled by default because many common
components, such as Flash, Acrobat Reader, QuickTime, the Java VM, and more,
broke. Microsoft worked very closely with the component vendors to make them
operate correctly with ASLR and DEP.

It is important to point out that Protected Mode, DEP and ASLR only help
mitigate against memory corruption vulnerabilities, they do not help protect against
Phishing attacks nor common Web-specific vulnerabilities such as cross-site scripting
(XSS.) Microsoft added defenses to Internet Explorer to help address these issues.
First, a cross-site scripting detection logic to help detect and prevent some classes of
XSS. Some would argue that adding this logic to a Web browser is a bad idea, because
XSS prevention should be the goal of a Web application. Personally, I think it is a
great idea, because we obviously cannot rely on Web site developers to write secure
and XSS-free Web-based applications. This IE defense is simply an extra defensive
layer. The second defense is a phishing filter; simply put when a user visits a Website,
the site’s URL is sent to a service that determines if the site is a known phishing or
malware-distribution site. The user is warned if the site is suspicious.

A final defense to help prevent users being tracked is a privacy-enhancing mode
name InPrivate mode, which does not persist cookies or site history.

26.5 CRYPTOGRAPHIC SERVICES

Windows includes a complete set of cryptographic functionality, from low-level
cryptographic primitives for encryption, hashing, and signing to full-fledged cryp-
tographic defenses, such as the Encrypting File System (EFS), Data Protection API,
and BitLocker. Let’s look at each of these features in more detail.
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Encrypting File System

EFES allows files and directories to be encrypted and decrypted transparently for autho-
rized users. All versions of Windows since Windows 2000 support EFS. On the surface,
EFS is very simple; a user or administrator marks a directory to use EFS, and from that
point on, any file created in that directory is encrypted. It is possible to encrypt single
files, but this is problematic because it is common for applications to create temporary
files while manipulating the file in question. But if the target file is marked for encryp-
tion, the temporary files are not encrypted, and if the temporary files contain sensitive
data, the data are not protected. The way to fix this is to encrypt the entire directory.

At a very high level, EFS works by generating a random file encryption key
(FEK) and storing that key, encrypted using the user’s encryption key. This key is
protected using the Data Protection API (DPAPI) in Windows, and the key used by
DPAPI is derived from the user’s password. The process of allowing a new user to
access an EFS-encrypted file is simple too. The FEK is encrypted with the user’s key,
and it is stored alongside the other user keys in the file metadata.

EFS also supports the concept of a file recovery agent, a special capability to
decrypt files if for some reason the user’s lose their EFS keys.

The cornerstone of EFS is DPAPI, which is the next topic.

Data Protection API

The data protection API (DPAPI) allows users to encrypt and decrypt data trans-
parently;in other words, the tasks of maintaining and protecting encryption keys are
removed from the user and administered by the operating system. When DPAPI is
used to encrypt user data, the encryption keys are derived in part from the user’s
password. A full explanation of how DPAPI works is available at [NAIO1]. Again,
the beauty of DPAPI lies in removing the key management problem from the user
and developers. Developers need only call one of two functions, CryptProtectData
to encrypt and CryptUnprotectData to decrypt. These functions also add a message
authentication code to the encrypted data to help detect tampering.

BitLocker

Windows adds a much-needed defense to the operating system, BitLocker Drive Encryp-
tion. The core threat this technology helps to mitigate is data disclosure on stolen laptops.
BitLocker encrypts the entire volume using AES, and the encryption key is stored either
on a USB drive or within a Trusted Platform Module (TPM) chip on the computer
motherboard. When booting a system that requires the USB device, the device must be
present so the keys can be read by the computer, after which BitLocker decrypts the
hard drive on the fly, with no perceptible performance degradation. The downside to
using a USB device is that if the device is lost, the user loses the encryption keys and
cannot decrypt. Thankfully, BitLocker can integrate with Active Directory to store the
encryption keys, and BitLocker also supports key recovery.

Perhaps the most important aspect of BitLocker is that, like most security set-
tings in Windows, BitLocker policy can be set as a policy for a single computer and
that policy “pushed” to computers that use Active Directory.
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BitLocker is the first technology in Windows to use a TPM chip, and that’s the
next topic.

Trusted Platform Module

The Trusted Platform Module (TPM) is the product of a specification from the
Trusted Computing Group, designed to enhance system security by moving many
sensitive cryptographic operations into hardware. Many software-based attacks do
not affect a hardware solution, such as TPM. TPMs are discussed in Chapter 27

Windows Vista supports TPM version 1.2.

The best-known feature that uses the TPM, if one is available, is BitLocker
Drive Encryption. When a TPM is present and the system is configured appropri-
ately, Windows will use the TPM to validate that the operating system has not been
tampered with. This is known as trusted boot, or secure startup, and as the OS boots,
critical portions are hashed and the hashes verified.

Microsoft expects more software vendors to make use of the TPM over time,
especially as most laptops shipping today include a TPM on the motherboard, and
more desktop and server computers ship with embedded TPMs.

26.6 COMMON CRITERIA

Versions of Windows since Windows 2000 have earned Common Criteria
EAL4 + Flaw Remediation (ALC_FLR.3) or are in the process of being accredited.
What is critically important about the work Microsoft has undertaken in getting its
operating systems accredited is that the software stack (the security target) that is
evaluated is useable. It is not a whittled-down configuration that is just an FTP server,
for example. You can look at the Windows Server 2003 and Windows XP product
validation reports at [NIAPO7].
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26.8 KEY TERMS AND PROJECTS

Key Terms
Active Directory authentication packages NetLogon
BitLocker Drive Encryption domain account Security Account Manager
TPM local account Security Reference Monitor
Access Control Lists Local Security Authority WinLogon
Projects

A series of projects are contained in a document, filename WindowsProjects.pdf,
available at this book’s website. These projects were developed by Ricky Magalhaes
of Fastennet Security. These are designed to help you learn about Windows security.
These are not review questions but rather exercises that expose parts of Windows to
you in security context, and will help you to learn parts of windows security.



