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Introduction
. a

Computer threat is an attempt to take advantage or forcefully abuse someone’s computer
through social engineering, malware attacks, or phishing to cause harm in E)mputer systems.
Tools and protocols used for authentication, authorization, identification, and accountability on
computer systems are called logical access controls. These controls put measures on programs,
systems, information and processes (Podgorecki, 2013)
Five Potential Physical Threalsl

ﬁuman errors and omissions: Human errors and omissions is one of the major types of]human

threat. These errors and omissions E’e the source of operating system malfunctions, loss of dalal
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software that maintain the human and health information are one of the major causes of
malicious attacks. Bam entry clerks and the computer system users usually make errors that
contribute to security problems. Some data entry errors make the computer system to crash thus
denial of access] (DoS). II’Irogramming bugs create computer system vulnerabilities. Robert
Courtney’s survey reports that 65% of the organization’s losses are created due human errors and
omissions. These leads to loss of integrity, availability, and confidentiality of the whole
company’s network infrastructure.

Employee and industrial sabotage: This is the behavior of gathering sensitive information or data

from an organization or a company with the aim of aiding another organization or company. This

is perpetrated with the aim of gaining a competitive advantage or hampering the company’s

ities. Some of information that can be stolen from the pharmacy includes customer’s list,
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other pharmacies gain a competitive advantage. Other examples of related employee sabotage
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include destroying of the computer software and hardware, entering customer’s data incorrectly,
deleting sensitive information maliciously, and holding data hostage.
Malicious hackers: Malicious attack is an attempt to take advantage of someone’s computer

through computer viruses, social engineering, and social engineering. Hackers are people and]
n
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brograms who break into computer systems without authorization to cause harm. According To
U.S Federal Bureau malicious attacks] are causing $8billion Famage by 2012. Most of the
malicious hackers are from the outside the organization. Examples of malicious attacks are
reconnaissance, Access attacks, worms, viruses, Trojan horses, and trapdoors.

Loss of physical and infrastructure support: The failure or loss of the computer system

supporting infrastructure usually causes denial of service. Power failure, water outages and leaks,
fire, flood, civil unrest and sewer problems are the physical events which lead to loss of the
network and computer system infrastructures. Fire, water outrages, and]ﬂood lead to the physical
damage of the computer resources. Power failure results to E!:nia.l of service.

Fraud and theft: Computer fraud and theft is an event committed by company employees and
outsiders. The US department otlrlllstice in computer crime reports that the greatest computer

frand and theft ic hv incidere Fhic ic hecance the incidere have a maior contral of the
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Loss of physical and infrastructure support: The failure or loss of the computer system

supporting infrastructure usually causes denial of service. Power failure, water outages and leaks,
fire, flood, civil unrest and sewer problems are the physical events which lead to loss of the
network and computer system infrastructures. Fire, water outrages, and]ﬂood lead to the physical
damage of the computer resources. Power failure results to Elenia.l of service.

Fraud and theft: Computer fraud and theft is an event committed by company employees and
outsiders. The US department oqﬂlstice in computer crime reports that the greatest computer
fraud and theft is by insiders£ Ehis is because the insiders have a major control of the
organization’s information and controls. The company‘slemployee uses privileges granted unto
them by the company’s networks administrator g steal Company’s sensitive information.

Stealing of this information may lead to loss of patient’s confidential i.nformatioul also the
o




