CHAPTER 19

“ crime generally falls into three categories:

fCases in which technology is integral to commission of a crime (electronic

aud, money laundering, child pornography).

es in which the technology is used to commit a crime (identity theft,
mputer sabotage, theft of privileged information).

ases in which technology is used as.an incidental aspect of a crime (data

and image storage, Internet and cellular communication).!

nvestigator should be familiar with the more common types of crime
information technology. The National Institute of Justice’s Electronic
e Scene Investigation: A Guide for First Responders is an important publica-
Bn that should be of interest to all investigators.2 Some of the material for
} chapter was culled from this NIj guide, as well as other publications. See
19.1.

9.1 COMMON TYPES OF CYBERCRIME

Child pormography and exploftation ¢ Money laundering

Economic related fraud *  Prostitution

Electronic stalking and harassment s Software theft
{cyberstaliing) *  Telecommunications fraud
Extortion *  Termorism

Gambling *  Transporting stolen property
Identity theft *  Data theft

llegal drug activity *  Electronic sabotage
Inteflectual property crimes *  Ransomware

Mail and wire fraud *  Phishing

1s virtually impossible to determine the monetary amounts of various types
f fIT crime, but costs and losses easily run into billions of dollars and may have



ites, devoted to fostering ideological positions, racism, ethnic hate, and dissat-
faction with the government. Free speech rights protect these sites, and many
them draw a fine line between what is legal and what is illegal. The fact that
individual visits a web site is not a crime, and an investigator must take care
e how such information is used. In cases involving pedophiles, the fact that
subscribed to or visited web sites may serve as circumstantial evidence
hen a sex ctime is involved.
A number of federal agencies monitor the web sites of suspected violent
oups, largely as a means of keeping track of potential criminal activity.
ever, it should be noted that care must be taken in attermpting to develop
s based on information from a site. Web sites also serve as one of the lar-
st libraries in the world, providing information about people, places, and
gs. Many web sites may also be targets for hackers trying to disrupt an
ization.

INVESTIGATING HIGH-TECH AND IT CRIME

g thotough discussion of investigative methods involving high-tech crime
B beyond the scope of this chapter, but it is important to have a basic
derstanding of the type of crimes that an investigator may come across.
cause computers have become so comimon in everyday life, it is important

FIGURE 19.1
A news conference

is held in New Jorsey
following amrests of & high
school hockey coach, a
pediatric neurasurgeon,
and 37 others on child
pornography charges in

a sting that authorities
$aid was assisted by new
computer technokogy used
by stats police detectives.

Source: AP Photo/

Tim Larsen
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called. One should not tum the computer off or on or ask the suspect to

ist unless an expert is present.

Most experts agree that training and education of investigators must increas-
ingly include a basic knowledge of computers and how they can be used in
criminal activities. In many cases, the investigator will have to rely on the victim

o explain how a crime was carried out, and what damages may be attributed
the offender. The investigator, frequently in cooperation with legal counsel,
ill be faced with determining what crime took place and the legal standards

d jurisdiction that are involved.
Of the crimes that are predominantly carried out using various forms of tech-
nology, child pornography and exploitation, electronic and economic fraud,
entity theft, and gambling are quite common. The following illustrations

d case studies provide an overview of the more common methods employed.

The Intemnet has become a notorious tool for pedophiles, child
pornographers, and other child sex abusers. ICE, the Postal Inspection Service,

d the FBI generally investigate international providers. Depending on how

nformation comes to authorities, federal, state, and local law enforcement
nay handle local investigations of users. Users of child pornography may also
pedophiles who are active in recruiting children for photos or using chat
ooms to entice children to meet them.
. A growing number of states have expanded or initiated child exploitation
its, which usually incdlude a computer specialist who is familiar with the
ethods used by suspects who make contact with young people through chat
ms as a means of luring victims to a prearranged location. When a parent
other person makes a complaint, the investigator should be thoroughly
#miliar with local laws relating to solicitation of 2 minor. Generally, it must be
geoved that the suspect was aware that the individual was a minor and, in most
es, it will be necessary to prove that something more than a meeting was
nned. For this reason, it is important to obtain prior communications. If a
g is arranged, it must be proved that the suspect was actually going to
contact and that a positive identification of the suspect has been made.
Figure 19.2.

omic Crimes—Fraud, Embezzlement, and
tity Theft

are a great many types of economic-related fraud, including business

and embezzlement, perhaps the largest of which was the Enron case in

which involved a broad range of criminal activities, A major component

s scheme involved computer usage for money transfers and communica-

The sale of products that are not delivered as well as misrepresentation

ellers has become a growing problem, and investigations may involve mul-
- jurisdictions and countries.

eping transactions within the computer allows the suspect to destroy

nation rapidly. However, in many cases, transactions may have been sent

e or more other computers or organizations with which the suspect is




FIGURE 18.2
This photo ilustrates the
type of crime scene that
may be encountered in
cybercrime investigations.
Note clues, such as

the eyeglasses and the
business card in the
ashtray, This type of
investigation will usually
necessitate a computer
expert.

Courtesy, Peter Massay, Department of Forensic Sciences,

University of New Haven

conducting business. Further, with the development of small storage d
that can hold enormous amounts of data, as well as cloud computing, it
be increasingly common for criminals to maintain suspect records sepa
from the computer. '
One of the more common types of electronic fraud involves the
stolen or forged credit cards. Despite efforts by companies to create “sa
credit cards using photos and fingerprints, this problem continues to gr

due in some measure to the ability to purchase products and services o
the Internet. Identity theft is one of the fastest-growing crimes in the Uni
States. Criminals use a variety of means to secure information. They th

this information to commit fraudulent purchases, acquire other forms of £z
identification, receive large cash advances, and establish fraudulent lines

credit in the forms of loans and other credit cards.
A number of schemes involving telecommunications fraud have arisen
the increase in the number of cell phones available throughout the wo
Each type of telecommunications offering, from voice to wireless data, is 1
nerable. For instance, through fraudulent access to networks, perpetrators
avoid paying for wireless service, steal and resell long-distance minutes,
a network device to send unsolicited commercial e-mail or pornographic sp
to unsuspecting end users, or use stolen cell phones to make large num
of calls. T
Additionally, a number of organized crime groups, frequently with intei
national connections, have developed sophisticated fraudulent credit ca
rings. Investigations of these types of activities must be handled qui
because perpetrators are likely to move frequently to avoid apprehensio




nfortunately, in many cases, the victim whose number or card has been
plen is not aware of the crime until he or she receives a statement.
n a higher level, fraudulent wire transfers, bank fraud, telecommunications
d, and money laundering have also become commonplace. In many
ces, the illegal activities are carried out across borders and will involve
tiple jurisdictions. Electronic funds’ transfers have made it possible for
iduals to move funds to offshore accounts, to gain entry illegally into
gnding institutions and make transfers, and to embezzle large amounts of
oney. Section 2314 of Title 18 of the U.S. Code makes it illegal to trans-
prt interstate computer data'® and stolen computer hardware worth at least
00.%
nomic espionage has also become a major problem. Although relatively
attention is paid by law enforcement to the issue of economic espionage,
tor intellectual property infringement, or the stealing of trade secrets, this
area in which the amount of criminal activity has been growing steadily.
many cases, the companies being victimized are unaware of the problem or
ot have procedures for reporting or investigating such activities. Estimates
-annual misappropriations and fraud (frequently committed by trusted
oyees) of UL.S. companies amount to more than $250 billion. Although
tes differ by states, the elements of computer fraud make it unlawful for

* USe a computer or computer network,
: without authority, and

with the intent to: (a) obtain property or services by false pretenses;
(b) embezzle or commit larceny: or (c) convert the property of another.?

Bmputer Hacking/Cracking and Sabotage
i of the more pervasive illegal uses of the computer is hacking, more cor-
caracking, which generally involves entering a computer system illegally
out knowledge of the victim. The term hacker generally refers to individ-
hose goal is to reduce their lines of code without inhibiting the prograrn
ate optimally (see Box 19.6). The term cracker, on the other hand, is
more often to describe a person who attempts to destroy, change, or
programs or information. Often undertaken as what hackers refer to as
tellectual challenge,” the practice has become a major problem in both
ablic and private sectors. A growing number of individuals and “clubs”
ghout the world have been involved in developing methods to break
or find ways to enter a system, and they have frequently been successful
rashing” web sites, altering information, and introducing viruses. In
et slang, the term “white hat” refers to nonmalicious, ethical hackers,
ing those who perform penetration tests and vulnerability assessments.
hat” hacker is a hacker who violates computer security for malicious

ns or personal gain.




CYBERCRIME INVESTIGATION AND THE FLECTRONIC
CRIME SCENE
There are several considerations that should be observed when dealing with a

high-tech crime scene. The National Institute of Justice {NIJ) Guide stresses the
importance of documentation in detail. The following steps are recommended:

® Observe and document the physical scene, such as the position of the
mouse and the location of components relative to each other (eg. a
mouse on the left side of the computer may indicate a left-handed user).

¢ Document the condition and location of the computer system, including
power status of the computer (on, off, or in sleep mode). Most computers
have status lights that indicate the computer is on. Likewise, if fan noise is
heard, the system is probably on. Furthermore, if the computer systemn is
warm, that may also indicate that it is on or was recently turned off,

Identify and document related electronic components that will not be

collected.

* Photograph the entire scene to create a visual record as noted by the first
responder. The complete room should be recorded with 360 degrees of
coverage, when possible.

g * Photograph the front of the computer as well as the monitor screen and

: other components. Also take written notes on what appears on the monitor
screen. Active programs may require videotaping or more extensive docu-
mentation of monitor screen activity.??

The computer has come of age in law enforcement as departments and other

agencies develop applications through which this technology can benefit

the field. In many cases, the technology and the application software—the
“programs used to handle and manipulate the data—exist in various forms but
£ require modification for law enforcement purposes. In other cases, software
B is available (frequendy through hardware vendors) that has been designed
b specifically for police work. Included in this category are programs ranging
from relatively simple data-storage programs to extremely complex systems for
“tasks such as imaging (for storing photographic images on the computer) and
optical scanning (for storing fingerprints for later retrieval).

In the field of criminal investigation, the computer has not yet come
dose to the potential it offers as an investigative tool. Although one reason
or this is a lack of sufficient funding other considerations also limit com-
iter utilization—for example, concern about the right to privacy, a lack of
mined technicians, and an entrenched resistance by officers who have little
derstanding of the computer’s capabilities.

As new generations of computer-literate personnel move into the law enforce-
pent profession, there is likely to be a growing trend toward acceptance. Many
eral agencies have begun to develop and adopt computer-based systems that
p far beyond mere data storage and retrieval. A number of police departments—
actuding those in Chicago, Los Angeles, and Houston—have invested millions



of dollars in Automated Fingerprint Identification Systems (AFISs) and
seeing their value in the investigative function. Illustrative of this potential v

is a case involving a forcible rape in which a latent fingerprint was lifted
the handbag of the victim. Fingerprint analysis provided no suspects. Ho
more than a year later, a suspect arrested in a burglary was surprised to leg
that, despite the passage of time, his prints identified him as the rapist. (At#
time of the rape, he had been too young to be fingerprinted, despite his lod
record as a juvenile offender.) This illustrates the capability of technolo:
solve what in all likelihood would have remained an unsolved case.

Computers are also being used for developing crime patterns; for artifich
intelligence, and, with imaging, for storing online mug shots of suspects as
photographs of stolen artwork or other valuable collections.

Pethaps the greatest innovation in programming software in the past
decades has been the development of very sophisticated relational databa
and linking and geospatial programs for law enforcement purposes. A _
tional database combines a large number of individual databases into a syste
that makes it possible to link a broad range of disparate variables for search
profiling purposes. The Chicago Police Department’s CLEAR program make
it possible to link millions of records from different sources (including o
police departments) to provide a powerful tool for investigators. The progral
utilizes artificial intelligence, photographs, images, and geospatial techniqui
in addition to text-based records. Some of these include:

Nickname database

MO file

Informants file

Business locator index with emergency telephone numb
business owners '

Case file indicating which cases are assigned to which investigator 4
Skills index listing the names of those who can assist with specific need}
such as language skills, scuba divers, technicians, etc. E
Intelligence file offering a source for various bits of information that
be pieced together to form a clearer picture of suspects or crime patte i
(This file, which usually requires the expertise of an analyst or other ind
vidual familiar with the technology, represents one of the more significan}
changes appearing in the field of criminal investigation.) '
Stolen property files

Building layouts and schematics

Tattoo files

Gang symbols and descriptors

Motor vehicle records

Victimization files

The FBI utilizes Rapid Start Teams, which are teams of experienced investiga
and technical experts who can quickly load information from hundreds




ads and investigative tips into a database to assist in major case investigations.
tablished in 1995, the Rapid Start Team has assisted in numerous high-profile
frases, including the Oklahoma City Bombing in 1995, the Atlanta Olympics
Bombing in 1996, and the 9/11 attacks in 2001. Rapid Start Teams are also
ailable for child abduction cases and other major cases.

On an individual basis, investigators can use PCs, laptops, PDAs, and other
devices to maintain their own data sources, address and telephone files, case
niormation, as well as for numerous other applications.

If a picture is worth a thousand words, imaging technology offers immense

ssibilities. One of the most obvious uses today is through computer-based

dentification kits, which make it possible to prepare a composite of a suspect
tively easily. However, the quality and color of newer monitors and systems
nake it possible to have a four-color, instant-access mug shot book readily
ilable. Indeed, coupled with search technology, the investigators can feed in
nformation on modus operandi, physical descriptors, type of victim, and so on,
call up groups and individuals in various categories for the victim to view

n the scene.

Electronic surveillance takes many forms, and is being used more frequently

terrorism and organized crime investigations. Some of these, most of which

quire a court order, include:

Telephone wiretap

Electronic intercept of oral conversation

Voice paging

Digital display paging

Cellular telephone intercepts

Pen register

Internet or computer communications intercept

ditionally, there are also a great number of sources on the Internet that are
ilable to investigators to seek information.

IHE FUTURE

ticular importance to the investigator is the ability to foresee ways in which
forms of technology will be embraced by criminal elements. Cybercrime
‘DOt an American innovation, and today borders are no obstacle to criminals
ho can use many forms of communication and transportation to carry out
dminal activity. Some of this involves what are now traditional types of crime,
ich as fraud, child pomography, cyber-attacks on national security, and
ding. Others involve relatively new types of crime, such as data manipula-
n, asymmetric warfare, identification theft, and cyberbullying. A report by




ing a trillion dollars. Such high
entity theft, two types of crime that Cross national
international borders, involve thousands of individuals, both as perpetrs
and victims,

BOX 192 ATYPOLOGY OF INTERNET FRAUD

*  Identity theft Source;: Tae J. Chung, “Policing internet Fraud: A Studg
*  Credit card fraud of the Tensions Between Private and Public Models i
*  Online auction fraug Policing Fraudulent Activity in Cyberspace with Partic

*  Short fim fraud Focus on South Korea and Special Reference to #

*  Advance fee fraug United Kingdom and the United States.” Unpublished d
L ]

L ]
L]
L

Direct imvestment fraug sertation, The University of Leeds School of Law,
Drug sale scams UK (December 2008;,
Prize/swespstakes fraug

Social engineering and Internet fraug

Reported cybercrime numbers are quite low compared 1o reality, according td
many experts, who note that many victims fail to report Internet fraud beca
of the embarrassment associated with being scammed. *In addition, son
large companies and corporations do not report cybercrime and cyber-atta
because they may fear customer lack of confidence, or do not wish to draw
attention to the vulnerability of their system.,

Individuals involved

er an individual or group-related aiming
terrorist web sites may involve numerous persons. Enterprise and
organized crime groups have taken to the use of various forms of technolo 4,
to elude detection and foster communication,
Investigations following the September 11, 2001, terrorist attacks in the
United States and the foiled attack in England in August 2006 revealed a glob
computer network used by terrorists to communicate, as well as the yse
computers, especially the Internet, to gather information about targets and




BOX 19.3 FILE TYPES OF INTEREST

investigations. The computing power of today’s technology is enormous, enalg
ling the user to nun a broad range of programs, commonly referred to as sofé
ware, in conjunction with internal and external drives.

The computer contains a number of files that are connected to diffe
types of software, such as word processing, spreadsheets, databases, e-mail,
web sites. Some of these programs, such as dictionaries and directories, may
not be alterable, whereas user-created files are developed by the user and gestl
erally prove to be the most valuable from an investigative standpoint. Oneﬁ
the major exceptions involves downloaded images or documents that may hi
used in developing a prima facie case, such as for child pornography.

Some of the more important files that an investigator should be f:
with appear in Box 19.3 on “File Types of Interest.”

Address books - *  Favorite sites

Audio or video files *  Images and graphics
Bookmarkg *  Indexes

Calendars *  Spreadsheets

Databases *  \Voicemai

Documents, correspondence files *  Social networking accounts
E-mail files

-

Moreover, the development of high-quality peripheral devices, such as scanness
and printers, has increased opportunities for the criminal element to perform
further illicit activities, including counterfeiting, various types of fraud,

pornography, and identity theft. §

LEGAL ISSUES 3

In many ways investigation involving various forms of technology, espes
cially computers and the Internet, are complicated by a myriad of legal issueg
court decisions, and policy issues of organizations. Because case law in
area is relatively new, there are times when the investigator may be operati
in uncharted territory, or may come up against newly designed software (i
innovative criminal activities. (For example, terrorists and organized criminals
frequently communicate within interactive games, making it difficuit to mteﬁ
cept using conventional technology.) Further, because many policies may be
based on individual state laws, they may not be applicable from one state to
another. For this reason, when in doubst, the investigator should consult with
appropriate legal counsei. '
On the federal level, there has been a steady stream of decisions by dir
cuit courts that serve to give better clarification to the procedures that must be
followed by investigators. Generally, a search warrant is required to conduct




research on everything from bombs to building layouts and tracking air
sport vulnerabilities.
-Emerging databases and search engines on the Intemet enable individuals
gather information on virtually any subject, including biographical data on
ons of individuals. For instance, the Google search engine has integrated
al public information databases into its basic search capabilities. Anyone
now enter a Vehicle identification Number (VIN) into the search engine
get free a basic report on the history of the vehicle from CarFax.com and
her similar enterprises.
As the amount of public information about individuals has increased, the
ability of inexpensive, portable storage capacity has also increased. For
ce, today it is possible to carry gigabytes of information on a storage
ce the size of a pack of chewing gum. These portable storage devices allow

)erson to carty as much as 16,000 pictures (at 500KB each) or more than

D,000 pages of text in their pocket, plugging it into a computer only when

ed. The most popular of these devices are the so-called flash or USB
s, because they allow users to wansport many gigabytes of data that can
plugged into any computer (Windows or Macintosh) without restrictions
computer ownership or permissions. Handheld personal digital assistants

DAs), electronic organizers, iPods and iPads, and memory cards may also be

to store information that may be of interest to investigators.
‘Additionally, smart cards and other small devices may contain their own
processors that enable a card to hold and change information, such as
d balances (known as debit cards). Removable storage devices come in
my different forms, ranging from the early floppy disks, to zip disks, CDs

DVDs, and tape drives, to name a few. )
A further complicating factor in cases involving various forms of electronic
hnology involves case preparation and the presentation of evidence for
Because this is a relatively new area in which lawbreakers frequently
Bow more about the technology than investigators or the courts, there is the
iteasing problem of not being able to present a case that can be understood
y 2 jury. Everything from initial investigations to the collection, presentation,
jid admissibility of evidence is important.

Electronic evidence is, by its very nature, fragile. It can be altered, darnaged,
estroyed by improper handling or improper examination. For this reason,
cal precautions should be taken to document, collect, preserve, and
mine this type of evidence, Failure to do so may render it unusable or lead

inaccurate conclusion.*

by STEMIC COMPONENTS

it the heart of virtually all information technology lies a computer system or
gatral processing unit (CPU). Generally, these systems contain a data storage
pomponent and a “hard” drive that is programmed to run the system. The

oduction of cloud computing represents another dimension that can hamper




10us, enabgil investigation of the contents of a computer’s hard drive, or to gather infor.

L'to as sofiilsation from an Internet source (e-mail or Internet service Providers—ISPs),
4 suspect may give permission for an investigator to conduct a search of his or
o differengiiler computer, but it js advisable to get this permission in writing. Courts have
e-mail, of ome more involved in Fourth Amendment issues related o the search and
OTies, may e of computers and data culled from ISPs.®
rand gen: The U.S. Supreme Court held in Riley v. California that cell phones could
1t One ofllet be searched incident to an arrest without a warrant. The reasoning behind
at nay bej

e search of a computer or other electronic device is generally developed
search warrants in other more traditional contexts, with Fourth
dment guarantees that protect a person from
seizures being an important consideration. The highest privacy interest is
ed to private dwellings.¢
In searches and seizures of computers and other forms of electronic storage,
investigator is generally required to establish probable cause to obtain a
t. This includes reasonable grounds to believe that the data to be seized
y exists and will provide evidence of a crime, the location of what will
y detailed description of the information or data
will be retrieved.’
The primary issue in computer-related cases centers on an individual’s right
tivacy regarding information stored in a computer or other device, There
numerous locations from which information can be obtained. As it
igital forensics, the most important case law for investigators is the d
dered in Daubert v. Merrell Dow Pharmaceuticals, Inc. (509 US. 579,
at addresses the issue of the admissibility of expert witness evidence. The so-
fled “Daubert Test” of Rule 702 of the Federal Rules of Evidence requires that
testimony must:

Be grounded in knowledge.
Have a valid scientific connection.
Be supported in scientific journal publications.?

e Box 19.4.

20X 19.4 SOURCES OF INFORMATION

The home Internet sarvice providers (ISPs)
The workplace Chat rooms

Personal computers and other portable devices Web sites

Soclal networking sites (e.9.. Twitter, Facebook, External storage devices
Instagram, Linkedin)




Home Computers

in possession of a Suspect. As noted, the warrant must include a statement as
what technological equipment (computers, storage devices, cameras, printe;
etc.) is to be searched, what is to be sought, and why the warrant is requeste
The investigator must show probable cause for the search, which may be based
on a variety of dircumstances, such as prior knowledge based on the experi:
ence of the investigator; the Past criminal record of the suspect; or informaj
tion provided by informants and victims. There is no reasonable expectati
of privacy when the information was openly available, where the device h
been stolen, where control of the device was given to another Person, or wi

the individual owner loses control of the device.” In cases in which the hon
Or computer may be shared by another person, the other person may give per 2
mission to search the computer, but not access to password-protected files.*

Workplace Computers

Workplace searches present a somewhat different issue, and it has b
held that an employee does not necessarily have a right to the expectatio
of privacy." However, in determining an individual's expectation of privacy

Stephen W. Cogar suggests that the following questions should be conside

Is the employee’s office shared?

Is the hard drive password-protected?

Is the computer physically locked?

Is the office locked, and if so, who has access?

Can the files be accessed remotely through a network program?

Is there an employee policy in place regarding computer usage that sta

that files can be searched or monitored?

Is the policy enforced uniformly?

Is there evidence that the employee was aware of the policy?

Is software used to monitor computer use, and are employees aware of ]
Practice?

Do work stations contain a message when the computer is accessed th
the computer can be monitored?!2

®

In many instances, employees may contend that they were not aware of
pany policy, which may negate permission given by the employer to conduck
search. For this reason, it is advisable to seek a search warrant whenever possibi

Internet Service Providers

When a suspect may be anonymous, using a screen name or other form
e-mail address, the best source of identification is likely to be an ISP, such k-




ice providers, spedifically in terrorism-related cases, have sparked debate,
ind it is likely that the issue will be addressed by the Supreme Court in the
b e
While under certain circumstances a person may have an expectation of
acy in content information, a persondoes not have an interest iy the account
Ormation given to the ISP in order to establish an e-mail account. This is
nsidered non-content information.

Ose non-content information to th
t to legal authorization.** The Cyb
ich is part of the Homel

orcement officers without a warrant,
- Cases involving terrorism investigations permit disclosure of more
Bo-content information than is permissible in other types of criminal

_ a subscriber’s name; address; local and

- long distance telephone connection records, or records of session

ce (including start date and types

ephone or instrument number or other sub-

identity, including any temporary assigned net-

work address; and means and source of paymeht for such service of
a subscriber), ¢

Rooms and Social Networking
of the most common forms of

nology, relational databases, visualization, sophisticated statistical

analytical tools, and access to thousands of web sites, See Box 19.5 on
-harassment.




BOX 195 DID YOU KNOW CYBER-HARASSMENT

Cyber-harassment dispropertionately  impacts  women. Least likely to be victims are white males (31%),

The US Nationai Viclence Against Women Survey reports Males are more likely to target female victims.

that 60 percent of cyber stalking victims are women, ang Mates are more likely to be victims for

the National Center for Victims of Crimes estimates that the expressing ideas, or for actions,

rate is 70 percent. Of those reporting and other studies, the Sexual orisntation is also lkety to be a “trigger”
- | following emerges: for cyber-harassment.

*  Nonwhite women are more likely 10 be cyber - - " ——
victims, (53%) Source: Danielle Keats Citron, *Hate Crimes in

Cyberspace,” Harvara University Press (201 4), 13-15. K&

White females are the second most common
(45%), but a BJS study found that 84% of white
wOomen were victims.,

The many advantages nNotwithstanding, the potential for utilizing these techna
logical advances for criminal purposes represents a challenge for law enfor:
ment. Two of the more common investigative approaches include ident
pedophiles and child molesters, and investigations of child pomograp
images on web sites and in the possession of individuals.

“Sting” operations by police d

agencdies,

Child pomography and individuals who Possess pictures or video (col-
lectively *images”) that are sexually exploitative of children represent
one of the darkest sides of the Internet, Investigating and prosecuting
child pornography cases inevitably involves more than just the evidence
that certain images were found on a computer used by the defendant ...
Child pormography investigations often involve people who are quite
knowledgeable about technology, computers, and the Internet. They
trade images with other collectors within their own towns and around
the world using, for example, Web sites, file sharing, e-mail, buddy lists,
Password protected files, or encryption (emphasis in original).'”

See Figure 19.1.

With the growth of social networking sites on which many young peopld
post revealing or sexually explicit photographs, the problem has become moré}
complex, and some sites have agreed to remove individuals who have atr
inal record involving children from access,

Web Sites

Today there are thousands of web sites, making it possible to gather inform.
tion on almost any subject. Some of these are nothing more than propagan




