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JHAPTER 8: TAKING STOCK
- THE CURRENT STATUS OF
CYBERSTALKING RESEARCH

'CYBERSTALKNG RESEARCH

has been a growth in research aroun.
rstalkmg, but there are many limltatton

at are the commonalities between w:tims
fenders?

t ccnc{uslons can be drawn about predl'
f ratlon and victimization? .
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DEF'ENING CYBERSTALKTNG

el 1eg1s§at10n defines stalking as:
y person who purposety engages in a course
duct directed at a specific person and ki
hould knovr that the course of conduct wo
se 3 reasonable person to: ;
ear for his or her safety or the safety of a third pe(sm
ffer other emotional distress
guslty of stalkmg" {Naticnal Center for chnms o
rihe, 2()07, p.2

yberstaikmg may not need a fear cntena

P;E'UA_LLIZING STALKING AND CYBERST

. CYBERSTALKING STATISTICS

he__propo:taon of research on cybersta
petration suggests that rates of offendin:
ong college students varies between :
26 5% of samples -

timization studies have a much greate
ge depending on sample size
tional samples vary between 24.7% and
{fege samples range between 6.3 and 4
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'OFFENDER CHARACTERISTICS |

here are some common characterist!cs
ong cyberstalkers,

IGTTM CHARACTERISTICS.

hire are several common characteristics
nttfied in studies of cyberstalking

Nnn white

May spend time in online environments th )
pose them to motivated offenders

eis a need for substantial research to
tter understand cyberstalking
More research on the role of defi mmg cybersta!iﬂ

Better ‘information on the psycho{cgmal
ensequences of victimization

W to respond to victimization effectwe{y?




: Chapter Nine - Terrorism
~‘and Technology:
- Qperationalizing
- Cyberterrorism :
- and Identifying Concepts - |

INTRODUCTION

f a universal definition of terrorism
__bahzatlon of commerce, mformataon, an

(;re_at_e_ed a “technological house of cards”
eopte will exploit vulnerabilities -
reats to individuals, corporations
More significant threats to government and seciel:

reatest utility of Internet for terronsts iS a
cmtator, not a tngger :

DEFINING TERRORISM

pendent on the individual and soc1al
haracteristics affecting defining body

ehglous idectogy
tltut[onai history
Polmcalforgamzatlonal agenda
ability of government
atiss of economic structires
walional placement or vulnerabﬂ[ty
Hlste:ical stratlflcatlon
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DEFINING "TERRORISM -

Definitions by government entities have ;
dmonally required the demonstratron of th

1 e use of vidlence against non- combatants
P0ht1ca1 objectives
The use of fear as a coercive tactic

ack of international consensus
tate—sponsored versus individual mctwatlon

egal c[anflcatzons of sovereignty and
xtrad:tlon

A WORKING DEFINITION?

pile using characteristics
i Presence of violence

Antlupated psychological reactions
Premedltatlon or system cperations .
Tactlcal strategic, or combative methodology

SYNTHESIS OF ACADEMIC
AND POLITICAL BTV, \IOLOGIE

inal Character
ce of moral restraint
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. SYNTHESIS OF ACADEMIC
a\ND PoLITICAL ET Y\lOLOG]'ES

ohtlcai social, or ideslogical motwat:o
_e:*@pt.to garner attention
rmed for audience
_nprédictable/unexpected
ded to institl fear

OPERATIONALIZING CYBERTERRORISM

onvergence of terrorism and cyberspace
The premeditated, methodological, :deo{oglcal

otivated:

Dissemination of information, facﬂrtatlon of
mmunication or attack

Against physical targets, digital mformatmn,

computer systems, and or computer programs
te_nc!ed to cause harms to noncombatants and.

For purpose of effecting change
ncludes propaganda, infermation, recruttment
- traimng

’ROPAGANDA, INFORMATION DISSEMINATIO
-;. AND RECRUITMENT

‘tndamental to maximization of fear and,
1evity and growith of the group - - -
Use of the Internet as a tool -
gamzatlonal websites
clude vilification of a partlcu{ar gruup
tifications from patriotism to dwmlty
sual aids to itlusteate victimization - -

ncreasmg{y empioyed as medium of chmc
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‘INTERNET AS A MEDIUM
- OF COMMUNICATION -

¥ists use the Internet to communicat
ne dialogue is cheaper
‘national in scope

ore widely accessible

oses far fess risk of discovery

ncreasingly rely on technology for social
tvrorking and communication

‘RAINING, RESEARCH,
AND FACILITATION

lity to adopt training modules

ppropriate to resources available and curren

echnological landscape
fobatization of communication, commerce an
nformation has provided avenue for mass
1ssemmatwn of rhetoric, propaganda, and

Offer tutorials to geographically distance
particlpants
Web-based learning

» Training, research, pre-mission plannieg : and
coordination

_g_htgr 10: Industrial qufc
ystems and Cybercrime
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DUSTRIAL CONTROL SYSTE!

i tnal Control Systems (I(5) have become a vital resodir
‘operation of nearty all critical infrastructure in the U3, Y

VARIANTS OF ICS N

ere are three key forms of ICS

CS VULNERABILITIES

IC were ongmally designed and imple
efare the emergence of the Internet’
hey have not changed much making it p0551b_
ampromise the systems in various ways =
_Vumerabitities and exploits used together :

ere are three forms of vulnerabmt;es
sent in ICS i
.ohcy and Pmcedure




VICSAnﬂACK'FHREATS

here are multiple groups that may eng:
acks against ICS

eisure cybercriminals
ndustrial spies
oreign intelligence services
Nation states
* Disgruntled insiders

* Spyware authors

ICS INCIDENTS

ere have been various attacks agamst ICS
1 the last few decades

US compromise of Russian PIpelmes in Siber
Viorcester Airport Hack

Queensland Sewage Hack

The RussiafEstonia Conflict

CRIMINOLOGY AND ICS

ere is minimat research applying . |
ininological research techniques to
logies of offenders

,Org'ani-zat_ional composition of of] fenders .-

itaﬁk'iéchniques
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' FUTURE RESEARCH |

is difficult to research ICS attacks from
mmologlca[ perspectives due to the. Iack
atd’in this area
Rationai Choice and Situationat Crime Preven
may aoply to IC5 attacks though further study i
neaded A -
Simutation data may also help
Trend analyses are also vatuable
Need for research on the overlap between virtugl
‘and real attack vectors
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