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The growth of technology, and more specifically the Internet, has caused
~human interaction to undergo a dramatic evolution. Today, the Internet influences
almost every aspect of our lives, including how we work, play, and commu-
nicate, Posting, tweeiing, and chatting have become common practices, and
he millennial generation has been raised along with the Internet and online
ocial networks. This technological revolution has altered the way we social-
¢ and cornmunicate in fundamental svays. Followers have replaced friends; com-
nents have replaced conversations; and likes have replaced listening. Individuals
05t vast amounts of personal information, photos, and videos to gain fol-
owers and build their social networks—sometimes without any regard for the
ential negative consequences.
The cultural shift that has accompanied this technological revolution has
ad a trickle-down effect, influencing every aspect of society. One of the key
"_'pact areas of this revolution is criminal behavior. Technology has irreversibly
tered the landscape of crime perpetration and victimization, Advances to the
apabilities of electronic devices, and the widespread use of the Internet have
en criminals a variety of new methods and tools with which to commit
ime, while making potential victims even more vulnerable (Holt & Bossler,
4). This is particularly the case with stalking.

alking has been part of the criminal justice vernacular for just over two
ades; however, in that time, it has received considerable attention from both
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researchers and policy-makers. While this attention was initially fueled by cases
involving high-profile celebrity victims, today stalking has become a ‘widespread
topic of discussion among legislative bodies, school officials, and even members
of the general public. Asa result of the plethora of research that has been pro-
duced, we now have a relatively good understanding of stalking, including its
prevalence (e.g., Baum, Catalano, Rand, & Rose, 2009; Tjaden and Thoennes,
1998), the characteristics of statking perpetrators and victims {e.g., Baum et
al.,, 2009; Fisher, Coker, Garcia, williams, Clear, & Cook-Craig, 2014; Pathé,
Mullen, & Putcell, 2001), and some of the common risk factors for stalking
victimization (e.g., Fisher, Cullen, & Tuxner, 2002; Mustaine & Tewksbury,
1999; Réyns, Henson, Fisher, Tox, & Naobles, 2015). Howevet, stalking has un-
dergonea technological metathorphosis, and while a great deal is known about
traditional stalking, far {ess is known about its technology-based descendent—
cyberstalking.

Commonly thought of as 2 formn of stalking that involves the use of electronic
devices and/or the Internet, the growth of cyberstatking has raised tnany guestions
Ts it fundamentally different than traditional stalking? How frequently does it ac
tually occur? Who is mostly likely to be a cyberstalking perp etrator or victim? Un
fortunately, cyberstalking is aelatively nesv topic of interest among scholars, am:
as  result, the research literature is rather sparse. However, by taking stock of th
limited information available, some general conclusions can be drawn. With tha
in mnind, the purpose of this chapter is to discuss the current state of cyberstalk:
ing research, with particular attention given to the extent of cyberstalking ani
the causes and correlates of both cyberstalking perpetration and victimization

Stalking and Cyb erstalking:
Defining Pursuit Behaviors

Stalking

Statking was first recognized as a crime by the state of California
and subsequently by every other U.S. state, as well as several countries aro
the world (e.g., Canada, Germany Japan). Although it is widely recogn
as criminal, statking has proven somewhat diffic "
lators, scholars, and practitioners alike. As a result, in 1992 the U.S. Congt
tasked the National Institute of Justice with developing a model stalking
that could serve as a guide for legistators in crafting anti-statking statute :
the United States (Tjaden, 2013). This code provides a useful startin:
for Teviewing the legal criteria for stalking, The model stalking codew
sequently revised in 2007 and explains that: &
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s nitially fucled by cases Any person who purposely engages in a course of conduct directed

has become a widespread at a specific person and knows or should know that the course of con-
icials, and even members duct would cause a reasonable person to:
search that has been pro- {(a) fear for his or her safety or the safety of a third person; or

of stalking, including its
9; Tjaden and Thoennes,
d victims (e.g., Banm et
Sook-Craig, 2014; Pathé,
1 risk factors for stalking
Mustaine & Tewksbury,
Towever, stalking has un-
sreat dealis known about
logy-based descendent—

(b} suffer other emotional distress
is guilty of stalking (National Center for Victims of Crime, 2007, p- 24).

Although the model stalking code provides what could potentially serve as a
universal definition of stalking, there are still inconsistencies in how stalking is
defined across jurisdictions. Further, not all of these criteria are included in all
stalking statutes, and some of the terms used in the definition require further elab-
oration, such as “course of conduct;” “fear” “emotional distress . and “reasonable
person.” First, course of conduct refers to the offender’s repeated pursuit be-
haviors, which incltide but are not limited to, two or more acts such as follow-
ing, monitoring, or commu_nicating with the victim. Second, fear and emotional
distress represent the harm that is suffered by the victim. These criteria in and
of themselves are somewhat controversial, and have been the subject of debate
among scholars (see Dietz & Martin, 2007; Reyns & Englebrecht, 2012). Third,

reasonable person is said to be someone who would react this way were they
in the victim’s civcumstances (National Center for Victims of Crime, 2007).
- Legally speaking, then, stalking involves a course of conduct that is intended
cause the victim some form of emotional harm. Much of what is known
out stalking, however, is the result of empirical research conducted by so-
cial scientists and other scholars, and does not necessarily adhere to these legal
finitional criteria. A further nuance to this discussion is whether the re-
ve research study focuses on perpetration of statking or stalking victim-
Lion, In the case of the latter, the element of criminal intent is often absent
from research, because it is difficult to establish from the victim’s perspective,
s, one of the legal criteria for stalking is often left out of stalking research.
Overall, in the published research, definitions of stalking have mostly charac-
ized stalking as an unwanted and repeated behavior that may or may not
the victim to feel fearful (Fox, Nobles, & Fisher, 2011),
hroughout the 1990s when stalking laws were being enacted and research
0 stalking perpetration and victimization being undertaken, it was presumed
ast of the offender’s pursuit behaviors would occur in physical proxim-
the victim {e.g., following, waiting}, While some of the course of con-
<could be carried out remotely—for examnple, through telephone or mail—
ossibility that networked computers, smart phones, and other devices
d éventually become tools for stalkers was not foreseeable. Thus, a remote
f stalking, cyberstalking, has emerged as an additional concern. Some
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states have specifically addressed cyberstalking legislatively, but in most stafes
it is subsumed under the broader statking or harassment label. From2 research
perspective, however, cyb erstalking has been somewhat ill- defined, and is often
equated with online harassment. For several reasons, defining and conceptual-
jzing cyberstalking hhas been every bit as difficult as defining stalldng.

Cybersta]kihg

‘Nobles, Reyns, Fox, and Fisher (2014, p- 989) defined cyberstatking as “..re-
peated pursuit involving electronic or Internet-capable devices, such as mobile
phones, laptop computers, OF electronic tablets.” Their definition offers 2 useful
starting point for discussion. First, jike stalking, cyb erstalking involves a COUISC
of conducy; that 1s, pursuit behaviors transpiring two or more times. Thisis a
consistent criterion that is found across many cyberstalking studies (e.g., Reyns,

Henson, & Fishet, 2012). Second, this definition highlights the nature of the
pursait and describes some of the tools by which cyberstalking can be experienced
{e.g mobile phones, tablets). Again, this focus on the clectronic means by which
the stalking occuis hasoften been underscored in the ernpirical research (e.g., Baum
et al., 2009). There are also notable differences between this definition of cyi:
berstalking and the previously discussed criteria for stalking, Primarily, there is
no mention of the emotional harm suffered by the victim. This is an important

clement of the crime t0 consider because not only has this ‘fear standard’ béen
criticized as exclusionary {see Dietz & Martin, 2007}, but it also has b :
gested that fear may differ across contexts and victims (Henson, Reyns, & Fisher,
2013; Randa, 2013; Reyns & Englebrecht, 2012). In other words, fear and if
antecedents may be different for online crimes as comparted to offline crim

Overall, however, the pivotal issue in defining cyb erstalking has been whether,
it is a distinct crime or 2 yariant of the existing crime of stalking. While th
are only a few studies that have addressed this issue, the available evidence's
gests both similarities and differences between stalking and cyberstalking (:
Nobles et al., 2014 Sheridan & Grant, 2007). For example, Sheridan and G
(2007) compared self-defined stalking yvictims to those who also experien
online pursuit, and concluded that the process, effects, and responses to
timization were similar across groups- Conversely, Nobles and colleagues (iZ('})
reported that there were significant differences between stalking and,
stalking victims 1 2 national sample, particularly in relation to their:p2st
yictimization experiences, such as self-protection decisions and imp
victims.

Nobtes and colleagues (2014) also offered a conceptual comparison
ing and cyberstalking involving three scenarios that is informative. Thes&
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scenarios represent the three possible relationships between stalking and
bc.:rstaliung victimization and are depicted in Figure 1. First Scena%ionA SY —
p_1ct's t.he Possibility that stalking and cyberstalking are d)istinct type e:f
v;ctnjmzatmn that mrerlap. Put differently, some victims will only exp}giesnge
]s)talkmg and some will o.nly experience cyberstalking, while others expeﬂence
oth m?thqu of pursuit. Second, Scenario B shows the possibility that
bf:r'stallm}g Is a “subset or special circumstance of the generalized stalkin dcgi
nition, ilmdar to the conceptual relationship between armed robberg :nc-i
¥obber}t (Nobles et al., 2014, p. 990). In other words, cyberstatkin isZtalk
ing. Third, Scenario C conceptualizes the two forms of pursuit as ungi d
separate, depicting them as distinct legally and by definition. R

Figure 1. Three Conceptual Relationships
Between Stalking and Cyberstalking

" Cyberstalking

ource: Nobles, Reyns, Fox, & Fisher (2014;.
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Nobles and colleagues (2014) argued that it is best to consider Scenario B as
best capturing the relationship between stalking and cyberstalking. They con-
duded that scenarios A and C are problematic because of current legal defini-
tions of stalking. Specifically, under state stalking statutes, stalking and
cyberstalking are not mutually exclusive crimes, That is, cases involving cyber-
stalking will also satisfy the legal criteria for stalking. Therefore, while practically
and conceptually an individual could be pursued in cyberspace through com-
munication methods such as email and instant messages, and never have any
physical contact with the stalker, stalking statutes usually do not distinguish such
a situation as a separate crime. Rather, it would be labeled as stalking, in which
case Scenario B would most accurately reflect the nature of the relationship be-
tween stalking and cyberstalking. In Figure 1, Scenario B depicts cyberstalking
as a variant of stalking, wherein specific communication methods are used to
facilitate the pursuit behaviors. To reiterate, cyberstalking is stalking.

LR T Nyt

Perpetration

While cyberstalking, in general, j
stalking perpetration, more speciﬁ;a
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Extent of Cyberstalking

The extent of cyberstalking is difficult to pinpoint for several reasons. First,
the primary sources of crime statistics in the United States—the Uniform :
Crime Reports and the National Crime Victimization Survey (NCVS)-—d
not regularly collect statistics on stalking or cyberstalking. Consequently, es
timates of the extent of the problem have mostly been generated from small stud
ies of specific populations. '

Second and relatedly, these studies have varied substantially with respect {
the definitions used to generate the cyberstalking estimates. For example, th
preceding discussion explained that cyberstalking is defined as a special case:b
stalking that involves electronic or digital technologies to facilitate the offender
pursuit of the victim. However, studies have differed with respect to the coj
ceptual relationship between stalking and cyberstalking, often focusing on
element of electronic pursuit, but nearly as often omitting the fear criterion

Third, besides defining the crime differently, studies have also utilized
verse research methods to study cybersialking, highlighting some meth
ological issues that affect estimates. These methodological issues include;
are not limited to, conceptualization and operationalization issues, samp.
design issues, and primarily focusing on college student populations (Re
2012). These issues are important because how a subject is studied can @
study results. In assessing the extent of cyberstalking, then, it is import
keep in mind these methodological caveats. Forthcoming sections of the
ter review the extent of cyberstalking perpetration and victimization.
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Perpetration

While cyberstalking, in general, is an understudied phenomenon, cyber-
stalking perpetration, more specifically, has received almost no attention. The
vast majority of cyberstalking studies focus on victimization, attemp ting to
explain why some individuals are more likely to experience cyberstalking than
others. To date, there have been only a handful of studjes focusing on cyber-
stalking perpetrators (e.g., D’Ovidio & Doyle, 2003; Ménard & Pincus, 2012;

Reyns, Henson, & Fisher, 2012). It is understandably more difficult to ca
ture information about perp
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etrators than victims, especially given that the ma- -
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in measurement error since not everyone in the sample would have defined
stalking in the same way.

Table 1. Studies of the Extent of Cyberstalking Perpetration

_Estimate of
Authors (Date) Method Perpetration
Reyns, Henson, & Survey of college student 4.9%
Fisher (2012) sample (n = 974)
Strawhun, Adams, & | Survey of college student 26.5%

Huss (2013) sample (n = 248)

Survey of high school 5%
student sample (n = 1,617)

Marcum, Higgins, &
Ricketts (2014)

Victimization
Estimates of cyberstatking victimization suggest that it is a potentially wide-
spread form of criminal victimization. However many of these victimization
estimates are based on fairly broad definitions of the crime and do not neces-
sarily involve repeated pursuit or fearful victims. Thus, cyberstalking is often
unintentionally grouped with analogous crimes that do not involve stalking, such
as online harassment and cyberbullying. That being said, some of the more
rigorous estimates of cyberstalking victimization do make such distinctions.
In 2006, a stalking supplement was included with the NCVS called the Sup-
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Table 2. Studies «

plemental Victimization Survey. The purpose of the supplement was to estimate
the extent and nature of stalking victimization against adults in the United States.
The survey also included questions about the nature of the pursuit that victims

. experienced, including cyberstalking: The results of the survey indicated that
1.5% of persons age 18 or older were victims of stalking in the 12 months prior
to the survey, and a further 1% of respondents were victims of harassment. Im-

portantly, the distinguishing feature separating these two types of victimization
was whether the victim felt fearful as a result of the perpetrator’s attempts at
contact (Catalano, 2012). In terms of cyberstalking, approximately one in fout
victims (26%) were cyberstalked during the encounter (Baum et al., 2009).1

1. This conceptualization of cyberstalking is the same as that described in Figure:
which describes cyberstalking as a type of stalking.

Authors (Date)
National-Level Studies
Fisher atal. (2002) | N

co

(n

Catalano (2012} N:
U.

(n

Studies of Other Popule
Jerin & Dolinsky | Su
(2001) we
(n

Spitzberg & E
oobler (2002) stu

) (n
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The stalking supplement also provided some limited information about the
forms that cyberstalking takes. Specifically, 82% of cyberstalking encounters in-
volved email, 35% involved instant messages, 12% involved blogs or bulletin
boards, 9% involved Internet sites about the victim,
(Baum et al., 2009). Interestingly, many stalking victims (7%) were also moni-
tored electronically by the stalker through computer spyware, video/digital cam-
eras, listening devices/bugs, or global positioning systems (Baum et al,, 2009).

The only other national-level study to provide estimates of the extent of cy-
berstalking victimization was published by Fisher and associates {(2002) and
included a nationally representative sample of college women. Like the NCVS
stalking supplement, Fisher and colleagues’ study conceptualized cyb erstalking
_as transpiring during the course of a stalking encounter. Of the 13% of the

sample that were identified as victims of stalking, approximately 25% were Ccy-
berstalked. However, data for this study were collected in 1997, and hence, the
“only method of cyberstalking included in the estimates was pursuit via email.
tisinteresting that although these two studies were conducted about 10 years
apart, they arrived at similar estimates of victimization. These studies are high-

ghted along with other studies estimating the extent of cyberstalking victim-
Jization in Table 2.

and 4% involved chat rooms

Table 2. Studies of the Extent of Cyberstalking Victimization

Estimate of Fear
Authors (Date) Method Victimization Criterion
National-Level Studies
- [t e p o T
Fisher at al. {2002) | National survey of | 24.7% of stalking Yes
: college women victims
(n = 4,448)
Catalano (2012) National survey of | 269 of stalking Yes
: U.S. adults victims
n=65,270
S | 'l |
Studies of Other Populations
Jerin & Dolinsky | Survey of dating 26.8% Yes
(2001) website users
(n=154)
Survey of college
student sample
(n=235)
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D’Ovidio & Doyle | New York Police | 42.8% of cyber- Yes rassment) at some time in thejy Iiy

(2003) Department Data | crimes two weeks; and, (3) the harassment -

teria, t -

Alexy, Burgess, Survey of college | 3.7% (online No he Iem;lts suggested that 439

Baker, & Smoyak | student sample only) to 31.5% of : rassment, 19% of these individuals

{2005) (n = 756) *| stalking victims longer, 8% of all respondents were

' weeks o '

Sheridan & Grant | Survey of self- 7.2% No df rll‘onger), and 6% were har

(2007) identified stalking enced leelings of fear. Thus, of the

victims (n = 1,051) the online survey, 6% to 8% had bee

The majori o

Kraft & Wang Survey of college [ 9% Yes berst ij rity of the Temaing st

(2010) student sample cyberstaiking among college student

(n = 471) discussed study by Reyns and colleag

: “lence of ine .

Reyns, Henson, & | Survey of college | 40.8% No suit bel Cyf.)erstaﬂqng, F)ut the estim

Fisher (2012) student sample , 'e havior the victim Tepeated,

(n=974) experienced unwanted online conta

“13% experien

Drefling, Bailer, Survey of sample | 6.3% to 8.4% Yes and 48((5 ce‘d unwanted sexual ad
Anders, Wagner, & | of online social (depending on o experienced any of these fo

Gallas (2014) network ugers the definition) so found that the extent of victimiz:

{n = 6,379) behavior the victim experienced

verall, when considering the st

Fach of the studies listed in Table 2 have contributed to the body of knowl-
edge on the extent of cyberstalking victimization. While not all of these can be
discussed individually, a few examples are reviewed in detail. First, D’Ovid
and Doyle (2003} used data from the New York Police Department’s (NYPD)
Computer Investigation and Technology Unit (CITU) from 1996 to 2000
assess the extent of cyberstalking. Specifically, they investigated the degree
which cases of aggravated harassment processed by the NYPD involved a co
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during this period; and, 42% of cases of aggravated harassment could be ¢las;
sified as cyberstalking. Thus, while this study does not illuminate the exte
cyberstalking against all residents of the United States, it does provide some i
ure of the scope of the problem relative to other forms of cybercrime.”

In another study of the extent of cyberstalking victimization, Drefling a
leagues (2014) conducted an online survey of users of the German online}

Predictors of

ddition to estimating the extent
used on identifying risk factor
imization. As with many for1
t substantial time and effort att
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network StudiVZ to assess the extent, nature, and consequences of cyberstalk-
ing. This study provides an opportunity to explore how the definitional crite-

Victimization, continted

nate of Fear ria for cyberstalking can impact estimates of the extent of the problem. Specifically,

nization Criterion in this study the research team used three criteria to identify individuals as vic-

‘ tims of cyberstalking; (1) they experienced unwanted Internet contacts (i.e., ha-

_,_T/l rassment) at some time in their lives; (2) these contacts lasted for more than

»f eyber- Yes two weeks; and, (3) the harassment provoked fear in the victim. Across these cri-

teria, the results suggested that 43% of respondents had experienced online ha-

saline - No rassment, 19% of these individuals were harassed for a period of two weeks or

3 31.5% of longer, 8% of all respondents were harassed and felt fearful (but not for two

3 vietims weeks or longer), and 6% were harassed for two weeks or longer and experi-

No enced feelings of fear. Thus, of the over 6,000 individuals who participated in

the online survey, 6% to 8% had been victims of cyberstalking in their lifetime.

The majority of the remaining studies listed in Table 2 primarily focused on

S Yes - cyberstalking among college students. For example, results from the previously

 discussed study by Reyns and colleagues (2012) showed a higher lifetime preva-

-lence of cyberstalking, but the estimates varied depending on the type of pur-

T No ~sult behavior the victim repeatedly experienced. In particular, 23% had

7 experienced unwanted online contacts, 20% experienced online harassment,

3% experienced unwanted sexual advances, 4% were threatened with violence,

to 8.4% Yes ind 40% experienced any of these forms of online pursuit. Other studies have

ading on also found that the extent of victimization differs depending on the type of pur-
TL’_/J uit behavior the victim experienced (e.g., Spitzberg & Hoobler, 2002).

Overall, when considering the studies listed in Table 2, it appears that cy-
erstalking affects a significant number of individuals, both amongst general
pulations and college students. Yet it is difficult to make COMPparisons across
hese studies due to differences in definitions, study methodologies employed
y researchers, and the small number of studies that have been published.
ore research is needed to deterrmnine the prevalence of this form of stalking,
*tlcularly studies examining groups other than college students. Cyber-
lking victimization is revisited later in the chapter and discussed with re-
pect to factors that put individuals at risk for being victimized.

swed in detail. First, ’Ovidio
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Predictors of Cyberstalking

In addition to estimating the extent of cyberstalking, much of the literature
ocused on identifying risk factors, or predictors, for both perpetration
ctimization. As with many forms of crime and deviance, researchers
ent substantial time and effort attempting to explain why some individuals
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become cyberstalkers and/or why some individuals are more likely to experi-

ence cyberstalking victimization. However, as was observed with respect to €s-
timating the extent of the crime, these research endeavors also have their share
of problems, including methodological issues and atheoretical or reduction-

ist approaches to explaining the phenomena.
One of the key metho dological missteps of
ation of self-report surveys that lack approp
Self-report surveys are very useful as they allow researchers to collect a wide array

of information in a guick and efficient manner. However, while they have

n invaluable in many ways as a means of collecting data, self-report sur-

faults (Cantor & Lynch, 2000). If the questions used do

g of constructs, then much may be left open
which could have a significant impact on their
t survey simply asked, “Have you expe-
a respondent who is unsure what may
“No.” when they actually have ex-
it is not feasible, or even pru-
researchers should err on the

cyberstalking research is the uti-

liz

prove
veys are not without
not properly convey the meanin
to the respondents’ interpretation,
responses, For example, if a self-repor
rienced cyberstalking victimization?”
be considered cybersta]king could respond,
perienced some form of cyberstalking. While
dent, to eliminate the use of self-report surveys,
side of caution when developing survey questions and evaluating
with them.

Further, in addition to the concep
mentioned previously, there is also a lack of diversity in the application of the

oretical concepts in cyberstalking research. Within the rather limited cyber
stalking literature, very few studies have atternpte
to help explain why certain individuals are more likely to be perpetrators of vic
tims (e.g,, Lowry, Zhang, Wang, Wu, and Siponed, 2013; Marcum et al., 2014
Reyns, Henson, & Fisher, 2011). Instead, many cyberstalking researchers sim

basic behavioral characteristics.

Perpetration

A primary focus of the field of criminology has been to identify patterns’
criminal behavior. Patterns in offender characteristics, such as those based ¢
and other personal qualities of offenders can then be u§

gender, age, Tace,

in the development of cr
ature, these research efforts have just recently begun, and only a limited n
de information on cyberst

ber of studies have been published that provi

riately constructed measures.

data collected

tualization and operationalization issues -

d to utilize criminology theory

iminological theories. Within the cyberstalking litet

8 - THE CUR

perpetrators, such as ]
this relatively undevej
cyberstalking perpetrat
sections of the chapter
of cyberstalking towaurcj

Perpetrator Charact

Several academic st
mation on the characte
includes both demogra-
m'ation regarding perpet
ation across data source
;_p_aints a relatively clear
owever, that further re,
perpetration.

ased on cases reported t
ta indicate that cyberst
093), who examined c:
g. That is, of those ca -
petrators were typical
1Eionai stalking litera
11iis and men more o
‘Tjaden & Thoenne
nder-based patter
within published ace

ply opt to present descriptive information about perpetrators and/or victim oi1
As a result of this restraint, the majority of information about the predictor O1L; Reyns etal,
of cyberstalking perpetration and victimization is imited to demographic and Gox vailable, it seen

ent populations. For

r'and perpetration,
51% of admitted
s the traditional stal
:more balanced r
011; Spitzberg 8

harassers were f;



[NG RESEARCH

wre more likely to experi-
iserved with respect 1o es-
wvors also have their share
.theoretical or reduction-

talking research is the uti-
2ly constructed measures.
Ahers to collect a wide array
Towever, while they have
cting data, self-report sur-
). If the questions used do
en much may be left open
1 significant impact on their
5ly asked, “Have you expe-
{ who is unsure what may
vhen they actually have ex-
;Vnot feasible, or even pru-
searchers should err on the
1nd evaluating data collected

1d operationalization issues
ity in the application of the-
in the rather limited cyber-
to utilize criminology theory
«ely to be perpetrators of vic-
, 2013; Marcum et al.,, 2014;
sberstalking researchers sim-
perpetrators and/or victims.
mation about the predictors
 Timited to demographic and

15 been to identify patterns in
distics, such as those based on
- offenders can then be used
Nithin the cyberstalking liter
:gun, and onlya limited num

information on cyberstalking :

8 - THE CURRENT STATUS OF CYBERSTALKING RESEARCH 211

perpetratoss, such as their demographic characteristics and behaviors. Given

cyberstalking perpetration are all but absent from the literature. Forthcoming
sections of the chapter review those studies that have begun to move the study
of cyberstalking toward a theoretical understanding of the crime.

Perpetrator Characteristics

mation on the characteristics of cyberstalking perpetrators. This information
includes both demographic characteristics of cyberstalkers, as well as infor-
mation regarding perpetrators’ methods of cyberstalking. Though there is vari-
ation across data sources, when considered together the available information
paints a relatively clear picture of the typical cyberstalker. It must be noted,
however, that further research is necessary to more accurately classify patterns
in perpetration.

‘Working to Halt Online Abuse (WHQA), an online organization focused on
combating online harassment and abuse, compiles annual cyberstalking statistics
based on cases reported to them. Among cases reported in 2013, WHOA (2015)
. data indicate that cyberstalkers are primarily males (40%).2 I’Ovidio and Doyle

(2003}, who examined cases investigated by the NYPD, reported a similar find-
ing. That is, of those cases between 1996 and 2000 invelving cyberstalking,
perpetrators were typically male (80%). These findings are consistent with the
‘traditional stalking literature, which often reports that women are more often
‘victims and men more often perpetrators (Basile, Swahn, Chen, & Saltzman,
: 2006; Tjaden & Thoennes, 1998).
A gender-based pattern in cyberstalking perpetration also has been exam-
1ed within published academic research (Drefing et al., 2014; Ménard & Pin-
us, 2011; Reyns et al., 2012}, Interestingly, however, based on the limited
esearch available, it seems that gender differences are not as apparent among
tudent populations. For example, with their study of cyberstalking victim-
ization and perpetration, Reyns and colleagues (2012) indicated that approx-
imately 51% of admitted cyberstalking perpetrators were males. Again, this
choes the traditional stalking research in which college student samples often
roduce more balanced rates of perpetration across gender (e.g., Ménard &
incus, 2011; Spitzberg & Cupach, 2001).

2. 30% of harassers were female and in 30% of cases, the gender of the stalker was un-
IWIL

this relatively undeveloped state of the research, theoretical explanations of

Several academic studies and organizational reports have provided infor-.
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Though much less information exists on other demographic characteristics
fied.? For example, in

f cyberstalkers, SOMLE additional patterns can be identi
srins of race, it seems that the muajority of cyberstalking perpetrators are White.
Vith their analysis the NYPD CITU’s cyberstalking cases, D’Ovidio and Doyle
003 reported that 74% of perpetrators were White. Similarly, Reyns and col-
sagues (2012) indicated that almost 85% of respondents who admitted to cy-

Jerstalking perpetration in their study were White. In regards to sexual

yrientation, only one study has examined the sexual orientation of cyber-

salking perpetrators. Reyns et al. (2012) reported that almost 85% of indi-
siduals who admitted to cyberstalking perpetration were heterosexual. These
studies provide only limited view of the demographic chardcteristics of per-
petrators, and itis clear that more research is needed.

While our current understanding of the demographic characteristics of ¢y-
berstalking perpetrators is rather limited, more is known about the methods
used to perpetrate cyberstalking. Such information is more readily available be-
cause it can often be obtained from cyberstalking victims in addition to per-
petrators. Based on both organizational reports and academic research, it

appears that a large portion of cyberstalkers utilize email as a key method of

contact. Both WHOA (2015) and I Ovidio & Doyle (2003) reported that email

was one of the primary methods of cyberstalking (30% and 79%, respectively).

Further, the majority of cyberstalking and online harassment cases began via
email contact between stalker and victim (WHOA, 2009). As noted previously,
the stalking supplement to the 2006 NCVS indicated that 82% of cyberstalk-

ing encounters occurred via ema
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Explaining Cyberstalking Perpetration

It is important to identify patterns in cyberstalking perpetration, such as
the characteristics of cyberstalkers and their methods of pursuit, but it is also
important to understand why individuals perpetrate cyberstalking so that pol-
icy responses to the crime can be developed. Unfortunately, very little research
has been produced to address this issue. As noted previously, the research lit-
erature on cyberstalking perpetration is both new and sparse. To date, only a
few studies have been published that provide any theoretical insight into why
certain individuals become cyberstalkers (Lowry et al,, 2013; Marcum et al,, 2014;
Ménard & Pincus, 2012). Based on these limited studies, however, some con-
clusions can be reached. ' :

One of the more predominant theoretical explanations criminology is Got-
tfredson and Hirschi’s general theory of crime. Gottfredson and Hirschi (1990}
originally posited that individuals possessing low self-control are more likely
to engage in deviant, delinquent, and ¢riminal behaviors. This premise has
been extensively tested by criminologists and has received strong support as
an explanation for both crime and delinquency (e.g., Pratt & Cullen, 2000). Within
the cyberstalking literature, there i$ preliminary evidence that perpetrators also
may possess lower levels of self-control (Lowry et al., 2013; Marcum et al.,
2014). For example, with their study of cyberstalking among high school stu-

dents, Marcum and associates (2014) exarnined the role that self-control plays
In cyberstalking perpetration. They concluded that the likelihood of an indi-

dual committing cyberstalking increased, as his or her level of self-control de-
eased. As will be discussed later in the chapter, this finding is often mirrored
Uthe cyberstalking victimization literature,
iAdtzﬁtionally, within the cyberstalking literature it is frequently reported
1t perpetrators and victims often had some type of prior relationship (e.g.,
mantic relationship, friendship) (Drefing et al., 2014; Reyns et al., 2012;
VHOA, 2015). This suggests that cyberstalking perpetration, like stalking,
be fucled to some extent by such relationships, or more specifically by the
ing of such relationships. For instance, Strawhun and colleagues (2013)
amined cyberstalking perpetration and victimization among a sample of un-
raduate college students, focusing specifically on intimate relationship

bicakups. They reported that prior attachment and jealousy were both pre-

‘drs of cyberstalking perpetration.
Finally, in one of the more comprehensive examinations of the predictors
berstalking perpetration, Ménard and Pincus (2012) examined a sample

ege students to determine the influence of underlying emotional and
hological characteristics on both cyberstalking and traditional (overt) stalk-




214 § . THE CURRENT STATUS OF CYBERSTALKING RESEARCH

In particular, Ménard and Pincus (2012)
examined the effects of childhood trauma, attachment, alcohol use, and per-
sonality disorders on stalking perpetration. While their findings differed some-
what for male and female subjects, they generally found that childhood sexual
maltreatment and personality disorders resulting from that maltreatment pre-
dicted cyberstalking perpetration for both men and-women. Ménard and Pin-
cus’s (2012) work, in combination with the work of the previously discussed
researchers, seems to indicate that the causes of cyberstalking perpetration
could be deeply rooted in emotional and/or psychological development.

ing perpetration and victimization.

Victimization

Within the field of victimology, much research has been devoted to describing
and explaining criminal victimization. Research into cyberstalking victimization
shares this focus; however, the current state of victimological knowledge on
this form of victimization is still developing, and is in large part underscored
as much by unanswered research questions as those that have been answered
(Parsons-Pollard & Moriarty, 2009). Like other facets of cyberstalking, infor-
ation regarding the nature of cyberstalking victimization can be gleaned from
a small number of research studies, including descriptive information about
victim characteristics as well as theoretically-derived risk factors for victimiza-
tion {e.g., Drefling et al,, 2014; Nobles et al., Reyns et al., 2011).

Victim Characteristics

With respect to the gender of victims of cyberstalking, available evidence sug-
gests that victims are predominantly fernales {e.g., Drefing et al.,, 2014; Kraft
& Wang, 2010; Moriarty & Freiberger, 2008; Reyns etal., 2014). For example,
Reyns and colleagues (2012) reported a significant gender difference in vic-
timization rates for females and males, with 46% of females having experi-

enced some form of cyberstalking in their lives,

with gender patterns reported in the
Basile, Breiding, Smith, Walters, Merrick, Chen,
ilarity victims of cyberstalking appear to share
is that they tend to be young
DreRing and colleagues’ (2014) study,
the average age of victims was 24 years.
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such as race, hay
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sample of college students who participated in the study. Conversely, Reyns
and colleagues (2012) found that non-Whites had significantly higher victim-
ization rates than did Whites, with 48% of non-Whites experiencing cyber-
stalking during their lives, compared to 39% of Whites. This finding aligns
with race patterns that have been reported in the offline stalking victimization
research (Black etal., 2011). A similar demographic characteristic was explored
by Drefling and associates {2014}, who investigated the nationality of victims
of cyberstalking. However, since the study recruited participants from a Ger-
man online social network it is not surprising that 98% of victims in their
study were German.

A few studies have also explored the victim characteristics of sexual orien-
tation and relationship status, as well as the relationship between the victim and
the offender. First, Reyns and his collaborators (2012) reported that non-
heterasexuals had higher cyberstalking victimization rates than heterosexuals,
Unfortunately, this study did not explore why this was the case, but did note
that the cyberstalking victimization rate was significantly higher among non-
heterosexuals (56%) than among heterosexuals (39%).

Second, research examining whether the relationship status of victims is re-
lated to cyberstalking victimization is conflicting. For example, the study by
Drefling and colleagues (2014) indicates that victims are predominantly sin-
gle (i.e., not in a relationship), whereas Reyns and associates {2012} reported
that victims are most often in some kind of a romantic relationship. Thus,
patterns in relationship status have been difficult to identify.

Third, the majority of research suggests that although victims are more
likely to be cyberstatked by someone they know, there are also a large propor-
tion of cases involving strangers. However, the data on the victim-offender re-
lationship are far from unequivocal. To llustrate, Moriarty and Freiberger
(2008) collected information on cyberstalking from newspaper articles and ex-
plained that the victim-offender relationship is often ambiguous in cyber-
statking cases. In approximately half of cases included in their study victims had
no relationship with their stalker. This is similar to what was reported in the
study by Reyns and colleagues (2012), which found that 44% of victims were
cyberstalked by a stranger, 38% by a friend or acquaintance, and 17% by an
intimate partner. Drefing and associates (2014) reported among victims who
knew who their stalker was, the most common victim-offender relationships
were ex-partners (29%) and acquaintances {20%), followed by friends (8%),
fellow students or work colleagues (6%), ex-partners or partners (4.5%), fam-
ily members {1%), and distant relatives (0.5%). Interestingly, the most fre-
quent victim-offender relationship uncovered in this study included all other
persons not fitting into one of these categories (30%).
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Descriptive information, such as the victim characteristics reviewed above, is
valuable because it provides a foundation upon which theories of victimization

can develop. However, simple demographic risk factors for victimization also do

not offer many directions for avoiding victimization. Therefore, scholars who
have studied cyberstalking victimization have also worked toward identifying
other risk factors, such as victim Internet behaviors, and testing victimization
theories that offer insights into the causes of cyberstalking victimization.

Explaining Cyberstalking Victimization

Very little research has been published to identify factors that place individ-
uals at risk for becoming victims of cyberstalking. One study to address this
issue, however, was conducted by Reyns and colleagues (2011), who adapted and
applied the lifestyle-routine activity approach from victimology to identify risk
factors for victimization. Briefly, lifestyle-routine activity theory is a prominent
theory in criminology and victimology that is premised on the assumption that
opportunity is the cause of criminal victimization. That is, without an oppor-
tunity for a crime to occur, it is unlikely that targets will be victimized. Ac-
cording to the theoty, there are three essential ingredients to criminal
opportunities: (1} motivated offenders, (2) suitable targets, and (3) an absence
of capable guardianship. Further, when these three elements converge an op-
portunity for crime is created. Therefore, from a victimization standpoint, in-

dividuals whose lifestyles and routine activities facilitate the creation of these

opportunities are more likely to experience criminal victimization.

In using this theory to explain cyberstalking victimization, Reyns and asso-
ciates adapted the central concepts of the theory—exposure and proximity to
motivated offenders, target suitability, and guardianship—to the cyberspace
environment, particularly its online social netwarks {e.g., Facebook). Overall,
thejr resulfs suggested that the factors that create opportunities for cyberstalk-
ing varied depending on the type of cyberstalking behavior the victim experi-
enced. That is, the authors identified determinants of victimization for five
types of cyberstalking, including unwanted contact, harassment, sexual ad-.
vances, threats of violence, and general cyberstalking (ie., the victim experience_d:
any one of these forms of online pursuit). As an example, the results suggested

that the number of photos posted on one’s online social netsvork was positive
related to cyberstalking in the form of harassment. Similarly, the authors foun
that the number of daily social network updates was a positive and statistica
significant predictor of cyb erstalking in the form of sexual advances.

The study results also suggested consistent correlates of victimization ac,
types of online pursuit, as well as for the general category of cyberstalking vi
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timization. Importantly, individuals who added strangers to their online so-
cial networks were significantly more likely to be cyberstalked.* Indeed, al-
lowing strangers to access these social networks increased the likelihood that
individuals would experience any form of cyberstalking by two and a half times.
Another consistent predictor of victimization was having friends who engaged
in various forms of online interpersonal victimization. Associating with these
deviant peers increased individuals’ chances of being cyberstalked by about
25%. Further, those who engaged in these sorts of activities themselves were
consequently at a substantially higher likelihood of being cyberstalked -—by as
much as 14 times depending on the form of the online pursuit. Finally, this study
offered preliminary support for the hypothesis that the effects of these victim
behaviors were moderated by gender. In other words, the effects of behaviors
such as the number daily updates or the number of social network accounts ac-
tually depended on the victim’s gender (Reyns et al., 2011),

An alternative theoretical explanation for cyberstalking victimization is
found in Gottfredson and Hirschi’s (1990) general theory of crime. As dis-
cussed in the context of cyberstalking perpetration, this theory focuses on low -
self-control as an explanation for criminality, and has since been adopted as a
theory of criminal victimization. According to Schreck (1999) low self-control
carries with it an increased vulnerability to victimization, meaning that indi-
viduals who lack self-control are at heightened risk for being victimized. To
date, only one study has applied this theory to cyberstalking victimization.
Reyns (2010a) examined the effects of low self-control upon the likelihood of
experiencing several types of cyberstalking victimization amongst a sample of
U.S. college students. The results suggested support for the theory, but it was
not universal for all types of cyberstalking victimization. Specifically, individ-
uals with low self-control had a 60% higher likelihood of experiencing repeated
unwanted contacts from a cyberstalker, but low self-control was not a signifi-
cant predictor of any other type of cyberstalking victimization (i.e., online ha-
rassment, unwanted sexual advances, threats of violence).

Where Does This Leave Us?

By evaluating the full spectrum of the cyberstalking literature, two things
become clear. First, great strides have been made in the last decade to improve

4. This effect was observed for all types of cyberstalking victimization except for threats

. of violence. '
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our understanding of cyberstalking. Our knowledge of cyberstalking has increased
exponentially in that time. Secondly, however, there is also still much we do
not know, as there are many questions that either have not been answered ox
have not been answered fully. The remainder of this chapter highlights the
current status of cyberstalking research, detailing what is currently known—

and thus far unknown-—about cyberstalking.

What We Know

First, cybérstalking perpetration is uncommon, while cyberstalking vic-
timization is common. Put differently, based on the available research, it ap-
pears that a retatively small number of individuals engage in cyberstalking
behaviors as perpetrators, but a significant number of individuals experience
cyberstalking victimization. Estimates presented previously suggested that 5%
to 26% of study participants have engaged in cyberstalking pursuit behaviors,
while as much as 40% of individuals have been victims of cyberstalking. How-
ever, the usual qualification applies, which is that there are only a small num-
ber of studies that have estimated the extent of cyberstalking victimization,
and fewer still that have assessed the scope of perpetration, so these conclusions
should be considered tentative.

Second, basic patterns in characteristics of cyberstalkers and cyberstalking -
victims can be identified based on the available research. That is, cyberstalk-
ers are typically White males. Additionally, cyberstalking victims are pre-
dominantly young females. Although research has explored race patterns in
cyberstalking victimization, findings have been inconclusive, with some stud
ies reporting higher victimization rates against Whites, and others, against
non-Whites. Finally, studies suggest that victims and offenders often have
some sort of prior relationship. In other words, it seems that cyberstalking is
frequently perpetrated by someone known to the victim. However, the stud-

jes reviewed previously also suggest that nearly as often victims are pursued"
by strangers or do not know who is stalking them. More research into these:
ras will allow for more definitive conclusions to
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Third, theories from criminology, victimology, psychology, and other fields
provide valuable insights into the causes of cybexstalking perpetration and vic-,
timization. With respect to the predictors of perpetration, research indicat
that childhood victimization and personality disorders are positively relats
to cyberstalking behaviors. Relatedly, a particular personality trait—low sel
control—has also been linked with cyberstalking. From a victimization pg
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victimization. Further; victim behaviors that can facilitate opportunities for
victimization, such as online social network activities can also increase one’s
likelihood of being victimized. These preliminary but promising results should
be encouraging to researchers interested in explaining the antecedents to cy-
berstalking perpetration and/or victimization. We call on future research to
apply more theories from criminology, victimology, and psychology and con-
tinue to develop our theoretical understanding of cyberstalking,

Fourth, more research is needed, As the previous discussion unmistakably
suggests, the research that has been undertaken provides valuable information
regarding the extent and nature of cyberstalking. However, there is more work
to be done in exploring issues related to the scope of the crime, patterns in
perpetrator and victim characteristics, and theory testing before conclusions
can be reached. Beyond these issues, there are other dimensions of cyber-
stalking about which no research has been published. With this in mind, the
next section identifies features of cyberstalking that remain unexplored.

What We Don’t Know

First, one of the core, but still unsettled issues withini the cyberstalking lit-
erature is how best to define, operationalize, and then study cyberstalking.
Until a consistent definition can be agreed upon, there will continue to be vari-
ation across studies in the criteria used to identify instances of cyberstalking.
Accordingly, identifying patterns and risk factors for perpetration and vic-
timization will remain elusive since comparing studies will be difficult. In this
‘chaptet, we argued that based on research to date, cyberstalking is not a unique
:criminal behavior, and rather, should be considered a pursuit behavior car-
‘ried out using digital technologies. Furthermore, and on a related note, the
previously discussed ‘fear standard’ needs to be addressed. Most definitions of
offtine stalking include a tequirement that the offender intended to cause the
victim harm, and that the victim experienced this harm in the form of fear or
asimilar form of emotional distress. Such uniformity is absent from the cy-
be’rstaﬂdng research, and the issue is further confounded by fear of crime re-
search that suggests fear of online crime is in some ways different that fear of
offline crimes {e.g., Henson et al., 2013). '

Second, the consequences of cyberstatking victimization are unknown. It has
been argued that the consequences of being cyberstalked are quite severe. For
example, Vice President Al Gore stated that “(t]his kind of harassment can be
frightening and as real as being followed and watched in your neighbor-
od or in your home” (Reno, 1999, p. 1). However, research has yet to em-
ically study this issue, so such conclusions are unsupported empirically. Yet
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research into traditional or offline stalking indicates that being pursued does
harm victims psychologically and emotionally, and thus it is reasonable to con-
clude similar post-victimization consequences will affect cyberstalking victims

(e.g., Basile, Arias, Desai, & Thompson, 2004; Drefing, Kuehner; & Gass,

2005). There may also be physiological, financial, social, and behavioral con-

sequences of cyberstalking; only with future research can such conclusions ad-

vyance beyond speculation into the realm of scientific fact.

Third, best practices for preventing cyberstalking victimization have not
been fully developed. On one hand, findings from cyberstalking victimization
research suggest that if Internet users constrain their online activities, they
should theoretically have reduced risks for victimization because stalkers will
have feser opportunities to offend. On the other hand, limiting legitimate on-
line behaviors may be overly restrictive. Research identifying particular be-
haviors or routines that increase victimization risk would be valuable in finding
a middle ground in which potential victims can protect themselves without
unnecessarily restricting their online behaviors. Existing crime prevention
strategies from criminology, notably situational crime prevention, may also
"be useful in preventing cyberstalking victimization (e.g., Clarke, 1997; Reyns,

2010b). However, like so many facets of cybercrime study, research has been
slow to apply these time-tested ideas to crimes occurring within cyberspace
domains (see Clarke, 2004; Newman & Clarke, 2003).
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Conclusion

Cyberstalking remains a relatively unexplored phenomenon when compared
with other tactics used by stalkers to pursue their victims (e.g., following, spy-
ing). This chapter reviewed the small number of research studies that have in-
vestigated its extent and nature, Clearly, one of the recurrent themes of the
chapter, however, is that our understanding of cyberstalkers or their victims is
still rather limited. Hopefully, however, this is only a temporary state, and the
cyberstalking literature wilk continue to expand and those unanswered will be
addressed. There is little doubt that the growth cyberstalking will slow any
time soon. It is the responsibility of researchers to ensure our understanding

of cyberstalking continues to grow with equal vigor.
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