HIT ARCHITECTURE
AND INFRASTRUCTURE

Learning Objectives

1. Define and usc in context the technical terms related to information |
technology architecture.
7. Distinguish berween the hardware and software elements of an infor-
mation system, and provide illustrative examples.
3. Identify the clements of a computer network, and give examples of
various network structures.
4. Distinguish among operating systems, utlity programs, and application
software.
5. Discuss basic tclecommunication concepts.

Overview

As many healtheare exccutives will happily attest, managing information
resources and using information effectively do not require an in-depth
knowledge of computcr technology. However, managers and leaders in

information-intensive organizations do need a basic understanding of the
physical and logical structures of information systems and their vanous
components. Such an understanding is of particular importance when the
manager is part of a cross-disciplinary team—along with physicians and other
clinicians, financial experts, and technology specialists—charged with the
responsibility for defining the health enterprise information system nceds,
negoliating system contracts, or implementing new applications to support
paticnt care and business operations. To be an efTective member of this team,
the manager must nat be intimidated by technical computing concepts or
technology jargon. At a minimum, broad-based knowledge about the vanous
hardware and software clements of an information system as well as system
design and canfiguration principles is needed. As done for any other invest-
ment decision, thoughtful, knowledge-based consideration must be given 1o
sclecting the physical components of the enterprise information system.
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edgeable partcipants in the complex proccsses of sclecting, implcmmﬁ“s‘
and testing software to maximize the value of their healtheare information
technology (HIT) investments. Knowledge nceds include an understand:
ing of the functionality of clinical, business, and communication application
software; an awareness of the distinction beoween integrated and interfaced
systems; a recognition of the role of system management software; and a gen-
eral comprehension about programming languapes and language transhitors.
This chapter discusscs the devices, programs, and communication net:
works that combine to form a computer-based information system. Thisis
not an exhaustive treatment comparable with that found in computer scicrfcr
texts. Rather, this is an overview that provides the healthcare m:lmg:r\ﬂlh
appropriate background knowledge to understand the various clements ofan
information system and how they may be configured to achieve desired ﬁl":d
tionality to support the enterprise’s clinical service delivery and nssﬂi‘l“d
business processes. The fundamentals discussed in this chapter a1 d‘-‘f'F‘;l:‘
to make the manager feel comfortable participating in the sclection, 1M
mentation, and evaluation of HIT systems.

Chapter 6: HIT Architecture and Infrastructure

comPUler Hardware

anforter an electronic, digital device characterized by its ability to
' of instrictions knosn as a pragram, and the data on which the
il nperate. The Elec
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onic Numerical Integrator and Caleula-
NIACH completed in 1946 at the University of Pennsylvania, Chiladel-
was the first computing deviee built in the United States { Rosen 1969).
< Jaunched what has since become known as the first generation of

nputer pardware, consisting of devices that used vacuum rubes. Today,
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cump\lu‘f .
L ICTOPTOCessor technology, and s exploring the fifth generation

| world has evolved 1o the fourth generation of hardware, which
the
cmploys
of paralle

evalution h g ‘
essor has decreased, Fortunately, mass production has reduced the cost

| |1m..-c.-.s'mg and artificial intelligence. One impressive facet of this
s been that, as technical capacity has increased, the size of the

|1|':)(
of Tu'r.mml
ENIAC'S enormous vacuim tibes gave way 1o the second and third

ﬂ,n\pluing devices tor public purchase. In a span of aboutr 30

YEAMSy
compuicr pener

prc.r.cntiy employ
hand 2 device that has more computing power than did carly computers that

ge, controlled-environment room. Further, that small device is

ations’ transistors and integrated circuitry and then to the
red microprocessor {microchip). A user can now hold in one

rcqllil’l.‘t’l a lar
50 Casy Lo use, children as young as four or five quickly learn to manipulate
the deviee and use it as a toy or as a tool. Since the advent of microprocess-
ing technology in the early 1970s, computers have become omnipresent in
society, enjoved both for entertainment and work, In fact, a large segment
of the current workforce has no memory of life or work without computers.
Although this hardware evolution has been impressive in terms of
design and functionality, the basic schematic of a computer remains the same.
Exhibit 6.1 depicts the six major components of a computer system. Simplis-
tically, a computing system comprises the central processing unit, primary
storage, sccondary storage, input devices, output devices, and communica-
tions devices. The communications devices create connections that enable
the computer to interact with other computers, cither within or outside the
organization. The ability to connect multiple devices that work collabora-
tively to complete a work process gives rise to the concepts of networking
and telecommunications.

Central Processing Unit

The central processing unit (CPU), where the actual “computing” takes

nlace, consists of three major subcomponents: the arithmetic/logic unit

(ALU), the control unit, and the registers. The speed and power of t-hc cru
grca.:l)- influence the computer's capabilities. As noted previously, each gen-
‘ranon of computer technology has increased the processing capability but
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Major Compo- Primary
nents of a storage
Computer :

System v

Central processing unit (CPU)

1. Arithmetic/logic unit I
E 2. Control unit 5

3. Registers

[
J

Yy
Secondary Communication
devices

slorage

Information
Control

reduced the size of the processing component. An important by-product of
processor evolution has been the increased speed of processing,.

The basic compurational and comparison capabilities of the computer
lic in the ALU, which has the ability to perform arithmetic functions at
high speeds. The ALU also can perform the logical operation of comparison
of both numenic and character (nonnumeric) dara. The ALU's speed is an
important performance characteristic, particularly in applications rhat involve
a large number of arithmetic operations. Examples of such applications
include image processing, interpretation of clectrocardiogram (EKG) data,
and statistical analysis of very large sets of data.

Processing instructions arc communicated to the CPU in a structured
language, which has evolved over time from binary code (0, 1) to instruc
tions resembling spoken language. However, no marter what programming
language is used 1o communicate a problem to the computer, the problem
description ultimarely is converted to a series of binary machine instructions
stored in primary storage. The control unit orchestrates the sequential pro”
cessing of these machine instructions by coordinating retrieval of the dats
o be manipulated, retrieval and application of processing instructions, and
storage and /or output of the results,

When program instructions or data are transferred from primary spor
age to the CPU for processing, they are held in a high-spced memory arcd
within the CPU known as registers. Enhancing the computer’s performance is

Chapter 6: HIT Architecture and _::wu:cn.c;\ﬂ

by increasing the number of operations performed within the CPU's

ma..f.._.._.__r. L e 3
and minimizing the number of accesses wo data stored in memaory.

ﬁﬂ—.ﬁ_"a—ﬂq.-.

primary Storage ” )

Primiry storage refers to “internal™ memory, where dara to be processed are
stored for dccess by the CP'U. The capacity and speed of the primary storage
greatly affect the computer system’s performance, and, fortunately, the cost
of this component has lessened greatly since the carly designs. Read-only
memory {ROM) is used to store sets of instrucrians for special tasks such as
the cOMPULCE STAFE-UP process, Dara cannot be written to this storage arca by
the user, but the existing readable data are rerained even when the machine
is turned off.

Random access memory (RAM), the largest volume of the oypes of
primary data storage, houses data and processing instructions in specified
locations that can be accessed in any order (i.c., random access). The con-
tents of RAM arc volatile, meaning the data are deleted when the compurer
is powered off. Cache memory stores sclected redundant data to be quickly
accessible for high-speed processing. Although most cache storage is cleared
when the computer is powcred off, some data stored in cache for specific
applications, or for dara access tracking, may be retained. Users of personal
computing devices may associate the need to “clear their cache™ penadically
with this concepr,

Secondary Storage

Itis not possible for a computer system to have sufficient primary storage to
sccommodate all the information maintained and used in the many health-
care information system applications required. In fact, few individuals are
able ro manage their personal computing needs with primary storage alone,
m..._.,::.r_._J. storage devices include a variety of devices and wdnn:. designed
to E.::..um_._ small or large quantities of data. The speed with which dara are
entered MO and retrieved from secondary storage devices is an important
uvn.u.:nnno: within the overall system. However, the ability to ensure the
stcunty of these devices and media is of paramount mava:h:.__nﬁ

He
volatile 5
necessary,

altheare enterprises, and even individuals, need large capaciry, non-
Orage media from which desired information can be obrained as
Mast personal computer (PC) users, as well as large information
Anagers, employ a variety of storage media. The “best™ medium is
curity m_”_”w”dnnﬁ the :_.n...a. needs for access efficiency, data integrity, and

© XD 6.2 provides a summary of commonly used sccondary stor-

B¢ med; ; .
edia and some key artributes of each.
Data and

Bsues jn healthear

S¥stems .y
the one g}
¢

information storage poses scveral extremely important
© information systems. Key among these issucs are storage
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EXHIBIT 6.2
Examples

of Secondary
Storage Media

Medium

Description

Advantage(s)

Magnetic
tape

Data are recorded as magne-
tized “spots” on tape.

Large dmounls
of data can pe

stored at low cost.

relatively slable
medium

Magnetic
disk

Data are recorded as mag-
netized spols on rigid (hard)
or flexible (floppy) disks.
Hard disks consist of stacks
of “platters™ sealed in dust-
prool cases and may be inter-
nal to the CPU or an external
peripheral device. Floppy
disks are small (3.5"), remaoy-
able, and may zip files to
increase storage capacity.

Hard disks can
slore large
amount of data
in small phys;-
cal space; floppy
disks are very
inexpensive

Optical
disk

O

Data are burned onto a rigid
plastic disk with a laser
device. Examples include
compacl disk (CD) and digi-
1al versatile (or video) disk
(DVD), both of which may

be read-only recordable or
rewritable,

Can store large

amount of data gn

small disk; disks
are inexpensive
and convenlent
to use

rcl.llllllnljlr

isks are easily
damaged or logy,
Portable madi;
pose security
issues

Optical or
laser card

Sman
card

o

ortable
hard drive

[

USB fash
drive
(thumb
drive)

This resembles a plastic
credit card, Data are perma-
nently written to card with
laser, and data can be added,
but not erased, |t could be

useful for personal health
record,

Large memory
capacity; perma-

nent data storage

Requlres special
reader; easily
lost; partable
media pose secu-
rily Issues

This resembles 3 plastic
credit card but has embedded

tomputer chip to stare and
Process information,

Convenient; good
memaory capacity

Requires special
reader; easlly
lost; portable
media pose setv

This is an external (periph-
eral) hard drive often usad (g
back up data in other storage
Orto store digita| photo-
graphs, Mmusic, or movies,
This is a small
éncased in meta| or plastic
that interfaces with the com-
puter via the ysp port,

Circuit board

[lllll.l.l.ll.llllllllllll'

rily [ssues
Available in many | Portable medid
physical sizes and | pose securily
storage capaci- | issues
ties; relatively
inexpensive ]
ﬂé small, highly | Memory R"Mﬁ.
portable storage; n:nnﬂcw____q. “
inexpensive easily 105t P se
table media po

1
securlty issu
—
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1;.;.?..__ security, disaster recovery, and ey
discussed brielly here, but the Sy mana

sproach 10 caplore these issues in furghe
”__:...fn concepts is job-relevant,

yolum,

_.._.:‘._.. arc

pansion planning. These
ger will use a just-in-time
r detail when the need to apply

.mn_uq_-ﬂm <D—-._._._._ﬂ
The serual secondary storage required for captured and archived data in a
\ .u_—_......u_.._.. _.._.:r.ﬂ_.__l..n s massive, and the associated costs
s

are a significant
ponent of the total HIT cost equation. How

- much literal storage is
ot . —— . B

juired for a given application is dependent on the nypels) of data caprured,
({4} \

-cess and retrieval requirements, retention requirements, and volume of
ak )

data caprured. For .nmu:._n__.n. are ._._..p :H Lext or nontext formar? The size of
image and other nontext _.;nw._m a significant n:_::.u.::.q to ...&n_ m::._ volume
of archival storage space required, as H_:_:n.u_ data require significantly more
Storage space than text data do (Journal of AHIMA 2011).

Many other questions must be posed to inform decisions about stor-
age :nn%..ﬁc“. diagnostc images, .r.us__.. q_:.._:,.. ﬂ:__nn;:_?.u .pqn performed
in a year? How many years must original images be maintained? Must the
diagnostic image and the clinical interpretation be maintained in &n same
“file™? Must previous diagnostic data be aceessible for comparison with cur-
rent diagnostic tests? Must the data be accessible in real time for an extended
period, or can the data be archived quickly with minimal access requirements?
These and other questions are paramount to establishing system data storage
ﬂ...r._.._w_.-r.:.—ﬁ_._.-? )

In addition to nonvoladle storage options, cache storage requirements
for components that store certain types of data, such as diagnostic images
for viewing and interpretation, must be extensive to enable rapid n...i.u”.&
of the stored files. When evaluating certain types af systems, cache capacity
can become the determining factor in selecting one vendor _..ZL:.; over
another, For application-specific parameters, such as cache _.na,*._,:_.n_._._n:_n for
image viewing, including clinician users on the product evaluation and selec-
tion team is extremely important. If a rechnology solution docs not “.i.ﬁ:?.
quality data that can support clinical decision making, the mw__._n_::. Is 5“,5,.

ficient. With issues of clinical adequacy, patient safety, and patient satisfaction,
Product cost is rarcly the deciding criterion.

Physical Securi . .

The physical mn”.ia‘ of data and information storage Fw essential mo.n nﬂ.u_”:v__.ﬁ
ce with regulatory and legal requirements. One of the w.:Eﬂ, m_.wum?..p:-
legal Protections for health information generally, and electronic _md_.o.:M.-

"on specifically, is the Health Insurance Portability and Aesonnbatiley b
(HIPAA) or 1994 (CMS n.d [b]), and the :E.._EE.,”EE o . u_ IEE:
Via the Health Information Technology for Economic and Clinical He
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: The HIPAA Privaey
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. o
IITECH) AC s ] TR
(F nal health information (1 : < ble health infor I‘m‘cflcq
ences Pfrft " ot ~'imtiridu.1|l\' ,;Icnnh:l .c S ‘ ntorn X I‘[;[.
health informant fiable health information held o Ir Is

: - identi Ay

ividually ¢ o ) & Mitrey
sther electronic, paper,or oral™ (H iy

farm or media, whet! Sn "I-lhh

rprn|'u"il'" of the data maintained by a Iwmh!,(am i

9 . T T - { g § I-
HI, compliance with these security regulationy not
' a

defined as “ind
... inany
Becausc a significan
prise is classed as T
trivial marter.

Disaster Recovery
Not only are healthea

jent identificanon
EE::EIT:":;” but accessible copy of these dara in an ofFsire location in
andcipanon that information rc.'-'nun::f Co}llgl [,‘_- d-llm-lgcd o destroged i
natural or man-made disaseer. This obligation effectively doubles e e
ary storage requirements mandated by the elinical and administrarive =
tions of the enterprisc. Disaster recovery plans and procedures for inform.
tion resources are discussed in more derail in Chaprer 3,

re enterprises accountable for protecting a| Medicy| and
dara maintained and used in the facility, they alsg m

Expansion Planning
It is a cerrainey, equally as profound as death and taxes, thar the required

volume of dara to be stored by healthcare enterprises will only increase. The
corollary of that certainty is that data integrity and security requirements for
archived PHI will not lessen. Technology capabilities will continue to evolve,
the ovpes of dara that can be captured will expand, and the storage media
employed will change. All of these changes will occur rapidly. A continuing
challenge for information resource managers will be to ensure that previously
archived data and information can be migrated to emerging storage media
with no loss of data integrity.

Input Devices

The power of an information system can be realized only when data and
programs have been entered for processing and information is 3cnm!¢d
ki hoaf A number of peripheral devices are available to facilitate the
process of entering data into the computer in a varicty of formats, including
:c}'bmrd or touch-sereen enery, optical scanning, and voice input. The ﬁ.dd
i ol s ey o o comptos n ¥
o R b T 3 the cx.clusn'c input medium. System desid v

t from multiple 'Nput options to mect the organization’s necds

speed, accuracy, and cost-cffectiveness for 1 given application. A selection ©

currently employed devi - . view
in Exhibic 6.3, Yed devices and technigues used to input dara are €

Ch, A
apter 6: {71 Architecture and Infrastructure E

ice Description B T
EE Ad‘ﬂnl_.!!‘s] Disadvantage(s) EXHIBIT 6-.]
Input Devices

Keyboard This contains a pane of
“keys," including alpha.
betic and numeric charac.
ters and special funcijon

Familiar, similar Poor keying

{0 typewriter; | skills resultin
inexpensive data-entry errors;
smaller boards an

keys.
handheld devices
may be difficult
e | This is a device th o
Point- i evice that con- | Easy 1g yse. ision in poi
ing device trols lhl_a SCIERN CUrsor; | rapid datg. :”:;c'l:‘;nzl?’;:::mb
(mouse, roll- | the “pointer”may bea | entry method avoid data-ent
erball), touch | finger or a special device, errars o
screen) Functions are activated at
cursor location.
———-__7
Scanning Data are captured by Rapid data Limited amount

device (bar- | reading differences in entry; good of data captured;
code readers, | light reflection between | error control; fairly limited
optical mark | the mark and the white | useful in track- application

readers space. ing systems

Handwriting | This is a stylus or ather | Familiar skill, Handwriting must
recognition device used to write no training be intelligible
device dala on touch-sensitive | required

screen, of it is optical
scanning of writing on

paper.

Voice input User enters data and Technical skills | Expensive, not

technology | instructions via a micro- | notrequired | widely used;
phone; software program machine must
converts spoken lan- “learn™ user's
guage to machine lan- voice pattern and
guage by digitizing sound pronunciation;
waves. vocabulary must

be built

Although the keyboard remains a frequently used input d:_\. ice, hf.ﬂth-
care organizations have found that other input dt\ic_ca are csE»cmlly s:]l-“fbl:
for specific applications. For example, scanning «:l:.\'lccs prov |..dc an ¢ ‘m-:m
and accurate means for tracking many types of Inventory s, lll&-"-lng
paper documents, and even identifying patients. Medical “!Ppl;:i' [-0‘:’“‘1‘
ceuticals, and patient identificarion b.mdf l'l'l.l.?' be l;&b‘ﬂ‘! :x::lcdtrn:i r::nof
graphical markings that perform several functions ‘:1:::3 :: b dnt‘t'.
e by the computer software. For example, a medical suppi) L
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o which requires users © B¢ location Or the

WM.
angle lowamr
o travel 1o the usr.

hest input device for a given application should oy,
wder both effiaency and aCCURACY criteria. While speed ‘c‘., w__:,__.: provides yyey
S.,_..nen?.n. which s important to mndn.?.nw_,_.:.._..p_ clinicians, speed should
=._.. he cumed ar the expense of data quality, patient safety, and information

it niaans must be able to trust the accuracy of electronic
and resoluton of caprured images must be adequate for

document § .
Sciecnon of the

confidennalin, Cl
daez. and the qualin
visual recognizon and interpretation of clinical data.

In m.un cartv phases of healthcare computing (pre-networked &ﬁz.a_.
data entmy nvpically occurred at centralized locations, such as nursing stations
or dictanon rooms. Today, informauon systems are designed to facilitate _WE
capture 2t the point of care, such as the patient’s bedside or in other mm.m.
nostic or treatment arcas. Often, data are caprured concurrently with m_pu‘n_w_
examination and treatment (point of care), through voice recorders or dig

tally enhanced diagnostic devices. Data also may be entered using M_nah”“m
an

workstations in or ncar the patient’s room or by using a portable or e

desice. Thin clicnt (dumb terminal) devices often are used in point®

locations to reduce initja] hardware costs and the costs of n::m__:_zmaﬁ

Port and maintenance. A thin clicnt device essentially serves the EQ_*M.____

dccess portal to the computer or storage device thar houscs the need¢ 1

MH...:.:. 3s the data processor, The user can input new data ____3__m__._ﬂ__H bot

Ehwﬂh”ﬁ”h“ﬁ:m data _.:._3 the thin client’s archived _.“__,”Ha_ﬂﬂ
ssing ar archivin

thin clj g is performed on a remole
ent has ng computing capabi

lity of its own.

— 3 Chapter 6.

HIT Architecture and Infrastructure

gutput Devices
e actual work performed by e

Lmpurer system s of i
1 s '
TRAN AL wed (output) in g usable S T

fisrmat
it OF 3% 3 STeCn finage, digially for a4y
sposken lorm Anampartant goal of the 4y
pake both entry and retrieval as simple ay

ACCewy LT, A i
suble LIF] :__.- user, J._._r._.- 45 M
] : T iR T
gl _Jq:fn.ﬁr_-.:h. 0or in —..—_.._:.._ ¥

trmanon technology industry is ta
Pessihle
data are required 1o produce the informanon that ¢

cision makers need, and the abiliy

Accurare, comprehensive
hrical and admimstrative

di 0 access the informanion 4 the time it

is needed is crucial,
Types of outpur of particular v

. alue 10 healtheare managers include
visual displavs, printed documents, ang _

Mo (ncluding voice) output. The

oldest and stll ment widely used form :_,.__l,_.,__ﬂ. ut

‘ . . IME Output from an informa-
ion system is a video display eermnal (VDT Typially called 3 monitor, the
g # o I -
VDT has evalved from small monochrome sereens it Lirge, high-resalution

liquid crystal displays (LUDs) These saphisticated monitars ¢an display

images at resolutions high enough support chincal diagnesis and trear-
ment. Where processing devices have evalved 1o smaller sizes, momtors have
moved in the opposite direction, LCD manitors come in more than a dozen
sizes and vary in resolution and pixel density. Two or more monitors can be
connected to a single computer o allow simultaneous viewing of data from
multiple applications. Although most users prefer larger, higher resolunion
monitors, purchasing decisions should be based i part on the applications
to be used on the system and the data to be displaved on the momitor. For
example, monitors to be used for image display need higher resolution than
do monitors used for text processing. Individuals who are coding medical

diagnoses and procedures may need multiple montors, or very large split-
sereen monitors, to access mulople apphcatons simultaneously. [1 the pro-
cessing output is intended to meet the needs of a mobile user, the built-in
mMonitor in a smart phone or other handheld device serves that purpose.

.-u..i:l:l_hHuL_.E. have developed extensively trom the carly impact devices
that were similar o typewriters, eveept they printed on track - fed continuous
paper rolls. Today's color laser printers are capable of reproducing artwork,
photographs, and detailed diagnostic images. These machines can print ..___
A varicty of sizes and multiple grades of paper amd cardstock. —.__:J«SE;:W
machines nony multitask, —...___r._...._.._. that printens and _:w...._— .q...wﬁ__fn_.c_”._ printers are
available for lease or purchase ar aceeptable cose. In tact, for many Jovzind
Printers, the cost of color ik cartridges compared with PRIIEREORE A e
1 user to question whether the printer is the L__..?:_w,c__.. item. Key .1:::.._
characteristios to consider in lease /purchase decisions __,,r,r:._n memaory capac-
iy, pri ; : . - aneed. Neoworking and wireless technology

» print resolution, and print sp

] i inle © rs and the many users
thable a single printer to service multiple compueer ; o
Thus, as with momtors, decisions

—_—

Who may share access to those computers.
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Computer Software

The hardware components of even H_._n. most powerful supercomputer ¢y,
: . nroduce output that is of value to the healtheare manager
not by themselves produs ofinstructions that describe, step by ste
because they need a derailed set . : = P Dy step, the
tasks that must be performed 1o achieve a desired objective. .H._a_._n detailed st
of ingricnons | s a program, and programs arc collectively referred
1o as soffware. . . A
Iulluqﬂﬂuﬂm& for many people software is equated with pE..ﬂ_n._:oEI
either general purpose or functon specific—computer m:.?.,.,pnn also includes
operauing systems, utilines, programming languages, sofrware n_n..”nﬁc_.._.sn_ﬁ
tools, and language anslators. The healtheare manager must consider many
factors in choosing computer software. Among them are the _=_=d_.__2 o?.a_a.
ing and potential users, required hardware configurations, secunty 8_:.:_2.
ations, anticipated future growth in computer applications, and Functional
requirements for individual applications. .
Software issues arc important for healthcare managers t© ..Em.nan_“u
for 2 number of reasons, First, although most healthcare organizauons
little in-house development of software, the manager must be a rzo,____n._pwn”
able participant in software acquisition. Managers must acknowledge A
the quality of available software s variable, and in some cases un:,.....__....m_s“.
chased at significant expense fails to meet expectations. Perhaps _m:.ﬁﬂ:_u_n w_u d
able and informed managers participating, in the evaluation, acquisition helr

. . : - meet t
_aa_nin_._c_ ton of software will help ensure that installed systems M€
Ofganizations’ nee s,

Second, alf go
for someonc g I
Prognm on mylg

atively &
m.__..._.m_”n_._t
Use?

foware must be appropriatcly licensed. Ttis _._.”_
PY software for personal use or to load a sINE™
Ple machines withow any thought of impropn¢ty

Cha R
— Pr 6: HIT Architecture and _arzzﬁ_n_m\ﬂ

may want o install persomal applications on Licility ¢ \

. omputers, While these
Wilem security configurations,
Orgamzation®s strong stance on

e can be controlled 1o 4 large degree

by
sl thasize the
exclusive use of legally Ticensed softwape and facilipy

e " O i

hird, managers should be aware of the rq; “ il

| : . . fapid evolution of sofw
yversions, (peraling systems and applicating software 3¢ ”ﬁ_”;un_..
¢ constantly being

Erade 3 software package
hen the Current version mect

s should be n H,_._r,.... ____.: n_.:_

revised, Sonmetimes, users will Campaign 14 up
1o have the most current version, even w
peeds. In other cases, the vendor migh

version, thereby forcing the user 1o upgr

solely
s their
a given
knowledgeable participa-
upgrade decisions,

vin the curreny technology envi-
; e challenges created by the need
software packages and sy .
Upgrading one module of an interfaced svstem miay .
cation of the interface as well. Increasingly, there is need to connect fciliey
applications with those hosted by other providers in the continuum of care
or with enterprise partners. A simple example is the clectronic transfer of g
patient prescription to an external pharmacy,
to patient satisfaction.

tactually cease 1o support
; ade. Again,
tion by the manager is valuable in making

Finally, and perhaps most importan
ronment, the manager must understand )

interfaces that link disparate
for in p SIEM components.

require extensive mosdifi-

a procedure that may contnbure

Application Software

From the users” perspective, the most important ctegory of software is
application software. After all, this is the sofrware thar accomplishes the useful
tasks that justify the purchase of the information system. A general overview
of application software is provided here, and the topic 1s covered in greater
deaail in chapters 8 and 9,

Application software can be further classified as general purpose or
application specific, Many computer programs provide an emvironment in
which a wser ean solve a particular elass of problems rather than 3 single,
narrowly defined problem. Examples include word _procesors, desktop
publishing software, spreadsheet software, statistical packages, database
Management /break software, presentation graphics sofware, and web
browsers, These types of programs are known as general purpost ..vw___n._.u.c:
software, and it is generally purchased as 1 suite of integeated, menu-driven
madule programs. Microsoft Office is a common example of this type of
software and is used for personal computing and in business Mo
Organizarions.

. g lve

Applicarionemec war ?t%iﬁg
3 single  specifically defined problem. A good example is a payroll program,

. : (LOnS, Process
Which is developed to accumulate labor hours, compute e d o let
es to the general lediger, and compicte

Mayroll disbursements, post summarn
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- on their computer systent. However, th
s Sein

Pplicagiy,
St W_._n.m_ nvﬂ_.r
Procesg -

- ; and _r__.—mum_.u:.
t. the software can be tailored %252_“_
ty

[k 4 Each approach has its advamages
15 1t MIE )

[alnel - VELEY men

..f ___ ___ __ wsc _.m—.. ﬂ_. —a 5 . |
i anges ¢ _:-:._r-—-...mz -

i Hh::u_ 5 __ﬂnh_.a_. .r._.—._r— r— -

ﬁ?ﬂ organ i

_ X hen .

o Ieased soffware, by comparison, is generally legs Cxpen.

cssary. _.,_._H.E...n. o gt running, and requires lewer in-house COMpger
give, takes less :a._n p:.u.. changes to the program must be negotiared %
??..n:%.qua.”.rn.rwmq.n_vﬂ.qomarl.ugc&m..m:m an existing package—atrempy
the vendor. ; _ ‘o alternatives, but it is not withou
- rte the advantages of the first two a ’ thout i
Hﬂmﬂﬁ c_.m.Ezna...._

In the carly vears of healthcare _,Es._m.::: fis w:-H__ow_wn .w_n..,n_nﬂ.an_..i
applicasion sofiware was a favorite choice of many H:..m theare E%p_.__umn.g_.
Today, most sofrware is purchased or leased. q,___a high .nsﬂ 0 unn.E___Ha
Em.:..ﬁn has led some organizations to contract with u—,_l_a.._:n: service puy
viders (ASPs) that provide needed computing services via a nerwork connee-
tion. The ASP mav provide a single application, such as billing, ora ?__._.Ev
of computing services. This second option might be _ﬁ:rﬂ_._,_“_% u__.znn...n_..w
asmall physician practice. Outsourced computing is not without risks, __a...
ever, and managers must be savvy when negotiating contracts. Two key E..“.
to include in contract negotiations are (1) data ownership and (2) retum
data should the relationship be terminated (Dolan 2006).

Most healtheare managers have concluded that they arc 2
fess of providing healtheare services, not developing software. In..... um
they must il be knowledgeable participants in the process c;,_n_wﬁ_ﬁ.ﬂ..
___.E_.__._m software, I addition, .5_..:7.:._% key users in sofware _..______w.n_—n..._n_m :
are the requireg w:_:h___, = p:_._m_.anqna when choosing apl s

& and equi

fmaint oy

: )

_._._M complexity of the Opcrations 3
a.u.__.Z...z nn_.ia._.ﬁ:nu.

in the b

pment resources, the cost 0
being automated, the numb

LT

h 3
_—  "'¥Pler&: HIT Architecture and Infrastructure

_._.un_u:.& System Versus Interfaced System

ot neral approaches are available gy, i ;
[wo_ BE . : e W dcquiring and  implementi
~ lication soltware in_a_healtheare e S Catk

H -
apl ST EAfation, In the firse approach, all
_.::__:__..... rey & Atsly the arganizagiog, Computing needs are iden-
jified and purchased trom a single Yendor Typically, these modules will
¢ signed o work with ane ' R o
pave been desie o e 2UDEr 30 that data transfer among
muodules proceeds smonthly. This type of suem i knon

" P . NS an inteqrated
tion_system. Epic fwww.epic.com), Cerper (Www.cerner.com). .

I . .
giemens Healtheare (www.medical siemens com) arc well-known

LOm ), ..-._.._
vendors of
ons. Some
for specific fag Iy types, such
1oral health twwwiihecalthes.com),

m___z.._._.ﬂu.n_._ healtheare system solutions for all types of organizar
vendors of integrated products offer solurions
as the [CHS DiagnoSYS product for behay,

By contrast, each of the required modules coulg be. purchaced frum
the vendor thought to be the leader

in that particular applican
ne that ollers a unigue feature valued 7_.,

decision might reflect the personal bias of
lar department in the organization. In any

Arca—or
the enterprise. In some cases, the
influential members of a parucy-
event, although a given module
might work well for its particular application area, connectiog the modyle
to other modules for data sharing could be problematis. For cxample, the
data contained in one module could be incompatible with the daw format of
other modules, The data o ., . ..

. L CCn

the two systems. Something as simple as the way a date is recorded (e.g.,

01-31-13 versus 2013-01-31) can prevent data from transterning or being
matched correctly. Often, the solution is the development of an_jnterf: ‘,
which_acts as a_bridge benveen the two modules and which, for cxample,

translates the data formar inte one that the receiving module can handle.
The use of an interfaced approach is made simpler if the modules
composing the interfaced system have all been developed in accordance
with a standard that makes data formats compatible. The American National
Standards Institute, the National Informartion Standards Organizanon, and
the Organization tor the Advancement of Structured Informagion Standards
ire examples of organizations and consortia working toward consensus
standards for information products and services. Compliance with ..?.......E..._r_
industry standards is an important criterion to apply when evaluating ven-
dors” products, .
Advantages of an integrated system include compatibility amang the
Mmodules and the need to have only a single source for system support and
Maintenance. On the other hand, interfaced systems m_:_ allow ..E,.: _:_
choose the leadiiie svstem for a m.._.w..nl_._.l._..__ic._" A0 segumes result o lower

: , i i _w_.._d:—.__r.r._._n:rn:nnﬂc
S0 by leveraging one vendor against anather, wh m_

feplace all eyj ting modules ....._._...:EE..—FP.FFEEEHE.
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compul incomorare ) e i en st ey
operaning i pols on the monitor s¢ reen) to represent gy ailable Oper.
) hical symbaB

jcons (£RP

The user simply clicks on a given icop With the

m commands. ce 1o invoke the

soeine de nwnwmﬂﬂﬂ com
¢ mouse ar other pointing .
compuler -

...a... Eq . .
- GUI _._._...__n ......E,.._J:::,T .__rnr,;w._u—n Zwul..:ul._n.in_.mmqi@ d__.o__n. E-
s 9 _“__ _ 1o be skilled in delivering text commands to the proe

of have It ——
pser did not

I...r
Tuacc. |
ina @udrﬂhmnm_lwm_ww.ﬂ&n aperating system and the scope of serviegs thy
The complemn

: d on the complexity of the computing, environment

it must provide m.%_u_ S installed. An environment that allows only one
which the operaung, SYStem time possessts the least complexity and places
user to run one program ata o i, Examples include the .HT
i adaumw”aoh_awr MHM_ NM}.. Hﬁm.. which could not support multle
manframe comp )
%ﬂcﬂ.ﬂﬂan”ﬂa,““”_ﬂuwﬁ of a device is more cffectively nJ&n.Gn; 5“
mulriple M:E nM: be nmn by either a single user or by .:#.ﬁ_:_“._ﬁnnh_”.ﬂ.:_
such an environment, known as mltitasking, ﬂ_mn operatng sy i &a..mw
more cssential role in assigning processing priorities, EMHECJ. n”nn..“” _,_u_.Er._
management tasks. Multiple users must be able 1o ﬁnﬂ_:m:._ .,,_,..p”__ waansa
with no percepuble slowing of processing time. Today’s .J ﬁ_n_ ¢ report®@
user could be ﬂ.ﬂn,..:_:.:ﬁ a report with 2 word processor, __”__u.__w:._.m... thi . e
data being extracted from a spreadsheet, copying key 19:;. into H.ap__ 4
ton format, rescarching concepts on the Internet, and Eo:.ﬁ::m._ ﬂn_.._q
3t the same time. All these applications can run simultancously a0

ree B
_ : . sdnE..n

data in real time. As noted previously, much of the current ! xing o
no memory . :.._m

anne pile

A . - I
of 2 computing environment where such mu

not occur,

Utitity Program aﬂn__._.ﬂ_..m
oy : Sy

Mﬂﬂma@ss 's software, often incorporated into the operatin® of e

S Beneralized dary processing, funcrions:

computational

maintenance functions,

These funey,
computer application, They offe

151 are not

. . I general tiliey ap
information processing tasks, ncluding .

well as application progr
ﬁ:.m_?::,. SCTCCn savery

Pecific 1o any particular

d SIPPOLE to a variery of
NChinny __._—.__:..
utiliry Programs nclude virys scan
Mgrms. Many ol these programs
b _ anning 4| .._.__,.:_.z__..r. c-mail files for
£ein the : .

e o 7 » OF Qutomatic shif

a screensaver following a specified pe inactivity, Same - < shift 1o
require the user to imiti ¥ Programs

1 disk defragmenta.
‘© become scatrered

I
: T 3

s, Examples oo i
. and CNCrypling p
may L set to operate routinely, sich 5, 5

a virus betore placing

e the program's a

; 100, such as
tion operation that reconnects f

_ . e companents gy hay
in multiple disk locations,

Programming Language
All software—application, system

v Or utility—consists of 5 detailed set of
instructions describing the specifi

:HE:_::E?:ﬂ.z;c pertorm. These
instructions must be communicated 1o the computer in 2 SPCCIfic progrim .

ming fanauage. When a spreadsheet user enters 3 formula for an anthmetic
computation in a particular cell on the spreadsheet, that user 15
Ing a program statement.

Although the typical healtheare mana,
gramming languages as little
brief comments can illustrate
of programming

actually writ-

ger will make limited use of pro-
in-house program development is done, a few
some key points. Despite the number and npec
languages in existence, the objective of
the user's perspective is simple. The overarching goal is to
the compurter in some preseribed format so that usetul ¢

erated. Whereas skilled programmers may find reward i
code,

all languages from
communicate with
wtput can be gen-
n creanng complex
for the honprogrammer user, the sanstaction of this communication
process lies in the ourput created, not in the communication process inselr’

When compurers were st developed, instructons were speciticd in
machine Innmuage—strings of zeros and ones that 1 computer is capable of
understanding. The progression of programming languages can be tracked
through successive Aemerations, with cach gencration improving the com-
Puter-human interface, The evolutionary goal is to achieve narnra! _r..._r__a._..e_.__w
input, whereby the user is able to give commands to 3 compater as casily as
_ns:__:.::mnu::.ﬁ with anather penson. A tramslator program .._..:___._,_ r__.._,._._”_:
Matral language statements into the binary number commands nsﬂn:_n._...u?rn
to the computer, The technology necessary to R..._‘,m___.me. the spo .“_...n:.. L.:n.
Nterpret their content, rransorm them into a set of ua_f”,“”_“a_d...“., been per-
this sequence into machine commands is ¢ ”.__....._..”_:E:__._n: or personal
_..n.n_.__r.ﬁ_. /.:mr.....ﬂnr..umu_____::___ ..__.._J_r....__:._..._..; are available tor

e . idespread. TopTen-
- w f ic lications is not W .
usc, bue acceptance for medical applic bich conducted a review of

i {EWs.C W
Reviews (n.d.; see WWW.LOpLenrevicws.conth,

Chapter .
Plers: wiy Architecture angd Infrastructure
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Networking and Com munications

crs require information from a \'aric1y. of sources
their organizations, When geopraphically 5:11..1.

care delivery Lnits arc combined to form a healthcare enterprise
'y hﬂhhm: ,; li f}\- estent, sharing information among the system’s
e l"lf‘_ﬂ'ﬂ“d‘ y : i:;cn-:.)singiy challenging. Communicating clectroni-
mmpulntnts 11C;:::S;‘s and strategic partaers that are not a legal camponent
e Orgllfl nization adds further complexiy to the |5-m|:. The
RS uter nenworks and the use of communication chan-

Todav's clinicians and manag:
outside of, as well 2 within,

implementation of comp rks omem ; :
lp nd protocols help these organizations manage their information flow,
nels a

The technology associated with data cummunic:nitn'.l syslt‘:.rm :uuf
computer nerworks is relatively complex, il'l\'l-)l\’-l.l‘ll‘, the cxp_cr?lic o L:lm::::
nications engineers, computer hardware spccmha[s,_n.n{.i soltware 'pru’us y
als. While these functional experts assume responsibility for the design an
installation of this technology, the healthcare manager must :l:-&lllliclrth!"lill"
sibility for averseeing these activities and making sure that the organization’s
information needs are met,

Asis truc in the areas of hardware and software, the manager will need
sufficient understanding (working knowledge) of networking and commu-
nications coneepts to work intelligently with the functional experts in these
ficlds. The following discussion is meant neither to be exhaustive nor to make
the healthcare manager a netwi
sent an introductory
study

orking or communications expert but to PIE.
overview of these subjects. Again, more comprehensive
at the time this knowledge is needed should be 2 priority.

Computer Network

Early applications of computers in hospitals, as in many other industrics
began with financiy) applications such a5 billing, payroll, and gcntﬁl

Chapter 6: mit Architecture and Infrastructure

accounting. These programs wpically were run ap 5 large mainframe com-
puter located in the TEIMZANAN'S data-processing department. Tn some
cases, the vrganization might have chosen to hase jry computing performed
by an outside vendor of daca-processing services. The inpur data for these
c;lﬂ)' programs were contained in handwrigren documents ar simplistic paper
forms such as charge ships, invoices, o time and attendance sheets. Most of
hed or manually entered for processing.
d printed reparts that were distributed

the time, the data had to be keypue
The output consisted of standardize
to the apprepriate uscrs,

The demise of the mainframe approach 10 healtheare
be antributed to two key developments in the computing industry: (1) the
introduction of software systems designed to perform specific functions and
(2) the introduction of the microprocessors

computing can

and the I'C. Special function

Armacy, radiology, and laboratary sys-
tems frequently were run on minicompurers (mid-range

than mainframes) that could be located within close
ment using the system. Using a I'C, managers were
of operational and financial data themselves. They

applications for departments such as ph

computers smaller
provimity of the depari-
able to analvze a variety

were no lunger dependent
on the data-processing department to run special reports, which often had

an unaceeprable time delay, as special reports were gencrated afier routine
processing had been completed. Without the ability of the computer to
multitask, processing priority had to be established for individual job orders,

As department managers purchased minicomputer-hased systems and
other managers became increasingly dependent on personal computing, they
soon realized the utility of the various programs was not aptimal il they oper-
ated as independent, stand-alone modules. In fact, 3 high level of interdepen-
dence needed o exist among these programs. For example, the laboratory,
pharmacy, and radiology systems all needed information captured by the
admitting system. Similarly, many of the management reports gencrated on
PCs were derived from data abstracted from a printed report generated by
2 mainframe financial application. From perspectives of efficiency and data
quality, the ideal situation is to capture dara once and then distribute the
data 1o every application that uses the data to perform its assigned process-
ing rasks,

Stand-alone systems are particularly problematic ina h:nlthcal:c system
because data on a given patent might be found ina l'll.lmhlfl' nflnc.luum,_ and
asingle diagnostic service might serve widely separated patient i [nc-.miun_s.
Data must flow across a large arca, and managers often require input from

Many sources 1o arrive ar a solution to a problem. Clearly, disparate systems
thrﬂughom the organization (and even bevond) need w0 bc_mrmcﬂ:d [
facilitate the exchange of dara and the sharing of i“.h'.mmfmn rEsOurCes.
I’nr:rnprmbj.f.‘.r_yjs [h;,,m typically applicd to the capability af clements of an
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Ways of Distributing the Processing Function

One basis for classifving nenworks is the way in which the processing func-
tions are dismibuted among the devices composing the network. Four
configurations are in common use, ranging from a centralized computing
a.,____s__an:_. in which the processing functions are concentrated in a single
n_.‘..s_”.n. w0 a decentralized environment, in which these functions are split, or
&_ﬁwE&, among all of the users on the nerwork. Decentralized networks
”m”w_‘_.“ﬁﬂ_ﬂ_nw_“nwﬂhﬂ H.p“”,,mn%_ challenges, a fact that is particularly rel-
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Terminal-Host System
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system. - -host configuration provides strong data security when
The termund™

directional (i.c., users can enter raw data but cannot aceeg
s UL
the dara flow ¥

ations, €ven in their homes, and transmi, <oded
(41 *

i ;on). The ability @ restrict data and information acees e chents
processed mipoe is crucial but faces complexities in implementation,
on a need E.”._:c_”......waﬂﬂgnnﬂ is fairly straightforward, managing the human
i ¢ technl v vt

”H“H”._.: ore challenging. e,.._*...__.mnms...a administrative policies must be client/server network. In fact, information technology staff sometimes refer

established and consist ently enforced. 0 their network management activities as *working the server farm.” Servers
often are described internally by the applications they process for chents, such

Clent/Server Computing . . as databases, ¢-mail, or printing.

Users of dumb terminals connected to a host compurer casily Eﬂ._m,_ﬁ.&.__x ~ The user hardware in this type of nerwork may be thin clients with

advanuge that would result from their rerminals having computing 2?__”._.__? little processing capability, but in many instances the hardware are TCs that

irv. Daua could be edited, preliminary computations could be made, 1 have general purpose software such as Microsoft Office. PCs cost more than

s processing could be done that did not require the power of the host

thin-clicnt hardware, but they may be more cost efective because PCs can be
used as both server access and independent compuring devices The decision
between thin clients and PCs should be based on how the workstation wil be
used and whether the users need PC capability to perform their jobs. Because
access to servers can be granted Lo users needed, this r.:_,..__um:m.:.:_s oflers
some data security benetits even when PCs are used as the intertace.

machine, This carly conceptualization was predictive of today’s client/<n
computing configuration, which is characterized by less centralization than®
possible with 2 terminal-host installation (see Exhibit 6.5). i

Client/server architecture divides applications into TWo B_..éc_._w__w_,_
{1) client, or front-end functions, which include the user interface, deds®

po Tl R, L 3 ion i pave all clients connected to
surport, and data processing, and (2) back-end #.ssnzca.m:nru e most simplistic configuration 1 £ “ as. A single server may be
: ; s 3 i - ) e MUNS.
database management. nes b ssrvely or A ‘cations prog®” a single server that peeforms all back-end fune e
S & r. __S » printing, communication, and u._.___,____ru 1 il functional for very small healtheare organizatons, such mmunity
cunon. Special ‘Purpose machines "y o .cs. OF M rarme
or PCs, minicomputers,

cn 1 licaton
" fic izau . or for a restricted app!
FOTIPULES €an fimer sed 0 vice organization or an adult dayecare center,
MCTON as servers i ervers can be

v and multiple ser
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peer Network
Peer networks represent 3 decentraligze
cach computer on the network by i
that it can make available to e

d ¢ 1 1
.,:..w_gz:::n enmvaronment, in which
cr
otfter A or wime hardware resource
enoan the nerwaork, The key distin-

s the fact |

1t ."__n:.. 5 no '
d ) : b server, and all of
the © ..._ﬂr......___ e wsed A% wy

thstations (see Exhibi

ks i _ see Exhibit 6.7),

Key ad B peer network are the egee of installation and .”:_..".__E:“

Lom 3 ,

B Pared with those assocuared with client/
cworks are generally considered suitable

rge ;

B Peer networks may not be secure and arc

guishing feature of peer netwark.
puters on the ne

tion and the relative low expense
server neoworks, However, pee
only for small installations, as |3
pnrchiable (Hayden 2001, 93),

Grid and Cloud Computing

Grid computing emerged in the late 19905 354 form of distributed comput-
ing. In this model, a “grd,” or large number of Internet P

. -onnected compur-
ers, is used 1o emulate a supercomputer,

) ; capable of managing complex com-
puting and data storage needs for users within an organization, whether real
or virtual. Grid computing is deemed most effective for organizations with
large amounts of data but Tew users (5S¢
widespread acceprance in healthcare,

i1 20109, and it has not received

The grid concepr ¢nabled the cloud computing model, a system that
allows users to access computing services and dana storage via the Internet

Access to document
scanner and exterral
Access ta remote drive

data storage

EXHIBIT 6.7
Peer Nelwork
Configuration

185

Scanned with CamScanner



t
E information Systems for Heal

gement ST

heare Mand

| physical location ¢! the hardware where g,
al physter . 1 e this maodel iy i
atd (ransmissio? using b Wireley,

ot ihe o * For example, a Google Bl

o1, but th
An enticing el
r stOragEs s
westment i qr.,.__.;_..r._._- lor adldi-
r, while a student gy

C actu

crn for th
1.

Orage vtk
ir waves) of
3 the Intern
o the user
o services ¢ :
amd po Eﬂ:.__ it
| 2009, Howeve
tored, healthcare organizacio,

without conc
processing € 5t
_“:E._m_d_.:nu over air
account i p...nn.,...a Vi
the e-mail is unknowm . _
is that users ¥ only for _.._.
or annual ..,n_.:a....nﬂ.,_...,.._.._r.__nu

= NI .

i compunng rest L]

tional comp « where 3 t6TM paper 1
uney an

not parncularly ¢r i the se¢
ccounrable for PrOVESTE &0 lications requires due dilj
o J computing o healtheare app wa ithigence
: N Ik e ; ,
ness data. Clou M ' ﬁzn ensuring hat dara are managed in compliance with
- ] L -
g a ven o
regulanons. i . . . ) .
¢ reg s cloud host for primary SIORIge and computing,
nay usc the cloud as redundant secondary data stor-
: e organization’s physical plant is damageq
an-made disaster, information resources

:.:r___! h
¢ location of the server __:_..::m

ement ol cloud .,::::_:.:m
ace actually used, ngy 5

monthly

| integrity of patient and bugj.

in select
all applicabl

In addinon €
._...ﬂn_ﬂmﬁn_..:u n

age as part of 3 disaster plan. 17 th
natural er m

or desooved through a
are sccure for recovery from the cloud host.

healthcare

Management Issues ) ) S
As healthcare managers participate with their functional specialists in select-

ing the appropriate nerworking configurations for their organization, they
must consider several issucs. First, while distributing computing capability
down to the user level is desirable from an efficiency perspective, in a highly
complex and interrelated ficld such as healthcare, some degree of centraliza-
tion of the computing and information storage functions is necessary. In
addition, the need to support integrated healthcare systems and managed
care makes information system integration even more vital.

Sccond, the network configuration can affect the choice and main-
tenance of application software. For example, a single “nenvork version™ of
an application package can be installed on a server accessible to the users on
the neowork, or individual licensed copies of the software can be placed on
EM” 5...“ machine. Careful evaluation of the purchase price of the software,
software licensing e .

ar flcensing @G,. and software maintenance costs as well as hardware
costs is of paramount importance.

:n.,._._z._r...:.__.. m ; .

. “are managers are well advised to monitor closely the architec
ture being designed by their functional specialists i
tion systems function | specialists to ensure that the informa-

100 is moving i T .
i A noving in a direction that appropriatcly supports
gamnton’s strategic directi

. Bic dircction. Specificati f the overall systems
architecture and infrastructyre | oaialifhe OIS en
; ure is e .
information systems p| 1* one step in the strategic development of

: Plans (see Chapter 3),

Cha )
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Network Components

Creating an information nepwes
’ rk requir
es

ware and software components the assembly of 1 varicty of hard-

This secr;
seCtion Presents an overview of these

camjpe ments.

Transmission Media

Early in the process :_ﬂ.p_q:m:m:m a network, a d

. . L a

ing the transmission media to be used. Tt : _......

; = } B ANsmis
al being trans 5

__m_w_.__ — ". _._:____.; from one location to another, includ

vhich carry electrical signals; fiber-apr; » Include metal wi

whic 3 & signals; fiber-optic cables which e :_. fires,

or air, through which radio waves of :.._295_” carry optical signals;
B . . . : 141 Y

medium is discussed in this secrion =

_..._:_._ must be made regard-
s1on media, which carry the

Each transmission

Wired Media

Wired media consist of one or more strands of meral—f;

which is an excellent conductor of electr ity, Dana .,_l. 2;:3.:,... copper,

these conductors in the form of changing electrical .._.:_H“n n”_n.._:ME:n,a long

resented as either a digital or analog waveform. Digital qw,un.,a_“_a H.dp_...c.w nn._..-

the representation of data with binary digits or bits. .PE.._:. ”.“”_E....;..nu

represents dara by varving the amplitude (height), :E.._n_..ﬂ.ru_:_\un._;“::

of a waveform. A key distinction is that “:._u_mm. transrmits u..”M:.a a ".M Hing:
ous range of values, whereas digital transmissions are discrete ,—.w”,u_“..ﬂn:._
_.._m?..m.___o:n lines carry signals in an analog formar, while W.E...m_.‘hna ....._q_:.MMu
digital ,:nq:..ul.n lines, digital subscriber lines (DSLY, and the cable 5..._ LAN
carry signals digirally. Wired connections are physical, meaning, the scope of
the nerwork connections is limited to the distance the im:w is extended

Neowork elements connected by wire cables internal to a _,.:.,:_..__.:m can —x.“
n.in:lng by connecting a computer in the network through a telephone
__=_,.. H.: a geographically distant compurer, While hardwiring has imporrant
—domh.n:.n characteristics in nework designs, the physical element severely con-
strains the scope of the network and impases significant cost. )

Fiber-Optic Medla

An optical fiber is made of glass, a much less expensive medium than copper,

and can be made in a diameter about the size of a human hair. Data are car-

ried in the _.m_.,_ﬂ—...Cﬂ._..mn medium in the form of _—.,FT_" m._..__.mnm that shine inside

the shaft of the fiber to the receiving end, The electrical data signal is used to
turn a light source on and otV very rapidly. At the receiving end of the cable,
an optical detector converts the light signal back to an clectrical signal. Fiber-
optic cable is thinner and more durable than copper wiring, provides higher

bandwidth, and is not subject to electronic cavesdropping.
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H__“._._M”__._,__HHHHM of communication ...snumw_a of a .E.:u._..:m:ﬂ sending
Em__.m:m% (or in some cases AW dara) __:a_._m, i ﬁ_.nEvE_.wm_c: u.=nﬁ=_.=: o
1 receiver. When e 1_.;_1_" have 2 n,:_._..n_.up:::.. at a specific paint in Uime
the penon speaking plays the role of the ﬂa_;:::nw and the person lisep.
ing has the role of the receiver. During the _::.:.mn of the conversation, these
awu Jlternate many Gmes. Similarly, in an information systems network, at
any given time one nerwork component acts as a transmitter while a second
component acts 4s a recciver. As with personal conversations, the roles of
these companents ¢an change H,:...ﬁ__.F.__,.:_w... The devices used to connect trans-
mirters and receivers to the transmission media depend on the media type

and dana format.

Network Interface Controller
A neowork interfice controller (NIC) is a picce of hardware that serves asan

adapter 0 allow a personal computer to connect to a network. The device is
somenmes referred to as a card, which is a general term for a printed circuit
.___Ea thar can be inserted 1o add functionality not originally H.uc._”..:_:ﬁ_nn_
“H_ﬂﬂhﬂnﬂwmﬂ_ﬂﬁ_.ﬂ?&_H interface device required depends on the archic
fecessary to install u___..hcvzup"“a,:._m..r "eiin lIC _:_mﬁ__n.,__. o ich
allows the com JPriate software, known as the device drive, whic

Puter 1o “alk™ to the NIC, Finally, note that every NIC#

At s

assigned a up; -bi .
i que 48-bit number—ealled media access control—that ldeahS
Puter to the nerwork (Hayden 200 1)

Modem

A modem (m
odula
from one formar _c.”ﬂ_\nwscan_p_ci is a device capable of changing mmm_._u_m
Other and then back again. Two types are available:

Chapter g.
T6: HIT Architeclure and Infrastructure E

copper based and fiber optic. The Copper-based maod
dem converts a device's

digital signals 10 analog, signals apprapriate f;
form of @ card (circuit board) locared inside 1
e

cally located outside, the

computer (external modem), Fiber-optic modems ¢
M convert a device’s digital

signals to optical digital signals, which can then be carried

. RPN ™ oy 2 1
nerwork. Modems are classified by data transmission speed ” e
(bps) or baud rare, the frequency of sending a new am...:.: ol

Multiplexer

A multiplexer increases the speed of data thar can be transmitted ov i
pandwidth line by efliciently distributing multiple input sig a..__,cn..nq u m:ﬁ:
ourput lines. Several devices (i.e., compurer, printer, and «Eﬂni ,”:u“_.: .
nected o2 multiplexer. The output of the multiplexer serves as "_m.__... m:nH”:q_.
the transmission medium. A multplexer ar the receiving end of the EM,E._M
sion medium separates the signals. Thus, the devices appear 10 have their own
transmission channel when in fact they are sharing the transmission medium.
Exhibit 6.8 graphically represents the function of a multiplexer.

Bridge, Gateway, and Router

Dara are transmitted across nerwarks as formatted “packers,” unlike one-
to-onc links thar send straightforward user data. Packers include address-
ing information and other instructions as well as user data. Moving the
information packets from one network component to another requires the
components to employ communication protocols (rules or conventions gov-
erning the communication process) and some specific hardware devices and

A—> —» A
B—» —» B
' | Multiplexer Multiplexer |
" Ly Ly ,

Single
" transmission Multiple
z_._”_‘,_:u__m line o.E_E_
m_mnm_m signals

EXHIBIT 6.8
Function of a
Multiplexer
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Netwaork Controller/Server
A nerwork controller is used in terminal-host networks consisting of a num.

ber of rerminals connected to one OF More mainframe host computers, The
function of this controller is to direct the conmmunications traffic berween the
host and the terminals and peripheral devices.

LANSs do not have a network controller. Rather, communication traflie
is direcred by a defined protocol that depends on the network topology. The
nerwork may have one or more servers, which provide neowork users with a
variery of services such as aceess to files (file servers), help with passing files
over the transmission medium (database servers), and a connection to net-
wark printers (printer servers).

mﬂfai Control Software/Network Operating System

..u.,mdnn.....:ﬁr controller, network control software is also associated with
miatr . H : - H
host " w..an_._. telecommunications networks, The software resides on the
Ost (mainframe), . J
el ._ on a small computer (front-end processor) connected to

and dedicated to communications manageme i her pro-
gement, and on other P

cessars in the nepw, “uncr [ this saf
. cq_r Functions of this software include controlling access
es, regulating dary transm

network efliciency, and detecti
LANs and WAN; cmp
and support the operation of

ission to and from terminals, improving
ng and correcting errors.

loy network operating systems to coordinat¢
the network, such as user access, data traffic

L e SR TR
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and security. Some netwark aperaripg
£ SYstems serv
‘ system, cry
comprehensive computer Operating 5
ties have been integrated inty the :ﬂn,
The information sysye

ampuler’s existing rans
compuie 5 operating € a5 supplements to the

the

rs i

e ,..._._ﬂ_r... Windows XD, constiture

= cre the nerworking capabili-

- INE sysrem,

Manager, w

i pr » Whep _,.__E....__:w neowork software

_ n_un e _uuu e * n_._ﬂ :._._-.:_u.nw —:. s |

S5, vp network hardwary availabj o
P

ware programs needed, available peg, '

nerwark configuration costs,

must consider several factor

" £ or poential
0y © tpe of applications sofi-
(human anqd equipment), and

Network Topologies

The configuration used 1o connect

Z._d n.—_j.._m:._.nﬂ— ri Y n
) P H:& —-H qe 1
3 ; ) . ) i . e ip eral de 1CCs 1
al Nis kn hes b __a AR u__r::._.::_. A“_..._..:ﬂ..:n._ ..._._..nz..._z__;ﬂ

A own as the nety .n__r s plr vcn A e Con-

figurations available to network designers are bus,

. gners . ring,
These tapologies can be used singly -
to form a hybrid nerwork.

Closely related to these physical wpologics are fogical topologics, whi
“lay out the rules of the road for data transmission™ :r...._w_._qmﬂ__nvﬂ._:wﬁr
These topologics are largely abstract and not as casily a..::.-:.xn; as the . hy __
cal topologies. This section presents an ovenview c,._moE physical 1o ﬂsm”
_HUE__. ring, star, and hybrid) and four common logical S..cc_.on_a _m_—.._”nam_ﬂ
including fast and switched Etherner: token ring;, mrﬁ..___,._;?“...d dana i.?.qu
face; and asynchronous transfer mode).

i ; and star topologjes.
rused in combination with one another

Bus Network

In a bus nerwork, a single circuit, or bus, is used to link the computers and
other devices composing the network (see Exhibit 6.9), All devices are con-
nected along, the bus, or backbone, which may be composed of wisted wire,
M..:uz?_ cable, or fiber-optic cable. A hardware device knawn as a terminator
is used at cither end of the bus. Advantages of a bus network are the relative
case of wiring the network and the relatively fast communication rate. Disad-
vantages are limitations of length of the bus because of signal attenuation, or
loss of signal strength, and the fact thatifa break in the bus occurs, then all of
the devices bevand the break are disconnected from the nerwork, A configu-
ration is called a Jine merwork if the devices on a single circuit are connected
in this manner: Computer A is connected to computer B, computer B is con-
nected o computer C, computer C is connected ta computer .U...E._.r.__ 0 n:..__.
message listens it 1o sec if the bus is
every other device, Only

A device instructed to send 2
r:a.... The message is then sent out and received by If, by chan
the intended re cipient, however, pays artention to the message. 1, BY ¢ e,
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essages at the same time, a collision will occur, whic

put m Lk ; o i

JEH. 4 the messages will be lost. This problem is resolved by

g M“,Ta involved wail for a random time interval and they
3 c : .

i T This _”.3::.:_ is known as carrier sense multiple aces

ur. 5 : y ;
97 _&n. a”._.Em:.% (CSMA/CD), and the trade name for this protocol iy
with callision de1e laree number of users are atempting o use an Etherne
Rigul .

i East Ethernct and switched Ethernet rep-
ark. 2 bortdeneck can occur. £as . ‘

= i 1 his bortleneck. Fast Etherner simply usesa

resent two possible solutions for this bot : e l

. inh d operates at ten times the speed of traditional Ethernet.

higher-qualiry line and ope

Swizched Ethernet dedicates bandwidth space 1o segments of users.

mo devic

Ring Network

A ring nerwork can be conceprualized as a group of devices (nodcs) arranged
in a circle with 2 connection berween adjacent devices to form a closed loop
{sce Exhubit 6.10). Data travel in a single direction around the ring, and n.un_._
device on the network retransmits the signal it receives from the previous
device to the next device in the ring. Ring nerworks offer the advantage of
_,p._...__..E..:..m the construction of high-speed networks that operate o...n_.____..an
&_Ena..d,.u is accomplished through the use of a fiber-optic :Bm_._._ﬁ_%m
Hm“_ﬂ__,ﬁmﬁﬁ ,H_,@E_.E between adjacent nodes along with the ._M”.w

e {repeater) at cach node. In addition, the operat

the network ! | o
; . kis not affected v.,. the removal of a node from the NNg UE__.—
Aantages include djfR;

- \ ing new
noxdes ta the fing culty in :..Er_nm.sc:::m the network and adding

Oﬂl....l
g e

A protocol ofgen used with ring ne

ssey i
PISES an electropic token (an instructio

tworks—the foken-ring prof
: n
n in computer language) alo

Ch .
— PPLeT 6: HIT Architecture and Infrastructure E

EXHIBIT 6.10
|
m _._ Ring Network
= |.1|.|rr|frl|!.11._ _.i Topology
== = a=hivs
Computer 1 noau_:mﬂl

2

/ Cl

= = —
T =

Computer 5 _ _ Computer 3
==

e

Computer 4

loap. Only the node computer that holds the token ar a given time can place
amessage on the network. The token is then passed on to the next node. The
message passes from node to node until it reaches its destination. Because
only enc node can access the nerwork at a time, the collisions that are pos-
sible with the CSMA/CD protocol {Ethernet) cannot occur here, A fibet-
distributed data intertace (FDDI) uses a backup token ring that becomes
operational in the event that the primary ring fails, [f the second ring is not

needed for backup and can be used to carry dara, the nerwork can operate at
rates up to 200 million bps.

Star Network

In a star network, each node has a single point-to-point connection to a
center node, called a Jmb or concentrator (see Exhibit 6.11). When a given
node wants to send a message to a second node, the message must fint travel
through the central hub, A passive Il simply serves as 1 connector tor the
wires coming from the various nodes. A message sent from a given node
80oes to every other node, and the intended recipient node is responsible for
climing its own messages. An actire hub not only serves as a connecror but
also regenerates message signals before sending them on to the ::._...4 Bodes.
The message signal still goes to all of the nodes, and the appropriate node
claims its own messages. Finally, inselligens bubs are able to determine the
destination address for a particular message and to route the message 1o B
address only, . 53
Wefhsie ages of a star network include the case s.:r._ which it can ”M
initially wired and repaired and the relative case with which nodes can
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EXHIBIT 613
star Network
Topology

CE
==

Computer 2

Hub or
concentrator

Computer,
Lh
—Eﬁﬁ
===5
Computer 3
—_

1dded o an cxisting network. One d.‘lSJd\‘JI\l‘Cl.gl: of a star |lct\\:(|rl;jls lt:lr: Fa:;
that a malfunctioning hub can bring the entire nc'm'.n.rk le“ . :.n:;h
backup hubs can help to address this diiﬁc:.lll}'. Addltlon:l] y,‘.st.‘er :‘.mh,_
can require more cabling than networks using nrl:n:r topo tl|_.tl(:5.

less, this topology is in wide use in many network installations.

Hybrid Network

. - i into 2
Two or more of these basic network topologies are often comb,nn:dru;“ g
single network known g5 3 Ivbrid nerwork, One example is a WAN ucnn
by linking several [ ANy that have different topologies. A tree topology

: i ics arc
nects multiple star nepworks along a linear bus circuit, Mesh topolog
canstructed of multiple conpectic

or 10 the cxtent thy; overy device
work ( full Mesh), Possibly the ulyj
15 2 massive intercanncction of th

ns among nerwork devices, either P“mil_
s connected to all other devices in thC':-
mate hybrid nerwork is the Internet, ¥
€ full spectrum of network types:

Asynchronous Transfer Mg,
{L.)-m-.'n'nmrm transfer wody (A M),
segments data 1o be ransmitted g,
The cells are directed lIlrnugh swit
and then reassembled iy, the o
size and relatively small; this alley

clery g,

3 logical pe,
Ackets gf
v h"
figinal gy
" WA Vhice
2 nerwork. ATM can run speeds

40). Understanding, the rype of
transferred is an important facgr
be transferred at a const

P smal| p

Work topology thye
\'hﬂ by

lixed size, called cells.
PProprisee destination node

formar. Tye I
s, any oo are a1 fived

X P dea 1o he Mmited gvep
) 3 billion, b (Hayden 200)

L;:a.and the \!‘{td with which ¢ Must l\;
gl ;;‘ I;c]"[l.l',:drmmg ATM services. Dara
anteed throughput capacity. r\!r.v:rmrirdy. :r::‘&‘:;:‘ruft“#]cll-‘ h"‘"‘m""'
allows higher-capacity transfer during nanpeak new urt ti M
not an issue, ATM service at

me. If time delay is
N unspecified hie ryye :
te, ATM servi may be accepraty
options will differ in price. Ptable. These

may

Electronic Data Interchange

The neoworks described in this chapter can serve a3 the medium for transfer-
ring structured information from

ne computer to another without human
intervention. This process, known as electronic data interchange (EDI), muse

incorporate standards and procedures so that the receivin
able to interpret the output of the sendin
Standards Institute (ANSI)
the computer industry. The
by HIT product ve

& computer will be
E computer. The American National
is 2 primary standard-setting organization for
ANSI X12 standards apply o EDI and are used
ndors and neework communications prowiders 1o ensure
interoperability acrass and between nerworks.

Early applications of EDI in the healtheare field involved the clec-
tronic processing of health insurance claims, and clims processing remains
an important role for EDI, However, with the connectivity available via the
Internet, ED1 has become a primary business tool, as data are rour:inrlr mnfr
ferred 1o various components of the healtheare enterprise :u_ul 1o its strategic
partners as well as to fulfill accrediting and regulatory requirements.,

Wireless Communication

4 t 1 n
In each of the computing configurations licscl:ll‘ltd- cur!;cr, u:n;r; ::;:::c:-;::\t‘l
the information system at a fixed ol . :ht :itc of the i\uim:.
ever, healtheare professionals deliver their “i“mbsz 1:::i:-lt 1o retrieve needed
While interacting with the patient, they must
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ewly acquired patient data. Mobile LOmpiting 3y

- 9 4
i on and record 1 . : R g ,
i ke this flow of data at the point of care Possible,

wireless commumication ma

sus Wireless Communication
conymunication are in fact Lo separ.

Mobile Computing Ver _ .

i tine and warcless : : _ e con
Zﬁ_”__n..M__H“__ﬂh_...”J“_..m_z_.___a refer to the use of a portable computing device -
ﬁﬂ—_‘ . I

as a Laptop, notebook, of palmiop ..Us_s_.::...q. .._“..vq,”.._ﬁ_,,_ﬁ.m_r...:.._;E and ol
i -yre services in patients’ homes can downloag
caregivers providing healtheare .. entral databasc i - the
records of their panents for a given day LU rwcu..:._a. data ,:.w._uﬁo their lap-
top’s hard disk, enter new dara and :::..u.__.._:. = .ﬁﬁm ..,.,.......H the course of
the dav, and then upload the newly acquired intormation back to the centra

svstem at the end of the day. ,

" Although this procedure is workable, it recreates the very difficulry
that led hospirals to adopt nerworking technology. Because the lapiops fynec.
ton as stand-alone computers, the information in the central database is noy
current untl data collected by the portable devices are uploaded back 1,
the cenmal system. If a second provider—say, a physical therapist—calls on
the panent later in the day, the nurse’s notes, collected earlier but not ye
uploaded, will not be available to the therapist.

Even within an inpaticnt scrting, similar problems result when inde-
pendent mobile compurers are used. Untl newly acquired information
within the hard disk of the mobile computer is transmitted back to the cenmal
database or until information from the central computer is sent to the mobile
computer, a discrepancy about a given patient remains berween two or more
darabases. This mismatch is not always considered to be a serious problem.
For some applications, merely updating the wireless device on a periodic
basis is sufficdent. For example, physicians may use personal digital assistants
(PDAs) at the bedside that contain clinical data, including basic patient data,
lab results, and medications prescribed and administered. Updated dara are
available for download from syncing stations (Briggs 2002, 46). A ymcing
station is a cradle that is wired to a PC. When the PDA is placed in the cradle,
data and systems are updated on the PDA and the PC. Mobile devices also
need to be recharged from a fixed power source at regular intervals. During
the syncing and recharging processes, the mobile device is not accessible for
use. Thus, these procedures are usually completed berween work shifts or 3t
the end of a workday,

On the other hand, the combination of mobile computing and e
less communication cnables portable computers to be connected 10 A
established information systems network withour being physically ﬂOH.E_..n-n._.
Wireless technology allows computing activities performed on the portable

devices in real time, and the central database, as well as the mobile devic:
always stays current,

[nstalling a2 wircless network s considerably

. v less costly than installing
addirional cabling 1o create 1 hardwired sysre

i ) o m (Sislo 2002), and typically
clinicians are supportive of wireless technology (Gillespie 2001, 27)

Despite the obvious benefits of dara accessihility, mobile devices are

not without drawbacks. Portability, the feature that is a prime benefit, makes
the devices physically insccure. Devices may be lost or stolen, nnnp_ra_“.. prob-
lems of data security, Duc to their size, devices may be easily damaged or
need frequent replacement. Special attention must be paid to removing or
destroying data on devices that are taken out of service or gt Ty
users {Southerton 2007).

Wireless Topologies

Expansion of radio frequency and microwave technolagics has enabled broad-
band wireless options with various ranges, many of which are well suited for
use in healtheare facilities. The expectation is that ultimately availability of
low-cost, apen-standard wircless technology will lead to cable replacement
(Ng ct al. 2006). With wircless communication nerworks, even patients and
visitors can use their persanal communication devices while inside the facil-
ity. This capabiliry can reduce some of the frustration associated with patient
waiting time in some arcas of the enterprise and improve patient satisfaction
ratings.

The advent ot wireless netwarks has expanded the raditional clas-
silication of networks as LANs or WANS into five classes: (1} wircless global
arca neoworks, {2) wireless regional area networks, (3} wircless metropolitan
area neeworks, (4) wireless local area nenworks, and (5) wircless personal area
networks (Siep 2007). As indicated by the labels, the nerwork range may be
s extensive as nationwide or limited to a single room.

The conceprual aspect of wired network topologies is applicable in
wireless networks in that they can be described in terms of connection struc-
ture. Wireless connections may be point-to-point, or linear, which is a direct
connection berween two clients, such as connecting a personal computing
device 1o a desktop computer to share e-mail and calendar applications.
Wircless connections may also be point-to-multipoint, a star contiguration.
A good example of this structure is a wi-fi hotspot such as you mighe find
in your neighborhood collec shop where customers can access the Internet
and play games or complete work assignments while they enjoy a cup of
coffee. When redundancy is important, mesh topologies are uscful. Gener-
ally speaking, however, wircless nerworks employ more than one of these
conligurations,

Three wireless communication topologics are commonly used in net-
works, Two are typically associated with LANS, while the third is used in a
WAN. Each is briefly described in this section.
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Spread Spectrum )
Spread specerunris 3 DPE of radio fre¢
care today for wircless commumnication

1 jssion : ach include improves
of this ransmission apprt infravec privas) decvcnn
i ce. Of the four basic techniques—lrequency-hopping spread spec.
g s wd spectrum | DISSSY, time-hopping spreay

§8), direct-sequence spre. s 388 4w
weum (FH ) W spectrum—only FHSS and DSSS are widely ugeq,

chnology in wircless LA
ansmirted signal (to determine network acepsy
awvoid interference with other systems), ang

wdio frequency technalogy widely used in healy),.
between devices on a LAN, Benefig

{ privacy and decreased sipnal

spectrum, and chirp spre
Decisions 1o use this ¢

mstallations should

be informed by range of the tr
points), signal frequency (10 .
aggregate throughput (data transfer rate).
Infrared Technology

Infrarcd radiation is 2 wavelength
L | " .
Because infrared technology is “line of sight™ and cannot pass through walls,

be used in a single room. It has found common use in wireless

between visible light and radio waves,

it can only -
kevhoards and mouse devices, remots control units, and cordless modems,

Cellular Digital Packet Data . .
Cellular digital packer data (CDPD) is a WAN architecture used in cellular

nerworks, like those of cellular relephones, for voice and dara transmission.
The CDPD wransmits and receives packets of data at high speed. An impor-
ant factor is that using existing cellular data carriers and frequencies offers
significant cost savings over capital investment in new cellular media. From a
healthcare perspective, CDPD allows remote uscrs (0 cONAect 1o a network
without directly connecting to a telephone jack.

Communicating via the Internet

The LANs described in this chapter can be connected to form larger net-
works, known as inernets (note the use of a lowercase 7). For example, cach
institution’s LANs that compose an integrated delivery system can be linked
to form an interner known as an enterprise compurer network.

The largest interconnection of nerworks in the world today is known
as the Internet (note the upperease I). The Interner began in 1969 as a us
Department of Defense project designed to connect various government
laboratories and contractors, However, as the “net™ began to be uscd, it was
soon recognized as an indispensable data link berween rescarchers. By the
1990s, the Internet had entered the domain of the general public.

The Internet has become a ubiquitous business and personal 1ok
bringing instant access to information on almost any topic imaginable, not

Chapter ¢ HIT Architecture and Infrastructure

the least of which is healtheare, According to Internet Waorld Stats (2011)
North America boasts 272 million Interney users, about . :
population. The number of users in North Americs
million since 2007, This figure

78 percent of the
erica has increased by about 40

Fepresents mare than 151 i ]
o O HEEEE e . percent growth in
the number ol users since 2000, The United Stares is where 13 percent of all

Internct users in ﬁ__n._,..fq_a reside. The continent with the largest percentage
of all :.:nq__.n_u..“ _:m,ﬁ..:. _Mbmm._. with an amazing 44 percent. argest p 4
In the first web page was launche ] i ]
ot o ey S e 1 S e
are linked electronically and are accessible ch:.m: the Internet _ﬂamiacam
have found the Intemnet and the web to be valuable, and so _..u....“.. businesses
including healthcare organizations; together, they have developed :__._H.:n:u:m
applications to harness these resources, This section provides an overview
of the rechnology issues associated with communication on the Internet,

including Internet connection, websire hosting, the role of an intranet, and
- Al
thin client network compurer.

internet Connection

Except for the very few institutions with a staff of in-house engincers, com-
puter specialists, and networking experts who are capable of connecting
directly to the Internet, the majority of healthcare organizations obtain their
Internet services through an intermediare provider. This provider can be an
online service comnection such as Verizon or AT&T, which provides an array
of information services, or an [nternet service provider (15T'), which provides
users with a link to the Interner. A list of 1SPs serving a given geographic
region can be obtained on www.internetserviceproviders.org.  Although
Internet connection still can be made using a dial-up or telephone line, most
connections are achieved through high-speed cable, fiber optics, or DSL,
which are termed direct network connections.

A direct network connection uses dedicated digital telephone lines
that go dircctly from the computer to the IS They can be fractional T1
lines (abour 1 megabit per second) or T3 lines (45 megabits per second).
Telephone companies now offer DSL service, which runs over standard tele-
Phone wire, It is priced affordably and is found in many home-computing
environments. Many cable companies offer direct connections between a
computer and the cable television nenwork. The cable company then provides
A connection between its cable nerwork and an ISP, or the company might
serve as the ISP A cable modem must be added to the computer to facilitate
making a connection into the cable nerwork.

Once a connection has been made berween a computer and the Inter-
net, a program is needed to manage the assembly and routing of the mes-
sages being transmitted. The transmission control prorocol/Interner protocol
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Website Hosting
Mont healthcare orga
Nt cOFporaon of €Nt
including marketing the
access to an array of ¢-hea : i ) .
Websates npically consist of muluple “pages™ or screen —
of sofmware known as a browser

Aizations pONsOF 2 tacility website o link g, e
prise webwite These websiles serve sevey
oreamizanon’s servace lines and providiy

| P

A pur

. : ]‘“‘“.

B sy “ill
h

Ith appheanons.

2 user acvenss wath the use . The user then
interacts with the website using 2 kevboard and .l. |m|ul|-.uul-click device 1
input nformanon and navigate rhn‘uruh the site a.\‘;mnus St.'n.'.llum, Com.
mon funcons of healthcare orgamization websites include delivering syyic
nformapon such 1 locanons and operating Imu‘rs, interactive clemengs such
s appointment scheduling, and darabase capability such as searchable profis-
sional staff hsungs.
Fach sponsored website is adentified by a unique Uniform Resonpe,
Locator ( URL) or =address.™ The first part of the URL—www.—indicates
2 connection 1o the World Wide Web. The second part of the URL ofien is
an abbroviated verwon of the organizanon’s name, such as the *ache™ in the
Amencan Callege of Healthcare Exccutives’s URL of www.ache.org, The
third part of the URL 1 after the dot (.) and identifics the organization type
or domain, such as “.org” (which means the website sponsor is a nonprafit
orgamizaton ). Other commen domains include *.gov™ for a government
entiry, “.edu” for an educational institution, and *.com™ for a commercil
- ous in our socil

enterpnse. This naming convention has become so ubiqu
language that companies with primarily Internet-based transactions arc
lumped under the term dor-com industry.

An organization’s website content is stored on a host computer or a
server, either in the facility or ar a remote Jocation. As websites have beceme
more integrated with business processes, the data storage requirements have
increased tremendously. Websires typically function botly as an intranct and
as a connecton to the Internet, thus sccurity issucs are extremely impurr.}m.
The need for restricted aceess to various sections of the website I""I“‘f"s
assigning and managing multiple access levels as well as monitoring secunty
protocols, Website content must remain current 16 ensure repeated aceess by
clients, so site maintenance is imperative, A website with incarrect af f:||1.

dated informarion creates a negative image for the arganization and s qnlk‘kly
ignored by users, which could threaten the organization’s market share. I
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adition, the wsal hurdware and wifrw e updates required by any compuiter

reasoms and others, managing a
welssite 1s a dvnamie prowess thar reqres 4 signific

close management atiention, and skilled rechi
In tewdav's gh tech s

installation must be addressed For (hese

ant financial investiment,

s

‘\l-ll "'II’I!I.I |'I|\\VIIIIII\L'T]|_ lew l\rg.“\lf."i(l"\
desipgn amd mamtan ther own webwtes Creatng an atrractive highly
ha webwite requires the ralens af skilled
graplie designers and programimers whirare as ettice

funcnonal, and dynamie mulime,

ntan their work as they
sty emplived by companies that offer
the corpurate market on 4 contractual

are artistic These individuals are me
cialized technical service 1

The Role of an Intranet

The same Internet infrastructure technology can SUPPOIE communivation
inside the organization; this structure i referred to as an infraner oF private
network, When an arganization shares Part of us intranet with antomers,
strategic partnens, and other stakehaolders, the intraner becomes an extraner,
An intranet or extranet uses the same protocals as the Internet and i general
looks no ditlerent.

A fircwall is a secunty protocol 1o protect the intranct trom outside
access while permitting organizational access to the Internet The firewall
can also contain software that establishes 3 rirrual private network that allows
OrgAnizations to maintain privacy while sharing public nerworks for rransmis-
sion of their data. Data are enerypred before they are semt through the public
network and then decrypted ar the receming end. This methodology makes

customers feel more comtortable about providing peronal information, such
as a credie card number, online, Transmission of sensity e patent nformarion
can use this same protocol,

As developments
healthcare managers should monitor how their organizations are using this
technology, Special attention should be directed wowand the security and con-
fidentiality issues created by clestrome data access and rransmussion, Chapter
3 addresses security and confidentiality of healtheare information.

intranet and Internet applicanons continue,

Thin Client Network Computer )
Thin ¢lient computers are minimally configured 'Cs thar are, as described
vimilar machines

carlier in the chapter, suitable for a client,/server network.
can absa serve as wser workstatons on the Internet, The healtheare manager
will encounter a variety of terminology assexiated wath this iype af installa-
liom, including nerwork computer and diskles :-‘?"'P"“" The Goagle Cllrurm:
O8 (operanng system) is designed specitically 1t.lrk]IchrllCl .u:.ccﬁs and consists
ol a birow ser, media lw!ql\cr. and file manager (hplphﬂ) Studios n.d.),
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¢ and thus «an e :_4&..._.....,,_ rela cly

. ohar the manager wall face I MOVIng toward the yse

v L?_u.»u:mﬁ " _.Jn n‘.,.n.q..rtn become accustomed to the power
of thin chients uvr.d”ﬂa_.ﬂ.ﬁ .__.:n: desk. Making 3 change to thin clients could
.h.“““h Z:,Eru.hﬂn these users. Another &c.___,u_:umn”. as w.: u__. H..n__.s_:qr-
- ;. s when the server is “down™ the user of 3 thin client is also

conhg

ng situar

thﬂ‘ﬂ.r - . . - . a
In this area. 23 in all deasons conderming intormation systems acquisi-
ton and imstallaon, the healzhoare manager is well advised to be aware of all

alternaties and seleat the one best suited for his or her organization.

Summary

The trend toward the ereauon of integrated health systems and other industry
emarommental changes has made the information needs of healtheare organi-
zatons mereanngly compler. Among the strategics necessary to qnm_:.::_ W
thexe changes are the development of interoperable computer nerworks and
the use of telecommumicanons. These technologies are necessary for EDI
between and AMONE OTEAN23LonS,

Nerworks alvo can be cassified according to the manner in which the
processing tuncton » distnbured amon
wark: (]

architect

g the devices that make up the net:
I terminal-hoat system, (2 client /server computing, {3) file/server

re, and | Fac i i
ure, and (4 peer network, Fach alternative has its own strengths and
weaknesses, and the Approprate conf,

uon's strategac dirccton.
A vanety of tomponents com

ston media include wyreyd media,
- - '
mission and _npn_.,__zm cumpune

guration is dependent an the organiza-

Pose an information network. Transmis:

ber-opric media, and radio media. Trans:

. NS inglud
r:nmﬂ. Baleways, and roulers. & TS

with the nerwork servers hel

s, modems, muliplesers,
ework controllery g protocols assowiared
1o di 3 .

P10 direct the communication traffic on the

e ————— Chapter 6; Wit Architecture and Inlrastructure

S —
—

:ﬁ__...._._.r Finally, network contro saftware and
control the accessing and wse of netwaork rese
cllicieney

The configuration with which devices are
work is known as the network physgy|

rations, each with pros and cons

network operating systems
trees and help improve neework

vimnected to form a net-
tapoliney. Three alternative conligu-
care bus, ning, and sear topolagics; two or
maore topologies can be combined to furm 4 hvbrid network, Nerworks also
have logical topologics that guide dara transmussion. Four logical topalogics
are Ethernet (including fast and swirched ), token fing. H...?S.r and ATM.
Molale _..:_:ﬂ:._:__.ﬁ makes informatic n available at the pont of care.
The addition of wircless communication to the me tle computing device
allows the transfer of information between the device ar .

| central databuse 1o
oceur in real time. Spread spectrum technuology serves as the bass for wire:

less TANs. CDPDY is a WAN architecrure that makes duta transmission across
cellular networks possible.

The Internet is an impartant resource for healthcare Organizations,
It provides access to @ wide range ol informanon, allows the Organization
to achieve a presence on a worldwide informanion nerwork, and provides an
infrastructure for communication within the organization and with exrernal
entities, Internet technology enables a global network and remaore compunng
as well as novel technology solutions such as cloud computing

Networking and rel

mmunications are highly techncal and rapudly
changing arcas. Gaining a basic understanding of these areas, staving abreast
of the changes, and know ledgeably interacting with the technical specialists
in the field are ongoing challenges for the healtheare manager.

Web Resources

\ their websites) provide more informa-

A number of organizations (thro
Bon on the topies discussed in this chapter:

Healthcare Informnrics magazme (www healtheare inh .E..:#.......c:.:
publishes a resource guide of informanon technology companies,

Prowducts, services, and assoviations. .
MeKessan (www. mekesson.com) provides extemive information about
1t technology products. '
Micrusolt (www.microsolt.com) offen uxr tips and guides as well as

product information.
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kool the sy e

1. Name it 58
ol ..-.._...___

the funcoon
3 Give 3 bref desn|

their advantages and

W of three secondary storage media, _:f._:.__:w

disadvantages.
he relamve ad anrage of using a ponting deviee 1o enter 4

.‘ ﬂ ﬂ qf. ; i i 3 ™ I LR " .

B A | signs compared with simply typing in the values el

s vital 818

pancn

keyboard. . ..... .,.
ow the use ot 2 patient 1D bracelet containing a bar code
the patient’s n

na _251:9_.

4. Suggoesth
won of
ﬂﬂﬁﬂn.{nu:ﬂ_»

oved qualiny of ¢are -
pee berween devices capable of voice input and

and a bar cade scanner can leag 4,

impr

HIT SERVICE MANAGEMENT

Learning Objectives

1. Articulate the impact that unplinned wi
mation technology (HIT) department.

2. Identify a number of differeng PrOCess-im
could be applied o the man; gement of

vk has on the healtheare infor-

provement frameworks that
the HIT department and the

Scanned with CamScanner

5. Eaplain the dittere
volce-recogninon

6. Explun what is mean :
cations where high resolution is important.

= List the four generagons of programming languages, and briefly
describe the charactenistics of cach.

8. Why are users doing so hrtle in-house development of software today

9 Dustinguish herween an interfaced system and an integrated system.
135,an <ome examples where one model would provide an advantage

advantages and disadvantages of each ap
3. Describe the Information Technology Infrastrucrure Library (ITILY
service support components and their interrelationships ,
4. Articulate why the configuration manag,
service SUPPUTT prowesses.

technology.
t by the resolution of a VDT, and indicate appl;-

proach.

ement darabasc is critical to the

5. Describe the ITIL service delivery components and their
interrelationships.
6. Describe what service-level agreements are and why thev

to the HIT department, arc important

over the other.

10, List three specific functons of an operating system. 7. Describe some of the reasons given for HIT service continuity plan

: failures.
11. How did the integration of healthcare systems affect the development v
of computer networks in healthcare organizations?
12, What is the difference berween digital and analog waveforms? Overview
13. Whar are the advantages of fiber-optic media compared with copper
N . .
media? A consistent area of focus threughout a healtheare manager’s career, regard-

less of responsibility, is the constant effort to achieve efficient, cost-eftective
operations. While it is cerrainly true that all healthcare managers will continu-
ally be asked 1o think more strategically, a focus on the strategic aspects of
the job at the expense of the operational wspects is a sure recipe for Rilure as
a manager. Debra Walker, former chicf information otficer (C10) ol Good-
year Tire & Rubber Company, provides a framework for how 1o think about
the effective management of a healthaare intormation technology (HIT)
department for ?_.L# operational cttectiveness and &Dﬂnr...__.. :.:m..-..... She sug-
Bests that the HIT department must master _.__H_..._n..n_,_ of ﬂ:.__.ha., The _._.H.n
level provides a rabust and reliable infrastructure for E... organization, which
is covered in Chapter 6. The second level, s.___m.e.r builds on the base _ﬁ_n__.
provides excellent HIT services, which is the focus of this chapter. Walker

14. How do the three physical network topologies differ?

15. Describe some impartant applications of electronic data interchange in
the healtheare field.

16. How does mobile computing differ from wireless communication?
17. Explain the difference between an internet and the Internet.
18. What is the purpose of a firewall?

19. v ;
Vhat are the benefis of using a thin client for Internet connection?
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1 level by noting that it [the FLET ...,..._.,._:_:..,:_ | Ahieyg,
r 1s the credibility that allows it and the Clo| g,
. )

with the business to do the very higly v

characterizes the thir .
those owo things, then [it] &

. Mue.
i 1 el partnenng it : e
vr__u_.“_ __M ._.a. ﬂ.___m..ﬁ”u.““.”._aﬁ_n.:,.. competinye advantage™ (Ficld 1998),
added achvikies
Why HIT Service Management Matters
The asservon that the more yactical or operational clements of -

vices are critical to strategic HIT value ;...___.E._.....W .,...__H,r._w_,;_,.., reinforeed i
2 number of academic studics (Agarwal and Sambamurthy w:ﬂ.ﬁ._. Kaplan
and Harris-Salamone 2009; Singleton, v..&h..E. and .w,:_:.:.. 1988, Smalgy,
Sambamurthy, and Agarwal 2006; Watson, ?:...:E_ RKavan 1998), My, in
T ..E.._ that Maslow’s (1970 hicrarchy of needs s..:%.. in the field of
psvchology, if lower-level ,.___,_...q.&:_:_ _.:._,.znn._.. (g, _.n__.._—..__r :nEEn::.P
consistent and effective HIT support services) are not being mer, the CEQ
mav wonder if the CI1O and the orgamzation can be effective in delivering
the higher-level strareme HIT needs of the institution.

..—:.:.__....FE... only the most progressive organizations are adopting best
pracuces in HIT service management, while many HI'T departments continye
to rely on informal, “seat of the pants,™ error-prone processes (Hoerbst et g,
2011; Schick 2001 ). This leads 1o reactive “fire fighting” Operating norms
within HIT departments, when formal, proactive approaches would be mare
effective. Recent studies suggest that one of the most accurate indicators of
HIT departmental effectiveness in delivering quality services is the percent-
age of unplanned work in which the department is engaged. Unplanued
wark is any actvity in the HIT orgamzation that cannot be mapped 1o an
authonzed project, procedure, or change request. While unplanned work can
never be endrely eliminated from the HIT department, Kim (2006) suggests
that the narre of the unplanned work is very different for high- and low-

performing HIT departments, [n Kim's study, low-performing HIT depart-
ments’ unplanned work includes the following:

¢ Failed change. The production environment

ment, and the customer js e quality assurg
Unanthorized change. |

is used as a test environ-
nae cam.

e Engineers do not follow
Ment process, making mistak

No preventive w il
m____..._m es i ::._n “___... rk. | ailing tw conduct Preventive work makes ﬂnvnuﬁr_
o npa__n._zu_.. n., ?HE: ume 1 repair may be improving, but without
“Hise analysis, the organizarion :
| 2auon is dog mc prob-
lems over and over, med to fix the same p

the change manage-
¢s harder to track and fix.

o Conflanuration inconsisteyy, Tnco
forms, and configurations
mastery Jditficuly,

Wistencigy |
T nn.:: In user Ipplications, plat-
Propriae raining 3n, <onfiguratian
o Secnrity-related patching opd j
: i I _:o_._m_:zh |
- Inadey

and inconsistency ::::mm.:,_:::., make 30|
rp

Juate c:;nz.u:_:_._w

extremely dangerous, ¥Ing sccurity patches

o Tho mnclaceess. Too many People have

. . 100 muc
HIT assets, causing preventable h access

_ Lot many
15%ucs and inadents.

In nczﬁ.an. Kim (2006) foung that _._ww__._...i.a_.am:w HIT 4
have very different types of unplanncd work, whigh include the LH.-M..—M:M._:
ng:

Product filures

-

Release Ires

Human /user errors

The key difference between low-
ments is that high-performing HIT depar
and processes that cut 701E_=Er.

and _:w___._.ﬁ:._..:j_sm HIT depare-
tments put in place holistic controls

across the HIT department, whereas
low-performing HIT departments often operate in vertical function-based

silos with little to no formal cross-functional controls or provesses. Interest-
ingly, the Sarbanes Oxley Act, passed by Congress in 2002, now mandates
that holistic and formal controls be established for all for-prufit organizations
(Library of Congress 2002). However, these contrals are not mandated for
nat-for-profit organizations, which make up the majority of the healtheare
delivery field. As such, many HIT departments will continue to have high
levels of costly, unplanned work as 3 result of poor adoption rates of leading
organizations’ process frameworks that include but are not limired to the
HIT process improvement frameworks outlined in Exhibit 7.1.

Sundaresan (2005) notes that "while transforming a typical IT g
Nization into an cfficient service delivery organization is difficult, companies
that don’t make the transition face loss of competitiveness, ._..:__a. . _.H
organization faces loss of credibility, influence and most __=__......J._=__..., impact.
Kim (2006 illustrates this sentiment via the following scenanio, adapted for
our healtheare purpose:

¢leasing a seemingly small software

chasr
Suppose someane changes an IT assel [su the change falls cata-

_— HR), but
patch to a major enterprise application E_"_.__: an EHR} 2 carmet skt
strophically due to lack of preproduction testing and n_:”.um._ ation for the IT opera-
tion. The falled change results in an G i n_n_n.r __”_ﬂ__._a thanges. The service
tional staff; IT drops planned work to remedy he resuls

Chapter 7. i1 Service Management
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EXHIBIT 7.1
HIT Process
Improvement
Framewaorks

e ——

Information
Technology (IT) |
Process |
|mprovement _ pescription
i == | ———— ll]...n_l,;ﬂzasr,_.r best suited to process
Capability An IT process ,a_ﬁ._o”._.._..m%n the application development and
Maturity Model improvements surro e model 16 based on five levels of
(CMM) maintenance domain. ks
| maturity (Gartnet, Inc. 20015
| Level 1: tnitial —no repeatable processes . )
| | Level 2: na&.s_u_u|.3::.._._..S_m.aa:__mz__n: process In
| | place, policy compliance in place, and basic project man-
_ agement in place
_ ! e Defined —application-development processes are
__ | well defined, as are applications training and coordination
| 7 professes
| Level & Quantitatively managed —precise measurement, fore-
7 casting, and predictability are added; seeks to reduce spe-
ial cause-process vanation
| | Level 5: Optimizing —cantinual process improvement efforts
_ | 21 reducing common cause-process variation are added;
[ describes what characterizes an arganization at each level
| but does not describe how to get there
| Control Objects | An [T gavernance, oversight, and process audit framewark
for Information | recently inked to Sarbanes-Oxley Act of 2002 corporale finan-
Technology cial reporting rompliance law. CoBIT is made up of four main
(CoBiT) areas of tontrol objects along with two supporting areas of

focus (T Governance institute 20o5):
|1 Planning and organization —assess strategic plan
| creation, how projects are managed, communications
| and messaging, and human resources
| 2. Acquisition 2nd implementation —assess how the
organization acquires IT assets, how it implements IT,
and how changes are inserted into existing 1T assets
Delivery and suppont —assess how end users are
supported and served
4. Manitoring —ensure that regular audits of IT controls are
accomplished and that reporting is available on internal
financial controls
Information — assess the degree to which information

about the IT operations and internal controls is available
for proactive managemenl aclion

__ﬁ..ms_._:..mui.mmaum the degree 1o which adequate
resources are in place Lo ensure effective internal

(]

wn

o

controls are in place

(continued)

Chapter 7: HIT Service Management E

Information EXHIBIT 7.1
Technology (IT) HIT Process
Process Improvement
Improvement Framewarks
Framework . Description (continued)
CoBIT Like the CMM, CoBiT lends 1o describe what tharactarizes an
(continued) organization that has solid internal control mechanisms in

..ﬂ|_b:__ UEN__-. M._.:.:; Dq.:n..n.ﬂ.___..__ descriptinns.
Internatianal Also from manufacturing, IS0 gooo requires that organizations
U:__._&m:um become accredited or registered, therety assuring custom-
Organization ers that Lhe organization adheres to the |SO quality assurance
(150) gooo standards. One criticism of 150 9000 is that it requires a great

deal of administrative overhead to employ IS0 gooo standards

and become registerad.
Information An IT process improvement framewark centered around seven
Technology main IT management domains (iItSMF 2004):
Infrastructure 1. The business perspective —processes focused on

Library (ITIL®)

aligning IT investments and activities with business,
strategic, and operational needs

IT service management (service delivery) —processes
focused on ensuring the long-term availability and
capacilty of IT assets

IT service management (service support) — processes
focused on holistic approaches (o change, release,
incident, problem, and configuration management

2

s
.

Information communication technology infrastructure
management —processes assoclated with the full
lifecycle of IT assets fram requests for proposals to
acquisition, testing, implementation, and retirement of
the IT infrastructure asset

5. Planning lo implement service management—planning
framework lor Implementing an IT service management
improvement program to include the cultural and
organizational change issues associated with it
Application management — processes locused on all
stages of an applicarion’s lifecycle

7. Securily managemenl — processes focused on
information security to include assessment of
information security risks and mitigation strategies

&

i

Well suited 1o organizations whose C10 of IT leader is cham-
pioning IT process Improvements, As ouu_E!__ 10 some of the
olher process Improvement models, ITIL provides _._.nr__a.,__u_
how-to guldance via its many generic ITIL process flow dia-

grams and descriptions.
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four hours to repair and invalves 25 1T staffers
s
Dp_nan_.. assurance] workers, data-

and securily. Lost 1T stalf

dent that take
tion dev clopers.
5 admanistrators.
anned work.

1 wark. In this case, the

disruplion causes an incl .
fram all functional roles: applicd

system
base administrators. network __.._.a 1% -
e first cost of this episode @ :
omes at the cost of _u_._:a.._.n projec

Hers are taken from the critical path ol animportany
gl = uﬂ.__—a!u_aan_ completion date slips one week. In addi-
ject _2_..._“. _qﬂ:u {o employ a team of contiactors longer.

1o mount. While the IT staff works Lo restore service, |physi.
ki rvice desk to find aul why Lhey can’t access their [patient's
cians and _.__._33::” ““Mgu“ﬁ health recard (EHRY Because of the large [EHR user|
base, [hundreds of ””5_ call the service center. The excess calls require the service
nuam, to activate the overflow call center, which costs tens of thousands af dallars.
\sg disrupted hecause [the delay in EHR related workflows causes delays

arging patients in a timely manner].
thousands of dallars; service

productivity is thi
unplanned work alsa €

application develd
action projedt. and

patient sat
tion, to address this pre

intormation in the

Revenue 152
dmirting, transfer and disch

Downtime and IT project resource costs run in the
|ost revenue and the delayed IT project costs are in the tens of thousands.

ge affects [the revenue cycle), costs increase almost

ina

center (oSS,

Now that this single rogue chan,
[The impact on the revenue cycle for a large hospital can easily run

t revenua (workfow disruplions

exponentially. .
imto the hundreds of thousangs of dollars in either |osl
¢ause 3 bed 1o nat be available 1o admil a new patient when needed) or delayed rev-

enue of decreased marging (patient discharged beyond normal length of stay).]

&nd. there is one more extremely high cost of unplanned work. Any of those late
projects, whith are getting even further delayed, had some ROl that the [arganization]
anached to i So, every moment of unplanned work delaying that project has a quan-

tifizble oppartunity cost. ...

The scenario is all too common in most hospital and healthcare deliv-
¢ry organizatons. As such, doing nothing to improve these broken HIT
processes will make it increasingly difficult for the C1O and the HIT depart-
ment (o take on the even more challenging strategic HIT issues facing the
healthcare field. It is bevond the scope of this text to expand on cach of the
various HIT process improvement frameworks listed in Exhibit 7.1. While
cach has its own advantages and disadvantages, the Information Technology
_=:...__...=.:nncan Library® (ITIL) is an HIT process improvement framewaork
that is well suited to improvement efforts led by the CIO or HIT leader and
_;n?.p:..ﬂ.na (Young and Mingay 2003). As apposed 1o some of the other
ﬂ._.:mn_ﬂ improvement models, ITIL provides high-level “how 10" guidance
via its many generic 1TIL process flow diagrams and descriptions.

:.___.w Information Technology Infrastructure Library
“H:ﬁﬂ:n::.w_ Objects for Information Technology (CobiT) (see Exhibit 7.1)
hought of as a framework for ._.._5“5:_,:?__5%“ an HIT department

Chapter 7: HIT Service Management

<hould consider having in place, I'TH . ¢ .
e iepartmen( rotisios .._:_.:E __#..._._ﬂ__d:“.“a_.__””.n.”_ _m_ﬂ_“ ...._....:.. :..,En:.:nr 2..__..._ "
HINT service management, The TTTL wys o 1zinally W..sq.__u_.__dﬂﬂ.”,.___.ﬂz___d —Mu:_,“_r._:.”.,
Giovert ._; Caommerce (OGC ) in the United Kingdom ..__." ._,.f _ _.n _.”._5.. :
a __::..:ﬁ.. {ramework lor providing both the lower level and __ g _.__:.2__. .._ _-_: _..._...
peeds ol an organization {see Exhibae 7.2, Arguably n,_:_rz._:_m_._r,ﬂ = MH i
budget levels—which typically average 2 percent ._._ o __ =P
comimt ::. _:..._ itals (Ciotu and Tt <h m__:_...___.:__._ ) _H,ann.:_.sm., CIpCNses in
health delivery arganizations ( McGitten et p._. u__:.an..Hw:.”cﬁ__”_.”..”.”:._n“”._:.“._a e
tion of the entire ITIL framewark challenging. Ry this .:.n En..“ ¢l u_.ﬁ..ﬁ.
requires organizations to dedicate some :_..,__:...: resonrees tomoard ?H”_:n mL
place the more proactive ITIL processes. However, the lows -operaning _H:.-.
budget levels that exist within the healtheare industry mean thar most HIT
departments do not perceive that they have the a— resources needed to
break out of their reactive, fire-fighting mode, Ty comparison, the financal
services indusery expends 5 percent to 7 percent an HIT operating budgets
{Baschab and Piot 2003; McGitten ct al, 2013} and, not coincidentally, is p
rabust adopter of h the CobiT and ITIL frameworks. .
HIT services in maost healtheare organizations will, out of necessiry
most likely require more proactive approaches with the increasing usc n._m.

— _|.
Planning to implement service management
Service management |
B | T
u Infarmation e
5 ) communication | ¢
i The business technology _..“
n perspeclive infrastructure |
M | management | |
s _ 2
g
Service delive : y
¥ Security
management
=
Application management
[ ——
SOURCE; € Crwn Capyright matenal reprosduced with the Kiswd permission af the United

J the Controller of Her Majesty™s Stationary

Wg ,,.m_,p_::_. Ohce of Government Commierce am
Mhice (FIMSO); © Copyright tSATFR, 2001

EXHIBIT 7.2
The Informa-
tion Technology
Infrastructure
Library
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3 Wy elinical decision sup,
. o i ‘h as EHR with ¢ pport -
mission-critical u:_o:_._..._..“:._w e  order ey (CPOL). The service map IT Service | Service desk | The single point of
- . pred phys L * . i tonla ——
(CDS) and comPCser : d service detivery) components of the I77) Support dents and wwmr_.ucn_.ﬁh. for users to report inci- EXHIBIT 7.3
4l A 5 @ - 2 I ———— 2
Jpement (service support an = araibate well sui Incident Th eshaoting resolution Elements of
B he middle box in Exhibit 7.21 ar¢ particularly well suited 1 e process by s,._nz__gcﬂ_.lﬁ[{
’ - mi ) . . . 8 " .
e hat seck to improve their servive delivery and support vig | management | managed to resolution = atinciderits ere Fill:agrvice
s that s i N : 0 resolutial
HIT deparument i A T service worktlows (Grajek 3 Problem The process by which reer o 1y Management
; { integrated ] nd ¥ which rec :
more proactive, holisuc, and MLeEs management | to determine and proyig urnng incidents are analyzed
- ol .
Cunningham 2007} ) o v that “IT causes e permanent solutions for root
The IT Service AManagement Forum (2004) notes that *ITIL ., | .|n_5:mm The procesch
- ot puidance for T service manageme 5 by which ; m
provides framework of “best practice guidance lor _._, Fvice management | management | computing m:q.ﬂ_uaannﬂuﬂmuuma:.;_an.._nmn___.,E:i
and is the most widely used and accepted approach to IT service management Release The pracess by whi — Sl sanatn
in the world.” HIT senvice management is composed of two main domains: management | lion or oua_m:.____.wmu__ﬂ a,__a___._mi releases of applica-
- divery (eee Exhibi 2 em software is imple
service support and senace delivery F.....mw._:._.._m.u; . . . Configuration | Clasely tied to all of the abay i —
The ITIL processes outlined in Exhibit 7.3, along, with project man- management | cesses, configuration ma ave |T service support pro-
: o . : nagement is th
agement concepts and pracuees discussed in Chapter 11, can be thought of which the Bauc_h_._wm:_._.__uw_..ama o u_ohnn.onmmu by
i . . = . = menied—
as the fundamental HIT servaces nw hich every HIT department must excel typically in a configuration management database
to be successtul, parocularly as hospitals and healtheare delivery organiza- IT Service | Service-level | The process by which service levels are negoti-
tions become even more Jutomated. While informal, scat-of-the-pants HIT Delivery | management | ated with end users and tracked for performance
service management processes may have been adequate for organizations adherence
with largely paper-based records and manual processes, these informal ser- Availability | The process focused on ensuring that the IT infra-
vice management processes will no longer be adequate for organizations that management | structure and suppart services are available to the
I P E q business functi
increasingly rely on digitally enabled workflows such as EHRs with CDS and p— wlli
s - - g = a
CPOE. HIT senvice support processes are discussed in more detail in the _._._m_“_._m...nn_wam_.__ H_m Janm”u aﬂcmmn_ on ensuring that the T infra-
. ructur t i i
next section. cture has the processing capacity needed by the
business functions
Financial The process of accounting for the complex nature of
HIT mmnc. S rt management | IT services, understanding cost by unit of service, and
ice SUppo assisting management with decisions related to IT
services
All of the HIT service support processes identified in Exhibit 7.3 are heavily Service Formerly known as the “disaster recovery” of “busi-
interrclated and should be put in place with forcthought. Exhibit 7.4, for continuity ness continuity planning™ function, this is the process
example, provides some insight into how these processes are related. management | by which organizations identify their __.._._Em eritical
applications and design, test, and maintain atterna-
Service Desk tives for providing IT services in the event of a major
service interruption

Almost all hospitals or healthcare delivery organizations provide a “help

" “ - " i - - !
an..u_... or “service desk,™ which users call or access online to obtain assistance
with computer-related problems, This is likely the most misunderstood and
underappreciated service provided by the HIT department. Best practices in

SOURCE: Adapied from itSMF (2004},

—
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ooves C10s and HIT depart-

of the HIT services delivered. Therefore, it beh : ! \
cr service practices arc in

providing scrvices for incidents (when malfunctions occur that require HIT
g custom

support services (o repair) are discussed later in the chapter. Here, the health-
nu.qn manager _.._._E. recognize that because the service desk provides such
wide ....»?:..::,. into the customer interfacing operations of the HIT depart-
ment, WH becomes—for better or worse—one of the main ways that healtheare
executives and managers throughout the organization gauge the c[Tectivencss

ment mamagers to ensurce that the leadin p
place. The IT Service Management Forum (2001) notes that the service
desk is “often a stresstul place for <ralt to work, [and _, :_,,_._nwn:.“a.”_m_..m .n_.___u
importance, high profile, and the skills required t© _._.,4_3__1:.# _M. u“_qns.nnm &
€an severely hinder an _...qw...:mnu:c:.u ability o deliver QUITER i
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Configuration Management Database (CMDB)

SOURCE: © Crown Copyrig) i r J
Government ﬁ__Eiqqawdﬂﬂr_nn:“_nﬂuhﬂﬂw”ﬂ__:_..n._p,....:_ :.x. kind permission of the United Kingdom Office uf
by er Majesty's Stationary Oflice | HMS0) ), © Copyright itSMEW,
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fur most of the use e

Fe 3 " C users of ..:_.__—.:.-nﬁ.-. fe
the face of the T department, w
or healtheare delivery organiy

hile f__.:.,..;__._.__.q_ﬂnf the help &nw‘_ﬂ represents
a0 have the o e _..:.%_:u.._,...”_a ol the hospiral
ey teams within the pypp __1:_.:_:_:. to interact with the
all ...:.__.__:_—é_.,.... A SOmE point in thejr i, ”.._”__ﬂ.__““&n:_. statistically almost
use the services of the help desk, Gartner xnﬁ.hqn:. Y€ a need to contact and
wsers will place between 1 and 2 calls per month n_.s.ﬂmn,: e AreTagE,
1all, and Stegman 2011, This docs ok o the help desk {Guevara,
aser will call the help desk at leagy B mean that cach and every

._—__...,..—. sEFvVICE o

cessarily
a
six calls in one month and six maore the “_“...““:-.—_u_..__unu_m._....___.._h._aﬁﬂ user may v_._.n...
another may not place a call for 3 year or more), :n...._:_.“"n n:...._nvr. while
address not only malfunctions or incidents Buit alse _:_s..z._E:“. help desks
time a user can average L1 ro 1.6 calls per moneh. }a._:._E“..-ﬂ,,_h_M.mc::m.hu_.f_n.q
74 indicates, a second source of incidents comes from HIT .A.: . =
management tools that can monitor the HIT infrastructure ._S..v...n,_s::_.._
thresholds are met (e.g., central processing unit (CPU| __E_.cn.m? :”.:d _..n.n.u.:."
scrver reaches 75 percent, disk space in the storage arca nerwork R.“,H_”“_w...u
percent capacity), these management tools will automatically trigger “z ___._..,u
denr that initially gets sent to the service desk for o, || ci-
Hospital or healtheare delivery organizations typically have one of
three different types of HIT service desks: ! :

L. Decentralized. This is typical of many academic medical centers
where often a central service desk exists, but historically many ..mq?:.
ments retain their own HIT staff to deal with incidents within their
deparunent.

Virtuai. This is a new form of service desk w hereby a single contact
phone number or website is provided for iniating incidents; however,
the actual services may be delivered by a number of different service
providers, including internal staff and a third-party provider.

ol

Centralized. A central pool of resources typivally within the HIT
department provides centralized service-desk support.

While there are pros and cons for cach type of HIT service desk, the
key feature thar all three must put in place to optimize senvice support is
anintegrated view of all incoming incidents. This view not only laclitates
A coordinated resolution of the incident but also ensures that trends across
the ente rprise can be spotted and more proactive approaches can be applied
o prevent incidents in the first place (as oppused 10 simply reacting to them
cach time they recur).
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or Healthear

Incident Management -
The goal of incident managemeit

a5 L kly 4l withl 4. nuimn ..::3.
5 C with i A |
_—_, \oas _JG.w.ﬁ_— l¢ 1 . . - |
: 5‘ hus —.-Ar__um_ i __._..._. the best ._r_:.rr.._T_r r.f.-.._v ol .._....a—_.-g...___.__._. :
¥ us ¢l
..a.Dn.E._.D 5],

— :..;:“ 7001). In most orpanizations with a Leirg)
aintamed o -1
e are channeled through the serviee desk

neidents
an, all incider — ay i
ice desks are organized to provide three levels of

wo restore normal service OPCration

an ta the business [or clinjcy

service arc n
service desk functt
Typically, cenrral HIT sery
mﬁﬂ.q._ﬂﬂ_...

jees, All incidents initially come to the individig)s
| sSupport services. .H_.Emn. m:_...:,_mr_:p_m typically log
the call ar reguest into a “rrouble ticket” or “incident Jﬂ._:n_mnﬂ_,._m-s
darabase so that incidents can T... _:..z._,.“.i from start to finish. Addition.
ally, the first-level support stall are sﬁ_n,.,_,_u. ﬂa._:.,dwo handle most
routine, recurring incidents such as resetting a user’s _upmméaad assist-
routine officc-antomation software, and answering how-to

n HIT scrvice desk technicians are armed with service

1. Firse-level support &t
that staff the first-leve

ing with

quesaons. Whe
desk tools that allow remote control of a user’s desktop device, orga-

nizations can expect 63 percent resolution on the first call into the
first-level support technicians. With increased training and access o
a knowledge base of symptoms/resolutions, first-call resolution rates
above 80 percent can be obtained (Anton 2001).
2, Second-level support services, Incidents that cannot be addressed by the
first-level support rechnicians because they require greater expertise
and mmaining or require thar a technician physically go to the user’s
location are handed off re dedicated desktop or ficld-support techni-
cians for resolution.
Third-level support services. Incidents that are routed to third-level sup-
port arc typically the most difficult and unique problems and often
require deep root-cause analysis and reengincering of the application
or system affected,

L

Exhibit 7.5 depicts a sample workflow diagram showing how incidents
may flow through the various levels within a service desk.

In this example of a typical organizational central HIT service desk,
J_n end user can either call in an incident, a request, a problem, or a ques:
n_o:.EE,Du or, for nonurgent IRPQ, simply open an incident report via the
service desk’s web-based incident porral pﬁﬁ.:nu:,c:. In cither case, first-level
service desk technicians will initially address the [RPQ and attempt to resolve
iton the spot. In this example, the service desk technicians also have access ©
i ITIL best practice—configuration management database (CMDB), which
is covered later in this chapter. In shore, this is essentially a knowledge store

Chapter 7: HIT Service Management H

Engineers, project

Servi
rvice desk managers, and

@ Conflguratign application developers
SAT Mmanagemen| SAT
database

fe=

).mﬂu‘ First level

IRPQ=—3 Second level

IRPQ

Frojects and 1equests Third level

5%

_m = SAT
Incidents
Requests
Problems
Questions

of solutions, uzms.qu,.u.:m_ temporary fixes (SATs) as well as a knowledge store
m.uH system n.n__._mmcann_: scrrings that first-level technicians can use to poten-
tially ny,m.n.ﬁ_:n the resolution of an end user's incident. However, if the first-
level service desk technician cannor immediately resolve ir, the IRPQ gets
cscalated to a second-level service desk technician. Finally, for organizarions
that have implemented a portfolio or program management office (PMO) as
outlined in Chapter 11, often the service desk becomes the “front door™ for
requesting new HIT projects, which, as Exhibit 7.5 suggests, get escalated
immediately to the PAMO,

Second-level HIT service desk technicians make use of the CMDB and
may create new knowledge within it when they discover a permanent solution
or find a reliable temporary workaround or fix to a recurring prablem. As the
exhibit indicates, when second-level service desk technicians cannot resolve
the issue, the IRPQ is then moved to the third-level service desk technicians,
who typically are members of the organization’s HIT nenwork engineering,
server administration, or applications development group where root-cause
analysis occurs along with efforts to engincer a permancnt solution to the
IRI'Q. Ideally, first- and sccond-level service desk technicians should be able
to find SATs 95 percent of the time, while third-level service desk technicians
should be needed for only 5 percent of [RPQs.

Without a disciplined, cffective front-door approach

and requests for services, the HIT department can quickly Vnn_n.:._n ﬂsﬁ:w&
the service desk process. Addidonally, with-

other 1TIL processes (€.8., change

to all rouble calls

with requests that circumvent
out the integration with some of the

EXHIBIT 7.5
Sample IT
Service Desk
Workflaw
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sement,
lease mMANIEC o
management, rele ot) the serviee

discusse or in this chapte

d later 17 hi P

C ceolim and MoDwrmett (= SN aueeest that
tive. Ciecodr MDD 1) 1)

ce desh acts as little more than an answering service,
' "
ases, the tront-line s.lﬂ them to a mare senior 1T person [second- or thirg.
idents and forwanding tion. Further, service deshs often lack the nformg.
uth '
s DS particularly thase that involve Dmplh't.\ry
S end-u
tion reeded to adcress otilization of front-line service desks pases both costand ¢req.
% nder- 2 [ .
apolicabions. The u T erganizations. Incident resalution mshlﬂndmd\retluppunm.w
iniliey probiems for ITorg <sed on ta more senior IT specialists. Business usgrs
and perceptions of IT aften sour as customers fai 14

in many G
logging inc .
level support techmiia ns] for resol

costs) incTease as (ases are P

declines
suffer from productiity ; :
see their issues being addressed ina timely fashian.

B nees in inadent management to overcome these costs and
a1 pracme £

productnary dechines include the following:

Inusung that all users employ the service desk as the front door (or
submurung all IRPQs
Using effcctve automated service desk tools, such as telephony to track
phnn‘c metnes (e g, average Bme a customer is on hold}, and service

o e, I
desk management software to log and track all incidents through o
resolunons o
Ensuning thar service desk technicians have access to an cffective
CMDB, whuch serves as an effective knowledge base of system configu-
rannn serrings, upcoming changes to the infrastructure, upcoming new
releases, known problems and errors, resolutions, and workarounds

* Ensuning that service desk technicians have access to service-level
minigement dana (covered later in this chaprer)

Onc of the most important functions of the service desk—in addition
1o quickly finding a resolution to an incident and rerurning users to produc-
ove use—is providing dara to spot trends that require a roor-cause analysis
and a more permanent resolution, For instance, in tracking monthly incident
metrics, the HIT manager spots the same incidengs recurring cach munth, As
Exhibit 7.4 indicates, these recurnng incidents become the input to the next
HIT semvice SUPPOrT process—problem mamagement.

Problem Management

The goal of problem management s
business of incidents and problems ¢
nents of) the infrastruciure and to

“to minimize the adverse effect on the
used by errors in (any of the compo-
Proactively prevene the occurrence of

e _— e Pter 7 IT Service Management m

cnts, problems, and Crrnes,

jng

A prohlem
canse 0L one o amore incidenrs It

Wil gy
wearkapey

is the unknown underlying
e a known error when the roog

s 18 knowen and g temporary ;
= nd or 4 Permanent [solution | has

peen idemificd™ (1SME 2007
With incident nun.\gcrncm. the Primuary 1<
end users as quickly as possible, This ufien results

<nted to gl
ever HIT assetis needed 1o perforg I

on the other hand,

oal 18 to restoee SCrvice to
M emporary workarounds

or Band-Aid solutions being implem ™ the end user ¢ |
o use what-

s or ler
is fowused an drt:rmmjn_u t
of incidents. Root-cause analysis shayld not
Joint Commission {2003) FEQUIres oy

1ob. Prablem Management,
he underlying ront cause(s)
bea forcign concept, as The
e analise o be conducted to
ents that oncyr gn healthcare set-
HEs and Space A

get to the underl

£ causes of sentine] ¢y
tings. Furthermore, the Narional Acronay
N.'{S-”\ uses root-cause analysis routinely 1
spacecraft system maltunctions. These ME FOOt-cause analvais Prixesses are
applied by leading HIT depariments 14 4 means of providing world clas HIT
support services. Root-cause analysis s composed af the ti:llnumg four ¢le-
ments (Rooney and Vanden Heuvel 2004);

Iministration ar
» determine underhiang causes of

L. Dara collecrion, HIT department analysts

coallect all known informarion
about a parti

lar problem from myriad sources, which include but are
not limited to the incident management database, the ¢
management database, and change conerol loggs,

onfiguration

2. Causal factor ehareing, Analyses ereate a Howchart of events, configu
ration sertings, and other known facrs that created the problem. This
charting process often identifies £aps in knowledge thar require more
data collection to investigate the problem. Theretore, the data collec-
tion and causal facror charting should be viewed as iteranve processes
that work in tandem. Additionally, it is not uncommon for mulnple
contributing causes to problems to evist,

3. Roor-capse identiffearion. Afer all of the potential contnbuting causes
have been identified in a flowcharr, analyses identify the underlving
oot causes for the problem.

4. Recormmcndation stcncration and implomentatian Hl‘“'_ on the par-

ticular root causes, people trom the HIT department with t?‘lc rrlr.:\'.m[

skill sets are pathered to generate ideas about resulving the idenuificd

OO causes, sclect the “best™ recommended solution(s), and develop

and implement the plan (this typically mvolves the change management

Process discussed net),

3 B mManagement processcs
Healtheare DAL ik with fa Pmbt]::mufmcrall incidents that
in place can expect Lo see a reduction in the number
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Change Management

o s e administer need .

ey i ﬂ;:”“]‘ JI‘I-\Ii’an'nn or architecture component—arganizations
: . c

defined as any

review con mittec or change ¥

ge I pe Foview comnm . : -

rencrally defer to a chang ; " ) ‘ =

Thi mmittee is made vp pl‘ll’h.\nll\' of HIT personnel from all of the vari
his comn E

ous teams within the HIT department alang with key users from the business
I 4 3 ha g i ,
and clinical arcas. T \]’\ﬁ.‘ll m;‘r:nnunnn of such a group includes but is not

limited to the following:

od changes to the HIT infrastructire—broadly

dvisory comimirtee.

« Nerwork engincer or architect

« Scrver/hardware enginect oF architect

«  Key application analyst

= Support center manager

= Nurse manager

¢ Business office manager

o Dhysician (3s needed for changes that involve physician work{low)

« Vendor representative (as needed when changes affect a vendor-
supplied applicaton or hardware device)

« Third-party consultant and other rechnical expert {as needed)

This group meets a5 oficn as nccessary 10 proactively manage upcom-
ing changes. Typically, organizations have a means of dealing with both
urgent and routine changes. Urgent changes follow a fast-track approach,
such as quickly rolling out the latest virus-protection signature files to all end-
uscr devices after an organization is hit with a new virus. Routine changes
include those for which lead tmes are known and can be planned in a less
hurricd manner, such as adding disk-encryption software to all end-user
devices, which can be planned far in advance and rolled out in a measured
way.

As Exhibit 7.4 indicates, requests for changes can come from the busi-
ness or clinical units (e.g., request to interface two preexisting applications
that have not previously been interfaced), can come from incidents, or can
stem from a problem management process that has recommended changes
to alleviate root causes to identified problems, Additionalfy, change man-
agement process must ensure that ongoing

= changes are documented in the
organization's CMDB,

Release Management

. A " release
The purpose of release MANILEMENT processes is 1o ensure that either a new
software or a new hardware being added e, 2 iy

and tested insuch 4 way that ir is Put into service without causing negative
elfects (described earlier in this chapter). For instance, as part ol the health-

ission-critical application,

environnient has been built

care Organization’s testing of a new venion ofan
an HIT manager discovers that the software will run only on hardware with
an upgraded operating system and upgraded hardware memory. In this case
the decision is made to release this new version of sufiware as partofa p:cl’.:
age that includes an upgrade of its associared hardware. Organizations with-
pur rigorous release management practices suffer from disruptions in service
due to unplanned work as described by Kim (2006).

The full release management process as outlined by the IT Service
Management Forum (2001) includes the ﬁmllm\'ing processes, all of which
are tied to the CMDB at a minimum (as it is the defir
for documenting changes to all HIT rescurces):

tive knowledge source

* Release policy (clarify roles and responsibilitics within the HIT depart-
ment, and establish business rules or operating norms associated with
haow releases will be managed)

* Release planning (develop a succinet but comprehensive plan for each
specific release to include a contingency plan to remove the release and
return o a preexisting version should the release fail)

* Development or purchase of software /hardware (determine if the
release requires the purchase of hardware /software components)

* Building and configuration of the release (include the development of
detailed instructions for implementing the release)

= Release testing (conduct a performance test of the relcase, ideally with
the end users of the product, to cnsure it operates as expected)

* Release acceptance (the end users and the HIT managerfs] responsible
for the release formally accept the release)

Roll-out planning (cssentially extend the release plan that was initially
project to add specific details of the

developed at the beginning of the
exact installation process)

* Communication preparation and training {plan and dc!‘c?op the com-
munications targeted at the end users 33 well as t?\c training that
end users and system administrators may need prior to the release
implementation)

 Distribution and installation (distribute the rele
appropriate)

asc and install it as
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I PROCEsSES e closely tied

sement. T taer, eading

and release management pro-

ceses (Fara
into the project management

Configuration Management

A common feaure of almost all ha . A ] )
mampulate 1t configuranons, Frxamples of contiguration mn.ﬁ_sma. can be
simple (such as the soreen saver that can _.,n.,inﬂr..._ ona pe ao:.p_,..::.._.:_ﬂn.q“_
or complex (such as the fail-over sctings for adding cru ......m..er_J. o u. vir-
tual server emvironment). Most hospitals and integrated hospital delivery
nerworks use 3 hundred or more difterent applications and dozens of differ-
ent hardware plattorms. Thus, maintaining comprehensive knowledge of the
configuranon setangs on cach becomes an important task for HIT depart-
_.:nnﬂ._,. that want 1o avoid all of the reactive, unplanned work thar results
when new changes or releases are introduced without knowledge of their

rdware and sofoware is the ability 1o

impact on precusnng configurations (Kim 2006). Conliguration manage-
ment processes focus on the identification, recording, and reporting of HIT
components to include software versions and the interrelationships between
the components (itSMF 2000, 2001 ).

Configuranon management includes the following five subprocesses:

1. Planning. This entails high-level outline planning and detailed three-
to siv-month planning that address envisioned additions to the hard-
ware or sofrware environment that likely wil have an impact on

configuration settings of one or more of the HIT assets within the
healthcare organization.

Identificarion. This explicitly identifics configurable components of
the ~..:4 Ew_..EE...ER and documents their ownership and the inter-
relationships berween them. Examples include but are not limited 1o
SETV Y i

<rs, :...:._:ww components, software licenses, desktops, and com-
puter facilitics.
3. Canrrol. This cnsy i

. ; res ithi
B : : that no n.rﬂ__mn 1s enacted within the HIT
Tastructure without appropriate documentation

n_._.ﬂu_o_._._."m affected configuration jtems have been
pnor to implementation,

validating that the
adequately tested

Chapter 7: HIT Service Management ﬂ

4. Statns accounting. This ensures ACCurare re
serting ol all of the items thay make
structure throughour their hfeeycle

5. Verification and audir. This involves
tion that exists on configuration

portng of the configuration
WP an organization’s HIT infra-

s rautinely auditing the documenta-
items to ensure accuracy.,

One toal that can facilitate (he configur
is the CMDB. As noted in Exhibip 74, all of th
cesses (incident management, prablem management, change m :
and release management) can have an effect on HIT asser ...w.:m “H”H_Hmz..
tings. As such, a single CMDB thar is used by the entire :..H.T;n .::.:..n
T E:ﬁmn a powerful means of dynamically .”_:r:EnE.__._m .”_C_.F,.n_...._...:narﬁ
assct configurations as well as serving as an up-to-date toal to plan changes

aon management process
¢ HIT service support pro-

and releases.

HIT Service Delivery

The previous section of key HIT departmental processes was largely focused
on establishing a rigorous, interconnected set of operatianal methodologies.
This section, on HIT service delivery, focuses on tactical methodologies that
focus on ensuring that services are delivered as expected by the H _.H”._._nvun.
ment’s customers, Exhibit 7.6 depicts how the HIT service delivery processes

work together. (For definitions of HIT service delivery processes, please refer
to Exhibit 7.3.)

Service-Level Management

The purpose of service-level management is t proactively review, with the
HIT department’s customers, the value of the services being delivered.
Service-level management is typically operationalized via the establishment
of service-level agreements (SLAs) between the HIT department and specific

scts of customers. The contents of a typical SLA include the following (itSMF
2004).

* Description of the services to be provided or a particular deliverable
(e.g5., provide dual power and redundant server hosting services in the
hospital’s central computer room)

* Agreed-on service houn (¢.g., help desk services from 7:00 am to
7:00 —JB.__V

Deseription of the response times and resolution on i
o all I'C support incidents catego-

ves for vanous sce-

narios (e.g,, resalve within two hou
rized as urgent)
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e Dlescription ol service ._:,.:_;__.__:_.:u seeurity
L]

. . and business continuity
capectations (e, in the event of e hosiat

...n:uf—:u——____-.. .—nvf.r i )
= : . -.—.:__n T:,._. al's
centr - ..:_J;.-____..._..n Fesom, :._—..—__ﬂ_.: ﬂrnf.—_.—.:__.l me¢ — | _

(W H§

i . _ al record applicatio
will be available via the disaster Fecawery rem e 1"

iy culati _ ite site within 72 hours)
o Explicit articulation of customer responsibilities and HIT department
shilitie - - . N cn
responsibilitics (¢.g., customer i required to initiare all requests for
service via the HIT central service desk

« Explicit articulation of critical business peniods (e.g., end of-vear finan
: ) g s =Y 2
cial closeout may require heightened service levels and responsiveness)

and exceptions (c.g., holidays)

Some HIT departments do not enter into SLAs ar all: hospital users

simply get whatever service the HIT department is able 1o provide. Others
enter into S1.As whereby the HIT department specifies the terms or condi-
rions of the services it is able to provide within specified time perieds without
any input from its customers. Both of these cxamples (no SLAs and SLAs
dictated by the HIT department) are suboptimal practices that do nor align
HIT service delivery expectations with the drivers of the hospiral’s business.
High-tunctioning HIT departments, on the other hand, take the ume with
all of their major customers to negotiate and agree on specific service-level

expectations at a given cost., Typically, HIT departments with more resources
¢an be more responsive. Often, however, hospital budgets it the amount
of dollars available for the delivery of HIIT services. For this very reason, it
becomes paramount that HIT managers put in place SLAs with their custom-
ers. The purpose of these agreements are not only to set realistic eypectations
(in the case of the budget-constrained hospital) but also to conunually work
together to assess performance against the SLA and make adjustments (per-
haps by increasing the HIT budger ro attain higher service levels).
Another important component of service-level management is the
development of a service catalog, which describes all of the HIT sers ices that
the healthcare organization’s customers an ¢xpect to reccive from the :_.._.
department. These service catalogs can range from simple brochures detail-
ing the services and means of accessing the services to fully web-enabled
dynamic service catalogs that link various applications that serve as cntry

points to numerous HIT services.

Capacity Mana

gement . p
i . . : considered the
The Intormation Systems Audit and Control ...E.....r_.__.E__.,n_.EE.Eas .
definitive protessional society for ceetifying amd educating " . v "
es Capaciny management as “the process ¢

tems audit professionals, defi
g ofcssionals, dehn . ..
H . ¢ effective use of computer reSoUrCes

monitoring, analyzing and planning th
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wly, hinst, CAPACItY MANAEEIIENL iy 5y

007 Specilic ; .
2007). fing of the business and clinggy)

2 better undentan .

{such as the impact that adding a patient pargy|
(SN A : : . o
con exisung COMPUTET TESOUTCES ), __._m_..

(Anderson and PPens
explicit process to create
needs for compute! resoure

z vatem will hav SiEie s SRR 3
ng FHR 8 ysis o the organizatian changes in bysg.

1s and approaches might necesg.

to A preev :

is largely an ounvard _.Er__.__r_u:..._ s

_ : -hes. Changes 1 1o

: sproaches. Chang . . _

ik O fware or soltware environment Lt supports the by
I L

. ey in the ha : IEATERE orts th
tate ..__.._._sm ical provesses The second locus of capacty MANALEMENT is more
ness and climcal pre .

1 - by CTU
inwardly focused, whereby . R
f applications running on COMPULCT TCSOUTITES, growth of users awcessing
sl i . - ; ; i
of applic v, and network traflic patterns are constantly monitored
LS "

performance, disk space utilization, growrl,

COMPUICT FEsOur .
. w_ﬂn HIT managers can proactively address potential problems that can be
50 tha 2= =

forecasted as a result of figorous monitoring,. As such, ;,F.. H._n_,_::_?.n goal of
Capacity Management is 1o consistently and n_....n:w.:n_v. —u.qr.p_,,.r_ and implement
H._nq.__nn. changes in the computer resourees ol an c,..w..r.__:umzos wc cnsure that
sufficient capacity cxists within the computing resources tor :::._:..n.._..i busi-
ness and clinical operations. Organizations that do not have capacity manage-
ment processes in place expenience high amounts of unscheduled downtime
and high costs associated with mingating the imipact of unforeseen computer
R:_..:H.n upgrades needed to restore capacity (Schess 2002).

Availability Management
Availability management is closely related ta capacity management in its focus
on ensuring that computer resources are available when users need them.

Availability management consists of the following five components (itSMF
2001):

1. Arailabilire—the percentage of agreed-on service hours that a particu-
lar computer resource or service is available for use {e.g., the service
center is available for taking rouble calls from 7:00 am to 7:00 pm)
Reliability—the preventon of malfunctions and the ability to keep ser-
vices and computer resources operational (e.g., by using backup power
distribution units, power-related failures are mitigated )

d

-

Maintainability—tihe ability to quickly restore seryices or computer
resources back 10 normal operations {e.g., an cffective service center

that can quickly resolve incidents and restore Computer resources 1o an
operational state)

Ser

-

viceability—the ability of external contractors to augment internal
HIT department resources 1o service parts of the HIT infrastructure
(c.g., an cffective escalation process whereby vendor specialists can be
called in to help resolve vendor-specific hardware or software issucs)

Chapter 7: HIT Service Management

5. Secnrity—the .___5_.,,::.._:._32: OF appre,
continued services (e.g., the abiliey q¢
.. ]

for bona fide employees whep stich a

'y t -
Priate access controls to ensure

decurately restore user passwords
need .-.J—H-..w

The availability management

. ) process i
downtime, network .p_:s_:_:._..n. an

KIS on measuring system

CTARC time 1 gk e
. €5t 1
and other metrics that deseribe w esolve an incident,

hen syste .
. . ms and services ar ai
users. These metries then becom € not available to

¢ the interng] bench

p marks wit
MANARCTS ASSCSS IMProvements in availah h which HIT

ility of computer resources.

Financial Management for HIT Services

Many small HIT departmients do not ser up a distiner function to haol;

manage the finances associated with providing HIT services. As healtt
Automare an increasing number of their

complexiry of managing computer resourc
as a result of dhis significant growth in

manage HIT as a business in and of

cally
ware
operational
es increases
dutomation, the need 1o ctfectvely

. : itself will also continue to grow { Lutchen
2004). In fact, Ferranti (2007 ) suggests that organizations with

100 HIT employees will typically have a senior m
HIT department finances and reports directly

institutions continue to
processes and as the

more than
anager who oversees the

to the CI0. Typical functons
associated with the financial management of HIT services include but are not
limited to the lollowing:

* Creation of the annual HIT budger and management of that budget
to ensure annual expenditures do not exceed the budgeted amounts

HIT asset procurement management to ensure purchased items are

within the budget and to seck maximum volume discounting on

purchases

Creation of the schedule of costs and oversight of charge-back pro-

cesses and receipt of funds from customers

Vendor management to continually seek vendor discounts and manage
relations with vendors

Oversight of anti-fraud policics and procedures, such as Sarbanes-
Oxley Act compliance (particularly true for for-profit healthcare
organizations)

1 . H S = " H i e z
As noted in Exhibit 7.6, the finances required o M::_:__._,._.._ _m.._: n_.”.__ :_" ._“_
of HIT services are driven by the clinical and business needs of 1 nr ca .._.
[ s € nee
care organization. As the need for responsiveness gocs up, o does t .
ce-level rargets, Like-

for additio inanc these higher servi
nal linances 1o support : ;
o of HIT development

i (E e T iber
Wise, organizations’ attempt to Increasc the nun
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ish e _.:_g,.:urn within a _.:_p_h.,._ _..._..r_r. S._:n;_:. will als
initistives they wish levels needed o support increased simultancous ey, .
cvels ;

. funding NI P Or i ST K :
e :.".n Thus, it is critical to negoniate detinitive SLAS with al| of the
opment cttors .

feparmment 10 emsure that adequate funding needs
i 3

: -rs of the HIT . ;
customers of the with the desired service -level needs. Oliey

. v ClIL-
- - identitied that algn - P — -

b _Mn HIT budgets forces organizations 1 remaove resources that iy
¥ wack ON = - : g il s +
ting bac ed 1o providing HIT services, In these situations, jy is

vioush been assigr ) : ;
e caders rencgotiate SLAS to ensure that misunderstang.

aramount that HIT ] : ot e
P shout senvice-level expectations can be avoided. The old adage “you
s . 1 : . e .
nn.ﬁ what vou pay for™ holds particularly true in providing HIT services ¢
h izati ‘ol i hin custo -1 .
healthcare organizanons. To avoid a _:_5_._,_.?_.. ..., e tomer r.%m.ﬂud_c:f
fully undentanding the service-level constraints of given levels of funding is
:.:?:..E to the effectve financial management of HIT services,

Service Continuity Management

While service interruptions due to unforeseen downtime of healthcare HIT
assets are fairly well understood, expected, and largely routinized, major
serice SRHE..::E. due to natural disasters such as carthquakes, hurricanes,
or fires typrically require a much different response. HIT service conzinuity
manaagcment is the process for restoning the healtheare organization's HIT
seraces as quickly as possible after a service interruption (itSMF 2001),
Examples of devastanng impacts on healtheare operations were plentiful in
the New Oreans area following Hurricane Katrina in 2005, Some health-
care operations, such as Charity Hospiral, simply ceased to exist as a result
(Rowland 2007). As nuted carlier, healtheare delivery organizations® poor
financial health often makes it difficult to invest adequately in HI'T services
such as conunuiry plans. While it is not uncommon for organizations to have
conunuity plans, in the event of a real disaster or major disruption in service,
the exccunons of these plans often fail. Clarke (2004) refers to these types of
plans as “symbolic plans™ or “fantasy plans.™ He notes, “symbolic [continu-
wJ._ —.._.ub__ are the ones that are charade . Ti
fact, they're not based on acty
they over promisc.

wey’re touted as workable but, 1n

al expertise or experience and, by definition,

- . |Furthermore J

: symbolic plans can create a dangerous
false sensc of secunty™

(Clarke 2004, 21-22),

To ensure that the HIT department has workable HI'T service con-
.1&#. in place, the United Kingdom's Office of Government Com-
(2005) suggests thar the Organization undertake a business impact

analysis w ] i i Ipe
.ﬁ. hereby the senior lcadership team identifies the business and clinics!
processes that are absolutely ¢

.. ' H

Setisind nitical 1o the functioning of the enterprise. FoF
4 DAanced scorecard -performance reporting application may not be

Ischarges, and transfers and billing application®

tinuiry
merce

essential, but the admissions, |
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will likely be considered critical

: i he business imy
following for cach crigical proce

W (OGC 2005,

*  Lost revenue SO i

= Likelihood thar the dep
disruption

* The staffing, skills, facilitics,
and essential business proces
acceprable level

and services ficcessary to enable critical
€S 10 continue Operating at a minimum

Realistic estimates of the time required to restore minimum service
levels

Realistic estimates of the time required 1o fully recover service levels

After the business impact analysis is completed, a risk assessment is
healthcare organieation is vulner-
Ace, a hospital in Lubbock, Texas,

conducted to assess the extent o which a
able to different poatential threats. For insta

has a higher likelihood of sustaining damage from a tornado than a hospial
in Vancouver, British Columbia. After assessing the business impacts as well
as the potential risks and their likclihood of oceurrence, an HIT service conti-

nuity strategy is developed. The key elements of this strategy should describe
the following:

Implementation of the strategy
Arrangements made for standby recovery locations, either via contracts
with third-party vendors specializing in disaster recos cry hosting ser-
vices or via reciprocal support agreements with other organizations
Risk-reduction measures (While the organization cannot Jo much
about being located in a tormado alley, for example, idenrifving a
need o move the computer room from the basement of the building
because it is within the 100-vear Hood zone to 4 higher Qoor is cer-
quw:_._f. m_..:.:_....__.____.__.r.... that can be ._.r.f._.__.:—_.__.u._.:...._ o reduce rsk.)
Detailed step-by-step procedural checklists w restore service levels
(These should “be action orented—simple checklists for el _c._s_‘
low, supported by supplements containing more detailed information
on cach action required™ [Hiles 19921} o
* Timeline for tesung the plan ina realistic E.:.__._,r._. An.m.. _..n:_.“_...__nw___u.
simulating a disaster and invoking 1__,.. standby cntrict __.c iy
lications at an alrernate location. This is

continuity planning, as it overcomes

one or more of the eritical app
. d  cervice
an important element ul servac
. i sures that
Clarke's [ 2004] criticism of symbalic plans and e

Pact analysis also assesses the
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. oreanization )
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ice
The Continued Evolution of the ITIL Servi

Management Practices

pfarmaton rechnology .,p._....m.f._.. :u._:..m.,.::,.._: practices,
inue olve and be refined. The :..:. :..::ﬁm:-r Gias .._.,....c;.

ITIL continucs (0 € L Service Management Lifeeycle (TSO 2007). The

d as the .___._.._ ”ﬁ: loey n._-:..ﬂr...:::..# scrvice SUPPOTt management

iation technolog problem management, release man-

As a framework of'i

ceprualize

individual inform
incident management, _ _
and configuration Management) continue

tices in managng HIT departments,

processes (€.,
sgement. change management,

< important best prac
to be recogruzed as impo sint der .
In addidon, they remain core o current conceprualizations of ITIL (Whit-

teston 2012} These individual informanon technology service support man-
(=t A ¥ - - L ol . ] N

agemcnt pracrices arc NOW part of 2 lifecvele framewaork that cmphasizes the
nformanon technology services as a continual service improve-

need to view 1 _ . .
ovides an overview of the ITIL service manage-

ment process. Exhibit 7.7 pr . : : :
ment lifecvcle and shows how the individual ITIL processes discussed in this
chapter are relared 1o the latest evolution of service management. . .

This new conceprualization of ITIL suggests that the delivery of
services should begin with a strategy for how those services might be pro-
vided to the various businesses, customers, and users of the services, Most
important, it highlights the importance of establishing policies and standards
that will help in effectively delivering information rechnology services. The
financial management for information technology services, discussed in this
chaprer, falls into this ITIL service management lifecycle category.

The output of the service strategy lifecycle element becomes the input
for the service design element, where plans to create and modify services
as well as tactical service delivery management processes (i.c., service-level
management, capacity management, availability management, financial
management, and scrvice continuity management) are addressed. In rurn,
the output of the service design clement becomes the input to the service
transition element, in which the proactive management of the transition of
a new or changed scrvice and /or service management process is placed into
production. The ourpur of the service transiton clement becomes the input
for _rn. service operation element, which involves the day-to-day operations
of services and service management processcs. .
. Finally, the latest evolution of the ITIL
is the conceprualization of a continual service i
to be embedded throughaut all of the ITI.

service management practices
mprovement clement, which s
practices, creating leedback loops

Chapter 7: HIT Service Management E

Service Stralegies

Financial management for -
information technology
services .

olicies ot =
M—. ndards = ___.Omnvmﬁrl_mmuo_-_m
. learned for

| improvement

]

Feedback—Ilessons
learmed for
improvement

Service Design
Service-level managemeny
»| Capacity management
Availability management [
Information technology service
continuity management Feedback—lessans
n | learned for |
improvement _
|
|
|

|
-

Service Transition

Configuration management

Release management |

Change management Feedback—iessons

L ) learned far
improvemeant

_ |

r

Service Operation
Incident management
Problem management

Continual Service Improvement
(Activities are embedded throughout the lifecycle)

SOURCE: Adapied from TSO (2007).

of lessons learned throughout the lifecycle that should be used to continually
imprave services.

Summary

Healtheare administrators have long recognized the need for efficient and

effective operations throughout the healthcare enterprises that they lead.

However, because few senior exceutives have come from HIT backgrounds,

EXHIBIT 7.7
Service
Management
Lifecycle
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. of the HIT department have :.J...: been a “black hoy»
1n this chapter, we open the THUT department black Ty
Al and tactical ke processes that, when Mataged

will create contly :"..__._..:._._nr__ waork 1hay inits
ntatives. To mavinize efficie

the imternal worki
to senior leadenhip
and present ten operanon
in a loose, informal manner, : .
Lable for new strategw | , e,
healtheare enterprises are adopting framewnrks A

the rosources avat
and effcctvencss, many :
N i Operations.

nn_...:..r.“ _.”“__.q.._“._,_—_”ﬂ“_ #._w._d_._ms:_.._..rv are ﬂ.?..rn_.._n-— __G.r... m-.___..__sp.:,,,ﬁ the __,m.:..
framework, which Young and Mingay (2003) suggest s F.___r. __E.uf...r.;_:_.r e
auited for HIT department led process m::.qs.,.n_:n_: cflorts, TT11. Catego.
fizes the ten key HIT department processes it wwo: (1) service siiponry
management. which includes inadent .___...?..;r.n:z_:_.E.s_u__d..:.. managemen.
r..:usmn management, release management, .._.:.Q r.:__.,._mf:.u.._.:_._ managemeny,
and (2} service delivery management, which includes w..._..._:.n._n,,n.__ manage.
ment, capacity managEment, availability management, financial management,
and services continuity management. As more and more healthcare enter.
priscs are becoming automated, demands on professional T departmen:
services will continue to increase. HIT departments that have implemenied,
or are implementing, furmal process improvement frameworks like ITTL will
create greater cfficiencies and thereby leverage HIT resources toward more
SIraregic ininatves.

Web Resources

A number of organizatons (through their websites) provide more informa-
von on the topics discussed in this chaprer:

Information Technology Infrastructure Library (IT1L; www.itil-official
sitc.com ). This is the official ITIL website.

ITIL Open Guide (wwwitlibrary.org/index.php?page=1T1L). This
website is maintained by the ITIL practitioner communiry for sharing
information about [TIL,

IT Service Management Forum International (www.itsmfi.org). This

15 an intermational forum that promotes best practices in information
ﬂnh._.__:c—:_..#. SCTVice management,

IT Service Management Forum US (wwwi itsmfusa.org). This is the US
chapter of the IT Service Management Forum International,

.

Discussion Questions

I. Why doe T
¥ ey unplanned |1y wirk ingr,
i, €A% Cogpy?

Procesy IMprovemeny

an HIT departmeny. w

framew
orky ¢
cach? et

hat are applicable 1o

dvanige i
ey and .:r:r..._uzmn, of

3. Deseribe the five
interrelaced,
4. Whar i . i
s a CMDBR, and why is it an impaorta
SCrVICE suppart? . eomporient SNy
5. Describe the five HIT servic

HIT service Suppor

Provesses and by they are

: ¢ delivery :
interrelated. clivery pracesses and how they are
6. What is an SLA ha ie d i
o vand why is it an Important ¢q .
delivery? mponent of HIT service

7. List same of the reasons given far HIT gery

ice continuiry plan failyres.
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SYSTEMS SELECTION
AND CONTRACT MANAGEMENT

Learning Objectives

1. Describe the steps in the healtheqre ;
system selection process,

[ 3]

. Articulate why ir is important 1o ¢|

arify oh
in system selection.,

jectives prior ra cngaging
3. Describe vital fe

atures thar an organizaton shoyly include when
negotiating and

crafting contract terms and condinans,
4. Articulate the purpose of an HIT tatal-cost-of

ownership analysis,
5. Articulate the purpose of 3 benefits realization

asscssment,

Overview

When he saw a large wooden horse at the

a peace otfering by the Greek army, the
the now famous phrasc,
tells us, the

gates of Trov, presumably left as
Trojan priest Laovoiin gave birth to
“beware of Greeks bearing gifts.™ As the mythology
Trojans ignored Laocoon™s warning and accepted the gitt horse,
which resulted in the fall of Troy (Phrase Finder 2011),

Clearly, this Trojan
Horse analogy is entirely

too strong for healtheare informanon technology
(HIT) vendors; however, it is nevertheless prudent for healthcare managers
to play modern-day Laocodn when working with anv ousider whose inter-
ests and risk protfile may not be aligned with those of the organization. To be
sure, failed 1T implementations can sometinies be attributed to poor exeeu-
tion on the part of the hospital or health system project team. .t_._._:E._,..__, this
chapter is not about failure o execute scenanos, it does fosus attention on
how to establish productive relationships with potennal HIT _,.....E_,:? :
Mike Murphy, president and CEQ of Sharp l _n.__:,..r.wz.. in San _.u_nm:.
oice commented, “1 have been disappointed that iy ot ._F..u_..::__,_:.e:..:n
ot really ready for prime time when they are Ef; .v.:E__:. 2. al. n:.c_...._..___ Sim-
ilarly, David I.s_.._.:. while CEO of the University of Alabama Al _.ﬂ_:._z_zm..?._:._.
:....._.:__ System, noted that “it's disappuinting that the lack of functionality

235
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Information System

licanons leaves ealiheare system like oury Clarification of the Objectives
..____._a ([

u . * - b . ®
pple o everything work together™ (Smalis ¢ As with any organizatic

s M ul
he burde!
aral _.3,._,.5___

ontr s thar the arg . :
ess with vo . S i ) : orgamization will be able 1o
isions. Thia chapter! focuses on ly because of the investment in a new O pursue

that cuts 2
Isear the cost .._
Al 200ADY These aneee
wsten wleetion prv

-t dee
pvestment v s e
o HIT i management [unction, _,_______:,:_,:E. and baseball lege

I manage .
magement deg . ,
of makm ot - . E deasion, the first ste o docu-
4 s from leadinge € EO stigzgiest tha __,:__.E ment the problems that the Organization is tryin ._ | [ ﬁ_._ _: il
A . A } o solve w WAV~
aet MANAECMENT IS Nstrimeng| jem or define the opportunitic g ¢ with the new

and

2 SO
in making form
3 selesnon P

_ System. This step addresses what the great
: : . .
d Yogi Berra unee said, 1t you don’t know

Wess and ¢ i H X
where you are going, you will wingd up somewhere else™ (Things Meople Said
L

cruaal ssten

2011).
The System Selection Process ..;ER;“._h_q..“““”_.:n;..a..n..rﬁ_”“._,._ﬂMH_”““_.“:nE: develop a set of requirements that
. . ) ) ) urrent applications or processes. Even

healthcare providers, celecting and implementing .._.E.._s_ enterprise more important, once the organization has creared this initial list of needs e
m.u.n i : -n be one of the most costly and high-risk invest- must vet these requirements to understand which ones truly are 35_.—_._.,&
s m.,_a_.:.."._.__f...” over the course of many years. Especially in the case capabilities and which ones are less important. Too often, the organization
g e ;.“.a M__Hu:_n_.r. health record (EHR), revenue cyele, or enterprise becomes enamored by a new technology or popular ﬂ:L._.f.q withaut know-
H.ﬂﬂmﬁﬂﬂw!um (ERI z.;::::.. 1..n_ E?J__ and ongoing aﬁn_...:m._:,.u_ ing the clear purpose for _..r...._ system, .._.9.,_:.5_:_..".... should always be imple-
investment can run Into hundreds ol a___,...:;. of mw:._":,._ ..::._ the _,_...mﬂu..-.: itsclf :_n:.:.“p_ nc.u:v?ﬂ: the u_.._:n._nz,_...“: ab a desired process or outcome. Key
will have a direct impact on the daily lives of statf, clinicians, administrators, questions for which an organization should have clear answers include the
and (mest imporrant) paticnts and their families. These core systems are following:
long-term investments, so a lot of fear and uncerrainty are associated with
the selection provess because itis an activity that occurs infrequently but has s Is the system required to meer a regulatory mandare?
far-reaching conscquenies. * Whar aspects of the organization’s strategic business plan will it

The good news is that system selection is relatively straightforward, support?

and the guidelines and principles of 2 well-managed system selection process + Will it help to drive business growth or support service-line
apply cqually well to the process of selecting a departmental solution (such developmenr?
as 2 pharmacy information system) and an enterprise EHR. .

- Will it enhance patent safety and qualicy outcomes?
e primary activities in 2 system selection process arc as follows: TR e . . : A
The p ¥ act sy I Will it improve the flow of ¢linical, financial, or operatonal informa-

. . tion across the enterprise?
s Clanfication of the objectives

* Formanao i ' P - ; S
n of the system sclection governance structure and Ideally, the objectives for the system must be clearly identified and
roccsses . p :
p um..:n_n.._. on before anv ﬂ._.c..._.cr.? are reviewed. A project charter that lsts
Establishment of a system selection plan these objectives, the eapected benefits, the main project partapants, the
. . . .- o . .
Educanon: Understanding the marketplace participants” roles and responsibilities, and the process for momitonng proy-
* Down selection: Narrowing the field et progress is an excellent tool W support communicanion and buy-in,
* Documentation of the requirements: Developing the request The project charter’s objectives can be the basis for 3 rerum-on-investment
for proposal analysis, whicl is required for the approval of capual investment in many
. ott P T
Conducting detiled product demonstrations organizations,
* Completion i
P . oA other due diligence activitics E Structisre
* Final selection ormation of the System Selection Governance C
* Contract negotiag and Functions
tions e -
* Bencfits realization Onc of the mast difficult tasks in systems implementation is achicving the

desired level of adoption in the organization. An excellent way to Ly the
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h the informanon technology (1) departiment proy iling MIPPorg m =3

i, with the ; : . p
wthers) i the hackground. 18 ideal, Ao important s 1o establishy 4 __ 5 P M. B

1 the priwew | & . " - ! . !
: : . nizanonal govemans sructure that ensures strong and LIgaIng _ m g 2 m m
project argant N - sestehit, and suihicient involveme 3 e F:
sponsonhip, cffective management and oversight, an Nk olvemeny _ i M .m -...1..
e peranonal staft w0 that all requirements ard properly delined and evaly. ke
o O e

ated. A hicrarchical structure warks well, ._._..7_3.”. _.:,_.:._._._“.._A.._._...._ work Eroups
perform the bulk of the analvsis, feeding the __.._Eq:#:_cs up _o..._ selection
commurce for decision making. In some cases, L may be appropriate to seck
the asistance of an cxternal consultant with expertise in the specific technol-
oz and vendar marketplace 1o help guide the process and provide subject
E.unnq cxpernise on the markerplace. An example organizational governance
strucrure 1 provided i Exhibit B.1.

guidance

« Supply tools and templates

= Support analysis
v
nd definition

Optional Consulting Support
« industry perspective and experience
« Advise on process and

nesds

. Detall functional requirements review a
« Solicit input from operational usars
,mwmwnmmhm

» identify operational implications

011, Encere Health Resources White Paper, Houston, Texas, pp.

-

- -
-—

Most orgaruzatons have a precxisting executive committee that can | _
serve in the cxccutive onversight role. Under that committee, rypically a system
sclection committee composed of representative stakeholders is formed. For
instance, if the technolory 1s 2 pharmacy svstem, the commirttee membership
could compnse the pharmacy director /vice president (VI), the finance direc-
tor /AT, the chiet nurse, the chief medical information officer, one or two
representam es from the medical staff, the IT applications direcror, and ather
kev suzkcholders of the potennally affected workflow arcas. On the ather
hand, if the system 15 an enterprise EHR, then the system sclection com-

nuttee must have much broader stakeholder representation. For efficiency,
cstablishing funcounal work groups for focused activi

-
Functional Work Groups

« Represent department function on

5 is often useful. For
example., the system sclection committee may form an ancillary services work

group 1o develop requirements for the ancillary modules of the EHR, while

a decision suppart work group might work on developing requirements and

cv ! . "
aluating vendor responses for order set des clopment, alerts and reminders,
and so on.

Roles and Responsibilities

| Adie &

Executive Oversight

Sample HIT Project Organization
« Executive
» Sponsor
+ Provide
'« Make and enforce
LY Approve project :
\ Update & .
Recommend
&
Sodrcd
& Ravew

Finally, external consultants sometimes augment the process in

argamizati . i
gamzatons that prefer 1o have a consultant that has broad experience in
funning a system sclection process,

ted from material in =The Vendor Selection IProscesa™ by Paul Murphy,

Establishment of a System Selection Plan
Another best practice is 1o dey clo

P2 system se i Jine that
are not only efi \ clection plan and tmelin

cient bu i .
tabse realistic, If 1he process is rushed 1o meet an

EXHIBIT 8.1

Uswed with permisuon.

SOURCE: Reprin

1-12.
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EXHIBIT 8.2
Sample System
Selection Work

Plan

W need to be made oo quickly—and this cayy

. - cisions m : el
aggressive deadline, decision bers of the selection wam feeling, lef;

sstons and imonmem

result in errors or omi  solution they were not ready 1o Aveepy,

our of ——_r. —.._n-rn..rﬁ or u:_fr—_ iy
ol L 3 e sty Lh .__.__..ﬂ wery imw NSIVE, SOV L s |y
m the _ non | TamChS & m muens
V:_:r ﬂ‘.fr- —.:-:__.

. sl OF A Consgin I
¢ that selection tcam _._.._...___,..—..r_,r umderst il or 1 uy o
ant o cnsure

: . -quired of them, :
- 1 commtment regu . s d iy .
. .5& . vonsibilities, and specific calendar events (such as ._ ..__,. haolidays
C oy 5 _ : . S =
i | ations), Equally important i to match the selecnion Project
and summer vaca ; i
1 E exity of the ; !
timeline to the complenn e ) e
ailability of the selection team members, bath at the _J:F.::_,_ il work
Ak . watem selection comnuttee level, Organizations should

the time impact ol competing, proj-

wstems being evaluated and the commiy.

wap level and the ) . 3yt !
i te activitics that will require extra ome to coordinate and plan (such
anucpate a s

as product demonstrations), and prepare carly. An example of a system selec-
q.._.cn work plan is provided in m&:...w_.m.m. . . . S

The system selection plan depicted in the nﬁﬂ_ :. :w_h.”_:nm_u, : -week
intended process for the steps leading up to, but not _.:.r_c. pm_. the rcmﬁ.__,uﬂ
negotation and bevond. This assumes that the organizaton has no delays
in ._.oné.an the system sclection governance structure and _..__J..nzﬁ,._;. the
mﬁrn_._:__.mma are available and can participate on schedule, E:_» 50 :.ﬁ:_ __:.
large, complex organizations with many .mﬂrnr_:_r_na _.__._*_.._.w...E.F._:m. a JM:..ﬂumn_w‘
nnmﬂ._.iw... EHR system sclection, mn_nﬁm_:w. a vendor o £ _,.c_...n cou ’ n.u, y
take twice as long. The important point is to have an cxplicit system selection
plan with a dmeline that the organization thoughtfully develops and attenipts
to follow.

Selection Plan Tasks

Tt tarmatin| P of Invsheed
Lage o Deall Lows
= ]
§ » purlory
an [
[x ] m 1 -3 Veandars
(X1
e 1 Finslisl Vendors
na "nu
0 " L

, 2011,
SOURCE: Adapted from material in “The Vendor Sclection Process,™ by P'aul Z.....ﬂ:ﬁ...»
Encore Health Resources White Paper, Houston, Texas pp- 1-12, Used with perm _

Education: Understandin
[n highly compentive Markets wiyp,
reputation and services gy
system and another. Syste
..“::n init

g the qurm—u_n.nm

many
FEPresent (e ARy Products, the vendors®
m selegryy BRest dilferentigor between one
A gathering Mitee membery pnic

, £on the r..r_r:m vend ypicall
out details such as the i, owing: o1 n the m

Lo
v conducr
arketplace to find

e How long has the vendor been i bigsi
v Nicyg?
e What is the ve

for provid,

; INE customer sy i
OINE maintenanee PPort during
= How much effort will ghe vendo

enhancement?

ndor's reputation
implementation and ang

Fput into prosduct nﬁn_.._vﬂ_n_: and
* What is the vendor's business plan:

* How has the vendor performed financially over the Past several years?

If the vendor is Anancially or organizatio
to adequately suppaort an Organization o
of the product. In the HIT marketplace
and the new owner may not Provi
original vendor.

nally unstable, iy may not be able
I CONtinue o invest in the quality
» vendor ACquimitions are commeon,
ide the same level of service as eiven by the

A number of subseription-based sources are avai
HIT functionality and the extent

The frst is Garter {www

lable for assessing
F'a vendor's installed base for its prosfucts.
-gartner.com), a consulnng firm that specializes in
providing market research in the IT industry, Many healtheare organizations”
IT departiments maintain subscription services to Gartner, which also tracks
the HIT industry specifically. For instance, for EHR applications, Garmer
tracks by vendor the level of sophistication of various EHR capabilities such
as the following:

Clinical data repository

* Privacy

Interoperability

Controlled medical vocabulary
* Workflow

Clinical decision support
Clinical documentation
Display . <cian order entry)
* Order management (computerized physit
Knowledge management

Continuum of care

_,.._.;_u_n__u
i Syg
Yilems mm_.n:n_._ and Contract Managemeny
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i 5
¥stems Selection and Contract Management -

& . i
Furthermore, Gartner :..__._r__. _.___n_ -+ 2004, 2005, 20006).
. ‘ ypnents (Handieb <20 - :of various ven -
ous Ve ARG ..."..:__._—._..__r,...f.,_.:_n___n extent of ____..._p___..p_ bhase _ﬂ. an 1 _,._..
source for £ 5 s (wwaw himssanalytics
._.r:.:__._n_ﬂ. i is the TIIMSS Analviies database st n._._.__p Ny
' E ullerings © ) . . Sare OrEAnAati atare
- ,W._H___F farmation is generally free 10 healtheare Ok
com}. This intc E

i eardings
willing to submit their own Jdata reg F _ ¢
Eurthermore, becanse the

ic it jon (vt
i informati \ . R
seer-COmPanson reports that can be used 1o
[n{ i L - A - :
* A\l or clinical application suites,

their particalar installed base of
FLIMSS Analytics database tracks

vafous products. aumber of bads, adjusted

organizanonal demograp
patient days), it @n create e
benchmark peers running similar inand

Finally, KIAS Enterprises :ﬂ.,:..E..::.,n.,.:.:.n:_,:u _.___:,.“...__n_.a. p“:#:._,.r._.
cource for duing research on HIT products. .x_..m.,:n___...m.”.u—. ora e F__._,..n
Manager's E_nn_rnnn for risk, the .p...s.;v_:::. .s_ Es&.. o is u.,u D.?:.;__._n
Qiﬂr,.:a.lcsn that requires particular due diligence with respect to narrow-

i i iani N CTng.
ing the ficld, negotation, and contracting

Down Selection: Narrowing the Field . .

Down selecrion is the term for taking an E:;M set cm. a,n:ma_.a that are in the

markerplace and narrowing down the ficld 1o just a few w_:um:ﬁ.. Omg there

are many potental suppliers of a product, some may be __-__.,_.snﬂ :..nn._..._bw

with tricd-and-tested solutions, while others may be newcomers ,,._,:: exciting
new technologies but a short track record. It s usually not possible or even

desirable o0 m': 1 full and detailed evaluation of every potential vendor and
product. To use dme and resources efficiently, it is best to narrow the field
of vendon as quickly as possible to the top two or three candidates before
engaging in very denailed, ime-consuming analysis. Think of this initially as a
nﬁr_r.nﬂ of elimination rather than a process of selection. Weed out the obvi-
ous misfits so that the system selection committee can focus on the leaders.
An cffective way to narrow the field is to establish a list of selection criteria
that match closely the organization’s objectives. Following are some criteria
that are often used:

* Essential product functionalicy

* Existing clicnt basc for the system
Ability to integrate with other systems
* Technology platform

Vendor repuration and financial health
Cost to acquire and implement

= System usabiliry

The selection team may apply a percentage weighting to cach of the sclection
criteria so that everyone understands the relative impartance of functionality

H - . [ COsL vers n
Wher of implementations of vari- versus COsLVenus technol,
)

7y a ;
A _ﬁ._.....,____”r p_,.“r_:r__ :_..... This Wweighting will prove highly
finalist vendors, Provides an objective Wiy to score _rw
. Ifa .....J _,.__..mn ::_s._H::_._..nE_:] XISt i gy

uselul ...:.:...:::..J IS 10 Write a shop alifiin 1 ¢ marketplace, what can be
to indicate its ability 1o Comply with hasic Freon
the vendor must have existing <lients ¢
the vendor must hold desjred certificar
& Medicaid Services’ Meaningful U

“s such as the Cenpers foor
lewer helps to quickly climinate gy

S certification fir EHRs
lices with the minimum o

Medicare
This qualifying
f efforr.
Documentation of the Requirement

s: i
for Proposal Developing the Request

During the initial stages of the S¥Stem sclection process high-level obijec
tives and knowledge pained by the sy ' cvel objee-

stem selection comm;
: . . mmittee
during the markerplace educarion stage ipe

: cC e re used to down select to 3 few
vendors. Some organizations spend 5 &

cdt deal of time deve
hundreds or even thousands of functional requirements

which the vendors are then required to respond. This is v

for bath the selection team and the vendars and can provide limited value
(the vendor responses also take a lot of work to review ). Often, it is better 1o
think “bigger picture™ and then create 3 request for proposal (REP) or alter-
matively a request for information (RF1) that contains lewer than
tions addressing the primary functions and features desired by the
tion. The RFP or RFL is a formal notice—often issued by ]
purchasing department—thar the

key
loping lists with
for the system to
¢ry time-consuming

100 ques-
organiza-
an organization's
: organization is inrerested in purchasing a
partcular type of HIT product, 1f the selection team is unsure of the features

available in the current market, the ream may invite one or two vendors to
provide a high-level demonstration of their products as a form of educarion
before creating, the RFD.

The RFP should be divided into sections addressing ditferent aspects
of the system and vendor. It should begin with a few paragraphs that inform
the vendors about the organization and its objecuves for the system selec-
tion, followed by a series of questions about the vendor, the product it is
Proposing, the functionality offered, underlying technology, associated ser-
vices, comprehensive costs, and anv other relevant information that will help
the selection team in decision making. The work groups should participate
in drafting questions in their arca of expertise. The RFT ;:.nu:.._E s
require the vendor to explain key aspects of the E:?.._wr_ _,__._E_n_.:..ﬂ.__-_:,.n than
merely give a simple ves/no response. For ,.:32.... instead of _Wc_: your
system include medication ordering?™, the L:n,_.._::.u._._::_._ be “Descnbe
Medication orders functionality, including related decision support and any
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EXHIBIT 83
Sections ina
Typical Request
for Proposal

i P sections include the

asafere” T ypical REP sections include the
co patient safely 2

5 enhance At
Exhibit 8.3)
rink (200 .
r lor all costs, suc i
or items such as training and

). Here is a fist of common

features designed 1
following, (see alse BRI

According to M It
ayendors
don't overlo
(wireless, ¢

3 Lem selection committee members
), syste . .
S 1 as implementation and

accoun
ok lidden costs |

Jbile devices, €1€

should ensure
maintemance, and
inlrastrucrure Costs
EXPCI“C‘C

stem, database lice nsing, erc.)

« Hardware .
o System software (€8 operaling sy

« Vendor software

[nterfaces

Caonversions
licensing [and] maintenance

Ongoing
Increased staff needs

-

Nerworking

e

Information Category Details Sought

Corporate overview Vendor corporate history, size, organization, financlals

Current client base using relevant producls, geo-

Client base  re 1 Be
graphic spread, clients similar lo the organization

Healthcare reformand  Meaningful use compliance plan, supporl of quality
regulatory compliance  measures reporting, Interoperability support for medi-
cal home, etc.

Products matching required functions (e.8., inpatient,
ambulatory, clinical, administrative, technical, report-
ing), date released, Office of the National Caordinator
for Health Information Technology certlfication status,
delivery and support models

Product availability

Interface availability Interfacing approach, relevant experience

Technology platform Use of current, industry-standard technologies
Preliminary and One-time and ongaing costs, including hardware, soft-
Ongoing costs ware licensing, implementation, training, support, and

subscriptions

Implementation and

Phasing, resource requir niza-
support approach quirements (vendor and orgal

tion), ongoing support services
Development direction,

Future product . :
unique attributes product and technalogy plans, alignment with

organizational vision, market differentiators

Chapter a;

Systems Selection and Contract Management

o Ieripherals (printers, PCs, bar.
& Trking r-code readens, handheld devices)

o Facility renovation to ac
ccommodate hardware and trining.”

Same organizations provide a separate

Py H

e o1t oo _nl_rc.:dshccr form in which the vendors
b Eory. This helps wo ensure that all the costs are

across the vendors

vendor costs should be “apples 10 apples,”

identified and can be compared pri -
1ce quotes. Comparing

carefully separatin i

S ) e : 4 Vo & onc-time ¢osts

(e.1z., licenses, implementation SEIVICES, training services) from ongoing, costs

5., anr : subseriptions) and ensuning that the funcrionalicy

being included matches across the quates )

23 Y .

In {dd:mu‘l, the REP should include derailed instructions for vendor
responses, including the formar for response, dates of submission, and rules
for cnmmumcan‘nn. It is important 1o limir vendor communications to a
small number of people on the selection team so that the process can be
properly managed and to ensure thar all vendors receive

fe.g., annual maintenance,

aperigma Rt i the same informa-
tion. It is a best pracrice in the selection pracess o inform the responding

vendors that the responses documented in their REP and quotes will b
attached to the final contract as a commitment. This helps 1o set lhc.vrnldunl:
expectations that they will be held accountable 1o their REP promises and
prevents rework during the negotition, Analysis of the RFP responses and
how well they match the system selection criteria helps to determine \.vhi.:h

vendors are asked to continue to the next step—conducting detailed product
demonstrations.

Conducting Detalled Product Demonstrations

])flnl!l‘tl product demaonstrations are usually one of the most time-consuming
steps in the selection process. Demonstrations for an enterprise EHR can take
more than a full day per vendor and require the artendance of many key
i_'k'nmmcl. For this reason, it is best 1o use the information from the I]L;.I“ﬁ'-
ng letter and RFP to climinate all but the top mvo or three vendors betore
viting them for demonstrations. A formal agenda for the product demon-
strations is helpfisl as it sets the expectation that all vendors tollow the same
Approximate sequence and show equivalent functions and features. Paul Mur-
phy of Encore Health Resources, a firm that specializes in assisting hospitals
with system selection ProCesses, SUggests that organizations should avoid
very detailed seripts as these may force the vendor into 2 worktlow thar does
not match the design of their system and will confuse the audience. Scripred
demonstrations tend to rake much longer o prepare far and conduct. A
simple evaluation document that outlines the major requirements autlined in
the REP will allow system selection committee members to easily record their
observations, This is vital to performing an ohjective comparative analysis.
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Activities

apter means the elTort wo edy.

ther Due Diligence

“his ¢h

anteat vl this e e

i Jvailable for purchase. To round out e
_4_.::._.. o L

1T at the't Products i
¢ with the system anad the vep.-

Completion of 0
The term dune dilarne n
aluating ©
o enistng v
peapenvne .
ference calls s Also recommendey,

inalist vendo

cate onesell when €
cxs, falkine '
ar about ther
for these ¢ . 0 .
W should condudt site visis with a selegy

selection pro
always valuable 1o he :
dor. .ﬁ. aluation form
If the orgamzanon can altord it : B ot

he Org : es from the selegtion team. any s Mittees
tives fro \

Y - gite visit an
;i i scpnda for the site ) e o
epearea gledr 37T its are also an opportunity 1o forge relatonships with
(L o

become Ereat sourees of advice and assistance

W oan cv

group of representd d share it with the host belore travel.
ing tu the sitc. Site v
other organizaons thar ¢an

" i
1 myp i PO ENS and _—...-MC__._, .
dunng the 1imj lementation | ) . .
caliey - BN «d from the P, dem-
Finally, ensure that any ques Lons left unanswere I m....

ks are addressed through additional mectings

onstrations, and reference chec e .
is for the technical team at the pro-

with the finalist vendors. Oftien valuable

vider organizagion 1o mect directly with technical representatives from the

vendors to more fully understand the details of the system infrastructure and
technical support requirements,

If the vendors were asked 1o supply cost quotes during the REP, the
selection team should review these proposed prices again and ask the ven-
dor to confirm the total quoted costs. Frequently, new costs are mtroduced
durning due diligence. As 3 result, creating a total-cost-ot-ownership (TCO)
analysis prior to fimal system selection is often helpful in understanding the
total costs an organizaton is likely to incur. A sample TCO for an EHR proj-
cct appears in Exhibic 8.4,

The intent of the TCO analysis is to uncover not only the fres pay-
able to the HIT vendor but also any additional third-party software fees,
Equally important is that a TCO analysis allows the organization 1o gin an
understanding of its own staff costs, as knowledgeable subject matter experis
{SME«) from the current staff often are assigned full-time to the project and
will need to be back-filled with new hires or temporary hires; these are often
significant costs that are historically underestimated in large HIT projects.
Zu.:_... orpanizations build in a budgetary reserve of 5 to 15 percent of the
anticipated TCO to cover any unforeseen costs (e.g., a hospital acquisition

H.ni#. -?c.__._m: HIT implementation, which would increase licensing and
implementation costs),

Final Selection

w.:wm_m”n”ﬂﬂ_h MM H_H,“H_ﬁ”pﬂﬁ._n .__.:imnn_ mnl__..ﬁ._c: criteria and rate each 5_.. the
ings from the activitics _..nnqu.c.“n“_mvm weighted criteria based on all the :.s.__.
scoring is subjective, but th ¢ __..:E ,..n_...nmc: committee. Much of the

» but the selection criteriy help the selection team 10

e —— T

Chapter g.
-
¥slems Selectlon and Contract Management

make decisions regarding

e e £ the pros and cons oFeach solu

. pm __ e Way. Once thye ol o olution and weigh those

sreference, second preferencey _ o vendao : i

_._. EENEe) Preference), idenif B s are ranked (e.g., first

Chuoice,” pending contrag _...,.m.._::.u::qna 1 P ranked vendor as “Vendor of
n

are o Anlzat this wa a
awarc that the organization has 3 second op *av, the first-place vendor is

; . i : it
more willing to negotiate the terms more ﬂ:.__.”.,“ﬁa,_ Py moinl
mably 1o close the de ,
al.

Contract Negotiations
A well-conducted selection process shy Id

. : h nu
negotiation. By clearly identifying the ¢ v

the stage for a streamlined
purchased or licensed

) ~ . -
and warking __._.::_mﬂ...._._t:.:.. tar the products being
11y * ¥ B ¢ pPricing H
m:mﬁ:: n_.,::_ﬂv_:_ the RFP response, the ,..“_nﬂ_::: ﬂw. e cepgtion
laid out many ol the oy cam will a ;
. man) terms that are of higheat peiodity in theie Iready have
tions prior to the actual formal discussions V¢ contract negotia-
As a pene ideline )
. 2B _‘q_“__ guideline, the most productive contracr !
¢ thosce 1 whic i ; U nege 1
ar vhich all partics are committed to developi i
NE an agreement

thar is fair, clearly Spras T .

Y 5 ¥ SCIs ol expectations for the maﬁ_nannqnn. =
subsequent suppo i i . On project an
th . ] e ﬂn_u__:..:m_.:ﬁ_ provides legal and financial m._h..__..._q._ .

1Ir¢ig g H - Ty

A and establishes a relationship based on mur 1 s
collaboration. Organizations that take a com ual respect and

bative stanc

A - . A stance or ado X

sive, NO-COMpPromise attrude L_.:.w.._n the fcgotiation Ptan aggres-
.fﬂ_....:a

contract negouations are the first step in a new
continue for many vears and thus will find
tive in the long term,

t recognize that
business relationship that may
this negative approach unproduc-

The first step i iations i

SE s N negonatic s to idennfy the 3

tions team, which _”__ clu _n_“., 1 o i Py

. clude semor executives who hav 1
3 i - ¢ the authoan o make
hnancial commitmients on behall of the oreanizati :
NE—— - . Lanization, management-level
: e sclection committee who understand th 1
intended funcrionaliny ive 1 e
plins v, 4 Fepresentative from the organization'’s purchasing
nn_.l.nn.._. and the organization’s legal counsel.

ONLRACT nepotiati jectin itself, wi
ianated ! gotations should be treated as a project in itsclf, with des-
) m negotation committee members, documented goals and objectives
and a umeline eti i i i
s meline and meeting schedule thae includes internal review sessions

eow - negonad i i ]
gk 3 ﬂnn: the negotiating meetings, In most cases, including legal counsel

‘ho w s the lead i i 3 ) ,
i ._ | take the lead in managing the legal aspects of the contract negotia-

on e ‘ : i i ;

+ 15 necessary, Because legal counsel can be expensive, especially for an
Organizari : i 2
" TU_E_E::: that is not large cnough to have an internal legal professional,

he e iscussi i ; i
: egal discussion may be put on hold until all or most of the business terms
ave been resolved,
tiati Before the fint negotiation session with the vendor, the internal nego-
i . : o i
: Wing committee should meet to agree on the negotaning strategy, which
ne : i ici

cludes the issues that are most important (¢.g., betier pncing on software
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EXHIBIT 8.4 -

Sample Ten-Year Total Cost of Ownership for a Typical EHR
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ent

licenses, additional implementation resources. _.wn._ﬁ. ,._.“”“_“_,____“_._” _.”,:,,._“.d___ Nam.
ing a primary spokespenson during the negotiating s a5 an
individual to be responsible for handling
confusion about the
cllicient practice is 10 have the negotiating,
pan which items are ol the highey

willing to compromise, angd

r.._:_:::__,___p.._::_:_ hetween _._:..r._____:ﬁf
lari Ve maost current status ol issies, any
creates clanty, pre
helps prevent conlives, Anuother
tcam F.:..?..n:a ey vet and gain agreemen

which items the organization will be ut

riority, - .
4 . and can therefore be used as “bargain-

whicl items are apen for compromise :
ing chips.”™ Some items that an organization should pay particular attention

to when negotiating and crafting terms and conditons include but are nop

limited to the following (Chesney 2005; QO Connor 2005):

o Drojeet scope, such as levels of efforg, resource requirements, tim-
ing, costs, and deliverables. Areas that vendors are keenly sensitive 1o
include endless customizations that the organization wants to make to
their product. Recognize that vendors will want to minimize their risk
25 well and will want to limit customizations. Seek to strike a murually
agreeable balance.

s Consequences of monperformance, which might include options to
require the vendor to provide additional resources at no additional cost
to mitigate the nonperformance, give the organization the right to a
sct sum of money for liquidated damages, or give the organization the
right 10 withhold pavments. Because much of an EHR or ERI* imple-
mentation, for instance, requires large-scale workflow reengineering,
recognize that vendors will not want to take on the risk that the orga-
nization cannor make decisions regarding changes in the workflow.

o Personuel commitments. Clearly specify the personnel by name, and
rctain the right to be involved in personnel selection should changes
be required during the project, Establish also the expectations regard-
ing on-site work versus off-site work; redesigning workflows using an
automated tool rypically requires vendor expertise on site for a large
paortion of the effart.

o Project management methodolggy. This identifies, among other things,
governance and decision rights, change processes, escalation processes
for problem resolution, testing and acceptance eriteria, expectations
regarding standard mectings, and regular project-performance report:
ing expectations.

®  Payment terms. Most vendors will want 1o link payment terms Lo meas
sured time intervals. The healthcare organization should link payment
terms to explicit deliverables thar involve demonstrated, stable func-
tional use of the product. It should also specify limits in increases in
ongoing maintenance and support costs and ensure that those oNgoiNg

costs are indexed gy, the neg
price oF the applicating

and Map 3
. A bk
fages in the

Price—|ist

cent ol the negarg i
B fange of 14 1, 1) per-

o Site of litiaaton [y Ste sheylg |
a |y

litigation is clearly Momething g |y,

; =cifivi " E avoj

sary specitying the sy up frong i

berter positioned 1o address jr i _.F_n:_ the o
ey

th
SR ELIPITIE state. While
m_.....__-_ it —.Ar..._..._r. pa—

M2Iton™s legal ¢ounsel is

o Vewdor’s accommting cyele

.f_.:__
. PY 1o negoy;
o " 13 b
an accounting quarter—or, evep W ...r ke On price ar the end of
+ AN Accuunting +
Eyear. Sumetimes
s,

articularly for publicly

m.. - PL I :._._n_.ﬂ:.?_:q..E..E..E_:__ A

counts may be offered .._._1___“:,._....3_.__:____: ; Y substantial is-
U apportuniry.

To start the process of CONIRACT negoiation
pegotiating team to obiain 3 copy of the vendors “
products and services being pProposed and o E..._z..r
tract that are important 1o address, sue
preceding list. These issues may

ViU is customary for the
tandard contrace for the
fy any issues in the con-
b as some of the items noted in the

be entered
NSO an rues marriy : ;
be sent to the vendor in advance of the first meenn ! =_. .
; ) £ 8o thar the vendor §
prepared to discuss alternatives ar the outset. | e

. - ; . cxamples of typical categories
and items found in an issues matrix include th . .

I3 —.:__::.._:m.”

Scope Definition
= Software, hardware
* Interfaces and conversions
* I'rofessional services
* Custom development items

*  Scrvice support levels

Rusincss Terms

1s¢ term, renewal, termination

* Upprades and enhancements

*  Future products and services

= Risk-sharing werms

¢ DPricing and discounts, payment ferms

o Implementation work plan

Legal Terms and Conditions
* Acceptanee terms
s System performance
¢ Regulatory compliance

and response imes

v Governing law
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i i remtedics \.
sy ayparranties. AN ..|r.|r.|I||||.II|
] _:_.#_._S:._::...- _m W.m
s g onfidentiality Y
el | property and con : n.m
o Intellectual \ ]
| o
o Liabilty 1 m
‘ o
iti clev fs, CONIrag )
i crotiating positions, relevant dates, contract idep.
ceord N ¢ e e
e s . L :..ﬁ:__._:::.v SIS Matny gy .ﬁ
e ample of 2 2
tificrs and starus. An <r ; m
bit 8.5, (53 .—ﬁ.._ o rack progress, the £ :
. a

as the primary |
al rounds ol i
erms. During meetings, stay focused
solving, It is always appropriate to
ate (€., i new issuc 18 raised

?E.EE.L.: Exhibi
Tsi 158

Using the
am <an

ues matrix
pegotiatng conduct F.:.H_:..
¢ o the list and agree on ‘
une o collaborative ,_”;:._.:_m m 3¢ .
aut to discuss at iem in priv
¢ ta agree on the orgamzatt .. tion). norms
tain items i0 © swin” on priority issues; this is
jon and planning will help to keep the selection

15 of a system implementa.

potiatng the term
o ment terms that tie payments to achieve-

¢ calendar payments) as this encour-
¢ desired timeframe and reduces
ations seck to establish

eetings 1o work through

the issucs
and adopr at
call a short me
and the team need
pramise O cer
¢ advance discuss
g forward. In ne
is 10 scck pay
ather than regula
¢ the product in th
jzadon. Many orgamz
¢ vendor may receive higher payments if
s alead of schedule and, conversely,
edule. Risk-sharing arrange-

m's position). It is normal

Cross-Reference
to Contract
Sectlon

rder Lo

Loy COMmy
where th
process mewing I¢
ton, a best practice
ment of milestones {7
agos the vendor to acrivat
risk for the purchasing Organ
risk-sharing arrangements, where th
it accomplishes certain tasks or outcomes ‘
may be penalized financially if it falls behind qrr.
ments like this cnsure that cach parry has “skin in the pam
thar this also places a burden on the purchasing sﬂmu:_m.ﬂ._:: .
end of the agreement 10 provide resources and make decisions as required to

accomplish the desired results.
Because the contract with th
support implementation of the new system,
liminary implementation plan to make sure that both
understanding of the resources and timeline, including

Vendor
Response

ame™; however, note
1o hold up us

¢ vendor will include costs and services o
it is usually best to draft a pre:
partics have a shared

the achicvement of

Qur Positlon
The license to use the software should be perpelual.

major milestanes,
At the conclusion of contract negotiations, the

internal communication document for senior leadership that sumn
business deal, key terms and conditions, concessions received, and other 1
mitigation agrecments.

ream can creatc an
1arizes the

1sk-

The following products should be considered options

to be purchased In the future:

s linserl producl names]
Provide best and final pricing by:

» Application

The following products are included in the base deal:
* |Insert product names|

The agreement would include the enlire enlerprise,
Clinical

as well as future sites, The list of sites is:

Customer will consider entering into a 7-10 year term
= linsert list]

for support.
® |insert product names]

Revenue cycle
* [insert product names]

Deparimental

Monitor Contract Performance
Remember the importance of clearly defining the project scope
such as levels of effort, resource requirements, timing, costs, and d elive

up tfront,
_H.T_.ﬂm.

Discussion

Tople

License

Term

Scope of use

Products
Pricing

Sample Negotiations Issues Matrix

EXHIBIT 8.5
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FCIE lice . 1
| projest management oflice, the 1y
15 a professial _ cpsurements and updates, Howeyey,
: " oC e . HTQ T L
formanee M westment in comprehensive Projecy
can i

¢ the very feast ensure that som,.

s e Iy
panizanett B S 0
If the orga’ il n per A
W Act M _.
o a . : .
it shouls  oen the vendor's trm) is tracking
[}

project will __..:.r. __.1.__...:_ N

i ehe .:,.EEua_.““.r“.“:x_:..:.n.__,.f ONe : T

. __d.u_:._...._".:..: (ot _,::.._..:_:-r.__n ._._:__.__._.::...._JJ:__,,__ _u:..__rr_ _.__:...r_:.:..r u__..s_p__

onpc the _..r_: Jine nL:.__,.___.r..._— ?.,. T To .,-..:._._ L the r:_..._,ﬂ.__n_,___,.r._

eas on { oxher <OS5 and r_n._.,..F .:F. rerms and conditions of the cay,
nd ¢ il _.__.ﬂ..w .E..s..” .“.__?.m:;q project-performance updages

1 Jemand

management

progr
milestones. ._. e
benefit of having $pes i
ranizanul
e 7 endor team-
Erw. he membrs of the vend
with the

; n . t of the system selection
Benefits n_mn.,_uu.r._.” but incredibly important nar

5 . .—...T... C
An often over

¢ the new HIT goes into productive use,
\ fer . 4
; qe point alter .ncfits realization assessment g
process s that, at som .ﬂ_#_..a 1 formal benctits ﬂrw._ tac HIT investmen,
. 2 [N . C
the organization must fits envisioned for the ﬂE.z..n.u__n. i 5 ro ool
: s _— . - v this -0l
scc if the desied ?h.. “The best approach for accomplishing {missi
- ychieved, Li of stay, readmission
were actually achic formance indicators (€8, Hn_..mnw. u_,__,: ——
inc before per " hours by statt type
lect baseline overame hours by
related group,

; . ; s about 12
rates by diagnast ization hoped to improve with HIT; then, at
i 1mzan

. . . i ization can collect
sl p HIT goesnto praduction, the organiz o
. . d » the TWo sets _
A  thosc same indicators and compare the e da
. e ride valuable lesson
i Enu,.EnM. losc the loop™ step that can provide valua i
is 1 “closc : it
) d of directors or senior leadership team
: c .
B i ; covisioned.
e nt made is acrually reaping the benefits covi
investme

Summary

. : + those
The selection of information systems by an organization, ﬁ.“n_.__n”“ﬁ.nﬂ”ﬂ o
systems that affect a large portion of cm_naz.:s& _._.w_._.nzo,””.&nn._mms: aking
u_.nnﬁwﬂ. rigorous due diligence and systematic, _4...:__:1.&.“_q i clection
In this chapter, we provide a framework for conducting

process that includes the following activitics:

s Clarification of the objectives

]
X ¢ procc
Formation of the system selection governance structure and p
Establishment of a system sclection plan

Education: Understanding the marketplace

Down selection: Narrowing the field

Documentation of the requirements: Developing the request
for proposal

Conducting detaile Producy
Completion of g, due (;

_ ligence acyiyiy:
| selection

Contract negotiations

« Bencfits reg 1Zation

The key 1o msn-nﬂ__zw the ¢
a system selection process i 1, res
to include the key stakeholders thraugh,
alfected by the system sclection decision,
these stakeholders are active

decision to move forward w,

hances of havin
fiurce g

E 3 successfy| Glitcome to
¥ other farmg)
the OTRanIzation

OTRaNizani

like an
au
The
T.._.w:_nm?____.:m in b

process and
who will he
M must ensure that

oth the dye dilige
i ence and th
ith a vendor of choiee. : )

Note

1. Portions Q.. this chapter have been reprinted and /or adapted from
The Execntive’s Guide to Electronic Henluly Records by Detley
and Era Rerner .H,._:npm:“ Heal ?

th Administration Press, 200
from the 2011 unpublished work by

H. Smaltz

7 and

. Paul Murphy, stratepy adw-
sory service leader at Encore Health Resources. Martenal from ®

au)
Murphy's work—*The Vendor Selection Process™ tluly 2011} and
“Selection Process Exhibis™ (July 200 1)—is used with permission of
Encore Health Resources,

Web Resources

A number of organizations (through their websites) provide more informa-
ton on the topics discussed in this chapter:

Gartner (www.gartner.com/technology /rescarch jsp), Garter pro-
Vides subscription-based research notes on information .n&iz_.,ﬁ..
that covers a full spectrum—from technical 1o TT-based business
Processes.

HIMSS Analytics (wwwhimssanahytics.org). HIMSS Analytics provides
data and analytic cxpertise,

b ey ; : healtheare
KLAS (www.klasrescarch.com). KLAS ﬂn_..d:_.“_ﬂ «M.“. _._.um””_ﬂﬁ
technology that help organizations make infurm
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Discussion Questions

s aclection provess?
l!l_‘ll m Ill' wp lhf avstem I
maj oaties 2
Aajor

c Lraans andd e tpes
AL s el les ot funcronal e em selection APPL#CATIONS:
c examples apwort OF 3 8¥SIE
2. What arc some €4 h i supy
" e e m ELECTRONIC HEALTH RECORDS
of worl N .
: at the outset ol'a
projet? te 3 st selection I|w|.||\
rrant 1o«
3. Why s apimpo N . .
m sclection endeavor? 1 why is it an important stepin Learning Objectives
NI down selection activity, and 3
)
4 What i» the & il ‘
the system scbectian P EP), and what is its purposc? 1. Define the term electranic heals)y record (EHR),
= What is a request for propesal (REP). hat make up an REP? 2. Understand the key capabilitics of a robyst f:f[.
2 - i crons that m. ) - ! -
6. Whar are some of the npial s 4 why is it important to estimate 3. Articulate the benefits of a robuse THR
i ; Ip. an ¥ - ) ‘ g :
7. What s 2 toral cost of mm:“?',r 5 4. Articulate some ejl’[h: key cost categories asodated with the purchase
or to making a sisem selectior bR e h e
W ooy it ! cribe the EHR Adoption A
8. What are some of the 17 « negatiations with a vendor? 5. Describe the E aption Model.
: + it COREract neg
consider when going into contrac ¢ g miisle et
: izani ment?
s realizanon assess
9. What is 2 benehis

of meamingful use of an EHR, and dewribe
ria that both individual providers and hospitals need to
achieve to earn incentives for meaningfully using an EHR

some of the ¢rite

Overview

There has been an evolution of the terms used to deseribe 3 digital version
of a medical record, Currently, electranic ealth record (EHR) is the most

commonly used term 1o describe =3 longitudinal electrunic record of panent

health information generated by onc or more encounters in any care deliy-

ery setting. Included in this information are patient demographics, progress

notes, problems, medications, vital signs, past medical history, immuniza

tions, laboratory data and radiology reports. The EHR automares and (with

appropriate operations management| ¢can streambine the climcian's work low.

i The EHR has the ability 1o generate a complete record of a chinical patient

encounter—as well as supporting other care:related acovities dicectly or indi-

rectly via an imcrlﬁx(ufinc!mliug, evidenve-based decinion support, quality

management, and outcomes reporting”™ (HIMSS 2012b). A key component

of this definition from the [ lealthcare Infuenation and Management Systems
Socicty (HIIMSS) is the abiliey 1o record patient inl'urn.uum\ that 1 gener:
ated in any care delivery setting. In other words, the FHR should provide

carepivers with the abil L delivered, the

acrass organizational boundaries. Regandles of “Iu.rr care “.“ d_L - . i
EHR is designed to gather that intormation for 3 '“I_I' L“"“?" . EE' %

view af'a patient’s medical history. In the past, terms like the compurer-based

v 10 communicare patient intformation collected from

257
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EXHIBIT 9.1
US EMR
Adoption
Model™

onic medical record (EMIU) wepe

i o Can clectr
patient record (CBPR or ¢ IRy o rwhat today has evolyved

) . versions v
used and should be viewed as less robust

intor the EHR.

Components of an EHR

=R 4 _..vn:.:...l.—ﬂﬁ:. ._:_Z._.,_,_....... an _:_.:__._:_..... ol vf;...&:... ___3.7—..
i .z—wﬂ_..r._ ...,”._? ns:_..._::.w-wa.n_.a Patient Record, which :;._m._.”..__._..._ articu-
”H.MJ_LH _”.ﬁ. fratures al the r_...::..:..,.f_..:..,.. EHR. _..._:_.._.rm_”__h_,.___.fv ”_.d”..h___:nm
. he onginal kev ...:_,.__?.,_.__E.:.,\.n...___:.E. ofan L. that Dick and
S e ts and Davis 2006) and developed the seven-
staces EMR Adoprion Model (EMRAM), .-_.n_amr._n.._ n _luy_,_:...m..F w._ These
.h,,...: stages hot only have become the de .ar.:... standard ...fmmr:ﬁm_c: of the
key components of 2 complete EHR but ...__..,:_ with the p,_f_:._c_._ of the stapges
of adopuion of these kev components /features, have ._uﬂo,._&n..,_ a means of
tracking the degree of EHR adoprion throughout the industry. .
We .:.__.nm the EHR adoption stages in more detail later in this chapter.
The rest of this section provides 2 bricf overview of each of the seven key

components of an EHR—primarily in the context of the EMRAM.

his colleagues .;:m-r..r..._r...._ {Gare

Stage 1: Ancillary Systems .

The ancillary systems compenent of an EHR includes automated informa-
tion systems to support workflow in the laboratory, radiology, and pharmacy
departments. In the laboratory department, for instance, this includes captur-

Stage Cumulative Capabllities

Stage 7 | Complete EMR; CCD transactions to share data; Dala warehousing;
Data continuity with ED, ambulatory, OP

Stage 6 | Physician documentation (structured templates), full CDSS (variance
& compliance), full R-PACS

Stage 5 | Closed loop medication administration
Stage 4 | CPOE, Clinical Decision Support (clinical protocols)

Stage 3 | Nursing/clinical documentation (flow sheets), CDSS (error check-
ing), PACS avallable outside Radiology

Stage 2 | CDR, Controlled Medical Vocabulary, CDS, may have Document Imag-
ing; HIE capable

Stage1 | Ancillaries—Lab, Rad, Pharmacy—All Installed
Stage o | All Three Ancillaries Mol Installed

SOURCE: Repnnted from =U.S. EMR Adoption Model™ Trends,™ wiww.himssanalytics

Mﬁﬁxﬁhﬂﬂmwz RAM_Overview_Eng%20011812 -pdf. Used with permission from

Chapte; g, g
% Applications: Electronic Health Recaras |.E

ing test results from varions |

y abor
ing that into an amamare|

MOy test deviges
nd-alope |
integrated laboratory Eqp Mendule

-cevs o nbtain thej [
JCces their patienys’ test r

and automatically pull-

aba s el -
ratory information syStem or an

..._E__ ﬂ.___..;m

esults. §ipmi "M and other caregivers can
ment, this inchudes providing resuls . Similarly
)

that ordered them. In the

[ radyol wical

Pharmacy g
. n _.—...._.:._._....n:n
means of nanaging the proces of i ; v
K _.f_..nn,._zm and
d

stage 2: Clinical Data Repository (CDR)

The CDR collects data from 4 vanety of inform,

a.z..d avai ..._.._,... o _.,_d._.....mnm.:: and other Caregivers ._:_“.. :.E..ﬂ.. ..:E Equu ;_n.
their respective paucents. While CDRs from different F__n"._*_*_ﬂ ._..___..:. R q:
fer slightly, they typically dggregate data from ancl) » .;:n_:_... may dif-
results, pathology reports, and radiology reports .4...._” _,_T_n_._: such as lab
and other data relaung 1o the patient ﬁa_,n. S “ us E::&......_._ data
transfer dates, if applicable; discl i BHpH Sy admission dates;

rge dates; disgnosis y : i
: g codes).
also uses a controlled medical vacabulary S

1 exams to the physicians
tprovides an automated
elivering drugs to paticnts,

Stage 2: Controlled Medical Vocabulary (CMy)

riw i)
CMV is “a rool used to standardize information for purposes of capturing,
A

storing, exchanping ol z -
s ging, scarching and analvzing data™ ( Health Informarics

2012). The purpose of a CMV is to address the many needs and limitations

of healtheare™s information infrastructure: cxamples are as follows | Healtl
Informintics 2012):

Reducing ambiguity that is inherent in normal human linguages (for
example, how “hearr artack,™ “mvocardial infarction,” and =MI™ may
mean the same thing when describing 2 patient condition bur represent
different conditions to a computer coding that information)

Making the exchange of informaton consistent berween different
providers, care settings, researchers, and others even at different points
in time

um ane

Overcoming differences in medical information recording
place to another

m..—s..:._a._.mm:._m medical infermation {in a consistent manner)

* Allowing symbolic manipulation of data (searches for specific analysis)
- —..u.nu...m..r._._mu ﬂ_.._-o_ﬂau.n.-...._ Hn.._'....!._.m:wq. T....—_Efl._.— hnf.wwm—__._. u_..—..m___ﬂ_q.n_h

Some common CMVs include the tollowing:

* Systematized Nomenclature n........ﬁ\.ﬁ....m......numm.....n..... H«ﬂa_m,nwﬁmﬂa_mﬁ.g.
“SNOMED CT provides the core gencral terminology for Te
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i e user
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— oMED L i chensively as aninteg
application. M3 iy, reliably and <ol FISDO 20120,
informanion comEntAs L5 reconds (ISR <

3 clectronis
; Hdentifiers ._/..:_”__\
rem for identi ving |
ute L.

(LOINC), LOINC is

¢ amid Coddes o
climical observa-

part of prosuan
aboratory and

e Loqeal Cheervation

2 universal cande v
genstricl Tnstit
aspanaie SysTen (5
loey, classiie

(UMIS). “The UMLS integrates
ation and coding standards,
stion of more cltective and

srems and services, including

rons (Re
e Unificd Medical
and distribures key fermino
csourees pro !
information sy
(NLM 2012).

mote ¢re
and assoctated 1

inreroperable biomedical
"

clectronic health records

ALV is in providing a means for health-related

in v 2 C
In chor, the main ¥3lb® 70 HRs and EHR component modules—to

informanon MQRETA..”EEE:_. E
become semangeally intcroperable.

Stage 2: Document Imaging

| copies of pape
- healthcare providers make X : n
Many he e M.rn:‘ own setting or that patients bring with them from

clinic, hospital). Making these images of paper
EHR is another capability that helps ensure
adon available as possible as they assess and

r records that are cither

gencrated wi
another care serdng (€-8.,
records available through the
providers have as much inform
care for patents.

Stage 2: Health Information Exchange (HIE) n.wuma_:s‘. -
The US Department of Health & Human Services's D_.mnn.nw_ _._._n. auo

Coordinator for Health Information Technology (ONCHIT) _u.,”_:.._.._..u :_.n:
HIE capability (exchange of health information n_...n:.csﬁ.d__w.._ is essential
to both providing the best pussible care for patients and driving L:_E_.__ the
overall cost of that kind of high-quality care at a national level (Williams et
al. 2012). Contemporary EHRs should have the basic ability to sccurely ”.E_.._
clectronically send and receive data about relevant patients to aid patient
assessment and care decisions, ONCHIT is working to establish standards
for accomplishing this in a2 morc unificd, consistent manner. Note thar data
about a patient should be able to be securely and appropriately exchanged
not only intra-urganizationally (i.e., across all inpatient, outpatient, ancillary,
and complementary care scttings within the organization) but also inter-
organizationally (i.c., across distinct, legal, organizational entity boundarics).

—
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stage 3: Clinical Decision Support
Support System (CDSS)

C1SS has been defined in a v
in a review ol CDSS and s ef)
autcomes, says, “CDAY

(CDS) and Clinical Decision

anety of ways, Garg and colleagues (2005),

e ) i .
effects YN pracutioner perfurmance and patient
are informatian systems

; . {1 _ - designed to improve clini-
cian decision making. Characteristics ol

individual patients are matched o

a computcrized knowledge base, and software algonithms gencrate patient-

specific recommendations,™

Most major _..Z._w systemy vendors have CDSS capabilites: that is,
they can generate a variety of alerts and reminders, such as error checking
for drug-drug and drug-food adverse effects as well as conflict checking
for drug-lab orders. A more advanced CDSS 2l has the ability o supply
cvidence-based medicine protocals (c.g., order sets that have been shown
in the medical body of literature 10 have the best statistical outcomes for
patients with specific diagnoses or conditions ). These advanced CDS capabili-
ties provide easy access 1o any local and /or remore subscription-based knowl-
cdge sources, such as MD Consult, OVID, the Medline medical literature
darabase, and national or local clinical guidelines. The most advanced CDSS
also can provide guidance—in the form of variance and compliance alerts—
for all clinical activities related to dinical protocols and outcomes (HIMSS
Analytics 2012b; Middleton e al, 2004),

Key CDSS implementation considerations that in the past were deter-
mined locally with input from the clinical staffinclude

s the choice of which alerts /reminders 1o include,

= how alerts/reminders are delivered to the clinician, and

= the circumstances under which clinicians are allowed to override the

alerts /reminders.

Too-frequent alerts with only minimal justification result in what has been
termed alers fatigue, which not only generates complaints from clinicians but
also results in frequent overrides and ignoning of even the most important
alerts. For instance, many medication knowledge bases thar can be purchased
to be integrated with the EFIR to provide alerts tor drug-allergy interactions,
for example, produce an alert for the specific drug as well as for any drugs
in that class—even if patients have already taken the related drugs with no
ill effects. Furthermore, alerts are triggered by clements in the EHR; that
is, if the clinician had originally included, for instance, an u__n...wq.... L aspirin
when the patient said the aspirin upsct her stomach but the clinician never
changed the entey when he realized this was not 2 ..:..p_”. allergy, then the
alere will be triggered anyway. Convencly, if’ the system is set up so that a
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w ‘.,._.._,._m.,,_:f. in regand 1o e-prescribing
) lectronically from clinician to pharmacy.
s LLE AL ! ; ma
_,_.” American Medical Informatics Associttion
ol r . & W
s led 2 sraad map™ lor CDS. Tins road-
(s

then uns

ation of hes 10 implement the

generate an alernt. ;
CDSS funcuons of the .
informanon el oy ___—_...r
by providens dunng the ,.r.:m_._. ﬂrﬂ_r.jna "
. QNCHIT has cmphasize LR

ant o leave 1o the healtly

ant iwolvement

—¢he transmission of presen
As part of the pational ettort,

(AMIA) developed w lat has been cal i
, : 35 pols are promis : .
arly in the following three areas (Ford,

L, al el to _..:_.. .Q.:_:.
P Tf.nw—.r _._Tmﬂ a._.._.._._.ﬂ .— ng. A\ r-.r _.- AL _v_.
ma 1 3 3 [ W, miu 5

ta realize their full _xa_n:mhl.—.::,_:_.
Menachemi, and Phillips 2006):

1. Apphing the best clinical knowledge available at the point when itis
needed .
Achieving ligh adoption of CDS and cffecuve use

...
2 ¢ of clinical knowledge and CDS methods

3. Conmnuous improvemen

Osherhoff and his colleagues (2005) suggest 2 phased Mn.._.._n:,..w_unﬂ__w:#_._
af CDS with physician thought-leader input as the plans p.d, &nm,_r.._cﬂﬂ._ _u,. we _.
as a responsive feedback 2nd modification process as the PG capabi _.:2..“.
the EHR are implemented. Training and suppart for physicians are consi
ered essenmal, and including training on what the alerts mean and how to

respond to them is also very important.

Stage 3: Nursing/Clinical Documentation .

Contemporary EHRs have the ability to document vital signs, flow v,_.....ﬁ.n
(time-based trending of partcularly relevant clinical data to assess a patient's
condition over time), nursing notes, and care plans. They also can keep 3
comprehensive record of all medications that have been administered to the
patient.

Stage 3: Picture Archiving and Communication Systems (PACS)

PACS capturc and store medical images such as x-ray images, CT (compurer
ized tomography ) scans, MRI (magnetic resonance imaging) scans, and other
medical diagnostic images. They also have the ability to allow caregivers from
across the organization 1o electronically access those images. Contemporary

EHRs provide a means to make PACS mﬁ___.._._.....nm available 1o r.m.ﬂr.—.u.m_—.ﬂ._..... outside
of the radiology department.

stage 4: Computerized Physician
FLIMSS (201 2¢) defines CPOg s “the
tem |or EHR] that cnabiley 3 Paticn’s
_.3_-,..___.. :.__:: climical _.__T.:_J:::.

D-.nﬂﬂ m_._nq Hﬁﬂag

e 3 m inli
POMION of 3 elingcal information syy-

care -
| Prvider 1o eper an order for 2
]

2y tes i ;
then transmipg .__.n “ ot procedure directly into
v . trde .
ment, or individuals, so it ¢an be carrie Tt the appropriate depart-
gations of such systems Most advanced implemen-

e chinical decision support such
U hERestions, duplicate the
CTEY Inferaction checkin
Economic

the computer. The syatem

as dosage and alternative medicag ey
and drug-drug and drug-|
Information Technology fir
of 2009 and employer advocacy groups
Jeaplroggroup.org), share the G
HRICRR .c.".nan_.. via providing incentives 1o healthcare practir;

CPOE. The .Hhuﬂ_::m. Group is a continually E.:..:”n ....ﬁ___.___.._ﬂ_...,J s&:?.:?
500 companies that promores CPOE, which :”un.:_..u., et : of Fortune
have the ability to reduce the possibiliny of itk ..::, ata have shown to
er al. 2009}, Hospitals that have Cpoj £ cvents { Reckmann

OFE are promated 1o th
- -~ H ﬂ
Leapfrog Group companies and advacare for Iy e i

care. This push from Leaplrog and feder le
Act for healthcare delivery

TPV warnings,
R 7 Both the Health
and Chinical Health (HITECH) Act
...,._r.__ s the Leapfrog Group (www
"Mprove qualiey of care and redyce

gher reimbursement levels for

. gshation such as the HITECH
p | Organizations and systems o increase panent
safety has prompted the growing interest in CPOE adopuon. Remember,

however, that CPOE alone is unlikely 1o realize the proposed benefits
:1__“3 the technology is coupled with an EHR with the foundarional teatures
discussed in this chapter and unless it is linked to at least minimal CDS that

provides advice on appropriate drug ordering, such as alerts for drug—drug
or drug=allergy interactions,

m;ﬁumm 5: Closed-Loop Medication Administration

Closed-loap medication administration, also called end-ro-end medicarion
administrarion, includes CPOE with CDS for error checks, bar code or
other automared methods for checks durng medication administration,
and an electronic medication administration record (e-MAR) linked 1o the
pharmacy and the CPOE. Closed-loop medication administration obviously
requires that the component parts (CPOE, CDSS, e-MAR) be in place and
thtegrated; thus, the process is clearly a later stage in the EMRAM but is vital
for achieving much-higher levels of patient safety (Smalez and RBerner 2007).

Stage 6: Physician Documentation

Physician documentation that was produced and managed as a paper
record—such as progress notes, consult notes, discharge summarics, problem
lists, and diagnosis list maintenance—can now be entered and maintained

|J

Chapter g, . .
9: ...w._u__nm:n___m" Elecironic Health Records E
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Lt abo should sup : ed

as noted |1n:\‘|uu3.|_\'), This docs nat
Language (150 the system, but

electronically within the E1 port structured data entry,

entry of data by physicians.
X fined
ALY

(o be taught 31 e
i should be structured. There have been

spaken or written matural

b

: . ocabulary
which necessitates a d¢ { vocabulan

mean that physicians nees

the database that underlics the record il
same Aempts o use mechanisns 10 Process

language, but these I-u\c :‘::1‘::?_1::-.’\""'“ + nceded if unstructured inpug
in the way that Smmlu.': mechanism 1o link from the dictated language 1o
:__;h_u is. watural fanguage processing (NLI), which
a technology that caprures and transcribes phy-
< writing, NLI' is notyeta fully fail-sale means
¢ for direct patient care decisions, although it
rescarch such as the ability o

nccessful 1 paining full EHR benelits

is going ta be allowed
the structured [anguag!
contimues fa make progress s
sician dictation into text at thi
of leveraging practitioner inpu
is an excellent means of conducting medical ‘ :
identify, extract, and categarize information found within clinical narrative
text <uch as in dictated physician nates tAl-Haddad et al. 2010, Terry 2012).
However, templates for recording patient information have been used with
using structured templates for routine types of care
red pneumonia) provides the added benefit

some success, Indecd,
(e.g., a template for adule-acqui
of being able to do real-time evaluation and management (E&M) coding,

which can have 2 huge impact on expediting billing and consequently reduc-

ing accounts receivable days.

Stage 7: Analytics and Reporting

EHRs should have the ability to provide advanced reporting to analyze pat-
terns of clinical data 1o improve quality of care and patient safety as well as
care efficiencics.

Security and Access

In addition 10 the elements of the seven stages is one of I0M’s original rec-
Umn}cndauuns far EHRs that has become absolutely required: protect the
confidentialiry and integrity of the patient’s information. The system must be
able to track, in a ngorous way, who has accessed the record. This essential
function aligns the evolution of the EHR with the original HIPAA (Health
f::“::‘:: Portability and Accountability Act) legislation and the HITECH
b m::;:;: }Jj:::\ﬂ(;cgm Tz:zci,:}gmm-s rcquin:cp\cn-ls related to pml.
onsite and remotely, by 3 wide range Urﬂrm:j.::m]. While timely access, hn]tlt
guaranteed, unauthorized access must | i et

he prevented.

Cha " -
Pter 9: Applications: Electronic Health Recards

Benefits and Goals

An EHR can increase the effic 5

HEaL erease the efficiency af the clinical car )

gerting rid of incflicient paper-based PSR e © processes not only by
need toscarch for lost charts, lab o sl
An EHR can porentially increase 1
the actual clinical d

ata, or other pi i JI“_‘ by rc':‘lu(i"!: the
he o Gors pieeey of patient information.
i sl oy cicncy of claims processing by using
on care processes in electronic form (J::‘:l"m"m ﬁ" claims. Having the data
pening in. the patient care settings ar the i;:i’“]:zl‘l;'l‘]rll::]:nnuiring \\“lut is h’E'
cal lln:chmqm:s for identifying patterns in thar care _-Im 1{: using, _‘n;]?-",
can involve both cost-effectiveness and Sue process. The monitoring

Many parts of the clinic i

al processes i . i
toring the patient care setting \\‘cri; au::\:-:hliijl;l:'n:j:rt:::! e rmm!-
cal rfcord&- While bills were generated, risk assessments u:'rc m‘nf'i"P."_ ot
quality assurance and quality improvemenr activitics were rf::' “‘-f:;‘- o
all rcliu-:d primanly on painstaking chare abstraction—rthe mf::u.'llrmc -‘ b
rF\'ic\\'lng paper-based medical records and extracting the picees ¢ ?l'o}c“ o
tion needed for the particular task at hand. The use n?.m FI[Rc.ml‘m :““
possible improvements in both the processes and oul:nn\c; of care fll.:ll: o
improvements that are difficult to accomplish with a p.lpc-r chart, V-.\'c j::::
those aspects in this section, but first ler’s look at four bencfits of an EHI:
related to improving efficiency and monitoring.

Benefit 1: Access to Information

.Onu of the most obvious benefits of an EHR is access to information—that
is, gerting the clinical information when and where it is nceded. Goals such as
2“‘"\0" 1-(|.\y. ?d;)’s—;—\\'cck aceessibility are commoan expectations for an
EHR. Access and communication go hand in hand, because casy access not
only makes it canvenient for individual clinicians to get the information they
need bur also improves communication among Prﬂ'\:id-fﬂ-

B‘elneﬁl 2: Better Organization of Data

This benefit includes having basic patient data located in a central place so
_lhnt the data have to be entered only one time. Other efficiency goals include
!“"Pm\'ing the quality of the data in the record by avoiding illegible handwrit-
Ing and getting an assurance that the dara are complete and accurate.

Benefit 3: Claims Processing Efficiency

Even though the record is a clinical record, the clinical dara can improve
claims processing efliciency if this information drove the billing process. Dana
that are accessible in clectronic form can ease the process of gathernng and
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Monitoring of Performance

Benefit 4: Improved X tles of performance as well as
der _z‘::_.r I

. e § idual provi X ) i
An EHIR allows for indis il _m comething most of the insurance carriers
8

Jready doing. These data can be used
ity improvement initatives. As noted,

aggregate profiles of all provider
and managed care organizations arc

thi ization o tanget qu K

within the orgamzatoen AN ) )

| chart audits are dfficult 2nd labor intensive. One important point
manual ¢

is that while microfiche, optical scanning, and other
wide a better means of storage and

to emphasize, however,
document imaging procedures may pre ! : .
mav make accessing information easicr than was _59_.,,__.._;... .s.:r the _.z”ﬂnw.
based medical record system, they will not make the profiling u:.,m auditing
any casier. Ta do that, the clinical information _:Es —;n.wE_.ri in m:r,__. a
...:,n:_.:_2.2.”&—.?\2.,.?.__..__“? manner that the informaton <an be casily
retrieved in multple different ways.

wWith an EHR, ¢linical and financial outcomes can be more casily
monitored and linked to quality improvement processcs, this is extremely
difficult 1o do with traditional paper records. Individual carcgivers can also
develop their own profiles of behavior so that they can monitor and modify
that behavior, Furthermore, individual profiles of behavior can provide
insight into needed, targeted continuing education. Educational activities can
be more casily targeted 1o real clinical necds, not just the practitioner's inter-
ests. Finally, a robust EHR’s ability to aggregate data across patients provides
a means for population-based monitoring and specific discase management.

Stages of EHR Adoption
While it is true that some healtheare facilities have focused on CPOE (Stage
4) even before getting the back-end ancillary systems automated and inte:
grated, it is generally recommended that other systems (stages under 4) be
in place and working well before the workilow chan ges needed for CI'OE
are undertaken. Exhibit 9.2 shows the stages of adoption of EHR capabilitics
acrass the United States as of early 2012,

. _ZE_ hospitals have moved beyond having just automated depart”
_.M_su.pwhﬂv“”:._w_ Ewr as pharmacy, radiology, and laboratory (HIMSS An-
C 2 g : major ] i . i
_.v low i, __._.__. majonty of hospirals are at Stage 3 capabilities or
relow—at 44.9 pereent in 4th quarter 2011 i L]
i A i C and 43.9 percent in 1st qua

(see Exhibit 9.2). This degree of integration
.R...ms—,._n _:_.,w:?._::: tor clinicians and 3
nterachon with the compurer, w

adoption and artainment of CPOJ

can provide very usetul,
n promote mare direct clinician
hich potentially pave the way for gasier
L meaningful nse (a new federal incentive
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tage
nm.lr Cumulative Capabilities
Stage 7 | Complete EMR €O vraman 2011 Q4 | 2012 Q4 ”xm:_u_q 9.2
Data warehousing: p 1S 1o share data; EMR Adop-
ambulatory, OP = continuity with ED, 1.2% 1.2% HonModet":
vl e : Levels of Adop-
g otumentation (structured 1em- tion, 2012

plates), full CDSS (varia
r|l o, Nce & compliance), full 5.2% 6.2%

Stage 5_| Closed loop medication administration
Stage 4 | CPOE, Clinical Decision 5y

8.4% 9.4%

protacols) pport (clinical

Stage 3 | Nursing/clinical documentation

13.2% | 13.2%

(Mlow sheets),

CDSS (error checking), PACS available outside | 44.9%

Radiology 43.9%

Stage 2 | CDR, Controlled Medical Vocabulary, (DS, may

have Document Imaging; HIE capable 12.4% | 12.1%
Stage 1 | Ancillaries—Lab, Rad, Pharmacy—All Installed
Stage a | All Three Ancillaries Not Installed

5.7% 5.5%
9.0% 8.4%

N=5337 | N=518

SOURCE: Reprinted from “U.5. EMR Adoption Model™ Trends. ™ wws himssanalytics

org/docs/HA_EMRAM_Overview_Engh20011812 pdf. Use :
gy _Eng Pl Used with permussion from

program discussed later in

chaprer), In addition, most rescarch studics

have shown that automation of nursing processes (a Stage 3 capability) actu-
ally saves time for nurses, which provides a motivation for accepting these
automated systems. In contrast, although it is likely to bnng other benetirs,
CIOE may take more of a physician’s time at the tront end than do current
manual ordering processes. This impact on physician tme just from CPOE
would be compounded if the automared clinical systems offered no other
value, This is why most consultants recommend getting to Stage 3 capabili-
ties betore tackling the Stage 4+ CPOE.

Adoption of CPOE is still seen as 2 problem today, as many pracicing
Physicians still haye a number of objections o jt—such as impact on :::.” the
view that the data-entry component is low-level :...qr.._:”_ alert «.Em:n _:..__..
overly ALEressive systems, just [0 name 3 few, Despite the fact that .—..v:f. ..S.__.
CPOE have been around for more than 30 years.3 study by HIMSS ..f._,n__a_:r.u
(20121 involving mare than 3,300 US hospitals found that at _En _a_nw_zzs._w”
of 2012 only 1.2 percent of the _..:zp.:..:_:“n :q_m.::a..:...:.. had implementey
3 complete EFIR—what HIIMSS Analytics relers (088 2 5880 0 B0 0
(see Exhibit 9.2). Ta ain the full benefits of :E.:._E_.....EE. using an El

) it 9.2). To gain ¢ e 1o enforce EHR adoption
With CPOE, federal legislation has been coatedt

o 3 Stage 7 Hospital
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rired States. These manda . .
throughout the U nited State arions that continue o avaid

yuntitis
an EHR and penalize practinonc ansd o1

meaningtul use.

Federal Initiatives to Promote the Meaningful Use of an EHR

The 1999 landmark report To Frr Is Humian, _#___,:a__.,._.., by the TOM, Sug-
e

ted that in the United States berween 44,000 to Y8000 deaths a year
gested

3 is report
o medical errors. This . s ab
were due 1 luding healtheare executives, clini 1ans,

jehtened the concerns abougy

paticnt safery by many groups, ne

health policvmakers and the general public; more important, it capuared the
hea ‘ ; f

attention of the legnlative and caccutive _._qp_...r.:.n..m of 4.:” _r.,m mc_..nﬂ_,.:”.nzr
The report advocated for the increased use of .m.m.:r n._WCF ..E.L _P.Cm.m as
means of preventing errors, leading President George W. Bush, in his M_muc.*
State of the Union address, to emphasize the need 10 computerize patient
health records ( Washinaton Post 2004). . .

While it is difficult to make predictions in any fast-changing arcna,
the momentum for change in HIT has certainly increased. For one thing, a
federal-level office (ONCHIT) now exists, headed by an I._._. :....uu__m... :.:ﬁ.v is
charped with oversecing a variery of government HIT initia ives, En_:__‘.:dm.
the mnis..,._.:n:_ of national interoperable EHRs (the term interoperability
refiers to the abiliry of systems to talk o cach other within and cn_u...n..u:
facilities and organizations . Congress had initially appropriated funding tor
ONCHIT and for grants through the Agency for Healtheare Rescarch and
Quality (AHRQ 2004, focusing on the development of standards, ﬂ._,.o.ad.fn
data nerworks, review of privacy and security practices at 2 statewide level,
and demonstration projects in urban and rural settings of model systems.

In addition to appropriations to AHRQ for targeted HIT projects,
an increasing amount of federal legislation is geared toward reducing medi-
cal errors, increasing the use of information technology in healtheare, and
changing the way healthcare organizations are trying to improve quality. In
2005, the Patient Safety and Quality Improvement Act was signed into law,
establishing, a2 voluntary crror-reporting database. The Joint Cosﬁt__m_...m:_.d
(2011) now publishes an annual report called Improving Ameriea’s Hospr-
tals, which publicizes myriad quality and safety measures stratified by US
hospitals. Furthermore, the Centers for Medicare & Medicaid Services (CMS
n.d.[c]) has several online sources of quality data on hospitals and home
health care, such as the Medicare Inpatient Haospital Dashboard, which pro-
vides comparative quality and cost data. Websites like Healthgrades (www
healthgrades.com) already provide various quality performance indicators for
a growing number of hospitals (Healthgrades 2009).

Other legisladon provides grants 10 hospitals for implementing $Y%°
tems for clectronic transmission of prescription orders (e-prescribing) and 3

e

variety of proposals 1 iy,
mance ), The Larer wil) dmast ¢epy
a

e . nly
mission ol oitcome (g, Y

. fequire elecyy,
Witien 1, these ¢

; In a
0N Ones perspectivey, 3 hill

provisions of the ¢

e tracking, and trans-
Bl e M oF sticks, depending
Moposed 1o, modify the antikickback

ark ar

liat work witl he :__.q.__f- laws tn Premade 5 = I -

o L1 thelr relerring Physiciany 1y g i
u devel

systems (Gaontlieh 2010,

- E_____.“_.H.,_W_,__”.,_”_n_ H,H._ PECH Act, which is pyry of che Rinesi

‘ | = ..)_C...}_ :._..m:n_c. Tives rnific e an_:.nJ.
_._:a_._._S_.. and .:_,_r._.....__.._ﬂ.: phyvsicians thar :.....:._m” “._”_.__.: _:,._nn_:.....,w both to
and imposes penalties to providers for nog E.S.w :. TaRCA J...:_:ﬂ_ EHR
(ONCHIT 2012a). The intent of et B cerufied EFIR by 2015

the act of implementing an EHR; they 4 feentives goes bevond rewarding
Lo o s TR are meant o motvage .
EHR that results in significant measurable improv the use of an

! i ) cments i .
affordability of care ( Blumenthal and Tavenner 2010, hlaias s
While these national Laws and _

AP

for hospirals
UP mtegrated information

..__Dﬂ___—. SNl are ¥ 1

n . . ! 2 T ﬂu.._.r:pun-.__nuu_ 4 --.n

W __..__ ?—._—rn.p_._._ u_r_..u_._::_._. al Hn—— — ¥ m.nr.ﬂﬂ.—m factors _.r._d_u made | = S
T_.nn. th Are cueg VCA

(and private n:_.___l..__:_ cautious about embracing new technologies. First
executives are ...A...E,_.::_ﬁ._. by a rich assortment of products, :_,.__.:_:. .:....m
vendors, mc making a choice is difficult in an ares A rapidly changing and
a5 cxpensive as HIT. While it may not be 100 pauntul (financually and _._52.
wise) to replace a $2,000 laptop for the CEQ cvery few years as technology
changes, the same cannot be said for 2 $30 million svstem for her ::.._.._.w_._
Second, because af the many ditferent EHR vendors, many hospitals have
adopred the best of breed approach to purchasing departmental svstems—that
is, buy the locally perceived top-of-the-line radiology system from one ven-
dor, the best billing system from another vendor, and the preterred system
of the chief of pathology from a third vendor. This approach, while satifying
the individual department’s needs, can make interoperabiliny berween these
departmental applications a challenge within a hospital, much less bevween
institutions. A related purchasing approach s known a best af suive, wherein
hospitals adopt the best financial suite of applications from one ..a?_:_q anud
the best clinical suite of applications from a different vendor that __.__... .....:.._.=
cross-sunte interoperability challenges. A third ﬁﬁﬂ?i:m approach is buying
all or most applications from a s ngle vendor this may solve the _,w:_.._..,__._._ ﬁ_w
commugication within a hospital but does not make i casy to n_n..c__.__....___..,.
send data to a different hospital with a different proprctary system. In .w.._.__.
) ) o ion has imested so much in a single
tion, becanse the healtheare orgamzati « vendors (Ford et al, 2010).
vendor's product, it becames ditticult w change ven

ith € he develop-
; i s closely with CMS, ovenees t
e _f:r:_ﬂ_ ......._:_,:q EHR products. Buth the stan-

- ¥ o ren U eI y Cert .
ment of the requirciments o« {iun provess are intended

. 3 iective certilica
dards of meaningtul use and an ubjective €
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jnstance, the Stage T meaningful e ot

decisions and essentially assure i T
sished standards and can jndividual physicians and a separare 4o for ) ude specilic items for cligible
~ oy . . (1 " el ospy .
QNCTITT maintains Lor cligible professianals E|‘h}"icu|hl ; """-‘l"’"“lllncdin Exhibit 9.3)
o5 B - = . there a - )
which they must meet 15 care obicctives -;rc 4ot of 25 abjectiy
and seleer 3 :
addi

red
cms they mect estal
3 4 INENE

I other vendon® systems- In ] |
11 prosducts for both .

i1on /‘pulin.’\”u'.u:.m.ln:|'-.-uu|1l»:mc;||._»rh

of EHRs make more nfo

to help buyers
purchase

buyers that the syst
waork scamlessly wit
a list of the current certificd H
I (see www.health

P

ambulatory prae-

ambul Y prac =
i tional objectives
tices and hospita

ifi o ch
Jeertificd-health-it product list-¢
Stage 1 Meaningful uge

B Core Obje EXHIBIT 9.3
The Meaningful Use Standards T . = - ctives Criteria B
The HITECH Act specilies the three key clements of meaningiul use as lol- Eligible Professionals Hospitals and Cor Stage 1
15 Core Objectives ritical Access Hospitals | Meaningful Use
1, Core Objectives Criteria

Jows (CMS nd[<]):

1. Use CPOE far medication order.
o - - s direc
uumngﬂli‘ m.mmr‘, sluclx professional who can enter ordars int
submit prescriptions and professional guidelines.
2. Implement drug-drug and dru i
I g-allergy interaction ch

) o " ecks.
3- 21:’;:2'1’;1::!:‘;::35: problem list of current and active diagnoses
- . ) A mit permissi i i .
4 EFIR cechnology foe eleczonic eschange of health (eprescribing). permissible prescriplions electranically
5. Maintain active medication list.
6. Mainlain active medication allergy list.

i tlye -
1. The usc of certificd EHR technology ma 1w Jh:t‘:‘? by anyKcmmed e
as crpr:\:ribinr_ (using an automated system 1o ical record per ooty
directly to a retail pharmacy rather than writing a prescripuon on

paper}

2. The use of cernfic
information to improve quality of healthcare

3. The use of certified EHR technology to submir clinical quality and

other measures 1o CMS 7. Record all of the following 2. Record all of the f .
demagraphic information: ' dem"slau:icliner ollowing
These high-level criteria for meaningfully using an EHR arc broken (a) preferred language, (b) gender, (a) preferred Ia"‘;u":;:“f':) d
into three stages, as envisioned to be implemented beween 2011 and 2015 [‘rJh'_aC:- (d) ethnicity, and (e) date (¢ race, (d) ethnicity, (o) da!le olﬂl
and bevond: ofalnt birth, and () date and preliminary
cause of death in the event of
« Stage 1 sets the baseline for electronic data caprure and basic informa- BiBecard martality in the eligible hospital
ton sharing and had 2 2011-2012 expected implementation goal, As ' wE'i::;“ a(:;ft;::: changes in the following vital signs: (a) height, (b)
of February 2013, CMS reports that more than 234,000 healtheare (BMI); .{e) i (d) caleulate and d'f‘"“ body mass index
oo ; (e) plot and display growth charts for children 2-20 years, including

providers have received incentive payments for achieving Stage 1 mean-

ingful use (CMS 2013). 9. Record smoking status for patients 13 years old or older.

* Stage 2 begins in fiscal year 2014 for hospitals and in calendar year 10. Report ambulatory clinical NfA
2014 for cligible hospitals with an expectation to demonstrate mean- quality measures to CMS or state
ingful use of an EHR acrons an even larger portion of their rl.'S['lI.‘I.‘l'l\‘l' [__hEilltiid programs.

11 Implement one CDS rule relevant to specialty or high clinical priority
along with the ability to track compliance with that rule.
12, :ruvide patients with an electronic copy of their health information
* Stage 3 i . ncluding diagnostics test resulls, problem list, medication lists,
5,,3: : continues 1o expand on the baselines established in Stage 1 and mEdica(ign allgergie[s‘;su:on ;::]l.ll’m.p
. 13. Provide clinical summaries for patients for each office yiSJt_- .
14. Have the capability to electronically exchange key clinical information

Both the actual granular criteria that were adopted o represent the (for example, problem list, medication ||sqla||g|g|g§tand dﬂ.gnoslic test
results) among providers of care and patient-authorized entitles,

final Stage 1 eriteria and 1he criteri
teria that will be finalized over time P :
e R il ized over time 1o rey 15. Protect information created of malntained by
& nd Stage 3 criteria arc accamplished through teniﬁedeéﬁ;l?::;::lzl;: :::,rl_‘ghlheimplemematinn of appropriate

a [\llNiL' process of rul i ini e
¥ ru fm-‘h“ﬂ- 3d|‘1|l’l|\ll.‘rcd lly ONCHIT and CMS. Fon le:hnicalcapabilili 5.
{4 (continued)

patient populations. The latest eriteria ean be found on the ONCHIT
w‘.:.‘cb-utc at www healthit.gov/policy-researchers-implementers /mean
ingful-use-stage-2.
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EXHIBIT 9.3
Stage 1
Meaninglul Use
Critetia
(continued}

§ gil—

et

Slage Munln[ful Use
Menu Optlons Criterla
! l Hospitals and Critfcal Access Hosplials

] Fro| pssionals
1 Vﬂlﬂer f § Menu options e
followlng list ol 10 nlnl--(li\-v\nm\[ also be me
ol 5

(Note: s of the ity for incentives.)

in Stage 110 qu

" [mplement drug l.:;.:\:l.‘l;rr\-‘: \::‘-::l\“ into IR 5 sructured data.
1. Incorporate .Lnim. u.:nt\ by specilc condition to use lor qualily
3. Generale oL g ,l‘: Jion of disparities, yosearch, o1 outreach,
iv"l‘"“""".""l' "’;;“ hnatogy fo identily |\.llil‘|1l-'-|l('(|”( rdm.lth‘m
iLse mhm‘j,,“,H.,n:.lm- um'“- resources to the patient It appropriate,
L|l:l h\!!'-pml.ﬂl critical access hospital that rn:u!ves a patient
2L D'th " ctting of care of provider of care of that believes an
I:::\:::n :l;wv.\m should perform medication reconciliation.
der. hospital, or critical access hospital that uans_ilinns its patient
i :::::::;: 5(:!Hng of care o provider of care or that relers its p.\l:.-:n 10
another provider of care should provide a summary-ol-care record for each
ion of cate or referral.
7. ::::‘]l:'\u:(np(abl”ly to submil electronic data lo fmmunlization registries
or immunization inlormation systems and actual submission according to
licable law and practice.
B. ;2‘:9 the (apahllann submil electronic sypdromic survelllance dala to
public health agencies and actual submission according to applicable law
and practice.

resouries,

g. Record advance directives for
pallent 65 years ald or older.

9. Send patient reminders per
patient preference for preventlve/
follow-up care.

10. Provide patients with timely
electronic access lo their health
Information (including lab results,
problem list, medication list, and
allergies) within 4 business days
of the information being available
10 the provider.

10. Have the capability to submit
electranic data on reportable (as
required by state or local law) lab
results to public health agencies
and actual submission according
1o applicable law and practice.

SOURCE: Adapied from CMS (nd [c])

from a menu list of 10 as outlined in the exhibit (20 of the 25). For dip,i]\h:

hmpllula m'd'.‘rmn:;l access hospinals, there are 24 ubjectives of which they
musl ¢ C1i
ist meet 14 core objectives and select § additional objectives from 4 ment

lr“ll.“: 10 as nu\!u;c‘d in the exhibit (19 of (he 24). Many of the abjectives
or phy ans i | .
Py and haspitals are similar, with some appropriate differences

relevant 1o cach group's use of an El &
R ;
for Stage 1. These «

Wbjectives are then qmnnlluli

Cha
PEEE 01 Applications: lectiontc Bealth Recards m

Fake, o imtance, the
| e e, e Bt alijeciye W CIOE Tt requites 8 peo
o L ectly o i s

winler " todiectly enter least vne el anon onder | ,

p & . ) i 4 Crolor e
than pervent ofall the provider's WHIE patients whv by 'l

o lave ar least one

Mot S
st shess 1t more than RO percent of

least one medication ¢

medicaton an ther medicanon s |

1 imcennives, the prowides

Al migue patients e sees have wt

Vo an mdicatin tyar (he

}“‘-\('“l\l'l! anv mesheation) reconlded as sty |
i

incentives, the prinuder

fatient oot corpently

data Toomeer Stape 2

must ente 3 3

: wer mare than o pereent of medicatiom

arders, more than 360 percent of Libvoratory nnders an
LA

Fivrre than 30 perce

oy ) ) : . A0 pervent

of rasholopy ardens, For elyable hemyntals, the abjeciinve ta mamea :
J antan g

: : ) sty
lens list respuires that muore than 80 percent af all um
.

ue g - C
the inpatient or emergeney department have ar |\‘.1|-||u||ll' :::\'II:F:-;::I:I::I‘"I o
an idication that ne prablems are known for the patent) reconded : r: .
tred data. For Stage 2, this abjective has bieen merged it the \1|mn|‘.1:\“|l|:
care document at transitions of care and reterrals, Vor a complete list of the
EHR incentive measures for chigable pratessionals and hospirals, see the CMS
webnite (www.oms oy /EHRIncentive rogranis), .
For cligible professionals who acieve meaningtol use olyectives,

incentives are available through either Medicare or Mediand (bt nor baoth,
a I'" ¥

l\ln'r may take advantage of whichever v most advantageons o her
assuming she meets mimimum patent volume entena) depending on the tirst
calendar year that they began to meaningfilly use cerntied EHR technology
lUMIS 2000b). See Lxhibit 9.4 for the EHR incentive table. For eligible
||u-.|.-|l.||\ and eritical access hospitals that achieve meamngtul use Ul“]f\;l\\‘\_
the incentives are caleulated differently Uollowing a formuals thar begins with

4 352 milhon base incentive, increased principally on the basiy of Medicare
andZor Medicaid patient volumes) and can range from $2 million t more
than $10 million,

) Bevond the incentives, physicians and hospitalsy that do not success-
fully demanstrated meaningful use of an EHR by 2015 or Later are subject to
_~1‘l1>q.'.-1(i\'|: pavment adjustiment on their Medicare and /or Medicand claims,
This makes ¢lear that CAS has both incentives and penalries in place to drve
meaningtul use of EHRs,

Declining Physiclan Resistance

A lingering obstacle to the use of clinical systems, in particular EHRs with
CPOE, has heen physician reluctance. Plvsiciany ¢learly want 1o do what
i in the best interests of their patients” care, but studies have shown that
F.IIIL-.---p.nliL-“L,HY CIOE —change work paiteris tor physicians in sig
Nificant ways (Morrison and Smith 20000 Iy addivon, while the costs are
olwiously 1;.“ tor smaller practices, they may suill b substannal. Prior to the
|1|:\'rlu|||m-|“ of the TITECH A’ mcaningful use MEENIVES, SOME suge-
Bested that the financial beneli of the EHR should largely acerue to payens,
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Chapter 4,
9: ruu_.nu:n:n“ Electronic Health anna_.n-\E
the hospital/health system, andg

: the pay
. N . ) cnts ¥
individual plisician (per cEl Do “r..._.:..n_:..alﬁ opposed 1o the
» Doolan ang |
AV i lates 2002)
. : ) %3 prob) .
incentves (amd penalties by 30 = A o
i e by 20039 the ErOwing hod : the meaningful use
HIY ol young carepi
eivers and
mpug .
. _H:.n:. nd have new entered health-
E__,:_ ..:_ NE, email, socisl networking, and
ther > vt ' i 6 0
clinician anxicty about :a__:mu Lomputers ; | r:._. _C.._d.:ﬁ:_.cn;
s likely
and demand for them. The \__‘__:‘:_.:._.n_..___h:_ oy
: . i _ LTS
ciation published an estimare ol the adaprj
I

cians (sec Ford, Menachemi, and Philipy 2

ncl:_.u:_ﬂnq_ —u_.” H_:..?.u:::;_ nn:_nqm.a Health Statisticy’

EHR adoption in physician office Settings (see :5“__._..:5_ annual a.r.:_..n”., of
On:d.nn and Berner 2013). Berween 2011 and u__.:u_nﬂ 4 __msj.. Simborg,
adoption moves above the 5() percent mark (Hsia 2 a5 physician practice
healthcare organizations that do nor hayve

l
|
1

—

l

Medicare | Medicald | Medicare | Medicaid | Medicare | Medicald | Medicare | Medicald | Medicare | Medicald | Medicare | Medicald |

563.?5':\

PPhysician ade

|_$8.s00]
| SB.sno‘[
| 8,500

| $8.500]

\ S:-..zsul\
l 58.51:0\

Sa

1

_4:_..,.....7____..._; who were

CY 2016

raised with ¢
care; and the dse of insant Mcssagiy
1

‘)

other maohile computing and com

1
l

\ 521.:50\
| $8.000|

|

all suggest thae
10 be replaged by excitement
rican Medical Informatics Aga-
nrates for EHRs among physi-
06, 2009) tha has largely ?.'.n:

\ $8,500 1
| $8B.500 |

l SB.5eo_\

| 53.5001'
So| $63.750

CY 2015

$8.500 l
Sa.sno_k
$8,500
$8,500
48,500

ctal. 2011), hospitals and
Ve an EHR in place may hegin to see
sicians and inpatient referral patterns
may begin to favar 3 transparently Em..m
ronments that EHRs are envisioned to
. track EHR adoption in the ambulatory scring, HIASS
Analytics has created a new Ambulatory EMR Adoption p_:a_.._ s: r a
be found ar .5.5.._.__::mﬂ_:_winw.oqm\nﬂﬂ_.__\...,mv;...__._: .-.,?, -

{ by 10 percent for ETs who predomnantly furnish services in

a decline in their ability to attrace phy

CY 2014

as physicians and empowered paticnus

$8,000
$4,000

and more information-integrated envi
provide. To further

$8,500 | $12,000 511.250\

$21,250
$8,500
$8,500
$8,500
$8,500

CY 2013

$B.000
$4.000

Costs and Benefits of an EHR

$15,000

Federal legislation and programs clearly have created monetary incentives o

”.__._:? EHRs, but it is important ro understand both the scope of the effort 1o
implement a robust EHR and the other benefits that the TOM and HITECH
Act advocate, A study by the Rand Corporation published in Health Affaérs
z,:w__.m..nw.”n.._ that $81 billion in aggregate could be saved annually as a result of
EHR “...._c_..:c_._. but some CEOs woendered how much of that actually could
accrue to their respective organizations { Hillestad eral. 2005), They certainly
were aware of the legislative incentives and penalties associated with adoption
of EHRs and were cognizant of consumer and employer empowerment that
may increasingly demand healtheare providers to use EHRS, but ar the same
time they were lecry of a number of unknowns, including (but not limited
to) the following (Hillestad et al. 2005):

$8,500
$8,500| $12,000
$8,500
$8,500
$8,500

$21,250
yment limit for cach payment year will be inereased

CY 2012

$18,000
$12,000
$8,000
$4,000
$2,000

incentive pa

$21,250
$8,500
$8.500
$8,500
$8.500
$8,500

Professionals mav not receive EHR incentve payments under both Medicare and Medicaid,

CY 2011
$12,000
$8.000
$4.000
$2,000

%$18,000
$44,000 | $63,750 | $44,000 | $63,750| $39,000 $63,750 | $24,000 | $63.750

ignated as a Health Professional Shartage Arca.

Reprinted from CMS {2010b).

* Wil their organization be able to successfully undergo the significant
. e Het)
cultural and workflow process changes needed 1o achieve bencfits?
- . 1 H
* Are the vendor's product capabilitics real or marketing hype?

Maximum EHR Incentive Payments by Program Based on the First Calendar Year (CY) for Which the Eligible Professional Recelves Pawneih
Y
2011
2012
2013
2014
2015

EHR Incentive Payment Schedule for Providers
2016
2017
2018
2019

EXHIBIT 9.4

OTE: The amount of the annual EHR

2020
2021
Total
(if EP does
not switch
programs)
SOURCE

NOTE: Medicare Eligible

an arca that is des

b
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- H—1
: 1 o 1R project?
e What hidden costs are associated with an 1 m_. | H i
. L EH R-enables COSSC
i Sici fopt the new |
s Will the physicians ac

workflows?

i i “ .“ B .—_:_._T af.:_.- ﬂ_._.
i A *&. n._ ¢ O3 L._.._F.In._. ns « L n_ [ipls L4 ._. ol L
I - 1§ secnon W dy ress th L1k ms 0 wH s

envisioned benefits of the ETER.

Costs B g
Costs for small physican practice b

._..n 5 nuﬂ.f .fﬁ.u —.-mwf confinue o s _r._.:...- _.r.—...

.—_.— A . I [ § e vl

: 8] _ﬁ. "l ..# L 1 —.u-_ —._.._T_._.f. r.:f.ﬁ:._____r.:_.r_rrﬁ__.-.._-.r_.*. _:_.——P solwa e
j % L it

the ﬂ.—.m res (o re casc

Iy as the US Deparrment of Vererans AlTairs’s /.1_5..., system, we issuc a
,Er_.. i -mual cost of that soltwarc’s licensc 15 only the tip ol the pro-
...u::.:n._?: e h,._._.__...n.__.“ﬂ roject, because it affects so many workflows and
_,.n_._.:.u_ __r.n.n._...ﬁ..n. r_H__ . _ﬁn_h..:.hn oreanizational and cultural transformation
m:_“__._a:p_..... 1 :H __H..“rn r.r:w.m of an m..I_ﬂ is spent on workflow-reengineering
MH“H..HHLM”__M.:MH support and maintenance. A particularly :an_._u_.“ ..,_e,w, :“;

_ ...H:w costs of an EHR is 10 develop a ten-year toral cost o
S nrw g del for the project. All hospitals and healthcare organi-
pisinsingih o JM of the hardware and software licenses and
. ce costs and additional staff needed to

[Rs have declined signiticantly, bu
expensive. While we applaud

zations cansider the purchase

i W intenan

cven the ongoing software main . % sral :

be added to the HIT deparmment, but few of them accomplish a comprchen
= f j .r 2007).
sive assessment of the rotal costs of the project (Smaltz and Berner )

Ownershl

Mmﬂwﬂaﬂ.wﬁvﬂcinnu nuﬁ one-time and the recurring nawﬁ_noa_.._.ﬂ.ﬂﬂ..__,”qwn”_“
assessing the TCO of an EHR project. Most of these cost :n_:._w 1 -__ v
nate with CEOs, COOs, CFOs, and CIOs, bur we advocate Eﬁ:._m ﬁ*.__w e
1o cost out each component over a ten-year period to reduce w.__._:. _.__. "
and thus assist the organization in making 2 well-informed ,a_..n:.__..__.._ abo .
its toral investment package over time. Exhibit 9.5 also v::_:_nm a nice ..._Eo
line of some of the elements that an EHR planning team should take _E
consideration when estimating the total ten-year spending on the —:.Enr___
These include not only the obvious one-time charges (such as the purchas¢
of the software licenses for the EHR and /or the purchase of the hardware on
which the EHR software resides) but also the recurring charges (such as :ﬁ'
ongoing operational personnel needed for the care and fecding of the EH
system, the personnel needed 10 provide ongoing training, and the 123_.__”._
nel needed to provide integraton with future applications that might nec
to integrate with the EHR). g

Exhibit 9.6 is a sample ten-year TCO of an outpatient EHR with h.:._
and CPOE capabilities at a 5-hospital, 1,000-plus bed academic medica
center with more than 700 physicians, For confidentiality reasons, ﬂ_..n_.
exhibit docs not include actual dollar figures but uses appropriate orders ©

l!

Ch
apter g, -._uv__n.__o_..ﬂ

Scope Element fnl’!llll'!l

— One-Time

oftware and intellec- | poraor m———__ | Recurri
“.w:m_ property « Mmam_nm_” software license |7 i
ontent licensing mMH. ASP (application
ice pravider) license;
Timing  Proters —o————— | Support fees

—ronees |

foject managemeny Ongoing suppart

ﬂnm—.___cm..__”:;cﬁ

b |Management | ”._cma_._”gnma improve-
e
People Implementatjpn xwll.u|mmmil|l|l
* Application upport

* Application
* Functional
* Infrastructural
* Inlegration

* Functional
* Infrastructyral
* Integration
. M_a_mz management * Project management
* Sponsorship *5 i
) on
* Education . m_w_._nmmm__uﬂ:ﬁ
» Backfll

* Vendor and third-party
support

People and organizational

change needs

Third-party support

Infrastructure changes

Process/redesign

. Ongoing suppont
(logical scope) § Supp

Infrastructure— Computing/servers/ Maintenance
technology, facilities | storage Refreshment at end
Nelwork of life
Third-party system
interfaces

End-user devices

Electronic Health Records

Space-fit-out, moves

magnitude to give you an itemized perspective of the TCO of an EHR for
such an organization. .
The real value of developing a ren-year TCO of an _“.m:m or any major
Project is to explicitly and deliberately force an analysis ....JL p:e..:_:_._.: .s_,u_._
the expenses the organization will incur, not just ,_._.:_\,. inital pur :..?._H..H:w..
While not olwious from the cxample in Exhibit 9.0, given 5..“ the actual do
lars are masked, do note that in most EHR projects the .r..__?..._ n..m.n_.z___ﬂ,:u.n
. 5 percent or less ol the total spending.
more—uf the eypense of an EHR
of the balanee Jheet (Smaltz and Berner ua_w_._._. ).
wking o plan beyond the next budget

jod | ; )
aver the ten-year period is only about 2
about 75 percent ur

The vast majority
accrues on the operating side
For healtheare organizations thatare I

.- . .5
I ; vestment, let alone
cle, ace lishing ten-year TCQs lor any maor investr _L e
cycle, accomplishing \ e e e s

EHR, provides a systematic means of ively reduce the project:

act
) . able o proac
the time of purchase andd being ===&.;
s . - . - yeels
exceution risks of such a complex prol

- ——

EXHIBIT 9.5
Components

of Total Cost of
Ownership of an
EHR

Scanned with CamScanner



EXHIBIT 9.6
Sample 10-Year Total Cost of Ownership for an Outpatient EHR
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ey, COO, and e A T
Benefits o by most Cro, ..._ LI is 10 e aely sk, "Where's
pon B . ; . i
Al :..._._7 _;;__:_;n_:_:_::w .“: “olleague 1T John Glaser has anice
. o el - Fha 4 [N T s
aware of the < RO

eatment | . confronts him with that Luestion. He
e somenne v After letting his questioney

 chaAnsaws OVEr ANCs oF the

the return on iy n
v that he s ¥

jes with wyyhat's the ROI ..._ .
replies ¥ .Z. ot the ,,_.__:..::. e ded when emploving 2 chainsaw
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. (N1 — - -
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\ _.:__.E.... :d._._,._..._._::,_.. of 2 user without the requisite
y _”...._z...?'.. the ROT is equally dubious, Gla-
at vou want to do with an EHR and
(Glaser and Garets 2005).

analog s - 0
cllicienaies ¢
ramble

lower “_,TS.__.:..q -
e CITICs

insight:
RO for chunsd _
1
i prant questic
equally impe gt e
of 4 10year old child? Ap o
skills o abibioy o eftecnvely use .
lear: Depending on
is variable
the RO 15 v3 G S
EHRs should not be treated as a proverbial silve
S { the problem ol inefficient patient care

ser's MEssage 1 ¢
who will be using 1t
Eirst and torem

5 A
: hat one throws L. ) N reaned,
s _?__zs_._,m., q EHR project is an .,:.m..._:_m....:::.:. cultural transforma-
5. Rather, an L .

processe 3 technological component. The benetits of
[

. 3 .
, ust happens 10 ha o P te i »
= n:.ﬂ _ all .“Jn?.?._ on (1) which processes an organization is willing to
the project W

i _standing or ingrained status quos;
neer to take on the assaciated long-st r ‘m. E o
e Coso e willing to invest inoensuring, that the
(2 to what eatent an organizagoen 18 wiling ' i Sl
; . fully engaged and committed to reenginecring
process owners and wsers are fully eng et tully- e
the EHR-cnabled processes; and (3) whether users are beng ully "
; . i - - . " ’f.-ln
in using the new EHR rools. In other words, as menuoned carlier as ; "
; H -4 . lep vg _.._.ﬂ
proper project cxecution 15 paramount Lo achieving the promisc n:&. v ‘
H H - & o HHH.—
of the EHR. Assuming the healthcare organizanon has the _r..:__rn.__,.% .
j [flectively implemer
buy-in as well as the project management prowess 10 cllectively __:_*, "
. izati : .r ol benefits from
an EHR, an organization can expect to accrue a number ol .cr:_r:q‘ﬁ T
EHR {sce exhibits 9.7 and 9.8) beyond the meaningful use incentives. "
The financial benelits in Exhibit 9.7 are fairly sclf-explanatory i
izati i i 0815 Wl
are those that organizations generally consider when comparing costs
i ; : I din
benefits. Not all benefits are strictly financial, although they can be frame :
i il H ™ - . - . . T e
financial terms. The product line benefits in Exhibit 9.8 are ofien overlooke
when assessing the positive impact of an EHR. As legislation and payer

models begin to reward health maintenance activities, as opposed 10 health
intervention activities, an EFJIR can, with pinpoint precision, identify patients
that need, for instance, A1C screenings, immunizations, Mammaograms, pros:
e _.._...qnna:mu. and other proactive or preventive services, EHRS Anm—:.r_.__:.
those integrated with CPOE and CDS) have been touted as a key .,Eﬁ:._._.._,

to reducing medical errors (Bates ct al. 1998; 1OM 1999). A pumber of

Cha :
— — —Per 9: Applications: Electronic Health Records

——

Transeription cosis

Manual chart suppornt (supplies, ch
sq). [aalage, ete.)

Long-term stofage costs

Flle malnlenance and lnrms

Cost (o code an account

Lab tests (duplicates)

Drug utilization

EXHIBIT 9.7
Typical Finan-
cial Benefits of
EHRs

Al room

Reduce Covts

Length of stay

Improvements to rejection/denial rales—
especlally medical necessity
Nursing time

improve
Owerall Clinical
or Financial
Product ity

AVETAge revenue per visit for physiciang
Average revenue per visit for facil Itlesy
Patiem appaintments per day

Reduce claim [ag (time from service date to billing)

SOURCE: Smaltz and Bermer (2007 Reprinred with permiv
I*ress, Chicago,

on from Health Adminstranon

EXHIBIT 9.8
Alc screening Typical Product
Microalbuminuria

Ophthalmologic evaluation Line Benefits
Monofilament testing of EHRs

Anti-platelet therapy D

Blood pressure management
Lipid profiles

Weight measurement

Heart

Beta blocker therapy Disease

Angiatensin-converting enzyme inhibitorsf
angiolensin receplor blocker therapy
Left ventricular function assessment

Colorectal cancer screening

Prevention,
Breast cancer s¢reening Immunization,
Influenza immunization and Screening
Pain management Oncology

Faligue management

SOURCE; Smaltz and Bemer (2007). Reprnted with permission from Health Administration
Press, Chicagn
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nt receiving the medicatons u . : . s :
o Eﬂn_.. | 1 the EHR An amalysis of multiple cudies of time savings
an wil [k g h \

documenation ystems showe
but E.:...r.r-: gme was more vanable;
Enn..a_m:: meant an inerease in physician time at the front
2003 ). but reduced search on
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longert d a decrease in documentation

with elect ronis

ime for Queses:

in some cases, the time

for cle —roms doci .
for cict 1¢ for patient records may

end ([oissant €t al.

compensaIc jor nme lost1n d

Summary

tives 1O meaningfully use an EHR in place for

With federal laws and incen
spitals, the STIBE is set for EHR adop-

both individual physicians and ho
risc. Both the federal government as well as employer

the Leapfrog Group hope that the meaningful use of
lly identificd in the TOM report To
errors, make

ton o conuauc 1©
advocacy Croups like
an EHR achieves the objecrives, ongina
Err Ir Human, 10 prevent unnccessary deaths from healthcare
healthcare demonstrably higher qualiry, and reduce the overall cost of provid-

ing healtheare,

Web Resources

A numb izati [ i |
= er of Q_m“.:_.t:s:w {(through their websites) _.__.o,_:_n more inform¥’
n on the topics discussed in this chapter:

. Ce i i
: hﬂ:ﬂpﬂﬂ:ﬂ;ﬁhﬂn wn Medicaid Services (CMS; Www.cms. [1ov
i i 4: idance /1egislation / EH RIncentive Programs
A n:.iu_. = c -\mzmﬁznn_:_,.n_.:.m..ﬂ_._;\u. “This website pPre”
guidance on CMS EHR incentive programs.

- Chapler g: i
9: Applications: Electronic Health Records '

Healtheare Infk i
. g nforma
e e ..xv.:: “.__:_ Management Syst ;
professional as asp/topics_chr.asp) HIMSS e
Al assowiatiom, a i . =y .
¢ L and : i
on EHRs. 15 website provides o (i i
overview informati
1on

International e & ;

tion (THTS calth Terminology Stand

ion (THTSDO: wwswihtsdo o re ndirds Development Organi
anisa-

wehsite presents i ressnomed cr /s

. Office of the N nformation on standard _.__n\”_.n:_:.aa ). THTSDO
¢ N, ' i !
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Discussion Questions

1. What are some of
f the key capabilia
y capabilities of a robust F
st EHR?

2. What is CPOE e
ﬂula_.: safery ' and w —__.. is it seen as viral to achievi
ety and healthcare quality goals? ing the mation’s

ff.;-—u_ﬂ 3
e
3 are some ol .-_._H UG_.__A..—:M :—. 4 ﬁa—:._wﬂ m_mmﬁu

i .. <
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APPLICATIONS: MANAG

EMEN
ADMINISTRATIVE ANp T/

Fi NANCIAL SYSTEMS
Learning Objectives

L. Describe the components wpically included in an CNLErprise resourg
planning system, ces
2, Provide examples of transaction

. Processing applications, and discuss
how they support financial m

anagement,

3. Discuss desirable features of an automaged enterprise scheduling
S}‘Sl?l’",

4. Distinguish between clinical decision support software and executive

information systems,

5. Understand the usc of computer 3

Prlications as tools for research and
medical education,

Overview

For many

ears, the healtheare field lagged other businesses in the design
and implementation of robust information systems. Problems have included
undercapitalization of the system development process and management fail-
WIre 1o oversee system implementation effectively. However, the situation has
changed w.nlut.nmi.:ll‘\' due to heightened competinon, increased regulation,
and changing, payment mechanisms affecting the entire industry. Changes in
the t|t'|i\'|.'r3' and financing of healtheare since the bate 19805 have been pivatal
to establishing information management as a key strategic rmlur(r.in. most
healtheare organizations, Healthcare managers have come torely -m_ I.‘ orma-
ton systems as essential toals for rabust growth, elective competition and,
in some cases, survival. ) .
Most healtheare organizations began their automated information
Processing activities with computer systems that “'N""ml\J‘{““““‘E‘:“f‘:
ceounting systems, While 3 signifi
ons still serve financial purposes,
as becomie 4 top poonoy
that clinical information

operations—in particular, financial and a _
cant number of current healtheare applicati
the drive for robmst clinical information systems h
for most healtheare organizations. Note, however,
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Information Systems for H

ealthcare Zu_._u_..m_._“.”.ulll]llh.l]lf

et CAPC PITOCCSSE
{ support 1 patent ¢ e processes hut aly,

..;_.__r—.r. dires A
n_::—._v._._.._r.r. MEAIrEMment, exer-

ensential for pe et
md other prganizational accountabiliny

systems not only pr

populate the data repositones

nal reporting, <ot management,
activites. Thus, the
pasive system tl

and administrative applications integrate
the continuum of” information

ideal™ chnie
1 w:__.._.....q_q-

into a comprehe

needs in an enterpnse. CTRENEE TN T N P
stem applications i healthcare organizations

Most car informanon sy Ik
1< stand-alone systens, and purcluse decisions were based on

unctionality
21 and administrative applications are expected
| transterring data across various ele-

were designed
maximizing desired spedific |
environment, however, climc
¢ functionality ant
E tion system as well as exchanging, informa-

at acceptable costs. In the current

to intcgrate, sharn
ments of the enterprse informa

Hon with systems external to the enterprise. Turchase decision criteria now

include :_.2..4?,.2_&5.. compliance with data transmission standards, and
many other complex factors.

Migrating these stand-alone legacy systems into an integrated environ-
ment _..E,rna to he one of the most dilficult challenges that healtheare infor-
mation technology (HIT) teams encountered in building systems to meet
the cxpanding informaton needs of healtheare enterprises (Gilchrist et al.
2008: Hicken, Tharnton, and Rocha 2004; Kraarz, Lyons, and Thompkin-
son 2010). In fact, some tcams concluded that “starting from scratch”™ would
be easier than retrofitung various systems from multiple vintages. As tech-
nologies and system configurations condnue 1o evolve, however, repeated
=gtarr-overs™ usually are not a realistc option for several reasons. Purchase
and implementation costs of full-scale systems can be prohibitive, although
purchase pricc has become almost the least important critcrion in system
sclection. Operations and planning arc dependent on data and information
stored in cxisting systems, and migraung data archives may be difficult or
even impossible. In light of the extent of rechnology dependence in health-
care organizations, the disruption in service delivery and business operations
during 3 full-system transition could be tremendous. Thus, managers must
select system components with forethought for the capability to trans! ion 10
unﬁ.ma.:...::e: products for better interconnectivity and interoperability in
both clinical and admnistrauve applications.
e e e e
mation denived from financial _: Pl .onr.n.._ﬁc:.,___. :__ .cn
and other function-based u:..P,.m ”_.:._,_.5 Foiousset, Tisfith _ud..___.umn._a_.ﬂ“w”
ness management objectives (| :.c 2 robust databasc used to achieve <
systems connect inventory p:._hwm__m”ﬂ_.:u__ e _A.___q_“m
accounting and financial :E:..E..:_n_:“ne :H..:umn:ﬁ_:.. pesaliyee v__..._..__..p ! __Mn__.
time environment. As with clinical sy Pl _...c.._._.....r.mu EvEnEs :._.w. n._. :

ystems, the marker for ERI n____:,.._:.u:c.._

emerged from the nee

dro upd
g ; ate
ol vendors continue _ x

_nWL
¥ %0
10 dew ] m:_b:n_ :_.,.s.-..:.q.

clop and
stand-alones or th integrar _u_...:rn. applications that
The administrativ R ed or interfae :

g trative applicationy typically rfaced with
following,: 3 ¥ meorp

a large number
will operate as
other applications.
mated inan ERP include the

at can be

Financial information sysiems
e Human resources

. OrMAtion systems
e Resource utilizat :
cation and schedyl;
: uling syste
ms

Materials management systems

Facilities and project management system
. . 5

¢ Oflice automation systems

Each of the ; v
. 2 these system companents is described in thi i
illustrative examples. Special features of th .
i - ese tvpes of icat i
1o meet the needs of nonhospital healtheare i
o ; organizatons, such sic
Sirsie ; ks L such as physicia
.ﬁm :._. home health care, are addressed. Adds mal uses 2._”.._=_.. e
On sys p S 5 1 hion
ystems __.._ healtheare, such as medical research education, and decisi
support, are discussed briefly. . e

Financial Information Systems

The _._:_,_.._,,. competitive and regulated environments in which healtheare
organizations opcrate require timely and accurate financial information that
n_.”p._J_r._,. managers to monitor and guide operational pertormance. In the face
of answering demands for accountability and cost conrainment while sti

providing high-quality services, managers are acutely aware of the impor-

tance ol sound financial management in guiding operat nal performance.
Financial information systems support operational activities such as general
accaunting, patient accountng, payroll, conrract management, and invest-
ment management. Financial systems also provide infornuaton o manage-

izational performance. Analysis of

ment for controlling and evaluating orga
current and historcal information helps in projecting furure financial needs
of the arganization.

Financial information systems require input from transaction-

s, and strategic prganizational plns (sce
record the .._J"u:mﬁ:::.a rot-
her administrative subsystems,

processing systems, external soure
Exhibit 10.1). Transaction-processing sysfems

tine activivies, collecting information from ot

including pavroll, accounts payable, agcounts _....r.n.:.._r_n. m.n_._m..n.__ _.... __...._..q. and
inventory control, These rransacrions arc the basis tor _..__.__:_ ___._.b._.._._ _...._x._..a.
! To support cffective financial decisions, financial

required by management.
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EXHIBIT 10.1
Financial
Infarmation
System

|I|III|I||I|1| —
e iocesSINg — _
r.Em.:.:u:.?..wﬂm.. Stralegic
— B sysien .,|.Ia_.. organizational
External Accounts receivable plans
Sources _ Accounls n.__._:._.._v_r.

General ledger
Inventory
Payroll

Financial
information
syslem

Management

Financial
statements |

Forecasts reports

systems alsa need external dara such as government m.ﬂ..:.:_._:ﬂ”. m:_._,q&o-___ rates,
and information sbatr the markerplace. An oqm.p:ﬁpua__.. s strategic w_p:
should conin finanaal goals and objectives that help provide the ramework
[ 1 finandal reports,

o ﬂﬁw,.._ﬂ”_d_w::“_“nwuu“n ::pﬂ& information system #i:mw._.n_u_n; ___;.c.p..
mation together for planning, monitoring, and control. Individual fnancial
subsviterns include the following;

* Payroll preparation and accounting, linked to a human resources

information system

Processing of accounts payable, linked to purchasing and inventory
control systems

Panent accounting, patient and third: party billing, and accounts
recenable processing

Cost accounting and cost allocation of

activities and general overhead cXpense
General ledger dccounting

Budgeting and budget control

Internal auditing

Financia) forecaving

non-revenue-generating

Investment monitoring and analysis
Financia| Statement preparatinn

* Financial reporting for operating s

Pervisors, executive management,
hoard members, exterpal repulares

»and thard parey financing agencies

The development of 4 financial wnform

nang system

d pricing ENVITOnm
system o generate accur

resources used o de

. . Aton system depends on the
existence ol a pood aceoy - Saphisticated o
ent, enables

e information on pe

t .._r..n::ﬂ__.._._umu. cssen -
dal in a negetiate

the financial information

monnel and other physical
Iver services, Foy services provided ander managed care
contracts, providers, managed care OrganIzations, and emplovers need cost
information to help NEgotiate rates and Momor contrage ?2...:3._:2. Inte-
grated financial reporting based an 3 sahd cost decounting system provides
information for product costing, analysis of labor ﬂ::_:n:.:_..__.. inventory
control, and examination of the Productivity return on capieal investmenns,
Significant proportions of total payments fur healthcare services pro-
vided are based on cither 1 fived Pa¥Yment per case (c.g.. diagnosis-related
groups) or a fixed PAYMENT per person per month {i.e., capitarion pavment
systems). For effecrive management in this cvironment, a financial informa-
tion system must have the capabiliry ert or link cost and net revenue
information to multiple units of

A marker

Lo cony
pPavment.

analysis prepared by (he Dorenfest
Rescarch and Education (2006) Tor the

ten suppliers dominate in sales of finan
ing a highly concentrared market.
high-profile mergers thar produce
MeKessan, which acquired HROC, Inc., and Sicmens, w
Shared Medical Systems. These two com
in every type of financial application,

Institute for HIT
HIMSS Foundinan reported thae
cial applications sofftware, suggest-
This concentration is due in part to two
d two powerhouses in the HIT industry:
hich merged with
panies hold significant market share

Human Resources Information Systems

Emplovees
resource

budger

of a healthcare organization constitute its most

- Most organizations spend muore than 60 percent of their
on employee salaries and benchits
information system (HRIS) is a very

impartant
operating
. Thus, 3 good human resources
Important tool (o assist managers in per-
sonnel _,__r:..s__:._...: staffing, and productiviey analvsis. The common functions
of an HR1S include, but certainly are not limited o, the tullowing:

Maintaining, updating, and retrieving information from a database of
employee personnel records

Providing automatic position control linked to the budger
Producing labor analysis reports for each UpEraLing unit or cost center

s : z_u_._.u_._.___na_;n_a...__:,_.u:...n and Financial mtnnarﬂ
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wed for A5
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« Producnt . anired certificatio

er and Jbscntecism il skills and required ¢ e
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- T .: hl

o Aainruniiz savrall syste
A TR = pavroll system

cnployees h linkage to the pay )

g
ing 12
» Producnt ; m
qding information ane i
o P ”,&: ._._..—54.__1.:_.. labor & ‘
assuming sick leave, vacaton, i .
ompensation and benelit packages with

s Wit
__...r._::__.__va . P
plovee productivity and quality control,

srds have been developed

Lsor cOsT al

and other carned time off
s employee
» Managing € ek eabes
Companng the organizauon s
- -
industry norms

" dara are required to provide these types cﬂ.qn?::

Large amounts ol dat The HRIS information processing and
and others that may b :Rnnr”. by information drawn from various data-
reporting E:&.:u.f u-n.mﬁw?__:n”c,,_."a dara, wage and salary data, the organi-
bases that contain ._?__‘:..._E_ n_._.;.. n. _ﬁ,n:n_#.ﬁnnwuﬂnu_ employment contracts,
zarion’s job-classiicanon srrucure, scrual :..,._._.._ erskiip of the various data-
and muny other related dara n_nEn:G.. ko
bases may be distributed among _._,._:_3_..._... _._n_.sq:_._nd_m_m .n.v:n Pl
of the d .,,.E_ﬁﬁ is an important factor n dara transfer trom
& EHHF_HMHDMWH&E for efficient business ﬂ._.unm.nnm. the ug_"__r._.zr_.._w,.unﬂ
computerized emplovee-record files creates security ._uu..__.n. w_..nup._m_n u:.”uﬁ_u_.
ing the emplovee’s night to privacy is essential, organizations neec :.. f
Fr_d software and hardware securiry systems and set policies for “..H.,..:_:m._ ..____.
ppdating clectronic files containing personne! dara and information. (S¢¢
Chapter 3 for discussion an data security policies.)

In addition to supporting operational work in the human resod g
department, 2 well-designed HRIS will produce reports for :.:.:..;......E.._._.
planning and control (see Exhibit 10.2). For example, HRIS manageme?
reports can be used to monitor wrnover rates, unfilled positions, labor costs,
emplayee productivity, and utilization of benefits, Attitudes of employee’
and physicians can be monitored through periadic satisfaction surveys: This
survey datz used in conjunction with activity and utilization data €t _.“...”_,._
phivsician credentials ang Hu M.... e _gn___,.m__q q...,nc_un_m :.._..:r_.. jzation hL]
well as for ongoing eva) R ot g7 fentidls

uation of phys Cret
and for
podics:
exp’
nizt”
H_._._.__

rces

Syslems are im .mﬂm.:._ ....._m.._m....m_ ﬂnnﬂcq:._u_.:..__.._ Is
DCUmentat] pertant for monitoring quality S
CHmenation required by 3
erifing academic and trainin
ently outsourced 1o 2 cenifi

y Such E18 In.u.m_rﬂ.__nu

and _i...___nm:._w
mantuning d
The task of v
sure is ?ﬁ:
hon _na_._uf

cerediting and regulatry
g credentials and malpractict
ed credentials verifienfiol orgt’?
(www.Healthplexcvo.com) and T'f ofess
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Credentials Verification Service, Inc. (www.pcvs.net). Data transmitted by
the CVO must be connected 1o relevant data from the organization’s clinical
and administrative systems to develop practice profiles for monitoring phy-
sician productvity and conformance to quality standards. Often, there is a
nced to integrate external benchmark and industry standards for companson
with actual performance data. Because of the sensitive nature of the data in
this system and the specificity of facility accreditation requirements for this
function, a stand-alone system often is used to achieve the desired func-
tionality and system security. Example applications include MD-Staft {www
.ndstatf com), a cloud-based nerwork that includes background screening,
credentialing, and provider management options. In carly 2012, MD-Staff
reported more than 600 installations,

Resource Utilization and Scheduling Systems

Under fixed-price and capitation payment systems, Cost containment and
cfficient resource urilization are pivoral to suceess. External mandates for
utilization review by regulatory agencices and insurance companies arc more
than balanced by internal drivers for ensuring that resourve utilization is opti-
mized, Managers must casure that services are available when pieied e
that _.__n;:::.,.._ and technology are efficiently .;?_,..:n.._. .:._.a scheduled, _..__.Gn
efficiency needs are met through computerized monitonng and scheduling
systems, _—
Information systems HONItor iNPatcnt OCCupancy rates, n___”_:... ..:._
. and utilization of individual service facilities

cMmerpency department activity, : .
e o diagnostic units. Panient scheduling systems

such as the operating suite or

EXHIBIT 10.2
Human
Resaurces
Infarmation
System
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the computer’s masier fl
levels for cach dav o

Admissions montonn
workilow in healtheare organizagons, These
gons in 3 hospial’s census and improve the © .
systems. Acute care general hospitals must maint ur, _
of bed census and occupaney if they are to survive. Census information .:2.?
admimstraton compare projected income against projected budgets. Admin-
wseratons can alsa track demands for specific services and adjust staffing levels
and scheduling of faciliics as demand paterns change.

Computer programs are also available for scheduling operating rooms
in hospizals and ambulatory surgery centers. These systems are desipned to

¢ and scheduling systems improve staffing and
; systems can reduce daily fluctua-
cffectiveness of flexible staffing
1in an accurate accountng

' improve operanng room utlization, contain Costs, facilitate planning, and aid
in the scheduling of specific surgical procedures. Outpatient clinic appoint:
menr and scheduling systems are common in organizations with a large val-
ume of outpatent acuviry,

Resource utilization and scheduling systems may be designed for use
at the department level or for 2 small entity such as a physician practice, but
enterprisewide scheduling svstems that meet multiple objcctives are becom-

ing common, These robust integrated systems support fiscal objectives such
as balanced schedules, optimum staffy

th - ng, and management of resources AETRE
¢ enterprise. From a patient

diagneatic provedures | perspective, the ability to schedule __E_E..._n
provecures in one sewsion, and perhaps schedule all procedures 1
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. s Io san E 10

! 3] _p

# _ L ocnc n _

S gt s L
ance and billing .a_,w Wiem can include madules thar capture patient it540
matched againsg vy _“__._ hon during the fegistration process, which can be
©d Con >
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formats, including computer-generared
sages, in addition 1o mailed documents,
Scheduling systems can be linked with m

telephane calls, e-mails, or texr mes-

. atenals management systems
to ensure that equipment and supplies are available for scheduled procedures
including initiating the process o tramsport the supplies to the treatment
arca. As items are removed from inventory,

ral

. ordering and restocking proce-
dures are triggered.

Materials Management Systems

Computer systems are invaluable in cffective management of supplies and
H._._":nq_mu._h. m_.—ﬁ__..:.__.ﬂm data nkn_:u_._mﬂ with r__—.__ﬁ__nqa. automated _u_..._wﬂ_._h.__..n
orders, inventory control, use of bar-code devices for encoding supplics and
materials, and computerized menu planning and food service management,

In a typical matcrials management system, requisidons _.:w. supplics
and materials are clecronically generated and matched agunst budgetary
authorization for financial control. Reports of overdrafis on supply ._n._..:nu..u
are transmitted o the appropriate supervisor for follow up action. Onee req-
uisitions are cleared, often using an automated workflow process for sequen-
tial authorizations, the svstem generares purchase orders. Purchase orders
can be transmitted electronically to suppliers via established data-exchange
protocols, As matenals are received, bar-coded products can be scanned pnr_ﬁ_
marched against an open order file. Many automated purchasing systems also
include direet linkage to the accounts payable system if system integration has
been planned. Some systems also provide the capability for automatic reor-
dening of selected items as inventory is deplered (see Exhibit 10.3) Supply
chain applications reduce processing costs and obtain marerials on a just-in-
time basis to minimize the need to carry a large inventory.

Derroit Medical Cenrer divides its matenals resource management
department into several functional areas: linen services, clinical engincer-
ing, contract administration, logistics management, procurement, supplier
diversity, and systenis development (www.dme.org/vendor). The department
communicates with current and potential business assowiates via a website,
pProviding information about open requests for proposals, standard contracts
and policies, and status on open purchase orders. Some areas of the website
are open access, which may generate interest from potential vendors, but
areas that store proprictary or contract-relared information are protecred
with a secure login and are accessible only to current business partmen.

Cading standards are an important clement of automated purchasing
and materials management systems. Bar conles for all opes of medical sup-
plics and pharmaceuticals have become standard and are essential o efficient

Purchaser—vendor relationships in healtheare.
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; Computerized menu-planning systems store and analyze data @
atienis [ A
P nutntional and dictary requirements, food items in inventory and

their costs i
Hun # v uhn. &nn_tnwﬁ E_nr ﬁ:ﬂ u.n_.nn_w_._w —.,2.__".: u_.:.—.:_mn b_-n:._....:.m_f_n. -.n._.n_._.:_v.
clson crm 1w e & C
cna _._._._T_._._ __._ru._hr_n paticnt ﬂwﬂ—.ﬂﬂﬂﬂf.ﬂv or rmu_._b_ .._—J_....-uﬂh-._...n. —.._.
the

—unva .—_.- uﬂr—-.ﬁ_._.-:. Lo nutriti ﬂ 1c 8§ &n_.
nu -ﬂu_ un_.nn WACY an i '
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Chapler 10: Applications

: _._panu!_._;___;n_a::
S

strative and Flnancial Systems

Healing the Body by Stimulating the Appetity

UAB Haspital in Birmingham, Alabam
menu plans for inpatients wha want hrﬂ”"hﬂﬂna;:u a havel

can order “room service™ for delivery to
Ihelr 1ooms
Meal chaices include breakfast foods, saups, uu_._nuw““_”_w_“ waﬂ “n_.__._h_._”_ ﬂ..ou pm,
" ndwiches, pirza,

meat-based entiees, and desserts For the adventuyrgys
renowned local restaurateur is available. . & seasonal meal planned by a

d alternative lo routine
® in their meal seleclions, Patients

Patients with dietary restrictions are fla

! Eged in the infarmati
cally connected with a dietary representative who will uan__ﬂ”__-.”__..._ﬂj.na to be automati-
appropriately. Online menus Include designations 1o aid patien n____ o thpacits
healthy" foods or those allowed on a diabetic diet p 15 In selecting *heart

This meal option is supplemented by nutriti
. ik tritional education avai patient
education television channel and with telephone access 1o a -“_”._..._en_”__”m “_“:__r_x
n.

Mare information is available al www.uabmedi i
. cine.or and-vlsi i
Jpatient-information-room-service. i

Facilities and Project Management Systems

Computcrized systens can help organizations plan, manage, and muntain

physical facilines. Examples include prevenrive maintenance systems, cnergy

management systems, and project scheduling and control systems (particu-
larly useful in new construction and remodeling projecs),

Preventive maintenance systems help extend the life of equipment and
facilities and reduce costhy failures. Routine nuintenance <an help organiza
tions achieve significant cost savings by preventing repar and replacement
costs. Additional benelits acerue, including preventing nonproductive down-
time, improving the safery of the workplace, and decreasing the nsk of patent
or emploves injury due o equipment malfunction. Exhibit 10.3 shows the
framework for 2 matenals management system.

Energy conservation is an imporiant <ot saving strategy for health-
Care organizations as it is in all major industrics. Computer apphicanons as

sist in monitoring routine and peak energy use, providing informaion €

Actual urlization tigures <an be compared
against calculated requirements, and a computer mundel can be developed to
The energy MInagement system alser can be
o, such a8 quromancally lowenng
_._..._.r_ at _.._v.._.._.— ar on the

tactics for reducing consumption.

find cconomies and efficiendies.

employed 1o implement the selected rach
OF rising room emperatures in arcas that are un
weekend.

olved 1n capital Comstruc:

ealtheare organizations frequently are im -
projects gl computer systems are an eatremely
These m:d_..._._“ swheduling and control

incegrated tools 10 ManNage per
oats, required resources,

tion and major remodeling

uscful aid in project management.
4 combinanon ol

{ materials ¢

systems gypically employ
. {alvor and

sonnel and activity scheduling
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Office Automation Systems

mation helps to coordinate and :Ea"_m.... __.___Bﬁ_n. and _:_c..w:._.._...._.
S uE_u i i d projects, and coordinate work in the organiza-
link organizauonal E..s..“ an ,H.S_ILE._QR S
e al office functions, such as word process-
computing tools 1o Carry out general 0 ._cn e CYB o e
ing, e-mail, project management, :_...nﬂ_.z.m.m_._:.. :._s_."w.. E e _:.... A0S of
pensonnel calendars for work-related activinies. Thesc .::r « i3 ..« ey
ducted using desktop workstations; laptop compurcrs; or a varnety w. _,_. i
held aﬂ.mnﬂr. including personal mobile telephones or smart EE:E. __L... ,.,.
systems for integrated word and graphic processing, w..._H._...m:_:.___...: n_n_..q.:”“r.
m.:_._m of documents, and message/document :..HE_:E:._: .“..,._._ F:.Ha...._.:r“ y
improve administrative cfficiency and reduce the costs ol office :?...._JE._.__ ._.

Office systems can link parts of the organization together by _F._r__._._ u

ing meetings using electronic calendars and e-mail or text ...:_.___:.___H_:_ru:ch.
E-mail systems link offices and individuals, allowing clectronic files to n
forwarded to others or to be archived in a shared storage arca for access v_w_
members of 2 workgroup. Mobile computing using laptops and ruzl__.ﬁ_
devices, wircless technology, and the Internet have changed the way people
work alone or 1ogcther. Workgroups and 1cams can meet and collaborate

i ) . rated
from anywhere—in the same conference room or in geographically scpd

. : ol
oflices—with full access 1o necessary software programs and organizatio
files.

This work environment s supported by grou m_u_,zqnis__u_._oa:..d
software that enables sharing of information via an interactive network A...._m..”
a virtual f.a:.rum..pnn”r This ﬁ.?a_uﬂnlruai.h_.n combination not only facill
fates real-time interaction imong members of the group to improve _.aov_“”_
solving and projecy management but also supports independent work sk

Chapter 1q. .puu__;:a_._:
_

Audin: and videocontereng)

_z,.q..._. Group members may _””J..._q__”q””f.q“”___._._.—.__ﬂ_n _J_na...:.:: amu
maintaining the Integnty of o i.,_:"_._ weirk _.“_.__. 4
and provided emplayces are mained 1o ._r:..._:
office can be as productive g the _:,_:__.:E_“ __ e
ties include the following;

MR team mem-
N Project activities while
U When used effi

clively,
lectranic tonls, the viryal
hice, Typical grog

vare activi-
* E-mail and discussion firrums
.h.ﬁ._nn:.z....:.._:.__.__...

Interactive ..._:_n:..,...,_.._._,.qn_._n_:m
* Relational databases (use
* Document ed

tracking

d 1o search fur data and

.. information )
ung and managemen

vincluding are

wing and venion
Group calendars and scheduling

\ yit _

Shareloint, 1 Microsofi product, is an example of groupware, A
description of SharePoint functionality is available ay wwWwW.sharepoint/micra-
soft.com, Sharcl'oint can be deployed as an on "Premises system or in a hybrid

environment that employs cloud computing ( Robinson 2011).

_=?~.E.N=o= Systems for Nonhospital Healthcare
Organizations

As changes to pavment models in
during the 19905, nonhospiral
ing information systems to man

Vendors quickly began desig
the

the 19805 led to changes in delivery models
healtheare organizations began implement-
age clinical services and business operations,
ning and markenng software products 1o meet
special information needs of these organizations, Organization types that

fall under the nonhospital category include ambulatory clinics; long-term
care (LTC) lacilites; home health agencies; physician practices; and many
others, including retail clinics. Software applications used in these sermings
typically include multiple modules that meet the organizations’ needs for
clinical documentation, operations management, and financial management.

Ambulatory Care Information Systems . ,

Significant components of the healthcare continuum are delivered in outpa-
tient and ambulatory care scttings, Information systems thar support ambula-
tory care and assist ._i:.aJ_. care providen in their uﬂﬂ_?.un ___.:.n become a
niche market. The availability of powerful and inexpensive :.:mqor....._._._ﬁ.:_nq.__
and practice management software packages has —.:_:_....“.:. ﬂ._.._u technology
Within the reach of even small medical groups and solo practinoners.
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e Qperauons management (€8
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i ¢
® Services (¢-mail, groupwar
Tl cessing -
Claims prox . e od

¢ provessing, spreadshects, and

» [ocumen i
o Transcripion
o Personncl management

s Inventory management

o Waste management

o Encrgy management

in medical practices and freestanding clinics
ds (EHRs), prescription management, and
Patient applications—an emerging soft-
mmunication, monitonng, educational
narious vendor products offer full-

Clinical applications
gronic health recor

include clec
resSOUrCes.

disease management :
t—include clectrome €0

h applications. ¥
es or selccred modules based on the ﬁﬂnnnn..m needs. N

Automating practce funcoons INCreases :ﬂ.."wu::_.u_.n?n_n:ﬂ. .E._H_
reduces errors in informagion processing, both of which ...::_:_..m.n to patient
qtsfiction and reduced risk and liability exposure. Automating or using
web-based patent communication for services—such as callbacks, prescnp-
Gon renewals, and similar activities—can be helpful as well.

Office practice computers can be linked to local hospitals i
e. Many hospirals or inte-

ware marke
resources, and telchealt

senice suit

n addition

to serving the management needs of the practic -
grated delivery systems have developed computer linkages with physician
offices to cnable clinicians to pre-admit patients; order diagnostic tests; and
query the patient information system for lab results, progress notes, and
other current clinical informadon, Healthcare organizations use such _m:r.._mnu
as incentives to anract physicians to use their facilities in a highly ».o:._ﬂﬁmu_.ﬁ
environment. Under some conditions, hospitals may be able to offer financial
support to physician practices for the purpose of implementing an EHR that
links with the hospital system ( Babitch 2009). .
! An alternative to linking with a hospital system is for two or more clin-
ies or health centers to partner and purchase a shared system. This approach
Ep_..m.._xw an excellent option for a multisite group ﬁn_..nmnn or for affiated
w“aﬁpﬂ:ﬂoﬂﬂﬂn Wn“mw_ﬁu__v_n of this approach is provided by :M_ﬂn.”
health center network . E?:wuuo_._ Techaology _G.:n.ﬂn et
ork of four organizations in New York City (Egleso”

al. 2010). This initiative was
ful deployment of the 5

which coner
ch contibuted o ghe SUCCess-

factor in the suge F ol e Ponenes 5,
€eess of this EHR apppicy o the neowork, An j
templates 1o accommyd application was f i - An impartane
e mandargry repor; the abiliry tn modify system
! NG requj ) ¥
Uirements,

Long-Term Care Informatj
The LTC industry hag pe
tems, in part because sofiwgre . 5_51_".32.5.:..

railored 1o the needs ¢ been gy ’
1o develop prod
= uct
nd conunuig PP $

A5 the sy B Care communir
) ] ) ... . N unities,
subacute-care and POstacute - care _.uv._ u.__f_ Volume of healtheare delivered i
— ’ Cilities ing : SO
LTC systems include censys "Crease. Typical i
sus _.:..__?_%nan_:_ {8l and h L requirements for
nodic resident
CCs prov . e
:.__2_—” _ ded, documentation of physician
i S . )
Plnning in the diegary department
¢ L]

on mw.mnn_._._m

W nursing

a e, . i ham
This situation is changing €8 2

ments, documentation of ¢are servi
orders, nutritional assessmenys and
and pharmacy applications,

The ability to communicare clinical inf,
and the admitting physician is especially m_:__..:_
is not physically present on a dajly :
tation facilitates time _

rmaton between caregivers
portant, as the physician usually
e e Mot access to clinica] documen-
_ N INan acute episod 1
better heal N pisode and conrby
th outcomes. As witly other HIT applications, remot e
, ole access can

be achieved using various computing devices or tel h
sccurity and ¢ 1l . . © ETone systems, Syseem

v and controlled system access are exer lyi : .

T it d.q_n..a Important,

. - facilities become components af |
systems, clectronic sharing of elinical and admini
hospi linic ; faciliti
4 pitals, clinics, ambulatory care facilities, and other system components

FCom Iness 1 i )

comes a business essenial. Onee again, data sharing among the cnierprise

u -y . - - = l -
, :E_. ..,._E IT strategic partners is a key driver in system design. However
i o — = . i ’ '
_.:mc..:f_n:r_. of dara standards and security concerns remain as significant
h; o LT H 3 ™

arners 1o achieving the desired level of connectvity, along with issues
related 1o proprietary systems (Edwards et al. 2010).

—ﬁam.-._ Re

arger integrated delivery
strative information with

Home Health Care Information Systems

Home health care services have expanded rapidly in recent years as an alter-
native to more costly institutional care. As service volume has increased and
the scope of services expanded, information systems have been developed
specifically to meet the needs of home care provider onganizations.

Many home health agendies usc laptop compurers and other remote
access devices for on-site documentation of patient care and for access to
treatment plans and previous encounter documentation. Home wn;& nurses
and other caregivers enter informaton directly at the treatment sites fox
uploading to the centralized data repository. Relevant daa can be accessed
during a service visit by any provider. These systems reduce the amount of
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her Information System Applications in Healthcare
Other

ot processes in healtheare, While many appyi.
cmis support _=_ ..:._.._._a. for a defined function, many serve gl
wq”:.:_:,“_.::_.zmﬁm in .,_:_anp..n m..nJ..ﬁr. areas, Qw_:np_
.L witl administrative information or used for ap

Alternatively, administrative information

Information syst P}
cations can be r..=_...n:?...$
needs of multiple ?_:_:&.. .
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clusively.
cery of clinical care,

informati
- .

administrative purpose €

may be applicd in the de

i n-Support Systems . N
h____._.J_L,__..__““W__o_.:_._?_w_unncmu systems are designed to assist physicians and
Clinical de g

h viders in diagnosis and treatment _.__p_::_:q.... ﬁ_.um .m_.__,..:..:;.r__ into
= sece (1) passive CDS systems and (2) active CDS u._.,._....n:?.
- Eﬁmc_,ﬂ__nm.ﬁﬁb.“ ﬂa.:_: use ::... computer to collect, orga =__ .F.” h._:a ﬂnu_.
agir ) . i
icate climc or interpretation and analysis by -:.q. physician. They
H”_Hr“”_“_..r _“ﬂﬂmwumow“ﬂh.:_ .Snﬂ.&:m. medical history, _,_._u._.,__..h__3_””_”:“_””““
and diagnostic tests, more readily available a_‘._.._.:_...:.__..” but _... H: R
the information for further analysis. Clinical _.:_:_.zr,_:.,:._ sy'S ._.wn._.:::_.i:n
laboratory, pharmacy, radiology, and other clinical services app

ke
. clipical data and ma
R . i &y capture clinica i .
examples of passive CDS systems in that they cay i

{ can _,_..u,in
nformation
C .____.r.—w?.ﬂﬂm
over time
givity, OF

them available to caregivers. These applications become more
nicians for decision support when they are fully integrated anc |
complete medical information (both current data and historical 1
on the patient) through simple, user-friendly access. For nzu:.mvﬂn.
could view temperature, heart rate, and blood pressure readings

. . e . e . cycal ac
to sec patterns in relation to medication administraton, physica
food ingestion.

- diagno”
. - . & . il mn n_.uh.“_._
Aetive CDS systems provide direct assistance to the phy SIEE ! renerdl
. . . : fic vith &
sis and treatment planning, They combine patient-specific data ¥ Jhon t@

i i h N nd
ized medical w:c.._.__&m... to reach a conclusion or make a recomme

&
. _pased st
the carcgiver. These systems may use a branching logic or rul¢ o diogn®s”
a S ps . -Hﬂn 1
ture, or a statistical probability algorithm, to suggest an appropt hysicia™

0ic or treatment response 1o a clinical conditnn ﬂﬂmnﬂmvn& by the P

These systems incorparage
cols that represemn Clrrent
Guideline Clearingl
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actices ip clinical
:_p_n__zn,n.:.u is
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Expere stems contain three ma
patient-specific information
edge base of medical inforn
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10F Componenps—
» nd inference engin
wtion, obtained fry,

knowledge base,

€. A general knowl-
™ a panel of experts in
alidated through schol-

CONsensus support from the medical
cor . _ ; a5¢ is matched ALANSE panent specific

intormation retrieved from the healtheare orgamization’s clinical dara-
base and may include subjective information as well
cal findings. A rule-based infere

consideration by the physician.

3 objective clini-
Nee engine generates conclusions for

. The system is dependent on the quality
of the expert knowledge base and the “reasoning power™ of the rules
used by the inference engine.

Probabilistic algoritims employ statistical probabilities, which include
a calculated element of randomness, rather than rely solely on knowl-
edge collected from expert human beings. Expert knowledge is based
on a combination of academic preparation and cxpenicntial learning,
and variation may occur in either component of an expert’s knowledge
base. Extrapolations outside an expert’s existing knowledge contribute
to experiential learning. While a consensus viewpoint among experts
incorporates nonquantifiable variability, a statistical probabilioy allows
the decision maker to control the degree of uncertainty tolerated in the
system’s output.
Clinical reminders and alerts, incorporated into clinical compurer
applications, suggest potential medical conditions or other problems
that should be given attention in seting treatment —._..z._.ﬁ.__nwun:._ﬁ_nu
include pharmacy information systems that alert the phys .ﬂ_rﬁw X
. e ot ; : rescribed for the
potentially negative interactions benween owo drugs presc
N est certain drugs or freatments
same patient as well as systems that sugg : —
' ific laboratory results contraindicate
should not be employed when speahc : .
This f -1 can also be used 1o suggest less expensive { bur
ir use. This function © b ]
their use . ives when a high-cost drug has been ordered.
equally effective) alternanve p cribed drug has
N be suggested when the presan £
Alternarive drugs may also be suge
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o
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2 o considering g
sater™ wher

: ith the enterprise EHR offy,
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i e sedicine (Downing €t al, 2009), lh.\lpuml ing
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to varabilin among individu
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of medical kn"“;_:ﬂ ) n n?um Well-designed systems can p 5
sl - huma o
be achicved by hu

- _based data filtered by pe rsonal clinic_n! -d.!l‘.‘l :Elfd c\'-cu by
umes of knufvlcdgc ras tions among treatment modalities. Patients tﬂl‘l-hc
personal prch:rlcnci:s :urt‘g‘ enceific c(;nd.in'm“‘ be advised ahuult plrtvrmnon
evaluated for mL.- nnm:izcsp and be assessed for probable effectiveness of
and early dercction sIrategics,

ition occur.
ariows treatment options should the conditio
Al

formation Systems . .
%ec:“?e Incnrn]lnr\' o CDS systems is the exceutve information system
¢ business \ \

. : intelligence, E1S includes
(EIS). Sometimes referred to collectively as ll:]_ﬂ:::; :iitcfrv':ﬂ e i oumesn
systems designed to access and m:fg: 1‘nrcrn.ﬁ, -ritical environmental trends
il-u'.fu] informanon reports, Executives identify ‘- e
and facility performance indicators related to strateg lI i EIS Bah Be
their information capture and analysis. Data 1o -‘”I‘P””_ ) hc‘ i1unll};carﬂ
extracted from clinical and administrative d:llflh.!ﬂti scr\'mk: t o vas The
enterprise as well as from public and proprictary data f'-i"m!l' m't ol
information needed from an EIS for decision support gcnur:.lll) I-‘-. I e
through standard reports. Users must be able to select the \.'an.l‘bics and o
sources needed to answer specific questions, so ad hoc reporting capa -l
is essential. In many analysis scenarios, it is important to begin with gcmm.r
dara aggregations and then reduce subsets of the data to increasingly brEJI:L
detail, a process referred to as dritling down. The EIS must support this tyf
of processing through an casily managed user interface,

Evidence-Based Medicine and Disease-Management Systems
Evidence-based clinical practice

guidclines, also referred to in application ¥
evidence-based medicine (EBM ),

i Yeb climici are
are intended 1o assist ¢linicians and healthe

OrEaniZations in sy
10 achvieve coy amd

ardizing deci
15
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quality benefiny, ;\c(umn].uc
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MMENt optian, other aspect
g ) i ASpegts
. nrnn.tlcc guidelings 3pe ML without significang limitations
Among these limitations are differences I : ] l
. Mocal standards of are, a
recommended technologies, and unique patien charscteristics

ol patient care,

CCess o
While linkages to ERM resources are. commanly incorporated in

t lacilities or integrated hey
systems, small ¢linics or medical pracrices may rely

EBM resources via the Internet. In these npes of
15 Using some component of the office 14, ;

desktop computer, laptop, or handheld mahile
In this type of env

clinical systems for large inpatien lthears del

€ delivery
onindependent aceess 1o
clinician rypically

device—for Internet access,
Mportant factor in determin-
rmation. Recent research has
who repart using HIT resources a5 part
are likely 1o contorm to evidence-based
is and Pavur 2011). An important caveat to this find-
is that providers who used PDAs as
device did not have the same level of
noted in Chaprer 6, the size of the disp

displayed is an important system design charactenistic. The small sereens on
handheld devices and the difficulty of entering precise input data wsing an
ultra-compact kevboard make PDAs 2 poor choice for this purpose,
Discase management intormation systems and soltware products are
designed to assist healtheare organizations in designing processes to provide
quality care at the most reasonable cost possible. For the n}on pJI"TT they arc
disease specific and focus on high-volume, high-cost chronic conditions such

IFONmen, comvenience is an i
ing whether the clinician will seek external info
shown that primary care providers
of their patient encounter routines
standards of care {Dav
ing, however, their primary computing
compliance with these standards. As
lay screen reladive to the ourpmt being

as asthma, diabetes, and congestive heart failure. The t)’pl;.\l approach is I.n
F their conditi create moni-

involve patients in self-management of their condition A “'I_‘l Lr:.llmcm
toring and feedback processes that encourage “”"_‘Ph":l“ :;l“ i
- al y . Cinclude capturing blood or unne ey

e e e g mdu!in' L.1JP'|'1ﬁrnE;mjun in the patient’s

d other clinical into

dara, blood pressure readings, an R e
= non via digital telep! v

home and transmirting it 1 the healtheare orgamlif 13 : o

i Communication between patients

or other remote monitoring devices.
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; SYS ]
ata. These 3)

1._.5__:_:&,& a.
_‘_Z.é:,..._.r..: units,

The first step 10 e
ment atrached 0 the paticnt an
processing and display. Data are stor
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isi Trend data are followed to monitor changes in patient vital
docision uleE: 1 JonitoAng systems can operate at the individual
Eaczranrmaaa to monitor a small number of
location linked back to the critical care
For example, output from cardiac
ained monitoring personnel, who
Many of these systems also
ata to the cemral EHR
biomedical

he process is acquiring data from monitoring cquip-
d then convertng that data for computer
ed and made available for periodic dis-
1s enhance the measured darg

siens over time. Patient-n
_J..Hc_.u.: bedside, at a central s
intensive care beds, or ar a remote
unir by telecommunication equipment.
Ec::.__a may be monitored remotely by tr
in twrn alert carcgivers about aberrant readings.
have electronic linkages for transmission of clinical d .
Coupling automated paticnt identification with ¢lectronic
devices can produce significant efficiency gains in many routine tasks. UAB
Hospital in Birmingham, Alabama, for example, uses a bar-code scanner t0
read codes on the patient’s electronic monitor and armband, and then the
device transmits recorded vital signs to the EHR. This approach has resulted
in a 92 percent cfficiency gain in recording vital signs and has decreased the
number of errors in documentation significantly (Hicks 2009).

Telemedicine

”Hn_nan_.___n__znlacs sometimes referred to as telehealth or e-health systems™—
is the application of computer and communications technologies 10 support
healtheare provided to patients a locations remote from the provider: ._.n_n..
medicine often involves telephone pween 3P

and online communication be e
5 :.ﬁ...______?

mary care physici 4 ‘L i
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007), pre Somei _ vpulations and correctional
facilities across Texas, in addition 1 corporate and school p
ol L] : \
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National Science Found

center. Audio comm
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specialty physicians. ‘e

costs as well as deliver atlents travel tume and

The C:_._,....J_J_ of

. rograms, One of
. M 15 providing telemedicine services to the
Men rescarchers in Antarcrica,

Telemedicine applications

we increased in recent yea i

: N : ) vears, due in part
to the advent of mobile computing, which has enabled the deplovment of
mHealth—health-focused applications accessible 1o the general ?n_.._.:“. These

user-fricndly and low-cost applications allow pauents to monitor and report

. . e bload glucose casily and conve-
niently. However, for traditional relemedicine applications such as specialist

consultation or remote diagnostic procedures, issucs remain related to reim-
bursement lor remote services, state licensure of health professionals when
the system crosses state borders, patient privacy pratection, and government
regulations (Thompson 2006). Clinical outcome benefits achieved through
various telemedicine applications differ, as do cost savings.

The types of articles published in the Journal of Tt

health indicators such as blood pressure or

Ielemedicine and
Telecare over the past few years suggest that the number and varicty of rele-
medicine applications continue to increase as technology innovations offer
more apportunities. Research on patient satisfacnon with telemedicine appli-
cations appears 1o be declining. As computer technology pervades business
and social environments, individuals may be more accepting of telemedicine
and mHealth applications. Although age is sometimes idennfied as a barrier
to technology acceptance, one nine-month study shows that trail elderly
subjects are able to use a web-portal telehealth service to reduce their use of
facility-based healtheare (Finkelstein et al. 2011 Subjects needed minimal
training to use the web portal, and their sell ratings showed improvement in
technology acceptance over the course of the study. 3
Rescarch involving a US Department of /.2.2.:.: Allairs ...n__s:.
showed that patients rated service aceess and ....._:E___:.__t CRIpUNEEIS af
telehealth programs positively, but they reparted frustration with cquipment

L (Y 2
problems and slow responses [0 requests (o assisnee {Young ct al. 2011).

. - -1 * Z »ml bu
Incorporating routine monitonng of these elements of a relehealth service 1

pivotal to the long-term success of the service.
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el inksge> mn medical, dental, nursing, and allied health education, using
used 1o SUppo :

. .aided instruction and patient-manageme
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simulaoon. ) .
Computers are an integral compone
. Effective project design requires clos oll :
;L . tispeians, and information systems specialists. Some research projects

10ATATLSDCIANS,

ould not be passible without the high-speed computational capabilities and
s ms. An excellent example is the

nt of most medical research proj.
¢ collaboration among clinicians,

dana-storage capacity of large computer sysic !
Human Genome Project, which mapped all the genes of the Homo sapiens
specics. One clement of the map detailed all sequences of PNA ul-llcmac:‘d
bascs—an astounding three billion pairs. Analytical work of this magnitude is
inconceivable without supercomputing capabilities.

Hospitals, medical librarics, and individual clinicians use pcrs?n:ﬂ com-
puters to access references to the medical literature and full-rext online docu-
ments. The most widely used bibliographic databases are available through
the Natonal Library of Medicine (www.nlm.nih.gov). Articles from thOl;"
sands of biomedical journals are indexed, stored in computer liles, and avail
able for scarching and retricval using standard medical subject I1cading.s and
keyword scarches. The Internet is used cxtensively to retrieve clinical infor-
mation from a wide variety of specialty databases and sponsored websites:

Computers are an important tool for the education of clim‘cuns
Computer-based tducation for physicians and other health Pl‘ﬂ&fs’”n
CMBes the students actively in the learning process and builds founds
tional ’l‘“llj* in Pr.‘Pllatiun for clinical training. Learning activitics range r’“:’_
Tt trmn i e s o o
Prmnt'cd o cu:‘: mt:ican:d‘ s_unula.nons of clinical problems. Stu g
through o diagnosti -am a-ddmm-!ll Rt i [hcycr]‘u
follow-up ) ¢ Process. Final diagnasis, patient managemer

. P Plans selecreq by the students d. and the system respe
mthammpmmn 10 the *ideg» s are cmcr‘c‘ ,and th $ wed:
cal” solution and eritiques the process

Chapter 1p: nppllcatlnns
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Summary

Most healtheare organizations began usi
. . smg
developing or purchas; al
7 p [". p hasing financial nformay
tions remain essential, but from 4 broad
: icr
tons use computers and informayje, SEms 1o gy §
activities bur also all administrarive operat i I}"[;"n e
B ons, including hy
Management, resource utilization ang scheduling, m, [' al
s . J g A L B
facilivies and project management, and office automarion
‘ As healthcare is delivered more frequently in outpatient and nonhos
pital sctings, development of informatinn SYStems specific to these deliv
" _ R ) ivery
sites Iuﬁ accelerared. Typical functions fur ambulatory sertings include p.n':eni
scheduling and appointments, electronic medical records .].-[‘Id medical man-
agement, patient and third -parry billing,

: managed care contract manage-
ment, and electronic communication with other providers in 1 nerwork of
care. LTC sy,

. SIEMS sUpport census management, residential gare documen-
tation, pharmacy, and other areas of operation in skilled nunsing facilities.
Home health providers use laptop computers or other remote-access devices
to document ¢are at the location where it is provided and to sccess clinical
data from previous encounters.

electronic dyy, processing by
on systems. Financiy| applica-
Perspective, healthe. i

b are org, o
. ganiza
AN resources
management,

Applications developed to assist phvsicians and other providers in
the delivery of high-quality care include CDS systems and evidence-based
medicine programs. These tools aid in diagnasis and treatment planning
and comparing treatment plans with established “best practices™ using large
databases,

Computers have become an integral component of medical equip-
ment for instrument control, image enhancement, and medical data er:ccss-
ing. These foundation applications evolved into sophisticated irtn:g.mmn of
computer and communications technology in telemedicine applications that
SUPPOrL patient care at remote locations. ) )

Information systems are used extensively to support biomedical ‘J‘f‘
cation and rcs“n—h.‘ Automated databases of patient m-mrds mmrf“- epi-
demiological studies of discase linkage to social and ‘“‘_‘"":“‘.‘"“ ::‘:ﬂ’;
Computer-assisted instruction and patient-management simulanon prog
sup e - ohwsicians and other health professionals.

Pport the education of physicia
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Web Resources
A number of anganizations (through (heir websites) provide more informa-
.h'nn on the wpi:'s discussed in this chapter-
r-informn:ics.unm) is a magazine

{ \\1\\\‘.hc.'lll1'\l:l!
f information technology

an about vendors ©
ms management services.

hi7.org) is a leading healtheare
HL7 is working as a coordinating

s Healdheare Infarmarics
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produd
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dors of soffware, scrvices, and medical

Discussion Questions

. Why arc administrative systems more cvolved than clinical systems?

2. Why do features of handheld devices make them inappropriate for
some medical computing applications?
3. What arc the key components of groupware as a resource @ the
management team?
. What aspects of clinical applications supporr qualiry-management and
cost-control programs?
5. Describe vani ionaliti
:scr.'lbf various functionalitics of a pharmacy information system that
can aid in reducing medication errors.
6. Distinguish between the logi in
e 3 |ug.1§ used in an expert CDS system and
otk employ probabilistic algorithms.
. t are some ways that HIT conrrib i i i
8, Why bt HIT utes to paticnt satisfaction?
: development in some
industry, §

-

'S

s o cgments of the healthcare
care, lagged ather segments?

-

10.

1.
12.

. What challenges da legacy systemy p
.
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What are the key functions of a huma
N resources infon
rmaton system?

How can centrali i
aliv he
g ed seheduling systems contr by

bottom line? ibute 1 the financial
List soome of the key driv

it the ifcg _:In\crs and same of the challenges of lovi
telemedicine applications in a healtheare orga ges of employing

nization.

\l - e
. What are the typical elements of 3 physician practice m
anagement

system?

Describe the basic docume Q] "ol TC informa
) focumentation re
Juirements fi nl
fi

tion system. How do these requirements differ from those for th
ur the

information system used in an inpatient facility?
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