If you don't have the right secondary storage, your computer will
slow to a crawl, your digital camera won't take pictures, and your
phone won't be able to run apps. In the future, that will likely not
be a problem as we will see storage types that can hold the entire
U.S. Library of Congress on a single disk the size of a coin and
store information in holograms or even organic molecules.
This chapter covers the things you need to know to be prepared
for this ever-changing digital world, including:
* Hard drives—get the right hard drive on your computer to meet
all your needs.
* Optical discs—share digital information on Blu-ray, CD, or DVD.
* Solid-state storage—make your portable electronics faster and
use |less power.
* Cloud storage—store your information safely and securely on
the Internet.

Learning Objectives

After you have read this chapter, you should be able to:

1 Distinguish between primary and secondary storage.

2 Identify the important characteristics of secondary storage including media, capacity, storage
devices, and access speed.

| 3 Describe hard-disk platters, tracks, sectors, cylinders, and head crashes.

4 Compare internal and external hard drives.

9 Compare performance enhancements including disk caching, RAID, file compression, and file
decompression,

& Define optical storage including compact discs, digital versatile discs, and Blu-ray discs.

7 Define solid-state storage including solid-state drives, flash memory cards, and USB drives.

& Define cloud storage and cloud storage services.

9 Describe mass storage, mass storage devices, enterprise storage systems, and storage area
networks.
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Jntroduction

Secondary storage devices are used to save, back up, and even transport
files consisting of data or programs from one location or computer to

Hi, I'm James, and I'm a disaster recovery another. At one time, almost all files contained only numbers and letters.

specialist. I'd like to talk with you about sec- The demands for saving these files were easily met with low-capacity stor-
ondary storage, one of the most critical parts
of any computer system. I'd also like to talk
about various cloud storage services. 7

age devices.

Data storage has expanded from text and numeric files to include digital
music files, photographic files, video files, and much more. These new types
of files require secondary storage devices that have much greater capacity.

Secondary storage devices have always been an indispensable element
in any computer system. They have similarities to output and input devices.
Like output devices, secondary storage devices receive information from
the system unit in the form of the machine language of Os and 1s. Rather
than translating the information, however, secondary storage devices save
the information in machine language for later use. Like input devices, sec-
ondary storage devices send information to the system unit for processing.
However, the information, since it is already in machine form, does not
need to be translated. It is sent directly to memory (RAM), where it can be
accessed and processed by the CPU.

To efficiently and effectively use computers, you need to be aware of the
different types of secondary storage. You need to know the capabilities, limi-
tations, and uses of hard disks, solid-state drives, optical discs, cloud storage,
and other types of secondary storage. Additionally, you need to be aware of
specialty storage devices for portable computers and to be knowledgeable
about how large organizations manage their extensive data resources.

Storage

An essential feature of every computer is the ability to save, or store, information.
As discussed in Chapter 5, random-access memory (RAM) holds or stores data and
programs that the CPU is presently processing. Before data can be processed or a
program can be run, it must be in RAM. For this reason, RAM is sometimes referred
to as primary storage.

Unfortunately, most RAM provides only temporary or volatile storage. That is,
it loses all of its contents as soon as the computer is turned off. Its contents also
are lost if there is a power failure that disrupts the electric current going into the
system unit. This volatility results in a need for more permanent or nonvolatile
storage for data and programs. We also need external storage because users need
much more storage capacity than is typically available in a computer’s primary or
RAM memory.

Secondary storage provides permanent or nonvolatile storage. Using secondary
storage devices such as a hard-disk drive, data and programs can be retained after
the computer has been shut off. This is accomplished by writing files to and reading
files from secondary storage devices. Writing is the process of saving information
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fo the secondary storage device. Reading is the process of accessing

information fru-m secondary storage. This chapter focuses on second-
ary storage devices.

These are important characteristics of secondary storage:

Media are the physical material that holds
(See Figure 7-1.)

g }?allziacity measures how much a particular storage medium can
old,

Storage devilces are hardware that reads data and programs from
storage media. Most also write to storage media.

the data and programs.

Acc.ess speed measures the amount of time required by the storage
device to retrieve data and programs.

.Most desktop personal computer systems have hard-disk and optical disc
drives, as well as ports where additional storage devices can be connected

ﬂard Disks

Hard disks save files by altering the magnetic charges of the disk’s
surface torepresent 1s and 0s. Hard disks retrieve data and programs
by reading these. c.harges from the magnetic disk. Characters ari rep-
{;rslf;tjd bb.y positive (+) and negative (—) charges using the ASCII, EBCDIC, or [ '8ure 7-1 Secondary SHorage
de binary codes. For example, the letter A would require a series of 8 charges, Media
(See Figure 7-2.) Density refers to how tightly these charges can be packed i
one another on the disk. preednedio
. Hard disks use rigid metallic platters that are stacked one on top of another, Hard
d:skslsto?e and organize files using tracks, sectors, and cylinders. Tracks are rings (.)f o
CE]IIH‘IC circles on the. platter. Each track is divided into invisible wedge—shapedgsectft?r?s-
é lgd sectors. (See Figure 7-.3.) A cylinder runs through each track of a stack of platters
ylinders are necessary to differentiate files stored on the same track and sector of diff -
ent platters. When a hard disk is formatted, tracks, sectors, and cylinders are assign:sder-

Disk

Sector

0 1 0 0 0 0 o0 1 Binary representation
_ J

Figure 7-2 How charges on a disk surface

Figure 7-3
Figure 7.2 How gure Tracks and sectors
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Human hair

Dust
particle

Figure 7-4 Materials that can
cause a head crash

Figure 7-5 External hard drive
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Fingerprint

Hard disks are sensitive instruments. Their
s read/write heads ride on a cushion of air about
0.000001 inch thick. It is so thin that al smoke
particle, fingerprint, dust, or human hair could
cause what is known as a head crash. (See

i 7-4.

Flgfirilead )crash occurs when a read-write he.ad
makes contact with the hard disk’s surface or with
particles on its surface. A head crash is a disaster
for a hard disk. The disk surface is scratched, 'and
some or all of the data is destroyed. At one time,
head crashes were commonplace. Now, fortu-

they are rare.
nat"l?gézre aBrZe two basic types of hard disks: inter-
nal and external.

Disk head

Smoke
particle

Internal Hard Disk

An internal hard disk is located inside the system unit.k’{he;; hardedjlzl;sd il;esztt(liz
i iti information quickly. They ar
to store and retrieve large quantities of in RIS
i ly every personal computer u
rams and data files. For example, nearly ' al c
frffe%nal hard disk to store its operating system and major applications such as Word
d Excel. ‘
" To )::;esure adequate performance of your internal hard disk 1alnd thlf s?)fetiy( of 3:()){;
i i d periodically make backup cop-
, you should perform routine maintenance and p
i‘:}tif );?1 importan}; files. For hard-disk maintenance and back}lp procedures, rdefér ;co
Chapter 4's coverage of the Windows utilities File History, Disk Cleanup, and Opti

mize Drives.

External Hard Drives

While internal hard disks provide fast access, they have a ?fd darg'oEnt 21; :S]Zagfomi
i it. External hard disks p
cannot be easily removed from the system uni P oo
i USB or Thunderbolt port on the syste
access and are typically connected to a [ e ot
i i i disk, external hard disks have a
re easily removed. Like an internal hard ’ : :
znmiint of stc};rage. However, since each removable hard disk can be ea§1ly replaced by
another removable hard disk, a single port on the system unit can provide access to an
i | 5)
limited amount of storage. (See Figure 7 _ .
unllixternal hard drives use the same basic technology as 1nte1}r1nal hard d}lzv.ks an;ivzze
imari internal hard disk. Because they are easily removed,
used primarily to complement an in Becat ore o e
i nsitive information. Other use
they are particularly useful to protect or secure se / _ or
extzrnal srives include backing up the contents of the internal hard disk and provid

ing additional hard-disk capacity.

Performance Enhancements

Three ways to improve the performance of hard dis.ks are disk c.ach-
ing, redundant arrays of inexpensive disks, and file compression/
0n. o .
dEC]g?;ET:::]:’ing improves hard-disk pef‘formance by antlt:lpatér}g
data needs. It performs a function sirmlarl to cache memory :)s—
cussed in Chapter 5. While cache memory improves processing by
acting as a temporary high-speed holding area betW(.een memory
and the CPU, disk caching improves processing by acting as (ai tem—
porary high-speed holding area between a secopda.ry storage device
and the CPU. Disk caching requires a combination of hardwalje
and software. During idle processing time, frequently used data is

———

automatically identified and
read from the hard disk into
the disk cache. When needed,
the data is then accessed
directly from memory. The
transfer rate from memory
is much faster than from the
hard disk. As a result, overall
system performance is often
increased by as much as 30
percent.

Redundant arrays of inex-
pensive disks (RAID) improve
performance by expanding
external storage, improving
access speed, and providing
reliable storage. Several inex-
pensive hard-disk drives are
connected to one another,
These connections can be bya
network or within specialized

RAID devices. (See Figure 7-6.) The connected hard-disk drives are related
together, and the computer system interacts with the RAID system as tho
a single large-capacity hard-disk drive. The result is expanded storage cap
access speed, and high reliability. For these reasons, RAID is often used
servers and large organizations.

File compression and file decompression increase storage capacity by reducing the
amount of space required to store data and programs. File compression is not limited
to hard-disk systems. It is frequently used to compress files on DVDs, CDs, and flash
drives as well. File compression also helps to speed up transmission of files from one
computer system to another. Sending and receiving compressed files across the Inter
net is a common activity.

File compression programs scan files for ways to
reduce the amount of required storage. One way is
to search for repeating patterns. The repeating pat-

Figure 7-6 RAID storage device

or grouped
ugh it were

ability, fast
by Internet

terns are replaced with a token, leaving enough tokens 18 nutg
so that the original can be rebuilt or decompressed, Disk caching
These programs often shrink files to a quarter of their RAID
original size.

Windows and Mac operating systems provide
compression and decompression utilities. For more
advanced compression schemes, you can use special-
ized utilities such as WinZip. For a summary of perfor-
mance enhancement techniques, see Figure 7-7.

File compression

File decompression

conceptcheck |
u

Discuss four important characteristics of secondary storage.
What are the two types of hard disks? Briefly describe each.

What is density? What are tracks, sectors, cylinders, and head crashes?

List and describe three ways to improve the performance of hard disks.

privacy

Did you know that when you
sell your computer, you might
be selling all your data as well?
When you delete a file, the
computer does not remove
the data. It simply makes that
hard-disk space available to be
written on in the future, If you
accidentally delete a file, file
recovery software is available
to check the hard disk to see if
the data is still there and has
not been overwritten yet. In
the same way that data can be
recovered when accidentally
deleted, thieves can recover
data that was intentionally
deleted. To confidently delete
files, use a secure deletion
utility before selling a computer,

Description

Uses cache and anticipates data needs
Linked, inexpensive hard-disk drives
Reduces file size

Expands compressed files

Figure 7-7 Performance enhancement techniques
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Solid-State Storage

Unlike hard disks, which rotate and have read/write heads that move in and out,
solid-state storage devices have no moving parts. Data and information are stored
and retrieved electronically directly from these devices much as they would be from
conventional computer memory.

Solid-state storage devices provide access to flash memory, also known as solid-
state storage. As we discussed in Chapter 5, flash memory offers a combination of
features of RAM and ROM. Like RAM it can be updated and like ROM it does not
lose information when a computer is turned off. Flash memory is a little slower than
traditional memory but much faster than traditional hard disks.

environment

Did you know that traditional,
magnetic hard-disk storage
requires more energy than solid-
state storage? Unlike solid-state
drives, which have no moving
parts, hard drives have to rotate
their magnetic disks in order to
save or retrieve data. Fujitsu,
which manufactures various
storage devices, estimates that
its high-end solid-state drives
will consume 40 percent less
power than comparable hard
drives. For large data centers,
this can result in a significant
reduction in energy needs.

Solid-State Drives

Solid-state drives (SSDs) are designed to be connected inside a personal computer
system the same way an internal hard disk would be but contain solid-state memory
instead of magnetic disks to store data. (See Figure 7-8.) SSDs are faster and more
durable than hard disks. SSDs also require less power, which can lead to increased
battery life for laptops and mobile devices. SSDs are more expensive and generally
have a lower capacity than hard disks, but this is changing as
the popularity of SSDs continues to increase. SSDs are widely
used in tablets, smartphones, and other mobile devices. Com-
puter manufacturers have developed hybrid systems that
contain both SSDs and magnetic disks in an attempt to gain
the speed and power benefits of SSDs while still having the
low cost and large capacity of magnetic hard drives. Typically,
these systems store the operating system and applications on
the SSD drive and videos, music, documents, and folders on

the magnetic hard drive.

Flash Memory Cards

Flash memory cards are small solid-state storage devices
widely used in portable devices. Some of the cards are used
within devices such as laptops, smartphones, and GPS navi-
gation systems. (See Figure 7-9.) Other cards provide remov-
able storage. For example, flash memory
is used to store images captured from

tl S Have you ever accidentally deleted or lost important files from your o

p flash drive? Do you have a USB flash drive that is no longer being fjlgltal cameras and then to transfer the

recognized by your computer? Here are a few suggestions that might help: images to dESktf)P and o.ther‘ c.omputerls.
Recovery/undelete software. If you accidentally deleted files from a USB Flash IWEVLY & used in digital media
drive, it is unlikely that you can recover them using your operating system or players like the iPod to store and play
searching through your recycle bin. Fortunately, there are several recovery (or music and video files.
undelete) programs that might help, and some are even free. For example, two
free programs are Undelete 360 and Recuva. These programs will scan your USB Drives
azsnlz Ic)h;i::s for deleted ‘files and offer you a chance to recover the ones you USB drives, or flash drives, are so com-

: pact that they can be transported on a

Figure 7-8 Solid-state drive

Testing USB ports. If your computer does not recognize your USB flash drive,
there could be a problem with your USB port. Try plugging another device

into that same port to see if it works. If this device does not work, then your
computer's USB is most likely defective and needs to be replaced. If the device
works, then most likely your USB flash drive is damaged and you should try the
professional recovery services discussed in the next step.

Professional recovery services. For damaged flash drives, there is a possibility
that your data could be recovered by several companies that are dedicated to
data recovery. Although the fees are high, they can rescue data from the actual
memory chip, even if the drive or supporting circuits are damaged.
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key ring. (See Figure 7-10.) These drives
conveniently connect directly to a com-
puter’s USB port to transfer files and
can have capacities ranging from 1 GB
to 256 GB, with a broad price range to
match. Due to their convenient size and
large capacities, USB drives have become
a very popular option for transporting
data and information between comput-
ers, specialty devices, and the Internet.

* Digital versatile discs (DVDs) are the standard optical

Figure 7-9 Flash memory card

. What is solid-state storage? How is it different from hard-disk drives?
. What are solid-state drives? What are they used for?

. What are flash memory cards? What are USB drives? What are they used for?

%Optical Discs

Today’s optical discs can hol i i
gguivalenlt of millions of typiv(\)r:ftielnz igégeibg;e; I‘:;é?;;fsee I Sbemerl ot
m}f(;pgf;c;ilsslscs are very common, with most software
In optical disc technology, a laser beam alters the sur-
face of a plastic or metallic disc to represent data. Unlike
hard disks, which use magnetic charges to représent 1s
and Os, optical discs use reflected light. The 1s and 0s are
represented by flat areas called lands and bumpy area
callefi pits on the disc surface. The disc is read bypgn ‘0 ti?
cal disc drive using a laser that projects a tiny beam of lipht
on these areas. The amount of reflected light determir%
whether the area represents a 1 or a 0. "
Lik.e hard disks, optical discs use tracks and sectors to
organize and store files. Unlike the concentric tracks and
wedge-shaped sectors used for hard disks, however, opti-
1Sral dlS}:S typically use a single track that spirals ou’twgrd
: (;)urgl;iz ;:;rslteecrt ;)rf:he disc. This single track is divided into

The most widely used optical di
Blu-ray discs. & 1scs are CD, DVD, and

sized library all on a single
and many movies available

. Cm'npact discs (CDs) were the first widely available
optical format for PC users. Typically, CD drives store

00 MB (InegabytES) of storage. Optical di
- Vp d h
music are often CDs. 1cal aiscs that store

discs in PCs. DVDs are very similar to CDs except that

Figure 7-10 USB drive

Figure 7-11 Optical disc
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Figure 712 Types of optical
discs
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typical DVD discs can store 4.7 GB (gigabytes)—seven times the capacity of CDs.
Optical discs that store movies or software are often DVDs. DVD drives and CD
drives look very similar.

+ Blu-ray discs (BDs) are the newest form of optical storage designed to store
hi def (high definition) video, which uses the HD 720 and HD 1080 resolutions
discussed in Chapter 6. The name Blu-ray comes from a special blue-colored laser
used to read the discs that gives them a typical capacity of 50 GB—ten times the
capacity of DVDs. Optical discs that store hi def video and the newest video games
are often Blu-ray discs.
Each of these optical discs has three basic formats: read only, write once, and

rewritable.

- Read-only (ROM for read-only memory) discs are discs that cannot be written on
or erased by the user. Optical discs that you buy in a store, such as music CDs,
DVD movies, and Blu-ray video games, are often read only.

+ Write-once (R for recordable) discs can be written on once. After that, the disc can
be read many times but cannot be written on or erased. These discs are ideal for
creating permanent archives, such as CD-R, often used for storing family photos,
and DVD-R, often used to store home movies.

. Rewritable (RW for rewritable or RAM for random-access memory) discs are
similar to write-once discs except that the disc surface is not permanently altered
when data is recorded. These changeable, portable storage options are popular for
storing and sharing audio, video, and large multimedia presentations.

Some optical discs, referred to as double-sided discs, contain information on both
sides of the disc and need to be flipped over to read the other side, effectively doubling
the storage capacity of the disk. For example, a double-sided DVD can store 9.4 GB, or
twice as much as a single-sided DVD. Another way to add capacity to an optical disc
is by adding multiple recording layers. These discs store information on several layers
sandwiched together on one side of the disc. For example, some Blu-ray discs have
multiple layers that increase storage capacity from 50 GB to 128 GB.

For a summary of the different types of optical discs, see Figure 7-12.

Format Typical Capacity Description
CD 700 MB Once the standard optical disc
DVD 4.7 GB Current standard

Blu-ray 50 GB Hi-def format, large capacity

v [concept check ]
How is data represented on optical discs?

. Compare CD, DVD, BD, and formats.
. Compare ROM, R, and RW discs.

£Ioud Storage

Recently, many applications that would have required installation on your computer
to run have moved to the web. As we discussed in Chapter 2, this is known as cloud
computing, where the Internet acts as a “cloud” of servers that supply applications

GOOQIQ Drlve Meet Drive

Using Drive  Download  For Wark Help

Store any file

Drive starts you with 15 GB of free Google
online storage, 50 you can keep photos, stories,
designs, drawings, recordings, videos

anything,

Figure 7-13 Google Drive Docs

to clients as a service r iti
et ol asasll':]ej;zhsatgri gper.oduct. Additionally, these servers provide cloud
If you have used Google Drive Docs to create a word processing document
spre?dsh’eet, you have already used cloud computing. (See Figure 7-13.) The vice
prqwder § server runs the applications and your computer displays resuits Ths erw?
cations an.d da-ta can be accessed from any Internet-ready device. This mear;s th t‘?lpp o
devices with little storage, memory, or Pprocessing power, such as a smartph o, can
run the same powerful applications as a desktop computér e
The benefits to this arrangement are numerous:

Maintenance—The cloud service will take care of disk defragmentation

encryption, and security. backups,

Hardware‘ upgrades—lThe cloud service will never run out of disk space and can
replace failed hard disks without interruption to the user.

Fl?e sharing and collaboration—Users can share documents, spreadsheets, and files
with others from anywhere with an Internet connection. ’

Of course, there are some disadvantages of cloud storage:

* Access %peed—'Tll1e data tljansfer rate is dependent upon the speed of your Internet
connection, which most likely is not as fast as a user’s internal network.

Fllel security—Users are dependent upon the cloud service's security procedures
which may not be as effective as your own. ;

There are numerous websites that provide cloud storage services. (See Figure 7-14.)

To learn more about how
you could use cloud storage, Maki :
Cloud Storage on pages 182-183. B BT

ethics

Cloud storage has created
some interesting legal and
ethical questions regarding
the storage of sensitive and
privileged information. Who
is responsible for maintaining
security and privacy of sensitive
and confidential information?
What if your attorney or doctor
stored confidential information
about you in the cloud and
it somehow became widely
distributed across the Internet?
Clearly, you suffer any related
consequences, but who is
responsible? Is it your attorney,
your doctor, the company
providing the cloud service,
or do you somehow have
the responsibility to protect
personal sensitive information?

Company Location

Dropbox www.dropbox.com
Google drive.google.com
Microsoft www.skydrive.com
Amazon amazon.com/cloud
Apple www.icloud.com

Figure 7-14 Cloud storage
services
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Making | T work for you

CLOUD STORAGE

Have you ever found yourself e-mailing files back and forth between two of your computers as a way to trans-
port them? Do you keep forgetting your USB drive at school or work? Have you ever wished that you had some
of your files readily available on your smartphone? If so, then you should sign up for Dropbox. (Please note that
the web is continually changing, and some of the
specifics presented below may have changed.)

Getting Started To use Dropbox, you need to create an
account. To take advantage of the synchronization feature, you
will need to install the software on each of your computers.

Good things happen when your stuff
lives here

o, ® Go to www.dropbox.com, and click the
Download Dropbox button.

Dropbox keeps your files safe, synced, and easy to share,

6 “® Select the “I don’t have a Dropbox account”
option during the installation process (if this
is your first installation).

Enter your information to create a new
account.

Select the Free option when asked for a
Dropbox size, and then choose the Typical
setup.

© 0

Continue clicking the Next button to view the
important tour.

If you have a tablet or smartphone, be sure to install its free app in order to access your files.

¢

The Dropbox Folder After installation, a folder named “Dropbox” will be created on your hard drive and connected to your
computer’s user account. This folder is the basis for all synchronization—any files placed here will immediately be uploaded to
your Dropbox account and will be kept synchronized between all your computers. A good use of this folder would be to place
all of your schoolwork and favorite photos, so that you can

access them from any Internet-connected computer, tablet,

or smartphone. Follow these steps to use your Dropbox o
folder: TS ~

| Desitop
o--f Open Windows Explorer, and look at your
Favorites area.

Home  Shae  View Mansge

* 4+ i » UndaOlesry + Dropbox » Photos v G Search Photos »

9—0 Click the Dropbox folder, and notice the files
and folders already in there. Open the Photos
subfolder.

0—0 Create a subfolder in this location named
“Practice” (this will serve as a photo gallery
or album).

04 Copy any photo from your computer, and

Fensive Parakeet

paste it in this new folder.

182

Notice the tiny, blue synchronization icon at the bot-
tom left of your file. When this icon turns into a green
check mark, it means that the file has finished uploading
to the Dropbox server. The same system is used for the
Dropbox icon in your Windows notification area.

Sharing Files Any file or folder in your Dropbox
account can be shared with anyone via a unique link.
This method is superior to sending large e-mail attach-
ments that can be subject to the limits of the e-mail service. To share a file or folder:

o- ® Go to your Dropbox folder using Windows Explorer.

@) Right-click any file or folder, and oli ' i
o c"Pboari er, and click share Dropbox link. A URL link to that file or folder will be copied to

@ Paste the link into an e-mail to share that file or folde

e r with so indivi s
the link in his or her Internet browser to get the file. meone else. That individual will just follow

Getting M § ice i
g More Storage Space Dropbox's free service includes all its features, but with a limited amount of storage space

You can incr ease that Space V\”tl a d acc 1 I by 1A% t“l “ |e”ds a“d OI eagues to IO ] D pbox Increases yo StOI age

0* Go to www.dropbox.com/getspace and log into your account.

94 Click the Refer friends to Dropbox and follow the instructions to invite others to use Dropbox

L

Get more space

Upgrade your account
Upgrade to Dropbox Pro to get lots more space 1 TB

Sﬁ;t Upgrade to a Business account 1TB

Get Dropbox for Business for your team or more

. Refer friends to Dropbox 16 GB

Spread the love to your friends, family, and coworkers 500 M8 per friend

Connect your Facebook account

Share folders with your friends and family in a snap 1 25 M B
¥ Connect your Twitter account
Invite your friends to Dropbox with a tweet 125 MB
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. What is cloud computing?

. What is cloud storage?
. i ?
. What are some of the advantages and disadvantages of cloud storage?

Mass Storage Devices

i i us as
It is natural to think of secondary storage media and devices as they reltate :Oaniza_
individuals. It may not be as obvious how important these ma;ters a}cre 00 ;gquimd
: g orage r
i he tremendous amount of secondary s
tions. Mass storage refers to t L ey e
izati devices are specialized high-capacity
rge organizations. Mass storage ( _ Iy
bs:)iz ge devgices designed to meet organizational demands for data sto$age.h Tl}els_;:‘ al;:] s
ztorage solutions allow large corporations and institutions to cerlltrahze their
nance and security of data, thereby reducing costs and personnel.

Enterprise Storage System .

Most large organizations have established a strategy called an ;nter‘pil'se ts}:m-'fgoer ;z:;&;rz:l

ici the networks within thei -

te efficient and safe use of data across : ‘ :

:901}:;0&129 Figure 7-15.) Some of the mass storage devices that support this strategy are
ions. i

I RAID system
ile

Organizational network

Network attached
Organizational cloud storage storage

Figure 7-15 Enterprise
storage system
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* File servers—dedicated computers with very large storage capacities that provide
users access to fast storage and retrieval of data.

* Network attached storage (NAS)—a type of file server designed for homes and
small businesses. NAS is less expensive, easier to set up, and easier to manage

than most file servers. However, it does not include powerful management tools
and features found in many large-scale file servers.

* RAID systems—larger versions of the specialized devices discussed earlier in this
chapter that enhance organizational security by constantly making backup copies
of files moving across the organization’s networks.

* Organizational cloud storage—high-speed Internet connection to a dedicated

remote storage facility. These facilities contain banks of file servers to offer enor-
mous amounts of storage.

Storage Area Network

A recent mass storage development is storage area network (SAN) systems. SAN is
an architecture to link remote computer storage devices, such as enterprise storage
systems, to computers such that the devices are as available as locally attached drives.
In a SAN system, the user’s computer provides the file system for storing data, but the
SAN provides the disk space for data,

The key to a SAN is a high-speed network, connecting individual computers to
mass storage devices. Special file systems prevent simultaneous users from interfering

with each other. SANs provide the ability to house data in remote locations and still
allow efficient and secure access,

|concept check-

e o W - ]

. Define mass storage and mass storage devices.
. What is an enterprise storage system?

. What is a storage area network system?

Careers in IT

Now that you've learned about secondary
storage, let me tell you a little bit about my
career as a disaster recovery specialist.

Disaster recovery specialists are responsible for recovering systems and
data after a disaster strikes an organization. In addition, they often cre-
ate plans to prevent and prepare for such disasters. A crucial part of
that plan is to use storage devices and media in order to ensure that all
company data is backed up and, in some cases, stored off-site.

Employers typically look for candidates with a bachelor’s or associ-
ate’s degree in information systems or computer science. Experience
in this field is usually required, and additional skills in the areas of net-
working, security, and database administration are desirable. Disaster
recovery specialists should possess good communication skills and be
able to handle high-stress situations.

Disaster recovery specialists can expect to earn an annual salary of
$70,000 to $88,000. Opportunities for advancement typically include
Upper-management positions. With so many types of threats facing
organizations, demand for these types of specialists is expected to grow.
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A LOOK TO THE FUTURE

Next-Generation Storage

Have you already started to use a cloud storage service for
your files? Have your friends and family members used one
also? With millions of individuals and businesses all signing
up for these services, how do these companies keep up with
the amount of storage required to accommodate all these
users? The answer is simple: They keep adding more hard
drives. Although hard drives have been around a long time, the
technology underlying these tools is undergoing incredible
improvements. Recently, terabyte
hard drives have become common-
place, using existing magnetic stor-
age methods. In the future, your
movies and photos may be stored
using heat, organic compounds, or
even holograms. Technology has
been making better storage, and
will continue to evolve to improve
our lives as we look to the future.
The first product that will
receive a huge improvement is
the hard drive. When it comes to
the primary storage of your com-
puter and the millions of servers
throughout the world, nothing
beats hard drives. They are the
most affordable solution when it
comes to the price per gigabyte.
Therefore, researchers are look-
ing at ways of increasing their
capacity without increasing their size. Current hard drive
technology will max out at approximately 128 GB per square
inch. Seagate, a manufacturer of hard drives, is working
on two new technologies that hope to increase that limit:
heat-assisted magnetic recording (HAMR) and bit-patterned
media (BPM). The idea is to keep making the bits smaller so
that more of them fit in the same area. Once these technolo-
gies are implemented, the capacity could reach 6.25 TB (or
6,250 GB) per square inch. With a density like that, Seagate
estimates that you could hold the entire contents of the U.S.
Library of Congress on a disk that is no bigger than a coin.
The latest optical disc, Blu-ray, is commercially available
as 25- or 50-GB discs. Although several companies have

186

achieved higher limits by adding more layers, a ceiling will soon
be hit. GE Global Research is currently developing a disc made
up of tiny holograms, stored over dozens of layers, that react
to light. These discs will store 1TB of data, and the drives that
read them will also be able to read your DVD and Blu-ray discs.

Advancements in chemistry have led to the speculation
that circuits and storage media could soon be working with
carbon-containing molecules. Researchers have discovered
that a group of compounds known as metallofullerenes can
be oriented in various ways, allow-
ing them to represent O and 1 bits
just as other storage media cur-
rently do. The biggest advantage
with organic molecules involves
size. These molecules are so small
that storage devices created with
them could be extremely tiny, allow-
ing the creation of much smaller
computers and gadgets.

You may be wondering why
solid-state storage, or flash mem-
ory, has not yet been mentioned.
This type of media has definitely
been improving over the years.
Your flash drives and memory
cards keep getting smaller and
capacities keep going up. However,
the price per gigabyte is still much
higher than that of hard drives. In
the past, they have a limited life
span because they can support
only approximately 10,000 write operations. These two
issues may not be a problem for individuals, but they make
it impossible for large businesses and cloud storage compa-
nies to rely on them. However, recent innovations in the way
solid-state storage writes information has shown dramatic
improvements and SSD stability concerns are likely to be a
thing of the past.

Now that several types of future technologies have been
explored, which do you see yourself using in five years? Do
you believe that solid-state storage will completely replace
the hard drive in desktop and laptop computers? Do you think
that molecule-sized storage solutions will ever be affordable
enough to be used in all computers?

VISUAL SUMMARY  Secondary Storage

STORAGE

HARD DISKS

RAM 1S primary storage. Most RAM is volatile, meanin
that it loses its contents whenever power is :iisruptedg
Secondary storage provides nonvolatile storage Second-'
ary storage retains data and information after ‘th

puter system is turned off. o

Writing is the process of saving information to second-

ary storage devices. Reading is th i
e g e process of accessing

Important characteristics include

* Media—actual physical material i
s i ial that retains data and

¢ Capacity—how much a

Rt particular storage medium can

Storage devices—hardware that reads and writes to
storage media.

* Access speed—time required to retrieve data from a
secondary storage device,

Hard disks use rigid metallic platters that provide a large
amount of capacity. They store data and programs b
altermg the electromagnetic charges on the platter’s sug—'
face. Files are organized according to

* Tracks—concentric rings on the platter.

* Sectors—wedge-shaped sections.

* Cylinders—run through each track of a stack of
platters.

Density refers to how tightly electromagnetic charges
can be packed next to one another on the disk.

A head crash occurs when the hard di.
: : sk mak
with the drive’s read-write heads. e

Tiwo types are internal and external hard disks.

Internal Hard Disk

Internal hard disks are located withi
within the syst ;
Used to store programs and data files. Y
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I'o ff]Clentl an(i effect]vel use war i y You l'leed

e y f the different ty'PES Of secondar st()rage. ;
ici y i y OmPUtErS, ou need tobea e o0 - ! !

k th i pabi]jties limitations and uses. There are f()ur Widely used storage media: hard dlSk, solid Stﬂte, “Ptl"

to know elr ca ’ r

cal disc, and cloud storage.

HARD DISKS

External Hard Drives :
Unlike internal hard disks, external harc.1 drives are
removable. External drives use the same basic technology

as internal disks.

Performance Enhancements .
Three ways to improve hard-disk performance are.disk cach-
ing, RAID, and file compression and decompression.

* Disk caching—provides a temporary high-'speed hold-
ing area between a secondary storage‘ den.rlce and the
CPU; improves performance by anticipating data
needs and reducing time to access data from second-
ary storage. :

* RAID (redundant array of inexpensive dlsks)—severe‘al
inexpensive hard-disk drives are connected together;
improves performance by providing expanded storage,
fast access, and high reliability.

* File compression and decompression—files are com-
pressed before storing and then decompressed beforje
being used again; improves performance through effi-
cient storage.
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SOLID-STATE STORAGE

Solid-state storage devices have no moving parts; provide
access to flash memory (solid-state storage).

Solid-State Drives : i
Solid-state drives (SSDs) are similar to internal hard-dis

drives except they use solid-state memory; are faste‘r, more
durable, and more expensive; and generally prov.lde.less
capacity. Hybrid systems contain SSD and magnetic disks.

Flash Memory Cards |
Flash memory cards are small solid—stfate storage dewce;
that are widely used with portable de_vu:eaf. The){ are use 1
with a variety of specialized input dewces.u}cludmg_ digita
cameras to store and transfer images and c%lgﬂal m.echa Play—
ers like the iPod to store and transfer music and video files.

Drives
g:l? drives (flash drives) are so small that they f’it ontg
a key ring. These drives connect to a computer’s QS
port and are widely used to transfer data and information
between computers, specialty devices, and the Internet.

OPTICAL DISCS

Optical discs use laser technolo
sented by pits and lands. Optical disc drives project light

a

nd measure the reflected light.
The most widely used optical discs are:

Compact discs (CDs) were the first; typical storage
700 MB; often used to store music.

Digital versatile discs (DVDs); standard optical discs;
typical storage 4.7 GB; often used to store movies and
software,

Blu-ray discs (BDs) are the newest; designed to

store hi def (high definition) video; typical storage

50 GB; often used to store hi def video and video
games.

Each of these optical discs has three basic formats:

Read-only (ROM for read-only memory) discs cannot
be written on or erased by the user.

Write-once (R for recordable) discs can be written on
once. After that, they can be read many times but can-
not be written on or erased.

Rewritable (RW for rewritable or RAM for random-
access memory) discs are similar to write-once discs
except that the disc surface is not permanently altered
when data is recorded.

gy. 1s and 0s are repre-

CLOUD STORAGE

With cloud computing, the Internet acts as a “cloud” of

servers. Cloud storage (online storage) is supplied by
these servers,

* Cloud servers provide storage, processing, and
memory.

* Advantages for users include less maintenance,
fewer hardware upgrades, and easy file sharing and
collaboration.

* Disadvantages for users include slower access speed
and less control over file security.

MASS STORAGE DEVICES

Mass storage refers to the tremendous amount of secondary
storage required by large organizations, Mass storage devices
are specialized high-capacity secondary storage devices.

Most large organizations have established a strategy
called an enterprise storage system to promote efficient
and safe use of data.

Mass storage devices that support this strategy are file
servers, network attached storage (NAS), RAID systems,
and organizational cloud storage. A storage area network
(SAN) is a method of using enterprise-level remote stor-
age systems as if they were local to your computer,

CAREERS in IT

Disaster recovery specialists are responsible for recover-
ing systems and data after a disaster strikes an organi-
zation. Bachelor’s or associate’s degree in information
systems or computer science, experience, and additional
skills in the areas of networking, security, and database
administration are desirable. Salary range is $70,000
to $88,000.
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KEY TERMS

access speed  (175)
Blu-ray disc (BD) (180)
capacity (175)
compact disc (CD) (179)
cloud computing  (180)
cloud storage (181)

cylinder (1'75))

densi 175

disastte}; re(covery specialist  (185)
disk caching (176) :
digital versatile disc or digital

video disc (DVD) (179)

enterprise storage system  (184)
external hard drive (176)

file compression  (177)

file decompression (177)

file server (185)

flash drive (178)

flash memory (178)

flash memory card  (178)
hard disk  (175)

head crash  (176)

hi def (high definition) (180)
internal hard disk  (176)
land (179)

mass storage (184)

mass storage devices (184)

edia (175
:ﬁet\wrk (attaz:hed storage (NAS) (185)
online storage (181)
optical disc  (179)
optical disc drive  (179)
organizational cloud storage (185)
pit (179)
platter (175)
primary storage (174)
recordable (R) disc  (180)
RAID system  (185)
random-access memory

(RAM) disc  (180)
read-only memory (ROM) disc (.180)
redundant array of inexpensive disks

(RAID) (177)
rewritable (RW) disc  (180)
secondary storage (174)
secondary storage device (174)
sector (175)
solid-state drive (SSD) (178)
solid-state storage (178)

storage area network (SAN)  (185)
storage device (175)

track (175)

USB drive (178)

write-once disc  (180)

MULTIPLE CHOICE

Circle the letter of the correct answer.

1. RAM is sometimes referred to as:
a, primary storage
b. ratio active memory

2. The actual physical material that holds the data and programs.
c. capacity

c¢. read-only memory |
d. secondary storage

a. primary storage

b. media d. access
o isk.
3. Measures how tightly the magnetic charges can be packed next to one another on the dis
. i tracks
. densit C.
bE il d. sectors

b. cylinders
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4,
a. crash
b. land
53
a. disk caching
b. file compression
6.
a. cloud
b. hard disk
7. DVD stands for:

10.

a. digital versatile disc
b. digital video data

When a read-write head makes contact with the hard disk”

USB drives are also known as:

a. flash drives
b. optical drives

An organizational strategy to promote efficient and safe

a. cloud dynamic

b. data mission statement

Specialized high-capacity secondary storage

a. CD devices
b. flash drives

MATCHING

Match each numbered item with the

the spaces provided.

e r

T @ omo

DVD

file compression
hi def

network attached
storage
secondary storage
sectors

solid-state drives
storage area network
storage devices
tracks

pEEel

2

s surface, it causes a head:

c. pit
d. scratch

This hard-disk performance enhancement anticipates data needs.

c. file decompression
d. RAID

This type of storage uses pits and lands to represent 1s and 0s,

¢. optical
d. solid state

¢. dynamic versatile disc
d. dynamic video disc

¢. ports
d. universal state bus

use of data across the networks.

¢. enterprise storage system
d. RAID

devices designed to meet organizational demands,
€. mass storage devices
d. platters

most closely related lettered item. Write your answers in

Provides permanent or nonvolatile storage.

Hardware that reads data and programs from
storage media.

- Concentric rings on a hard-disk platter.
- Each track is divided into invisible wedge-shaped

sections called

- Increases storage capacity by reducing the amount

of space required to store data and programs.

- Optical disc most common on today’s personal

computers.

- The next generation of optical discs.
- Similar to internal hard-disk drives except they use

solid-state memory.

- Mass storage device widely used for home and

small business storage.

. Architecture to link remote storage devices to

computers such that the devices are as available as
locally attached drives.
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OPEN-ENDED

On a separate sheet of paper, respond to each question or statement.

; s ;

1. Compare primary storage and secondary storage, and discuss the most importan
characteristics of secondary storage. .

2. Discuss hard disks including density, platters, tracks, sectors, cylinders, head crashes,

: hancements.

internal, external, and performance en ] o

Discuss solid-state storage including solid-state drives, flash memory, and USB drives.

Discuss optical discs including pits, lands, CDs, DVDs, Blu-ray, and hi def.

Discuss cloud computing and cloud storage.

Describe mass storage devices including enterprise storage systems, filczl sirvers, :re;;
work attached storage, RAID systems, organizational cloud storage, and storage

network systems.

o e w

DISCUSSION

Respond to each of the following questions.

@ Making IT Work for You: CLOUD STORAGE

i s
Have you ever found yourself e-mailing files back and forth between two gf you:E c::p:;o::s%rz V_V:tah;;_)t-?;;n
as a way to transport them? Review the Making IT Work for Yo.u: FJIoud ltor:glf phat e o
he following; (a) Have you ever used Dropbox or a similar service? 120, Whot b
"ESPC'“dC'Iio th t do you typically use it for? If you have not used Dropbox or a similar service, descri |
s :\n e :ts:.use o::e (b) If you do not have a Dropbox account, set up a free one .and f:reate a Drop-
b yol‘j m% opbox to ‘either (1) access a file from another computer or (2) share a 'flle with one of your
l:.lc'x fOld::s I?escrritl:e your experience. (c) Try a few of Dropbox's features, anfi describe your ext;;eruence
fvii;stn}::se ;Eeatures. (d) Do you see yourself using Dropbox on an everyday basis? Why or why not?

© Privacy: SECURE DATA DELETION

Once you've deleted a file it's gone forever, right? Wrong: Deleted files can of:‘en be rec:;e;e:lhaenfciJ Iylzrvr
i information compromised. Review the Privacy box on page 177, .and then rgspo y i
P”Vate Hay r used a secure deletion utility? If so, what one did you use? If not, do you A
by (a,' i e:: the future? (b) What kinds of files would you consider deleting permanently? Ba
A f";fgh:c'i'::nn:’f you are not planning to sell your computer, do you think it woulld be a good Zral.c:_lc:a‘
::T;:rliz-dically use a secure deletion utility? Why or why not? (d) How would you find a secure deletio

utility? Do you think there are any free ones?

© Ethics: CLOUD STORAGE AND CONFIDENTIALITY

When individuals and businesses store files using cloud services, they expect the cloud company to

behave ethically by providing adequate security to protect confidential files. What if this expectation is
not met? Review the Ethics box on page 181, and then respond to the following: (a) Would you be comfort-
able if your attorney stored digital copies of your legal documents in the cloud? What about your doctor
or psychologist? Why or why not? (b) Who should be responsible if files stored in the cloud are stolen
or viewed by hackers or unethical employees? Who would suffer the consequences? Defend your posi-
tion. (c) Should laws be created that require cloud storage companies to operate ethically and to assume
responsibility for security and confidentiality of stored data? Why or why not? (d) Cloud computers are
not necessarily located within the borders of the United States and therefore may not be subject to the
same regulations as U.S.-based computers, Do you think that all U.S. companies should be required to
keep their cloud servers in this country? Defend your response. (e) How do you feel about storing per-

sonal and confidential information in the cloud? Do you currently do it? Why or why not?

@ Environment: SOLID-STATE STORAGE

Did you know that traditional, magnetic hard-disk storage requires more energy than solid
Review the Environment box on page 178, and then respond to the following: (a) Why d
that less energy is required for solid-state drives? (b) Why are not all hard drives being replaced with
solid-state drives? (c) Do you think hard drives will become obsolete in the near future? Why or why not?
(d) Would you be willing to pay more for a solid-state drive? If so, how much? If not, why not?

-state storage?
0 you suppose
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