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In August 2017, Spain witnessed o sirmilar gtk meer -
van driver plowed into a crowd of people an = =
walkway in Barcelona. At least 14 peogle wars lles <rd
dozens of others injured. The attacks have instigared ~ew

questions about national security. Such vehicie
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do not require extensive planning or a wide netwerk o
carry out. Little opportunity therefore exists for aurmer-
ties fo detect and stop them. How can states protact their
citizens from attacks such as these?

Another type of attack has begun to plague stafe lead-
ers concerned with national security: cyberaracks. In
June 2017, a cyberattack hit Ukraine and spread across the
globe within hours. Countries’ infrastructures and com-
panies around the world were affected, including those
in the United States, France, Britain, Russia, and Ausfralia.
Because such attacks stem from cyberspace, identifying the
attackers is nearly impossible and the effects can spread
across state borders easily and quickly. How can states
protect their vital infrastructures, companies, and citizens
from cyberattacks if they cannot even find the attackers

after the fact and cannot secure borders to prevent them?
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en a cenlral one for centuries, The

The question of national security has be
al security, however, has changeg

nature of what is needed to protect nation
significantly over time. A more conventional concern about physical violence

stemming from other states has expanded to include concerns about individyg|
terrorists and cyberspace. Are these attacks acts of war? Or are they something

different? What types of responses are warranted when the perpetrators qre

not necessarily another state but individuals who reside in another state? Canq

te simply go into another state 1o attack those individuals?

The challenge of dealing with these new issues of national security is a cen-
tral problem for state leaders today. To understand the choices they face, we
must answer several questions. How has the nature of national security changed
over fime? What constitutes wer and what does not? What are the appropriate
types of responses fo different types of threats to national security? How might
other threats to national security be prevented? This chapter seeks fo

sta

war and
provide answers fo these fundamental questions.

LEARNING OBJECTIVES

» Define war and identify the different categories of war.

» Explain how the theoretical perspectives help us explain the causes of
wars.

» Describe the key characteristics of conventional and unconventional
warfare.

» Highlight the circumstances under which a war can be considered
“Just.”

» Explain how realists, liberals, and constructivists differ in their
approaches to managing state security.

One of t : o
he central concerns of all foreign policy makers as well as scholars study”

mgilmtcrnntional relations is that of state (or “national”) security. We can think ©
;;I:r:;z::;jg)?; tlmtﬂbil'i]ty Ofﬂ_smm to protect its interests, secrets, and LIUZ]‘[:;
FES—— ’1‘11); {{:irm' and internal—that endanger it. This definition
object, or Potem:iz;l nctio;sills a focus on threat: the fact that there is some
zens. This threat could stem }at o Cl'l'dangcr 4 nation's interests, 8655 7 Off C
on protection: the need rom (f-uts1dc or inside the state. The second i 0
need of the nation to ensure the safety of the state’s interest™
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secrets, and citizens frons b by those threats, The third is a focus on capability:
the actual ability of the state to provide that protection.

In the past, national sccurity focused on military threats to the state and a
state’s ability to stave ofl those threats. Today, the definition of national security
covers i varicty of factors, including economic and environmental threats as well as
nonphysical threats arising in cyberspace. National sccurity has even expanded to
include the idea that threats to individuals themselves endanger the security of the
state—that human security is an important component of national security. This
chapter focuses on two central types of security: military security and cybersecu-

rity. Chapter 11 discusses several issues of human security.

MILITARY SECURITY AND WAR

Wars—in particular, major wars between states—have been the focus of historians
of international relations for centuries. Major works on war include Thucydides’s
History of the Peloponnesian War (431 Bcg) and Carl von Clausewitz's On War
(1832). World War I and its aftermath (the founding of the League of Nations)
led American diplomatic historians and legal scholars to create a new discipline
called international relations. Since that time, prominent scholars in this field have
addressed many of the critical and vexing issues surrounding war: its causes, its
conduct, its consequences, its prevention, and even the possibility of its elimination.
This attention to war and security is clearly warranted. Of all human values, physi-
cal security—security from violence, starvation, and the elements—comes first.
All other human values that are crucially important to the quality of our lives—
good government, economic development, a healthy environment—presuppose a
minimal level of physical security.

History suggests that a minimum level of physical security has not ahways been
attainable. In the past 3,400 years, the world has been entirely at peace for only
268 of them. Estimates of deaths from war throughout human history range from
1.50 million to 1 billion people (depending on how war is defined). Over 108 mil-
lion were killed in the twentieth century alone.'

. Following the world wars and the Korean War (1950-53), both the frequency and
;‘Hte.nsiry of interstate war began a slow decline. This trend, however, is not the same
orinternal conflicts. In recent years, there has been a significant rise in the number of

deaths from, internal conflict, i ; lar, about a 440 percent increase i
2016, o o ;Ons m't, in pa;1 .1cu Il;, lfl osu 1 ‘ pﬂ. crlmsc roml2007 to
2732 pern :Tg the y'x;}:lm con b1c:t. ) the )frl.m'wn. ‘1ct.wcr;: 111(}:1luded, 1't would
Confli g o 1-iI:“:reasﬁ:. e number of countries cxpenu‘lcu.lg eaths from internal
en over the past decade, from 26 countries in 2007 to 30 countries
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in 2016, Overall, the global peace index—which ranles countries ;lccnr(lmg o thei,
level of peacefulness using a variety of indicators—shows that by ?”17 the globg) level
of peace had deteriorated by 2.14 percent since 2008. War therefore remajng

Pcrhapg

the most compelling issuc in world politics, and international relations theorigy,

C D
continue to :lﬂ:lly?:(: “'l'ly 1t occurs.

WHAT IS WAR?

International relations scholars debate how to define war. Over time, however,
three features have emerged. First, a war involves organized, deliberate violence by
an identifiable political authority. Riots are often lethal, but they are not considered
“war” because, by definition, a riot is neither deliberate nor organized. Second, wars
are relatively more lethal than other forms of organized violence. Pogroms, bomb-
ings, and massacres are deliberate and organized but generally not sufficiently

lethal to count as war, Currently, most international relations scholars accept tha
at least 1,000 deaths in a calendar

a war. Third, and final]

year are needed in order for an event to count as
, for an event to count as g war, both sides must have some
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real capacity to harm cach other, although that capacity need not be cqual on both

sides.

because in
¢ other side 1s cfcctively defenscless.

In sum, war is an organized and deliberate political act by an established politi-
cal authority that causes 1,000 or more deaths in a 12-month period and involves
at Jeast two actors capable of harming cach other.
Defining war is not simply academic. These definitions have real-world conse-
sences. An important case in point was the 1994 Rwandan genocide, in which
over 750,000 men, women, and children were murdered in just four months. Had
rnational community named this violence properly as a genocide, the pres-
qtervene militarily to halt it might have been greater, since in 2 genocide
eing murdered would have no chance of winning. However, the violence
characterized as a renewal of civil war, raising the question of whether

| intervention should occur in Rwanda’s in

We do not count genocides, massacres, terrorist attacks, and pogroms as wars

a genocide, for example, only one side has any real capacity to kill, while

th

the inte
sure to i
the side b
was instead

internationa ternal affairs.

TYPES OF WAR

scholars have developed many ways to categorize wars that
national security. At the broadest level, we distinguish
ace between sovereign states (interstate war) and wars
es (intrastate war). Scholars also distinguish between

onal warfare, terrorism, and cy

International relations
pose physical threats to
between wars that take pl
that take place within stat

conventional and unconventi berwarfare.

Interstate War

the years following the conclusion of the

form of polirical association has proven
essary for waging War. As
| the state made war.™ Asa
ve captured the bulk

Since the advent of the state system in

Thirty Years' War (1618—48), the state as a
g the resources nec

ade the state anc
as Interstate wars, ha

ideal at organizing and directin
Charles Tilly famously put it, “War m

result, wars between states, also known
of attention from international relations theorists and scholars.

Theorists are interested in wars bet in particular, for two reasons.

irst, by definition, states have recognizable leade

HF n ) ’
“rance,” we understand we are speaking about a gove
C - N r 2 fy » oFtee oy e H

ific territory that others recognize s France. Theretore, states make good subjects

fi ) i el s .
Or analysis and comparison. Second, states have formal militaries—some tiny and
no . .

tmuch more than police forces, others vast and capable of projecting force across

ween States,
rs and locations. When we say

rnment that controls a spe-
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the surface of the globe and even into outer space. These militarics, ang th
capacity to marshal resources in support of them, make states formidap), a:; e
ies. Thus, interstate wars are often characterized by relatively rapid fos r,f“-
destruction of property. At the end of World War 11, the world’s states fmd
prospect that a future interstate war might not only destroy them as such, buie 5 "
in a nuclear exchange, destroy all human life.

World War 1 and World War 11 are two of the most prominent example; -
interstate war and illustrate how devastating it can be. The same great powers ¢ fongh,
in both wars: Britain, France, Austria-Hungary (in World War 11, Gtrr*:ro
Japan, Russia/the Soviet Union, and the United States. Industrialization, ;..
had occurred leading up to the beginning of World War I, revolutionized the i
ing power of states. The Industrial Revolution had led workers to move from ryz
areas to cities, making cities distinct targets to attack and allowing a state to i
significant damage on the enemy all at once. The scope of the battlefield, oocr
restricted to physical areas over which soldiers fought, expanded soon after Woris
War I to include armaments and munitions workers, and eventually, even agric:-
tural workers. The scope of the wars was astonishing. Weapons of mass destruczion
such as chemical weapons and nuclear weapons were employed, and the over]
casualties were horrific: most belligerents lost 4 to 5 percent of their populiten =
World War I, and double that in World War II.

More recently, however, wars have tended to be more limited in scope. On
important set of examples of more limited interstate war is the Arab-lsneli &
putes, described in Chapter 2. Israel has fought six interstate wars l‘-’:-‘-“‘*““‘
neighbors—Egypt, Syria, Jordan, and Lebanon—and struggled against NP‘“"“
Palestinian uprisings in the West Bank and Gaza. Since the conclusion of ¥

\
Characteristics of War
\stablished

» Is an organized and deliberate » Can be an act taken by estab

political act political authority ™
capd

» Causes 1,000 or more deaths In a » Involves at least two actors
12-month period of harming each other

» Can be interstate or intrastate » Canbe conventional of

. al

» Can be asymmetric (between unconvention cpac? en

parties of unequal power) like » Can take placein cybiame out oY
r

terrorism an act is endorsed ©
a state government
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1973 Yo }.l Y, however, nonc of the opposing states have sought the com-

ctio ir f ; :

plete dc'-;tf:i“-t o0 U.i their focs, and the conflict has blown hot and cold. With the

. _coased destructivencss of : arfare. ; : bos :

‘ncre ' [ 'modern warfare, adopting more limited actions has
. states’ mMost ¢ i :

pecome States’ MOst common option when contemplating violence against other

intrastate War

|ntrastate wars (civil wars) arc wars that take place within a state. Examples of
intrastate wars include a faction and a government fighting over control of territory
(Boko Haram in Nigeria); rival groups fighting to cstablish a government to control
2 failed or fragile state (Somalia or Liberia); cthnonationalist movements fighting
for greater autonomy or secession (Chechens in Russia, Kachins in Myanmar); and
ethnic, clan, or religious groups fighting for control of the state (Rwanda, South
Sudan, Burundi, Y emen).

Civil wars tend to share several characteristics. They often last a long time, even
decades, with periods of fighting punctuated by periods of relative calm. Whereas
the goals may seem relatively limited in comparison to those of interstate wars, in
the context of the rivalry between incumbent governments and rebels, the stakes
are often very high——including secession, group autonomy, and control of the state.
The human costs are therefore often substantial. Both combatants and civilians are
killed 2and maimed, food supplies are interrupted, diseases spread as health systems
suffer, money is diverted from constructive economic development t© purchasing
armaments, and generations of people grow up knowing only war.

The African continent provides examples of these major intrastate wars.
Ethiopia's war with two of its regions (Ogaden and Eritrea) lasted decades, as did
the civil wars between the north and south in both Sudan and Chad. Liberia and
Sicrra Leone have also been sites of civil conflict in which vacious factions, guer-
rilla groups, paramilitary groups, and mercenaries have fought for control.

jﬂ]c Democratic Republic of the Congo (DRC) provides another example ot a
f”‘_‘JUr civil war, but one that became so internationalized and so destructive that
'Uis often called the “Great African War” or “African World War.” In 1996, an
g“tr nal rebellion broke out in the DRC against the longtime dictator Mobutu
l}:‘];:k“ Very qui?lcly, both Uganda und-I.{\:.'-.mdn suppnrtcd the rchcllim.\. with
199, g LLI: llil.lcrcsll:‘d in eliminating Hutu militias that hm! fled Rwanda during the

abif, aUC.l(]ic. After Mobutu was ousted un)d rcpl'..lccd with a new leader, L'.lun:[.lt
g"’llp; S:"If er war erupted two years later. Powerful Congolese leaders and ethnic
i Zi:) ]bflportcd by Rwanda -..mc'l Ug:mda, oppuscd 'thcﬁncw government. Ang?la
i ictl)r;, ]:wc supported Kabila's govcrnmcnt: as did lefl and Sudu.n. A major
¢ out, and rebel groups and the armies of the various countries involved
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for ,:(mtf tormally ended in 2003, but the reperey.
ul']:ICc;::OYC({ the DRC’s infrastruct.ux:c and mi“im‘n
3 cst'ilnntcﬁl that morc than 5 million people died

ymes. It l-“ch it the efforts of a large UN peacekeepip,
w.JPIC were killed in this war than in any Oth:;

ly
fought intenscly—not 009

11 resources.
DRC's vast natural 1€so

te Wi
sions lasted long after. The

were forced to flee thelr he
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conflict since World War 11.
The most prmnincnt intr .
X i AT
century are those following the

astatc wars that have broken OUF in the twenty-firg
ab Spring of 2011, cspcclzflly those in Libya

—October 2011) and Syria (2011"Pr°5‘fnt)' Both qualffy as wars becayse
(February-Octobc o deaths resulted from conflict between an incumbent govery-
. b:‘;;; bclcausc each side had militall‘y capacity to harm thc.othcr
(though government forces had the greater capacity). Both folljlowed a similar
course: government forces harshly repressed peacefull protes-ts ix mostly yof’“g
people, which then led to an escalation of protests and m-ternationa conder'nnatmn_
That escalation led to a harsher government 1esponse, with protests becormng both
more widespread and more violent. After evidence of government murders, rapes,
torture, and massacres, there were calls for international intervention. In Libya's

well over 1,0
ment and rebels,

case, both the incumbent government and its international supporters were caught
by surprise, and limited military intervention by NATO on behalf of Libyan rebels
accelerated the collapse of the incumbent government. In Syria, the incumbent
government was better prepared, and more importantly, it received political and
military support from allies such as Russia. As if a civil war between rebel groups
?{lsd Syrias 80\"3.1’ nment were not complicated enough, in 2013 the Islamic State

) began making territorial gains in eastern Syria. In 2014, the United States,

along with multiple states in the Middle East, began to attack the IS inside Syria.
In 2015, Russia became officiall '.

strikes throughout Syria, Thcse):l;rn ‘:t)ll':’ljd i? the conflict militarily, conducting air

rebel groups involyved in the civil war brie: .OCllsed rfot. only on the IS but also .(:ln

United, St-\tfsl?lg ussindato the epalct oo th.e sxhc

., beyond just fighting the 1) ]l 4lso eventually became involved m.t e

:2‘: Z}fn.an EOvernment, anq iy, direct -rct supported rebel groups standing against

€ 9ynan governme : SPonse to a chemic; , attack that

csata Sy = Eettletl ok against its citizens in l;..(1)11"Jr'w:tllf‘eanUSn;:t‘:d States

the civil conflicr, |y, el official o iitarily into
porting the Syria abia, and Ty pke clally entering militarily

yrian g ; l['. €Y are also involved, with Iran sup”

; WL‘a.p.oﬂ!i and safe 11:wc,:bt§ :upporting the rebel groups, a;d

da flogg °me rebel groups. Currently, t.e

of refugees seeking safe haven in

» fanks among the world's most

u.f the Syrian government, The
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fired mijss;
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f1an govery
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As the cases of the DRC and Syria demonstrate, civil wars can become inter-
nationulized, with outside actors getting involved in the conflict on one side or the
other. States, groups, and individuals from outside the warring country become
involved by funding particular groups, selling weapons to various factions, and
ving diplomatic or military support to onc group over another. Outside states

gi

have become involved in civil wars across the globe. Recent civil wars that have
gxpcrienccd outside intervention include those in Mali (intervention by France and
the Economic Community of West African States), Somalia (intervention by the
United States, Ethiopia, Kenya, and the African Union, among others), and Yemen
(intervention by Iran on one side and by a multilateral coalition led by Saudi Arabia

on the other).

Conventional War

Throughout most of human history, wars were fought by people—almost invari-
ably male—who were chosen, trained, and authorized to attack or defend against
their counterparts in other political communities. Almost all societies have also
considered it off-limits to kill some groups, usually women, children, the elderly,
and noncombatant civilians. The tools of war reflected this restriction. Weapons
of choice have ranged from swords and shields to bows, guns, and cannons; to
industrialized armies fielding infantry and riding in tanks; to navies sailing in
specialized ships; and to air forces flying fixed-wing aircraft. Such weapons are
used to defeat the enemy on a territorial battlefield. The key attribute of conven-
tional weapons is that their destructive effects can be limited in space and time
to those who are the legitimate targets of war. Conventional wars are won or lost
when the warriors of one group, or their leaders, acknowledge defeat following a
clash of arms.

World War I and World War II challenged conventional war as the standard
way of fighting war, World War I saw the first large-scale use of chemical weapons
on the battlefield. Near the Flemish (Belgian) town of Ypres, in 1915, German
forces unleashed 168 tons of chlorine gas against French positions. French troops
suffered 6,000 casualties in just a few minutes as prevailing winds carried the poi-
Sonous gas across the fields and into the trenches. But German forces were unable
&i’[‘r}l’:zitt the four-mile-wide gap in FI'CI.lCh li'nes that.opened as a result. Many
through af00ps .had been wounded or killed in handling the gas or by moving
= areas still affected, and they were unable to exploit the temporary advan-

8¢ gained. In addition, the effects of the weapons proved difficult to restr;
“ombat. Chemicals leached into the soil and water table, affecti G
months afterward. A frer th i dl % e s o
°“f1awing e ;}fChe the war, wmflers and losers signed a Geneva Protoco]
mical weapons in war.
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itional challenges to the use of ¢ —_—
1d War 11 added two additional g £ . Convention W,
Wor : dll’d tools of war. ]qrst, the advent 0 stmtcglc b‘”nhinu “ap.
stand: '
ons as the

s} I(:d ty }
T troe-scale harm to noncombatants and to 4 rccmmination lij't,_‘_
I)OSSibl]ltyﬂOF larg batant” actually was. Prior to the war, there was Benery] wh
at a 1.1o.n.c0m ,;crlc to be protected from intentional harm, But the bel
ment that ClVlIl:lf;‘lS \ts £ ships, armored vehicles, and lancs, 1 ey
ossessed ]:1rgfj‘ldccnd m‘ninrain them. Were those civilians to be prOtCCted’ M;
civilians to bu}i ;l.mers who fed the soldicrs, airmen, and sailors? A the w;"
\’Vlmt.about k :{-V:ildin line between those who were to be protected from dﬁlibg;.
intensified, thCl 1 ; wlfo could be legitimately targeted broke down By the
i A n.];d r;z; taken to using massive air strikes to dcliberately target ci;
(I::cill\,d l;c:?; 5;9355, bombers from the U.S. Eighth Air .Force targeted Japan’s
ith incendiary bombs. The ensuing flames killed over 100,000 Japanese;,
To‘kyo, Wlt.h Incen frz,hem civilians. SCCOI‘Id, World War 11 saw the deve[opmﬁt
. i I that clearly could not be limited to combatants, 5
of a nuclear weapon—a weapon y | '
the bombings of Hiroshima and Nagasaki in August 1945 demonstrated. Argyqg
200,000 people died from the attacks.

.f,

agrtt_
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Unconventional Warfare

Unconventional warfare, which
by a willingness to floyt i

t1s the idea of nationalism—a sense of national conscious-
8 i i C 1
nl: ) pl?c”;jg Plimary e asis on one’s own nation’s culture and interests over
those of othe, Natio i i : i
. 4tions. Nationaljsyy became an !mportant feature of war during the
rench Revolutton_ Fre

rench nch nationg|jgy, was highly prevalent when the French army
er Napolegn Bonaparte was at war

Was a nationy] i Ibther European states in tJ?e 17?3:*
Were citizeng ﬁo}n:c', Composed of troops with nationalist prl. .
made the |7 2 forre ENting for thej, own cause. This intense devotion
I'midah]e OPponent, especially when contrasted with the

2 OPposing

troops, whe did not fee] 4 sense of membership
Cver, Nationalism, c d.

H a = SWO.
ed Motivate NapOlc ) nbea double edgcd

R the source of greatest defeats
ussin and Spa:

chang ain.

s from “NBe was th P

). Guerrilla warfare is an %
d to the'spread of its 082
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. ~ vy o ¥ ly
ased its eftectiveness. Mao Zedong's strategy was first called “revolution-
\ = - by |+ ¢
illa warfare.” It was specific:

ary guert ) . "”5’ designed to counter a technologically
qd\nmcc‘i and well-equipped industrial adversary by cffectively reversing the con-
Cntiunal relationship between soldiers and civil
"

qnd incre

ans. In conventional war, soldiers
sk their lives to pt'nl'ccl' civilians, In guerrilla warfare, civilians risk their lives
to protect the gucrrlllns.. who hide among them and who cannot casily be distin-
quished from ordinary civilians when not actually fighting.

) Using revolutionary guerrilla warfare duri ng the Chinese Civil War (1927-37,
1945-49) and in China's resistance to Japanese occupation during World War II
(1937.-45), Mao’s People’s Liberation Army was able to survive many setbacks.
Eventually, it defeated the well-armed and U.S.-supplied Nationalist armies of
Jiang Jieshi (Chiang Kai-shek), whose forces fled to the island of Formosa, now
Taiwan. This unexpected outcome left Mao with a vast storehouse of captured
weapons and, more importantly, led to the spread of revolutionary guerrilla warfare
as 2 template for other insurgents, particularly in Asia.

Revolutionary guerrilla warfare is often used when one party in a conflict is sig-
nificantly more powerful than the other. This type of conflict between a more pow-
erful party and a significantly weaker party is referred to as asymmetric conflict.
Asymmetric conflict is also a challenge to a conventional understanding of war.
It undercuts an important proposition of both conventional warfare and nuclear
war: that conventional weapons and nuclear confrontations are more likely to occur
among states having rough equality of military strength and using similar strate-
gies and tactics. If one party is decidedly weaker, the proposition goes, fear of
defeat makes that party unlikely to resort to war. Asymmetric conflicts, in contrast,
are conducted between parties of very unequal strength. The weaker party attempts
to exploit the opponent’s weaknesses.*

The second half of the twentieth century witnessed a string of unexpected
defeats in such asymmetric conflicts for the major advanced industrial powers,
cach of which lost wars against “weak” or “backward” adversaries. Britain was
forced to grant independence to India. France was defeated in Indochina and
Algeria; Portugal in Mozambique and Angola; the United States in Vietnam; the
'_S”"i‘“ Union in Afghanistan; and Israel in Lebanon. In each case, well-equipped.
dustrialized militaries had sought to overcome smaller, nonindustrial adversaric-
and Jogt.

Like any strategy, however, revolutionary puerrilla warfare itself has weak-
;];'::15 ldn l‘t.w) asymmetric conflicts follqwi:lg \I\-‘.;‘.I\! \\:l“i I.I',t_he s“_‘“‘_‘g 3“0‘_3%

’hi]ipn- uring the Malayan Emcrgency-ﬂ)jm‘ ‘T. AL “_‘f !}.. 5 ;‘1.*. R
Pines (1952-53)—devised a counterinsurgeney - ratCEyRER

¢ ¢ + . ¥ e 1 ins
Ated revolutionary guerrillas. “That strategy aimed not At
Orceg (

terrorists and gucrrillnS), or even their f=aders, bu instead at the
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. o the people. As Mao reco nized j
strength of successful guerrilla warfare: the PTO‘PI,“ i Wc”-_]c(] wjz”-or ’an.
early writings, incumbent governments can deleat ¢ _ ) ganj
arl) B8y ly two ways: cither change the minds of the People (yia

errilla resistance in only two ways:  (via
guerrilla resistance ) inds,” strategy) or destroy them utterly, Tn cither
a conciliation, or “hearts and minds,” strategy - | and that o
social s 't of a guerrilla resistance is destroyed, a a resistance
L socia, supprt of n B is “Western” and democratic adverggn.
will collapse. Mao was confident that his “Western” hangesmiad: dsar-,
ies were too arrogant in their own power to :1ttcmpltlt0 che 5 anY too
b . , . ; . r ur e : .
squeamish in their ethical conduct to pursue a genocidal counterins ngI:cyB .Ct in
both Malaya and the Philippines, incumbent governments, s};lpc}ini)r(tic Y Britain
and the United States, sought to redress the grievances that a‘ll ed many o'f the
. . A
country's poor or disaffected either to active support of the guerrillas or to politica]
: . » . -
apathy. Since World War 11, “hearts and minds strategies have proven the most
effective method of counterinsurgency on the ground, but they are costly in politj-

cal terms because they take a long time to work and, in most cases, they demand
large numbers of troops.’ '

Guerrilla warfare is only one of several strategies a combatant might use to over|
come a more materially powerful incumbent and its allies. Another such strategy]

avoids the use of violence as a means of protest.
resistance include Mohandas Gandhi’s resistan

the Reverend Dr. Martin Luther King Jr’s civil i

Terrorism

today. It js Particularly seen as a

tattacks are often unconventional and highly unpredictable.

Scholars of terrorigm disagrec on , universal definit;

- on of terrorism, by st defi-
nitions share three key clements; Pt most de

L Terrorism ig political in hature or intept

2,

rrorism are

figures, or bureaucrytg. as Ordm:u-y Citizens, political
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. Y imagery. "This imagery tends
. arxist, or relj
eir violent acts to preserve the o,

ts immortality. In the Irish
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5 . glous. In cach case, terror-
. 1L K .
jsts infEne % ttion, the proletariat, or the faithful
. 1 1s
4nd ensure! = cn i . .C])llhlll..ln Army’s long struggles with
¢ in Ireland, : wree immortality images came into ol dorn;
- ay, as predorni-

'n ists sough o
ngntl} . i ' ght to coerce Britain into
bandoning Ireland’s Protestant minority, among other things

Terrorism involves physical harm, but the essence of terrorism is psychological
ot Ph_\_-sical. Whatever the aims of the individua] terrorist, killing is a by—przduc;
of rerrorism as a strategy. The real aim of terrorism is to call attention to a cause,
«hile at the same time calling into question the legitimacy of a target government
by highlighting its inability to protect its citizens. For example, during the 1972
summer Olympic Games in Munich, Germany, a group of Palestinian Arab ter-
qorists styling themselves “Black September” took 11 Israeli athletes hostage in
the Olympic Village. Two of the hostages were murdered immediately. During a
botched rescue attempt by the surprised and ill-prepared Germans, the remaining
aine hostages were murdered by their captors. Black September was a part of the
Palestinian Liberation Organization (PLO), a group founded by Yasser Arafar ir
1964 to advance the cause of Palestinian Arab statechood by means of violence
But until Munich, few outside the Middle East had ever heard of the PLO. Afte
the games, the PLO (and “terrorists” more broadly) became a widespread topic o
conversation and state action.

Much recent terrorist activity has its roots in the Middle East—in the ongoin;
quest of Palestinian Arabs for self-determination and their own internal conflict
over strategy, in the hostility among various Islamic groups toward Western force
and ideas (in particular, what they perceive as Western support of Israel’s persect
tion of Palestinian Arabs and the education and independence of women), and i
the resurgence of extremist Islamic fundamentalism. Among terrorist groups wit
0ts in the Middle East are Hamas, Hezbollah, and Palestine Islumic Jihad. Af
September 11,2001, Al Qaeda was the most publicized of these groups. A shadow
"etwork of extremist Islamic fundamentalists from many countries, including son
"Uside the Middle East, Al Qaeda, originally led by the late Osama bin Laden,

"otivate by the desire to install strict Islamic regimes in the Middle East, suppc
and punish the United States for

ook rul
British . jali
ationalist, socialist, and Catholijc terror

Tadi e :
) 1cal Islamjc insurgencies in Southeast Asia, :
Pport of Isracl. When the United States and its allies began to seriously hurt

fr}acd.a‘“'-a.s they did from 2009 to 2012—its leadership adapted by disPersir.lg a
"Ming ney affiliates, such as Al Qaeda in Iraq and Al Qaeda in Yemen. With 1
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Al Qaed?

Hamas
(ls!amic
Resistance
Movemenl)

Hezbol!ah
(Party of
God)

Boko Haram
(Western
Ways Are
Forbidden)

Haqgani
Network

Lebanon

Northern Nigeria and
neighboring countries;
pushed into a final
stronghold in the
23.000-square-mile
Sambisa Forest in
northeastern Nigeria

in 2015 by coalition of
Nigeria and the African
Union

Pashtunistan (eastern
Afghanistan and
western Pakistan)

CHARACTERISTICS AND
ATTACKS

Formed by Osama bin Laden in
the late 1980s among Arabs who
fought the 5oviets in Afghanistan;
responsible for bornbings in
Africa (1998), Yernen (2000),
United States (2001), Spain
(2004), Great Britain (2005),
India (2006), pakistan (2008,

2009), Algeria (2010).

ned bin Laden’s
lling for attacks
lected in 2006
ty in Gaza.

Its leader sig
1998 fatwa c3
on US. interests; €
as governing authori

Also known as Islamic Jihad;

often directed by Iran and

d in the bombing of
ssy and marine
rut in 1983;
olitically;

suspecte
the U.S. emba
barracks in Bei
dominates Lebanon P

fights against Israel.

who violently

galafi jihadists
ablishment of

pursue the est
a strict version of Sharia law
throughout Nigeria. Kidnapped

276 schoolgirls in Chibok,
Nigeria, in April 2014. Some
were released in mid-2017 but
about 100 are still believed to be

in Boko Haram custody.

Insurgent Islamist group;
supported by U.S. CIA =
during Soviet occupation of
Afghanistan; now alll:éd- with
Taliban and tacltlysuppé
Pakistan; fought ;agalhéf"i'g’ﬁ i ._
Afghanistan until 2010. LTS
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1 (continued)

GROUP LOCATION CHARACTERISTICS AND
ATTACKS
An outgrowth of Al Qaeda in
Iracy, currently led by Abu Bakr
al-Baghdadi, a former senior
officer in Saddam Hussein's Iradi
Formerly centered in army and the self-proclaired
Syria and northern caliph; the world's wealthiest
Iraq, but actively terrorist group; aims to establish
The Islamic franchising to Yemen, an "Islamic” caliphate (no
State Afghanistan, Egypt, territorial boundaries) and
Libya, and possibly is responsible for thousands
Chechnya of murders, including

beheadings, as well as rapes
and sexual slavery; it targets
any who oppose its restrictive
interpretation of Sharia law.

Preventing terrorist activity has become increasingly difficult because most
perpetrators have networks of supporters in the resident populations. Protecting
populations from random acts of violence is an almost impossible task, given the
wailability of guns and bombs in the international marketplace. Pressure on gov-
erments is very strong because people worry disproportionately about terrorism,
even though it kills a relatively small number of people, and because many people
believe 2 violent response by state security forces will help protect them. Despite
vances in detection technology like face-recognition software, committed indi-

\'.l,duals or groups of terrorists are difficult to preempt or deter. Indeed, such indi-
vldl’]al“ may be seen as heroes in their community.

[fari]::, inlcrn%rional community has taken action -.1{;;1'mst terrfurisrs by chxlti11g a

ork of international rules dealing with terrorism. The tramework includes
13:‘:3::11.11%5 1h;-|1 address such issues as punishing hijuckcr-s il:]!:‘ those who pro-
it ,t}prmctllng‘ -.l.irports. diplomats, and nuclear nr.ftcrmls in tmmport-: and
i hi;v.u: flow of financial resources to glolml.tcrrnnst_ mftworfm, ll}dl\'ldual
i USLAal:;U 1:.1]-;un sleps to increase state security (the U.mtctl‘ States c?n_nto*
gy, . atriot Act is one cxumplc),lm suppu‘rt cr.mntcrmtclhgcmfc ‘ulCthlTleS
“I’Prch:m(-: cooperation among national c:.ﬂnrccmcnt agencies in tracking
nding terrorists. States have sanctioned other states they view as

Types of War \\ 203
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Cyberworfa re

As defined by Ronald Deibert, cyberspace includes “the t.mtiie spectrum of net-
;\';)rkcd information and communication systems an.d dcx-uces and now p-enfad?s
all aspects of society, economics, and politics.” Given its central r.ok: in indi-
vidual, national, and international relations, cyberspace is now considered to be
a critical infrastructure by most state governments, transforming it into a central
focus of national security. The goal is to protect the state from cyberwarfare.
Cyberwarfare refers to state actions taken to penetrate another state’s computers

or networks for the purpose of causing damage or disruption. Nonstate actors
can also engage in such cyberattacks—either o
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first constitution after achieving independence from the

industries were hit, Ukraince :1rguccl that Russia
155ia in cyhcrattacks

tion of Ukraince’s
While some Russian
attack. In 2017, the United States implicated Ru
ence the outcome of its 2016 prcsidcntinl clection.

ost prominent cyberwarfare attacks (using the Stuxnet worm) was
at is believed to have been

d multiple strategi-

Thc ',l({OP
govict Union.

was bchind the
dcqigncd to influ

One of them
n Iranian nuclear enrichment facilitics th

. the United States and Isracl. The attackers use
ble vulnerabilities in softwarc (zcro-day exploits) and spent numerous
monthS and millions of dollars on research and advance prcparation. Although'th.e
attack brought Iranian nuclear enrichment programs to only a limited hfalt, it is
videly seen as the first act of sabotage undertaken in cyberspace and it significantly
3dvar;ccd the evolution of cyberwarfare. In 2017, the United States was known
1o be actively pursuing this same type of cyberattack against the North Korean

missile program in hopes of sabotaging test launches.
Because of the growing frequency and impact of ¢
has become 2 central feature of states’ strategic actions to pro

the international level. The United States has placed cyberspace as equal in impor-
and space in its strategic doctrine and has established a

to cyberspace. Similarly, in 2010
y unit dedicated to the investiga-
puter systems. Many states have

an attack 0
Org‘;llliZCd by
ally ex ploita

yberattacks, cybersecurity
tect themselves at

tance to land, air, sea,

special U.S. military command dedicated solely
China announced the creation of its own militar
tion and prevention of cyberattacks on its own com
taken similar steps.

While most actions in the realm of cybersec

taken by individual states, some cooperative agree
example, the Council of Europe’s Convention on Cybercrime (CEC) was created

?n 2001. The agreement requires states to pass laws criminalizing certain behav-
;g;;":g’bgfspace a.nd providiflg police u.rith the authority to enforce these laws. In
Kam;(h;a ha;ghax COOpBrﬂ.t.l.Ol:l Organization (SF)O), made up of China, Russia,
ith princ?,l yrgyzstan, Tajikistan, and Uzbekistan, adopted an “action plan”
ﬂgreememsphcs 51'm11ar to the law enforc‘:ement approach of the CEC. Bilateral
o i h:;vc dliso becr.l crc.:atcd, and in some cases, these agreements involve
example, in 201’; k l;.c.n kl?llghhghted as important sources of cybercrime. For
the Uniteq States anrsdcﬁ Trough agreement on cybersecurity was signed between

rina. They agreed that they should increase communi-

urity have been unilateral actions
ments have been forged. For

Cation apqd cooperatio i '
n to investigate and prevent cybercrimes emanating from

Crritory, .
ry. They also agreed that neither would knowingly conduct or sup-

Port cyt,
er-r v
1 igh—leVele-la.ted theft of intellectual property. Both sides promise 1
: 0 : , ed |
to ldentify é lnfl: dialogue on fighting cybercrime and related issues
U1y, develo ) : o CS, 2
hayioy P, and promote international norms of acceptable oy
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n at the global level, however, has been limited. In 2006, ¢
General Assembly called for the csral)hshm.cnt' of a Group of Govern,
. (GGI) on ‘nformation and communications tcc.hnology (ICT). 1
Lx[’cr:q o study cxisting and potcntinl threats to states’ information secur
::):::I”P Plnsﬂil;lc cooperative mc:lsu'rcs.m address them. I?y mid—2017, the GGE
had met in five scts of sessions, publishing after cach sc':ssxon a report vaiding
2dvice on how states can begin to cooperate in the ficld of information and commy.
nications technology. The 2015 report called for states not to allow their territory ¢,
be used for internationally wrongful acts using ICT. Most importantly, it Pushed
for the establishment of a number of voluntary “confidence building measures ”
These measures are designed to increase a state’s confidence that other states Wiil
not exploit its own cooperative actions in order to better prepare an attack against
it. While such measures could pave the way for increased transparency and coop-
eration, the 2017 GGE failed to produce a report receiving consensus support. This

failure has opened up questions about the future of the GGE and ¢
cybersccurity.
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ReOHSf Interpretations of the Causes of War

- one key issuc distinguishes ‘:011“313 from their critics, it is that for realists, war is
It t. u”__ll', inevitable feature of interstate politics, As discussed in Chapter 3, real-
k n-l-‘c the pmh]cm of war as stemming from the fact that the international sys-
. :t anarchic—in the international system there exists no hicrarchically superior,
t;:;‘nl‘l authority that can create laws, resolve disputes, or enforce law and order.
L

War therefore
rchy, there will be war. War, in such a system, might even appear to be the

breaks out because no authority exists to prevent it. As long as there
js ana )
hest course of action a state can take. War and conquest can help a state acquire
resources that it can use to increase its power. Morcover, for offensive realists, war
i 3 way to enhance 2 state’s reputation by demonstrating its willingness to engage
in conflict. Doing so can help a state get other states to join with it (bandwagon) in
an effort to prevent themselves from being attacked as well.

The anarchic international system also has no legitimized authority to help peace-
fully resolve contending claims that states may have. John Mearsheimer calls this the
“911 problem"——there is no hotline, or “central authority, to which a threatened state
can turn for help.”® One of the most common contending claims over which violence
hreaks out between states involves contested territory. For almost all of the previous
century, the Arab-Israeli dispute rested on competing territorial claims to Palestine; in
the Horn of Africa, the territorial aspirations of the Somali people remain disputed;
in the Andes, Ecuador and Peru have competing territorial claims; and in the South
China Sea, Japan, China, Taiwan, the Philippines, and Vietnam are all struggling over
conflicting claims to offshore islands. Ukraine and Russia both view Crimea as part
of their own territory. For realists, without an arbiter to resolve these disputes, a state
might resort to violence to win the territory it claims as its own. For example, violence
I-Cgularl}’ takes place over claims to Palestine, violence has broken out on several occa-
;‘}’:: :esg:;ding Fhe conﬂictin-g territorial claims over the Spm.tly Ish‘mds in the South

S and in 2014 Russia sent military troops to take Crimea from Ukraine.
tteri‘?:::zn there is also no c.ffcr.:tivc arbitclt of competing L.‘l‘d'l-l:’ls to self
i1, g szdc |?y groups within stz.Ltcs. lecm.ns, Chechens, Catalonians,
ey e :IQ ' ccm; all express '1 dc'suc for th.cl.r own st;.lte. Who 'dccidcs
lngl, lcgitimj;;ins l;).r sclf-detcr'mmatlon By legitimate? Without an interna-
Mogt POwerty] . arbiter, authcfnry rests W.H:h th'e states tllem-sclvcs—-with the
eking b ncs. oft.cn becoming the decisive, interested arbiters, The groups
.‘he truggle bctermmatnon thus often resort to force against the state. For example,
;"V“lves 3rme:[meen. Chechnya and Russia over Chechen independence regularly
t';‘*;ded CChn;:Z?CL- It has even brn.:)kcn out into all-out war. In 1999, Russia

Usgi i err it had declared independence and succeeded in returning it

- Violence has continued to break «ut regularly ever since,
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InJanuary 2003, U.S. President George W. Bush alerted the American people lo intelligence

Ihat suggested Iraq was developing nuclear Wweapons, causing the Uniled Stales (o enler war

with Iraq to maintain the balance of power. Those claims were later revealed to be inaccurale.
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¢his €asc, and World War II broke out.' In the second pattern, the currently most
po“’crf“l state(s) might launch a preventive war to keep a rising challenger down.
For example, one of the United States’ reasons for going to war against [raq in 2003
was that Iraq was developing nuclear weapons and its nuclear program needed to
be dismantled before it acquired the capability to use such weapons, significantly
ncreasing its power. Whichever pattern occurs, according to the theory, power
transitions increase the likelihood of war,

Liberal Interpretations of the Causes of War

While realists focus significant attention in their analyses of war on character-
istics of the international system, liberals tend to focus more on characteristics
of the state and institutions (both domestic and international). State and societal
explanations for war are among the oldest. Plato, for example, posited that war is
Jess likely where the population is cohesive and enjoys a moderate level of prosper-
ity. Since the population would be able to thwart an attack, an enemy is likely to
refrain from launching such an attack. Many thinkers during the Enlightenment,
including Immanuel Kant, believed that war was more likely in aristocratic states.
Kant goes farther, arguing in his book Perperual Peace (1795) that three factors
help to foster peace—democracy, economic interdependence, and international
institutions. These factors are central in liberal theories about why we do (or do
not) see war.

In the liberal perspective, democratic peace theory holds that democracies rarely
(if ever) go to war with other democracies. There are several reasons why this is the
Case. First, some theorists argue that democracies share norms of compromise and
Cooperation, At the domestic level, democracies ofter citizens who have grievances
achance to deal with these complaints by nonviolent means. This norm is projected
by democracies to the international level. Thus, two democracies who share this
E’i‘;ﬂs ;;inonv-iole'nt resolution of conflicts are both likely to pursue peacetul means

¢ their disputes. War is therefore less likely between them.

b i:};dt»osomc theorists argue tha.t institutiona! constraints exist in dc‘mocmcies
i"“itutional l:;went t!}(:fn from going .to Z.var with onc‘ -.1Emrllw‘1. lOm ltllpurt':mt
Proces, S aracteristic (')f democracies i8 tmn;zlpnrelr:l(.y in l: e ¢ ~LLmm‘rmnku_ng
Mengg Gl inP:rcnc.y provides leaders ?n the QL e:'l side lwnt | trust that commit-

Cesg by which tlcgotlatcc'i flgrccnwnts will b¢ up ._a'.l ] n.s they can ol?scrvc the pro-
from thei, 10se decisions were made, If 1@§fi§rs in democracies back down
Negatiy ‘Ommitments, they can also face audience costs—costs that stem from

e u - . . i If “ .
el bl?l. blic opinion about leaders’ o i ionsoAbstates negotiate an agreement, it
Clevable thae demoer :

jes will uhold their end. Nondemocracies have
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Another theory from the liberal perspective— commercial peace theory’_

focuses on interdependence between states. This theory posits that states that

more interdependent, pﬂrticu].’lrly through trade a'nd invcstment-, are Jess ]ike]Y to
intains the prospect for continued economic benefits, s
go to war. Peacc maintains . P de and blocks profits. Th
thing both states desire. War interrupts tra. R - +1US, states thy
are r;mrc interconnected by commercial institutions—and thus more dependent o
one another for trade and other cconomic gains—are less likely to go to war wig,
one another. A lack of interdependence and connections between states can thers-
fore be a reason why we see states resort to violence to resolve their disputes. There
is significantly less cost to doing so than there is for states that are interdependent
and share these connections.
Some liberal theories also highlight how international institutions might
influence the outbreak of conflict. First, international institutions help build pos-

itive connections between states, and economic institutions,

in particular, foster
interdependence. In this way,

institutions can therefore help promote peace. The
lack of shared membership in such institutions might thus increase the possibil-
ity that conflict could break out between states. Second, states that are left out
Of:inlsﬂr”tions might feel threatened by the connections forged between states
\‘w'thm those i-nstitutions, potentially adding to the possibility of conflict. For
threat to jtg intcrcsl's, as lnc:zlr)lc:i:?cmcm WItl.] th.e EU was scen by Russta ll.b '
SMIp in these institutions would bring Ukrun¢

;3 ( ll ll ¢ l

= ‘Theorists comir
uss)
helped fuel the confljet that broke oyt between Russit &

' . - .
a5 rnlsg]\flngs

Ukraine in 2014,
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re m*tmincd in how it pursucs its foreign policy. For example, contrast the
n )

forcig

n policics of Switzerland and North Korca. Switzerland does not focus on
fary might or aggression. It identifics itself as a neutral actor in the interna-

mili : : . )

tional system and its policy pursuits reflect this. Switzerland remained neutral !n
both world wars and has chosen not to join many international institutions. [t-dxd
pot even join the United Nations until 2002. In contrast, North Korea idcntlﬁcz
sclf in the post—-Cold War period as the key “anti-imperialist, socialist bulwark
<tanding in opposition to the United States.!? Its aggressive foreign policy, which
.;cnrcrs on the defiance of international norms and development of nuclear weap-
ons, is directly connected to this belligerent identity.”? These contrasting identi-
ties make the likelihood that these states would become involved in a war quite
different.

There is also a relational aspect to identities. The way one state views another
state is shaped in important ways by the interactions that they have had. These
interactions create perceptions of similarities and differences between states.
Rather than pure military power, these perceptions and the identities they cre-
ate influence the potential for war between different states. One state could be
seen as an ally and not a threat, even if it is a militarily powerful state. Another
state could be seen as an adversary even if it has fewer capabilities. For example,
Canada might fear that North Korea is more of a threat than the United Srates,
even though the United States has greater relative power than North Korea
has, possesses nuclear weapons, and actually shares a border with Canada, which
would make an invasion relatively simple. The difference in identities is what
E.ﬂﬂkcs one state seem more threatening than another. So where do these identi-
tes come from?

Ideas are an important component in the construction of identities. The idea of
thc_r_ight to self-determination—the right of a people to determine its own future
politica] Status—contributes to the formation of common and conflicting identitics
;:‘:}:::;:f‘:::ak 'c:f war. This is most clca:.'ly evident in the wars to end L:oloninl rule
o indepen snn;th century. Examples include the 1945—5.0 Indonesian struggle
i Conﬂiccti rom th;- I;Jethcrlfmd's and the 194?—54 Vlctn:uTwsc war against
on, g el o;::;l :; S— ;terr;una;lon h.a\fcl: conft;.nucd. long S_mcc ‘dccolomza—

c, gaining i,ts o ud an oug ta cgn con ui::lt. with Sudan for O\ier two
N Continge R .CPT]". f:'n‘cc II.I .2.011-_ .ome FCIJH ;cts er self-dctcrmumtion

tionglig » as s the case with C : -

War,my, . Provides another ¢vimpla
Naty ¢ idea of nationalism has led () F -

long hrough, natism has led 1o (h o8
:’3rs. ldeag ani 'OUt lflstory. These confii
ldyg) goals thrlde“tlty can also be man;, . 1!

ough violence (ie., war). /i
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THEORY IN BRIEF
Causes of War

ighl
Theoretical Perspective Highlighted Causes of War

Anarchy of the internationg 5Ystar,

Distribution of power jn the sy,

tern
S Power transitions
Lack of democratic imtitUtion;/.,,],,m_
Lack of interdependence
Liberalism

Lack of shared institutions

Aggressive state identitjas
EEhRE Ve Divergent identities
on

Possession of belligerent ideas

motivating factor in Germany’s actions in World War I1. Slobodan Milosev;: sed
nationalism to create a sense of common identity among ethnic Serbjans from 1=
various republics of Yugoslavia, as well as a sense that their identity stood in corme
to the identities of other ethnicities. 'This nationalism fueled war and even, arguzny,
genocide. As one U.S. ambassador described Milosevics manipulation of nationais
sentiments among Serbs, “He is very successful in manipulating Serbian narion: /s
to stay in power. If there was serious peace and prosperity, he would not survive ven
long.™* Overall, ideas and identities can play a central role in instigating congic.

i

PREVENTING WAR AND MANAGING
STATE SECURITY

With an undcrstandin

war. The different in
how war mig

gof the causes of war,
ternationga| re|
ht be Prevented,

= . P 1"C|’[
We can begm to discuss how to pre ;
ati . SRTIS analyses ¢
:ltmns perspectlves OﬁCI' J‘ﬂcrc]][ ..lnn'([}\

: . . w[’ iS
Security stem from the fact that for realist ™ |
e politics: i can be managed but never eradic?
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. ] realists, ranging from “Thucydides to Fobhes to FHans Morgenthau
e y

st . .
¢ (hat human nature made transcending war unlikely. Ne

;r;,i"':d orealists replaced

the e t feature of interst ii
Ahe 2 permanent feature ofinters ate politics so long as anarchy persists. While

1
wi M ¥ V¥ orp ¢ .
aching the issue from different angles, neorealists effectively share the pes-

P . + ol realists: as ¢ : .
) m of c]nssunl realists: as a prominent feature of Interstate P(;liri(‘; WaAr can
gmis ’ :

ver be rranscended.
iy

: uman nature with an ¢ a8 , "
asis on hum an emphasis on structure, arguing that war

\lthough realism imagines war as an enduring feature of internarional politics,

Jjsts advance important arguments about how to decrease the frequency of war,
ﬁ gl 4 - g 'y

qewell as the intensity of war when it does break out. Power balancing and deter-

e are two such approaches.
i

power Balancing

In Chapter 3, we saw that a balance of power is a particular configuration of the
sisribution of power in the international system. But theorists use the terms in
other ways as well. Balance of power may refer to an equilibrium between any two
parties, and balancing power may describe an approach to managing power and
sate security. The latter usage is relevant here.

The core logic of power balancing is simple: when power is unbalanced, stronger
«ztes will be tempted to use their advantage to go to war with weaker states in

“’*5 temptation to do so. For the stronger actor, the costs and risks of war scem
_u in comparison to potential gains, thus making war a rational straregy. Bus
"en aggressive, insecure, power-seeking states face others with relatively equal
E:’:v.-cr‘ they are likely to be more hesitant to go to war because the costs of war s
!-.-‘J!lf;' l;l-;cly to exceed the expected benefits.

mmjglmm_uf_mwcr theorists therefore posit that states make rational and caleu

evalua; ‘S 4 .
aluations of the costs and benefits of particular policies that determine the

Hate'
SEIOe A . A . .
’ le Ina IJa]amc of power, All states in the system are continually l‘l\.lk{!‘.‘..‘;
L5 1) mne ’ : -
. d

g,
“Nee of p

i

Intain their position vis-a-vis their adversaries, thereby maintaining

Mg

baneeq o, § i g 0 : g

ux-fumy j are the most important institutional tool for enhancing one's cwn
il.“; al. Lt = . - | = (e

Hhayg ing I"‘]‘““-“U; the perceived power potential of one’s opponent. e
e

R hl' T ¥ . . e 4 -

", L e seems poised to achieve a dominant position, upsetting the cu:
Y o o : . 3
}uuv. by Fpower, threatened states can join with others against the expanding
e Xample »

“Uhieq o nple, when Germany's power rose in the lead-up to World War 11,

f.lr;l. Slateg . i . - ! | .
*i"ltl}c tates and United Kingdom allied with Russia to balance against it,
Mvalry between them
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| realists, ranging from Thucydides to Hobbes to Hans Morgenthau,

MaectCl
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ot human nature made transcending war unlikely. Neorealists replaced
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+ emphasis on human nature with an emphasis on structure, arguing that war
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1] be 2 permanent feature of interstate politics so long as anarchy persists. While
Wil &

7 raching the issue from different angles, ncorealists cffectively share the pes-
gmism of €
et be transcended.

Although realism imagines war as an enduring feature of international politics,

lassical realists: as a prominent feature of interstate politics, war can

wilists advance important arguments about how to decrease the frequency of war,
sswell as the intensity of war when it does break out. Power balancing and deter-

rence are two such approaches.

Power Balancing

InChapter 3, we saw that a balance of power is a particular configuration of the
darbution of power in the international system. But theorists use the terms in
oher ways as well. Balance of power may refer to an equilibrium between any two
paties, and balancing power may describe an approach to managing power and
"¢ sccurity. The latter usage is relevant here.
i Tlhe core logic of power balancing is simple: when power is unbalanced, stronger
:t: :’H be tempted to use their advantage to go to war with weaker states in
S :CH-C more power. The greater the imbalance, the grt::ftcr th‘e stronger
bein g nl:mlfm to do so. For the stronger actor: the costs anc:‘ risks of war seem
e aggrcff“mnﬂ to potential gains, thus making war a mt-lonal stxj.lteg_v. But
*Ive, insccure, power-seeking states face others with relatively equal
'-”]ty are ”kd)f to be more hesitant to go to war because the costs of war are

I""‘rtr

ike
bl Y10 exceed the expected benefits,

i w: i:?;phwcr theorists therefore posit th:}t states n}a-kc rational -.md‘ caleu-
:""-".-, ey : of the costs and benefits of particular policies thnf determine the
ity . .d )ﬂllancc of power. All states in the system are continually making

'i"’“mco Stain their position vis-a-vis their adversaries, thereby maintaining
Ay, Power,

Nee

E”'*rr
Ir

oy, | x:lhmcmg the perecived power potential of one’s opponent. If an
* Seemg poised to achieve a dominant position, upsetting the cur-
, u”lil’:l’:"t‘r. threatened states can join with others against the expanding
o, Mg g 10 When Germany's power rose in the lead-up to World War 1,
" the r;vd;cs nd Unired Kingdom allied with Russia to balance against it,

iy .
y |Juw::cn them.
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For decades: No Kore:n Ire:;uecr:d :
gy 2017, the pro ad P

argued Was capa
with condemnation,

program has such negativ

gram .
ble of reachin .
placing increasing

The development of North Korea's nuclear
program has raised several problems for its
leaders. The program is expensive, requiring
North Korean leaders to spend a significant
portion of the state's budget on it. From 2004
to 2014, Nor¥ Korea spent almost 25 percent
of its GDP on ilikary_ ,
centage ofrnilitt:; T;tt:;i the, haiie oot
of any country, With spendjﬁ o DishP
9 5o focused on

the mi|itary few fy
LT ' nds haVe beeH .
Providing food aig oy " dedicated to

een €Xacerbated by
[ :

s . Conomic sanctions
“SPonse tg its on North Korea in

ear pro
gl'am Th
. Thes
this Class ady Wer clas € sanc-

have been d
hydrogen

g U.S. territory- Thei
levels of sanctions on North Korea. Why, if the

consequences, do North Korean leaders continue?
e ;

View from North Koreq

eveloping a nuclear weapons progran,
bomb and an ICBM that North Kore,
nternational community has reacteq

economy. However, the reform unsettled the
lives of many North Koreans and contributed
to a surge in inflation. Overall, a growing num-
ber of people believe they are paying the price
for a nuclear program that does not benefi
them in any way. Why, then, do North Korean
leaders continue to pursue their nuclear ambi-
tions, given that the program is creating these
domestic problems?

North Korean leaders face two other prob-
lems that have led them to continue thef
Nuclear program despite its negative effects
First, in the face of the severe food shortad®
North Korean leaders have been able to leve"
age their nuclear program to obtain food aid
.herp"ﬂQ them deal with the crisis without 3"
"9t spend their own funds, On several 0¢
SI0ns, North Korean leaders have stated the!
_they Would give up their nuclear amb"ion.s
'a”n ;E:urn for such aid. For example, in Zmli-a':
activil:ineCEd that it would suspend its nucnge
figp fOOdSaE“gd St'OD its missile tests in exc:?c :
"everseq t;n. sedon however.- wes tqhe al
it desireq Itce North Korea recelveld bt
°°ntinuect 'P that North Korean Ieadf-’r 0
3id ang OtI:) Use in the future to Obta'?on$

S, era Possible types of concless ot

Orean ea;ge,,;d more lmp.orfa“t:\'ﬂe 4 an?
Current geopor;vant to remain fn D_“ty 10
" "OF North Itics threatens their ab! 03 Us”
leg iNvag;i Korean leaders, the 20 nte”
'°N of Iraq and the 2011 NATO
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worth Korean leader King Jong-Lin intpects

nuclear machinery.

———

vention in Libya agamnst Muammar Qaddal)
dgemonstrated the United States’ willingness
1o invade enemy states and overthrow ther
govenments. North Korean leaders are hughly
concerned about this problem. Their choice 5
1 either bandwagon or balance, or ¢lue face
the passibility of being invaded and deposed
North Korea's leaders cannot bancwazon
~ viththe United States without sacrificing the r
!Jdirical legitimacy. Indeed, they frame ther
age as leading North Korea to be an impor-
nt socialist barrier standing up N ODpPOs-

, Boys, “imperialism.” This political image

e {98 o

"4 lose credibility if they were to band-
The altenative, therefore, is to bal-

N3 to one expert, “The lesscr
g o leamgd from the [US.] inva-
: Rtesseq m:::hat if Saddam Hussein rezlly
B Hh%hav::amns of mass destruc-
: urvived.™ In other words,

. ey
o~

et e

R — - —

balancing could have worked for Saddam.
Because North Korea's nuclear program
serves to balance against U.S. power with a
credible threat to use nuclear weapons against
the United States or its allies, North Korean
leaders believe the program helps deter mili-
tary invasion.

Despite the costs, North Korean leaders'
continued development of their nuclear pro-
gram is rational. The effectiveness of their bal-
ancing efforts is illustrated by U.S. President
Donald Trump's willingness to meet with North
Korean leader Kim Jong-Un in June 2018 after
almost a decade of no contact between the
two countries’ leaders. Whether North Korea
will abandon its nuclear program in return
for US assurances of North Korean security
remaing to be seen. Some observers say that
even of North Korea continues its nuclear pro-
gram, the Kim-Trump meeting clevated Kim
and North Korea in the eyes of the world.

a dae Deary peted in Slophen Evana, <ls North Korea's
Lo e Ko Jorvg un Ratonal?® BBC News, March 18,
SONTwesew Ut coannrerdwiond-asin-39269783 (nc-

msend 12/11/17)

FOR CRITICAL ANALYSIS

1. Do you think North Korea's pursuif of
puclear weopons is rafional?2Why or
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can be applicd at both the intcmational
4 . a
the international level, for example, the United States
1 -
level. At {tained 2 relative balance of power during the Cg; q
Union ma augmented its power through the expansion o

Su c[' O\VCTS - . .
the superp tion of deadlier, more effective military we,

, the acquisi ] . pons
throug! d in kind. Absolute gains Were not as critical as relatjy, - > the gy

ter how much total power 0“? state accrued, ncit-her state coylq a;;’;‘;fna;_
behind the other. Gaining allies ﬂf‘_ﬂt_mg uncomfmtth S.t‘dfes in the devel, fill
countries through foreign aid or military and diplomatic interventioy Fir
erpowers balanced power. Not maintain;y, S 0ry

: g th
a strategy since both sides believed that e py

Balancing POWer Tog:
theg

¢S,
Warl Ifﬂ{”m
' M

G5 0

responde

way to ensure the sup
balance was too risky
survival was at stake.
Balances of power among states in specific geographic regions are 5], .
manage state security. In South Asia, for example, a balance of power maim;:;
a tense peace between India and Pakistan. In East Asia, Japan's alliance with g,
United States creates a balance of power with China. In Central Asia, the pegt
independent states created after the breakup of the Soviet Union are stmgg&;
for their position within a newly emerging regional balance of power that inchuds
both Russia and China. In the Middle East, a complex set of overlapping balanes
has developed across different issue areas. At one level, the economically rich, -
producing states of the Persian Gulf and Saudi Arabia are balanced against the e
nomically poor states of the core Middle East. At another level, a balance edw
between Islamic militants (Iran), moderates (Egypt, Tunisia), and conservitrs
(Saudi Arabia).
_ Sor?e realist theorists assert that balancing power is the most importanttﬁ’-"
n:::c 2; thm:;?ini }jit::le‘ security. It is compatible with human [famfc.ﬁii;
Power position reiatiVe. t y lt-lo st el mmntﬂml"}:mu:”
military acquisitions or o(:}‘t a-t = Ot.h ers. If a state secks prep ondera'n = :r.lhld
€nsive actions, then war against that state 15 aceef

under the bal
anCC"Of- owe o ance can
Preserved withoyt warp T system. If all states act similarly, the balan

eir pgy
eir Natiop,

Oﬂe ma' . i
or limitat; i
- SJtatesmv;Zatlon olf the balancc-of—power approach, however, 18 its rcq:u}
W establish : . _ . e jn 0
Change, ACCOl‘din ed frlendshlps with allies as c_\'pcnddblc .;hil.fm

. t 50 §
Maintain the balarg, ° the theory, should power shift, alliances should 14 (i
obserye, States EXiS:‘fﬁreg_ardless of friendship. But as liberals and const:”fcﬂdﬁ,
VN When poyes h.ln a kind of Society and they resist giving UP their frlso\,icr
[;;‘ion in 1991 Iosn:tst' Tgis idea may explain why, after the collaps® 0 eﬂ (!
a iancC wit : -.S an ing U.S ].l ! .. n t abaﬂ 0 -jlj
C°uapsed, h the Nited States, allies such as Britain did no O“;crh

even though the bipolar balanc 0

CHApy
EER S \\ |
A &2.‘]:."'_.; e s WAR AND SFrllhlv“
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pe! . .+ enables a balance of ‘ :

i that en: ‘ ance ol power to sustain peace is deterrence. At
asic level, and as discussed in Chapter 5, deterrence is the manipula-
nu}fi’cﬂr (o prevent an u nwanted action. As discussed in the context of power

. ry, when 2 rapidly rising state threatens the status quo distribution
(NS its confidence of victory may tempt it to war. However, when power
ced and no onc statc has a significant military advantage, fear of being
~f1tcd i war is cxpcctcd to keep aggressive states from attacking in the first
gete? errence i the means by which balancing power works to help states

Jace: Det i
age statc security.
nce theory Posits that the credible fAreat of the use of force can pre-

ot solen h as war. In its 2002 National Security Strategy, for example, the
nited States made the threat explicit for those who may pursue global terror-
ited States wrote that it will defend “the United States, the American
aterests at home and abroad by identifying and destroying the threat
es our border. . . . We will not hesitate to act alone, if necessary, t©
ht of self-defense by acting preemptively against such terrorists, tO
m doing harm against our people and our country.”

ped, deterrence theory is based on several key assumptions.”
that rational decision makers want to avoid resorting 1o

¢ anticipated cost of aggression is greater than the
s—one particularly

Deterr€
ce suc

Pcop]e, our 1
pefore it reach
exercise our rig
prevent them fro

As initially develo
First, the theory assumes
war in situations in which th
expected gain. Second, the theory assumes that nuclear weapon
intense form of harm—pose an unacceptable risk of mutual destruction, and thus
decision makers will not initiate armed aggression against a nuclear state. Third,
the theory assumes that alternatives to war are available to decision makers, irre-

spective of the issue of contention.

For deterrence to work, then, states must form al
mals to present a credible threat of retaliation ifattacked. Information rega rding the
threat must be conveyed to the opponent. Knowing
®unter an aggressive action, the opponent will decide not t

thereby destroy its own society.
As logical as deterrence sounds, and as elfective
1“:‘:""‘i‘f:tf.".r all, no nuclear war occurred between the stI[‘crpt'\\'n‘l'ﬁ"“dlt‘ very
Mptions on which deterrence is based arc frequently

W top desc: g Wt
10 decision makers rational? Might not on¢ individual or agroup of individuals
truction in deciding to launch a first strike? Might some states be willing
Adolf Hitler, Iran’s Ayatollah

Sacrify

c A

Mme] © a large number of people, Germany's

L e "M, and Iraq’s Saddam Hussein wer¢ willing to do in the past? How do
: cr ] . ALt . e .
libly convey information about their true capabilitics to 2 potential

g

liances or build up their arse-

that a damaging reaction will
o resort to force and

qs it scemed during the Cold

subject to challenge. Are
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ol Approaches to Preventing war

Libe .+« liberals have a theory that imagi
Ii’.rcnhf‘mv MR l y thatimagines a world without war. The core
e of the liberal position ac cnowledges the structural constraint of anarchy

g ‘-c ts STAC insccurity as an important factor motivating interstate relations
an ‘C\Lc, iberal theorists argue that states secking power, inclutl!ing cco‘noméé
I{n\j" will be led by self-interest into successively deeper and broader coopera-
poweh b other States, even if at times that cooperation is punctuated bwaar
g:‘:r time cooperation may be inStimtionali?Cd, making war less and less likely.
Libcrﬂls also focusj on.the nature of a sta.tcs political system, arguing that, in
5t t0 the realist view, there are essentially “good” (democratic and economi-
lly opﬂﬂ) and “bad” (authoritarian and e(.:onomically closed) states. Over time,
e rewards that accrue to good states will create pressures and incentives on
nore nd more bad states to become responsible partners in the international

stem. Given these theoretical underpinnings, liberal approaches to managing

ctate security call on the international community or international institutions
(both organizations and treaties) to coordinate actions to reduce the likelihood

and destructiveness of war. Two of those strategies are collective security and

arms control agreements.

The Collective Security Ideal

Collective security is captured in the old adage “one for all and all for one.” It
posits that, in an effort to stop the aggressive and unlawful use of force by one
state against another, unlawful aggression will be met by united action: all (or
many) states will unite against the aggressor. Potential aggressors will know this
fact ahead of time, and thus will choose not to act.

Collective security makes several fundamental assumptions."” One assumption
isthat the collective benefit of peace outweighs the individual benefits of war, even
‘.Sllcccssful war. Another assumption is that aggressors—no matter who they are,
ftends or foes—must be stopped. This assumption presumes that other members of
tlntcrnational community can easily identify the aggressor. Collective security

assumes moral clarity: the aggressor is morally wrong because all aggressors

“'fmofauy wrong, and all those who are right must act in unison to mect the

%nz‘):}'jilﬂf, col%;:lctivc su::curi:cyl-lassurrlr:c:sI i:::rnggrcssors know that the inter-

OfCOursg B t_yW1. act to punish an ;g,g,‘ 58 -‘ . o

; , this idea is none other than deterrence, Ut Wit
be that the international community will punish aggres

ts will be deterred from engaging in aggressive activity.

a twist. [f all coun-
sion, then would-
The twist is
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to these treaties actually abide by their tre

. nntofics . t aty obligations, and (2)
st ave been of an avowedly “realist”

atorics h orientation, ‘This is counter-

, sig as observed in Chapter alists
o ,\ . CAUSC s ( 4 3, realists tend to conflate security with

ilﬂ‘"m lcﬁﬂcd in terms of the capacity to do physical h
aweh ¢ s Convcntion in 1899, realist states such

P Hagt : . as Germany, France, Britain,
ifs llq§i:1 111 found themselves agrecing to limit the quantity and quality of arms

ne ould manufacture and employ in war, Whatever the rationale for reductions

ry H 1 P P . .
the) individual case, the logic of this approach to security is both powerful and

. ﬂCh - )
i ward: fewer weapons means greater sccurity.
Tl
striif

arm. Yet even at the very

for _ Regulating arms prolif-
.on (arms contro]) and reducing the number of arms and limiting the types

 eapons employed (disarmament) should logically reduce the problem of the
i iy dilemma.
scclg:]:ing the Cold War, many arms control agreements were negotiated to reduce
e threat of nuclear war. 'Il.lro'ugh a series of agreements, the United States and
the Soviet Union agreed to hmft the devclol?ment of particular types of weapons,
jnd in some cases (o reduce their arsenals. Since the end of the Cold War and the
dismemberment of the Soviet Union, new arms control agreements continue to be
pegotiated between the United States and Russia. These arms control agreements
e a success story for liberals.

Yet the actual enforcement of these agreements is difficult. Russia has repeat-
edly violated the arms control treaties agreed between the Soviet Union and the
United States. For example, in 2014 it tested a cruise missile in violation of the 1987
Intermediate-Range Nuclear Forces Treaty. The United States tried to persuade
Russia to end the program while the missile was still in its test phase. Instead,
Russia continued to develop the system, deploying a fully operational unit in 2017.
Without strict enforcement rules, such violations of arms control agreements are
Bot surprising,

More importantly, the logic of arms control agreements is not impeccable. While
ims contro] might lessen the security dilemma, as some liberal theorists argue, it
% not eliminate it. A state can still feel insecure if its enemy has greater rela-
e military capabilities than it does, regardless of the absolute level of capabilities.
“EXamP[e, in early 2017 North Korea launched four missiles capable of carrying

al:""""”'P'Z’US into seas off South Korea and Japan. In response, FHwang Kyo-ahn,

of. e I?ICSidcnt of South Korea, called for the early deployment in South Korea
ﬁDef:::;n '[T:smlc defense system known as T HAAD (Terminal | hglr) ‘.-\hfltlldt.
- The United States and South Korea agreed to complete the THAAD
“hhi“iti‘l:; Within the year to protect South Korea -:mul the r\mcria'f'.tnv military sites
. om North Korean missiles. However, China argued that THAAD would
%::: its own nuclear deterrent possibilities. Lven if the goal of THAAD's
8 Nt was to Protect against North Korea (not China), the growth in military
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th Korea would make China lf:ss sceure. Theg, Capaly:
The security dilemma is still alive ang wel] litjo, N
\ment cnvisioned by liberal thinkerg e unlif Uy
al disarmament would place disarmeq cly

ca]mhilitics ol So
still be used against it.

"The complete disarn N
eh e § « Unilater Tty g,
risky it would be. i i D,
e < and cheaters could be rewarded. But incrementa] :1 hlghl
mnsccure pnmlmn. l:;;-ll.m'l "

as outlined in the Chemical \.)Vcapo.ns Convention, whi‘ch bang the deyel e
producrion,and soekpiling ofchemical WEApons—remaia a
the increasing sophistication and miniaturization of chemicq| and bio]o;-
ons make them difficult to detect, so it is hard to guarantee Complianfelc
place their faith in a combination of the self-interest of stateg (these pro.
expensive) and international institutions. I'or example, the Intcrnationa[ o

Encrgy Agency was created to monitor adherence to disarmam '

track record, however, is spotty at best.

g Schere I;
- 1s

Constructivist Approaches to Preventing wqr

Constructivists do not necessarily have a theoretical “answer” for how t
" ; ] .. 0 .
war. However, their focus on ideas, identities, and norms can provide Preven:
insights into the question. € Importyyy
. Constructivists’ focus on identities that are socially constructed throygh
interacti . v starz
ons suggests that thege identities can change as state interaction gh
S change,

Cooperati i
peration could therefore arige between states that previously had been in

conflict. Ope j :
Mportant example of this type of phenomenon is the interaction

fl Create and regulate certain types of inter
18 ;j::s, Perceptions of their identities :m-d-thdi
action, makip, war hi €s can Fhus become socialized to differe®

& War highly unlikely. Indeed, although France and

ht muly;
tiple wars g
agay at q Wil
Ctween theg Sainst each other, few would argue thatd

m he .0
su,-ing“a:ny decadeg, Howeye, as and cluster Munitions were important mo}:es'
= €toh 2 » A Campg; ' :

u
f f their nondiscriminatory nature and i

. cll
w tants, Qe time, states became¢ sff es !
48 created banning the use of land M
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S

stes, including the United States, ha

Ve not joined the treaty,
A norm against the use of nuclear weapons

has also spread throughout the
inernational system. In 1968, a treaty on nucle

ar nonproliferation, the Nuclear
Nonproliferation Treaty (NPT), was negotiated

. In force since 1970, the NPT
spells out the rules of nuclear proliferation, Signatory countries without nuclear

Weapons agree not to acquire or develop them. States that do have nuclear weap-
ons promise not to transfer the technology to n

dy dismantle their own. Showing the importa

of the nonproliferation norm, three states that
Pograms—South A frica,

the 1990 and became par

4ne gave up nuclear

Sﬂviet Un
mldear s

on-nuclear states and to eventu-
nce of this treaty and the spread

previously had nuclear weapons
Brazil, and Argentina—dismantled their programs in

ties to the treaty. In addition, Belarus, Kazakhstan, ‘:md

weapons left on their territory after the dissolution of the

ion. As with many norms, however, adherence is not perfect. Several l.;cy

fates and threshold non-nuclear states remain outside the treaty, mdudd;]ng

» treaty in 2003 ¢ as

$fael, and Pakistan. North Korea withdrew from the treaty in 2003 and has

Ued with its nuclear weapons development program. discussed below,

f orms egarding the legitimacy of war have also spread. As mu:}; = b):

;:ew 0 be legitimate, it must be either an act of sclf—defc;:SCl or_:U e

H L cgl 1M d
€cur; : i the desire to take i
lhd B e s or they feel it is in their interest,
the "0t just choose to enter into war whencver they 1€ the existence of the
| o 10 emonstrating =

g alence of war is likely to be reduced. D_ Iraq in 2003, the United States

| g nc)'norm’ instead of simply going to War -ln . use force against Iraq. If
$ Acheq the UNS ecurity Council for authorization to

e
Bil¥

sy (e

i \ 223
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e not in existence, there would be little explanatie, o
IHowever, although the UN Sccurity Council did is ac,
. I G -
United States still went to war in Iraq. W]‘Cthc,- e
* . H - % n .
ate behavior, and can thus el h"nq
g

the norm we
the United States.

authorization, the

3 ain st
of legitimacy actually does constr

. H vc
i« therefore still an open question. S

'LAWS OF WAR" AND STATE SECURyy,

War is not always “illegal”; in some cases, war might be justifieq 'ﬂq
tion, then, is, when is it legal for states to go to war, and when i . € G
what actions are states allowed to take in war, and what are th
to do? Two categorics of international law are designed to dea] with i, o
The first type, jus ad bellum, deals with the question of when it i ) :1 IS5z
to war. Once the decision to go to war has been made, the second tyge -to
bello, deals with the question of what acts are considered legal o meP anlJu:m
fighting the war. 8§l whey

e

Jus ad Bellum

and more recellnrly. the politica] philosopher Michael Walzer just war theory assers
€r1a can make the decision to enter a war a just one."” There mus
Self-dcfcnsc or the defense of others) and a declaration of intent ¥
e:l;:l?l,i-s']]l]].c l eaders need to have the correct intentions, desifing®
4 Just peace, They also need to have exhausted all ot

. ¢

. , qw in

een codified into international [ (i<
te (

interpas; force against another sovercign 5@ e

not y nd;mml law. Articte 2(4) of the UN Charter ;\Pcffli“
5¢ force aoa: pall ‘

°¢ 4gainst each other: “All Members sha 'toriul

224 \\
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wver. two conditions : R
o, howeveo 18 under which this general ban on the f
; ' sec o

ﬂf ' L
ere . state can be viol . .
her® ™ anothe ated legally under International law. If either

”sr . . .

el crons 18 met, it 18 consi )

ﬁmc !;[“m onditio ; nsidered legal for a state to use force against
i hrS )
|l -qlCs

" ather g ) ate

an Arti€ ate to use force against another

N t " ' o o ' ’ « 4
e j acting in sclf-defense. It reads, N"”““H in the present Charter shall
o L a

e whe

1e 51 of the UN Charter allows a st

(he inherent right of individual or collective self-defense if an armed
ilﬂl’m_r yecurs against & Member of the United Nations.” So Poland’s use of For;c
(T80 :,nsc = Germany's invasion in September 1939 at the beginning of World
in rf‘lf; ould 1ot be considered illegal under international law today, as it would
War lenun der the category of sclf-defense as defined by the UN Cilalrter
ha\'é troversy exists as to whether “preemptive self-defense” falls under tI';is cat-

o example, the United States justified the 2003 Iraq War as preemptive
' fense based on the belief that Iraq was pursuing weapons of mass destruc-

off
li-dc . :
;iorl that it could US? against the Umtec% States. However, many people argue that
e idea of preemptlve.sclf“dEfCﬂSE against a hypothetical potential future attack
4as no basis 10 international law.
It is also qucstionable whether a state can use force against another in the
nme of «elf-defense if the reason for going to war is not that an act of aggres-
son by the other state has taken place, but that the government of the other state
bas not suppressed a threat to the first state. This issue has arisen, for example,
. the case of Syria. The United States asserted that Iraq had a valid right of self-
defease against the Islamic State in Syria because the IS was attacking Iraq from
its havens in Syria, and the Syrian government had failed to suppress that threat.
Because Iraq asked the United States for assistance in defending itself, the United
Sttes asserted that its air and drone strikes in Syria were legal. These types of
pestions about the legality of the use of force with regard to self-defense continue
tobe debated.
i &‘z 5:;0nd .article in the Charter, Article 42, allows 1 state l:o attack -.motl:c‘r state
ack is authorized by the UN Sccurity Council. Article 42 reads: Should

R T
AT A, \ T % p L .
5zl ’ y i s JOR S %
e L= r i i
Rl I & - AN . -
T

§ad Bellum (When It Is Legal io GO to war)

wWhen given permission b

y UN

DEg, Security Council
/=BATED: When acting in 5

4 fails to
ea Mptive self-defense Jnother state fa

. DEBATED: when

suppress a threat to one's own state
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| consider that measures provided for in
i cont
Council ¢

Seeuri . t : o resolye
the Sccurity armed force to attempt :

. L ‘.]r . . ’
hot i"vul\rlng the usc 45 l)(.'. in,lldch]ﬂt(., It In-ly takC su Ya
ave prove n . & restore ) air, |
inadequate or h |’ be nceessary to maintain or restore mtcrnatlonal Cace 4
or land forces as may t b dcmonstmtmDS, bIOCk:ldc, and Othe; o ang
A Bl H 1:1 - -
sccurity. Such action may f Members of the United Nation, » F Xam
i ; ; orees 0 .
by air, sea, or land forc ity Council passed g resoly
1991 Gulf War, the UN Security

i cl in
tion al]owin the
force (led by the United States) to use military Mean ¢,
multicountry

tr - \rc
ro u

Articlc 4
c]-] act; Ql]k[h
ACtioy by .

Jus in Bello

The just war tradition also addresse.s le
bello). Such legitimate conduct requires
pillar of just war theory. First, combatan
ated, with noncombatants protected fro

gitimate conduct i, war (kngy,, B jiy

several qualifications, each gy impory,
ts and noncombatantsg must be d;g;
m harm gg much a5

erens;
pc;ssibl.g-._hEnce e
principle of noncombatant immunity. Second, the means of vigle

fce used myg,
Proportionate to the ends to he achieved—the principle o Fptoport

ing civilians, pri

- ]
€ protection of noncombatants, inclug-
Soners of war, and in

targeting new 5

nd more speci

as subsequenty
al and blological warfare conventions
vide the bagjs for internationg] humanitarian law. N
the question of how newer klllll".é'
nes, cluster Munitions, fuel air explosives
Sof mora] ang ethical conduct during Wit

a Ul

*e challenge 0
Ses, these new technologies challeng
ar tradition, For ex

Weapons, lang m;

; tour assessment
15 Questigp, arises .

i - '.lf
the use ot nucle

ample h

L

ooy
asons. First, unlike
[ » the degey,,

. OS‘
ae 5 are imp
lear weapons oo
* ¢ Japanese government estimates
’ of Civiliang

108
ombi"5
A8asak ' ©an be direcﬂ}’ attributed to the b
ne; asak;, .
the Principle ¢ B cg T

heot)”
i , neor)
‘Olates the first pillar of just war t
mbatam im

1l
1 - cﬂtlsl
Munity, Second, the destructive pot
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oel drone sfrikes in Palestine have destroyed the homes and lives of many noncombatants
f 1
sshow!'d drones be used for warfare when they often harm civilian communities?

contemporary thermonuclear weapons is unprecedented. No one can say for cer-
win what the impact of even a limited exchange of such weapons might be on the
global ecosystem. An all-out exchange, in which hundreds of such weapons were
dliberately detonated, might end all life on the planet, damage the atmosphere,
orplunge the earth into an extended “nuclear winter.” Thus, the proportionality of

means and ends—the second pillar of just war theory—would be violated.
Other weapons have also come under fire under the “nondiscriminatory nature”

theory of unjust war. Two of particular note include antipersonnel land mines

ud cluster munitions. Although land mines were originally viewed as legitimate
Landmines (ICBL) has succeeded in

Weapons, the International Campaign to Ban
h other weapons of

shifﬁng perceptions of these weapons by emphasizing—as wit
085 destruction—the indiscriminate effect of their capacity to harm. They pose a
& C;::tthe safety of civilians long after a war has end.eq. In 20 .08, the Convent.ion
b er Munitions was signed, banning and providing assxst-‘mce.for clearlmg

P01 with a high potential to harm noncombatants. The campaigns against

Qtipe - '
0 Personne] land mines and cluster munitions reflect growing pressure to restrict
ctices in accordance with just war

in -
., 1ate the use of various weapons and pra n jus
f norms and socialization to

ples, Constructivists can rightly cite the power i
v (and identity) of both state and nonstate actors in this r_cgard.
., T recent debate regarding morals and ethics in war has surfaced duj
: "\'idc‘&s in the use of drones and drone strikes. Initially-, drones were us-i
ﬁ-"*‘l& © Surveillance over combat areas without risking pilots and expensive
" the tactics they are used for have changed radically in recent years.

~Laws of war” and State security \\ 227
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Jus in Bello (Legal Requirements When Engqq

N W
» The means of Violencg ar)

be Proportionate tq the ed Mgy
achieved (prop e

ts
» Combatants and noncombatan

must be differentiated.

» Noncombatants must be protected
from harm as much as possible
(noncombatant immunity),

: n
Ortionality,y Stop,
> Unnecessary hu

Man g ;
should be aygiq Ufferip

edatal Costg

Many U.S. drones are armed with missiles that operators can aim ,
ﬁ'onj'thous:mds of miles away, sometimes killing civilians as well 44 con blaunch
In July 2016, the United States estimated that outside conventiong wm Atany
2,372 to 2,581 combatants and 64 to 116 civilians haye been killeq in itr ?nes,
strikes since 2009. These numbers are debated, however, and Several inde Se rone
organizations have estimated that anywhere from 200 to 800 Civiliang ha?zen:mt
killed.2° een
Drone strikes thus raise the questions of noncombatant imrnuniry and
portionality. Most of those targeted do not wear uniforms, nor do they formglly

serve a state, and the process by which U.S. intelligence agencies determipe targets
remains classified. Also, is the harm caused by drone missile strikes controlled 5o

force.” Second, the UN Charter allows for retaliation
4n armed attack oceyps” against a state. Does a cybﬁfﬂ""‘d‘

mmrimte d “use »
it does ang ccrta? ffofc; oran *armed attack?” Are there certain conditions whﬂ:
N conditiong when ; ditions’
. € . naitl
The centrality of yh;s deb R it does not? If so, what are those o

k' g
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hree m'.li". I’OSitinIj;L]]l:}F? ‘;”CCH Put forwar
" e right of self-defense under internyy
ks based” approach argues thay
| because it does not have the
i ,CochiO”‘" A cyberattack can there

fl in the debate
onal law.2 o, ,
4 cyberattack will alm
Physical chyy

, S ] fOI'(.‘. Only cou
military weapons. Such attacks might include bom
i .

i cablesy but“not :1ttf1<.:llcs :.Ct‘il_-";iu)’ arising in cyberspace. On the other ext

. ﬁc;-bascd approach classifies any cyberattack thyt reme, the
mrlcomPUter system as an armed attack. Ip other wor

taﬂarmc { attack when it penetrates any critica] nation
::)ul 4 thus count as a-n arme.d attack regardless of wh
jtruction 0T casualties. T.h1s opens up a wide rang
digges the use of force agamst' a s'-tate acting in self-defense, and this approach is
often criticized becausc? 'followmg‘ ‘lt could make war more likely. Falling between
fese two extreme positions, the “effects-based” approach classifies a cyberattack
marmed attack based on the “gravity” of its effects. This is the most mainstream
of the three approaches. Debate, however, continues. The main issue is how to
ifine what types of effects trigger the right to act in self-defense before an attack
bas occurred, and how to do so in a way that can be applied consistently. These
questions remain unanswered, and debates are widespread among international
rlations scholars, legal scholars, and foreign policy makers. Indeed, disagreement
rgarding how cybersecurity fits in international law with regard to the use of force
sthe central reason why the UN Group of Governmental Experts could not reach
@ agreement in its 2017 meeting. These debates about cyberwarfare and jus ad
blhum will likely continue for years to come.

about cyberat-
N¢ extreme, the

Ost never be an
Cteristics of “traditional

W

al infrastructure system. It
ether it caused any physical
¢ of cyberactions that could

Cyberwarfare also adds complications to the question of legal actions with
mird to permissible conduct during war—;jus in bello. First, a debate exists about
9berwarfare and noncombatant immunity. On the one hand, cyberattacks need
' be spread to be effective. This creates a risk of affecting noncombatants, even

they might not be targeted. Morcover, because government and civilian
orks are s0 interconnected, restricting attacks o military targets may not

be possible. For example, the Stuxnet worm was intended to t e e

fProcessing facilities but spread far beyond its inrcmlcd.t-.}rgcts. Some cy

e even specifically designed to attack civilians -.un? cmh:tl

o8 Cyberattacks are also known to have psychnlog:culﬁ efte o bt
iy, Mtanxiety and often influence rational polirical thinking, so much so th
bly 1BUe that even if they do not cause physical harm, ¢} y
Ty the principle of noncombatant immunity. (_)“ th;}oi 1b
' that CYberattacks can actually decrease the casualties sufter %o, Collateral
bﬂ:ause they put noncombatants at less risk than p

arget Iranian

Lindustries and

cts. They cause

‘berattacks inevita-
er hand, others
y noncombat-

hysical war
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damage may be decreased bccause' Cybijttz;Ck; C?H [136 mor, ing
physical war. Using cyberwarfare instead of physical warfy may " thy,
more noncombatants than it harms. For“exa{nple, John Arquilla o UerefOrQ ,
ing the Russo-Georgian War in 2008, “while there wag little doyp, ® thyy i,
would win that war, the Georgians would almost surely haye foug}, “bou Wh
harder than the five days the conflict lasted had their COmmang cg t lt:'nger ﬂnn;
been so seriously disrupted [by the Russian cyberattacks]_” The atipahﬂitics y
helped avoid greater physical violence.? ack themfﬁre
Second, cyberwarfare also raises the issue of proportiomlity'
as we have scen, the results are often unpredictab
attack is therefore difficult, Moreover, because 1tis difficy]¢ to know - a
effects of an attack are, and even harder to assess an attack’s ; at the actyy
the actual source of an attack, it is also difficult to ; effects ang

In ¢y

le. ot Clwayf,
Ensuung proponi(mali ;re,
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States (of varioys forms) is a principal topic
today, Conflicts Can occur between stat

ndersmnding the causes of these conflicts

to ensure p

i ati itv. is therefore of
Policy Mmakerg and onal security, is th

INternationg,] relations scholars.

. W
negotiate.e de}fmgn Ireaties, the:y:rengaged In conflict. They can (and often dn]r
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