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5 . CYBERCRIME TRAJECTORIES

> that is required, but information about the criminal market, and

i ard or benefit from offending. . .
HWHM WMMMM of criminological theories that provide insights into &m,
ects of offending. These include innovation {for example, Merton’s
uctural strain theory), learning and the influence of others mm.ﬁmpﬁ-
49) theory of differential association), how ommu.@mww. perceive the
sess of their actions (Sykes and Matza’s {1957) techniques of neu-
}, and the drive for gain with {dis)regard for the consequences thHHS

ish’s (1985) rational choice theory).

’s Structural Strain Theory

Ys structural strain theory, originally developed in 1938, 1s based on
se that those who are unable to achieve culturally @mmbo@ goals oﬁum«“
2in. Goals are culturally specific, for example, “the gmﬂ.nﬂ.y Dream’

1968, p. 190) of wealth, as are the approved means o% mngwﬁwm them,
hard work, honesty, education and &mmoﬁma. gratification” (Vold,
& Snipes, 2002, p. 136). While society maintains that these goals are
¢ by all, the social structure means that not everyone has equal access

ources to achieve those goals, such as a good education and access to

‘he rules or the approved means of obtaining them do not; ritualism

volves abandoning the goals due to their FNUEJ.N S.Gm mﬁﬁﬂn.@. mb&
biding by the institutional norms; retreatism, which Ed.ﬂo?m.um re] ecting _,
ral goals as well as the means; and rebellion, which is rejecting the:

1 means and substituting them criminal behavior is normal behavio
interaction with completely new ones (Merton, 1968).

> five modes of adaptation, conformity is the most common {Merton
rhile innovation, retreatism and rebellion are Eo.mm that can lead t
behavior. Innovation is considered to be the Hu&hn.%.& mode SW adap
at leads to crime (Vold et al., 2002). While still mﬁ.é.Em for their m.o&
gealth, offenders use innovative means to achieve this, such as variou

*property or white collar crime that generate income {Merton, 1968 :

im is reportedly the least cornmon type of mamwﬂmmow nznﬁon.u Gmm
its drop out of, or escape from, society and potentially cngage in crim
avior such as drug use. They are reportedly the “psychotics, autist

outcasts, vagrants, vagabonds, tramps, chronic drunkards and drug

ities. Depending on their commitment to the goals and means, Emowo
wrience strain, usually members of the lower class, use one of the fol- _
re modes of adaptation: conformity, in which _”.voﬁr. the goals m.ﬁm. means |
¢ themn remain important; innovation, in which goals remain impor-
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addicts” (Merton, 1968, p. 207). Rebels, who substitute the culturally approved
goals with alternative goals, may become criminally involved if associated with
activities such as violent revolution or terrorism (Vold et al., 2002).

It is possible to envisage how the three modes of adaptation that could lead
to crime can be applied to different types of cybercrime. For example, inno-
vators, who aim to achieve goals by any means, could turn to computer frauds
and other activities that may lead to financial gain. Similarly, rebels may be
involved in hacktivism and online sabotage, while retreatists, compelled to es-
cape from the real world into the cyber realm, may become the “computer
bums, compulsive programmers” (Levy, 1984, p. 125), entangling themselves
within the “computer underground” as they do so. .

Sutherland’s Theory of Differential Association

Suthertand’s theory of differential association consists of nine specific points.
Summarized, these points indicate that criminal behavior is learnt in interac-
tion with other persons in intimate personal groups. What is learnt includes
both the techniques of committing crime, and motives, drives, rationaliza-
tions and attitudes {Sutherland, Cressey, & Luckenbill, 1992) either favorable
or unfavorable to committing crime. Crime is committed when those defini-
tions favorable to committing crime exceeds those unfavorable to crime (Suther-
land et al., 1992). , :

There are two basic elements of differential association. The first is the cog-
nitive element, or the content of what is learnt, such as “specific techniques
for committing crimes; appropriate motives, drives, rationalizations, and at-
titudes; and more general definitions favorable to law violation” (Vold et al.,
2002, p. 160). Sutherland did not specify the learning mechanisms, simply
stating that “the process of learning criminal behavior ... involves all of the
mechanisms that are involved in any other learning” (Sutherland et al., 1992,
p. 90}. The second element of differential association is the associations with
other people in intimate personal groups where the learning takes place (Vold
et al., 2002). In explaining why different people exposed to the same social
conditions may or may not conduct criminal behavior, Sutherland claimed
that it is the meanings that they give to these conditions that they experience
that determines whether they violate the law. These meanings vary with the
frequency, duration, priority and intensity (Sutherland et al,, 1992) of the as-
sociations with criminal groups.

Hollinger (1993), while not organizing his study of software piracy and
unauthorized computer account access around a theoretical perspective, in-
cluded variables measuring participants’ friends’ involvement in these types of
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