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CHAPTER 5: CYBERCRIME
AJECTORIES: AN INTEGRA]
‘THEORY OF INTTIATION, -

INTENANCE, AND DESIST.

- CYBERCRIME THEORIES

cre are fﬁu_[tiple criminotogical theories
y infarm our understanding of cybercri

Differential association
chniques of neutralization
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* DaTa FOR THIS STUDY

This study utilized three qualitative data sourc
mine how weli these theories accoun C

terviews with offenders
ferviews with law enforcement

CYBERCRIME OFFENDING |

is important to differentiate between tech
id general cybercrime offending
echnical offenses require unique and specialize

eneral offenses do not depend on techmcal B
¢ be effective

’eatés;different trajectories and paths to offer

INiiiALlO\‘ o1 OFFE I\DLNG

rnera[ offenders begin to engage tn
ercrime due to oppertunities presen

hnical offenders begin based on p-'ée
ations that facilitate mformatmn
leferentfal associations




MAINTENANCE OF OFFENDIN

Both fechnical and general offenders con
to engagé in cybercrime because of two
chors :
conomic incentives
ow risk of identification

MODEL OF OFFENDING PATHWAY
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_ CONCLUSIONS
s integrated model requires greater resedr

ess its validity :

at factors account for the gender differenc
7 - R

s the rate of maturation out of Cyb or




HAPTER 6:" INTERNET CHILD
NOGRAPHY: LEGAL ISSUES AND
ESTIGATIVE TACTICS

INTRODUCTION

ith- growth in science and technology, increa
ncern over protection of children
avs enfarcement have created specialized unit
rotection of children
v/ legistation enacted
fmat tole does the Internet play in child
rnography, pedophilia, and sexualty dev

- 'SCDPE AND CONTEXT

ick of statlstlcs regarding Internet sexuail
\nant behavior
zations have tried to prowde these d:
ults in inflated numbers
0 information regardsng vihere the statsstics

WS and sanctlons depend on country
Not _u:pform although it is a global problem
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. Tur COPINE PROJECT

mbating Pedophite Information Nétwér

Europe {1997)
earch and explore the Internet and v;chm
‘¢children

levels of child pornography images
epending severity of victimization

Indicative, nudist, erotlca posing, erotic posmg,
plicit erotic posing, explicit sexual acuwty,
gross assault, sadistic/bestiality

mast legistatures, illegal to possess 7

‘s Direct interaction with victim

CONTINUUM

ntmuum is the best way to think of chlld

ography offenses
ot all types are the same as far as level of
ictimization ;

sification involves irmages which are
mmaiiy sanctioned

e colectors

c_holoolcal traits and characteristic
ach tevel should be assessed using size,

and age of victim

'THE COURTS AND COPINE

PlNE_has influences research as well a

Sentencmgof pornography offenders - -

countries have adopted this scate .
ed States has not utilized COPE- scaie

ything simitar in federal courts

veloped sentencmg guidelines for sexua!
xploftation of a minor

arsher sentences cdepending on type of par
us on violent offenses and size of cei%ect




d dolt images and created a hypotheticat
llection of iinages

sted of non-chitd-pornography images
ages taken from law enforcement :

der is to assume the collection take'h"f_r
suspect accused of child pornography

sion of photographs

CISMS OF COURT IMAGE CLASSTFIC \THH

tencmg guideline in U.S., Engtand, Wates
Canada based on quantlty and content i

OPINE was developed as a way of
scriminating between images in a collectio
4ck of empirical validation of sentencing gui
eflect political agendas and moral panic over.
nternet predators
ted States is in need of a classmcatlon
based on COPINE

MoDELS
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CONCLUSIONS

d to better understand the technolog

Need to identify root causes of behavxo
ailze typoiogles :

CHAPTER 7: ON THE ER
HIGHWAY: A PARTICIPAN'
~ OBSERVER APPROACH TO
- RESEARCHING USERS OF 4
PROSTITUTE REVIEW WEBSF

ROSTITUTION REVIEW WEBSIT,

re are'a range of websites that exist
where findividuals can post about and re

experiences of sex workers -

ER is a main site in this ccmmumty

uthor became a participant and moderato
ecause of her clinical exper;’ence -

SEErs: utllaze a unique vemacutar to desct]
periences and communicate = -
quby)st YAV




THE GFE

iakes the experience transcend the paid
acounier
rakes it feel fike a consensual relatibnship
he experience of the researcher led her to tryt
ind ways to better understand the impact o

E on the experience of posters

THE TER STUDLY

The research implemented a survey to better as
the experiences of posters, particularly regarding
emotional attachment to all-time favorite providers
Found most were white, heterosexuval, mar
tnales with college degrees
tany had vaginal sex or oral sex with condoms
Many identified providers via the website -
“The experience of GFEs and the atfitude of
riers were significant factors in their
reference for providers
Socught mostly white providers :
-More than half of divorced or separated chents f
ith providers

Tue TER STUDY

he forum community banned the researc
er the study was conducted

and how do people conduct researc]
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