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The protection of children has historically been an important part of any so-
ciety; the same holds true today (Finkelhor, Mitchell, and Wolak 2000). With
the incredible growth in science and technology over the last two decades, there
has been an increased emphasis on the protection of children {Finkelhor,
Mitchell, and Wolak 2000; Seigfried-Spellar, Lovely, and Rogers 20 10). The
Tnternet and its accompanying technologies {e.g., the World Wide Web, Twit-
ter, FaceBook) have introduced some complexity and possible new avenues
for the potential abuse of children and other historically victimized segments
of our population. The notion that the Internet has become both a tool for
advancing our society and culture as well as 2 tool for criminal or nefarious pur-
poses is well documented (Ferraro and Casey 2005; Rogers and Seigfried-Spellar
2009; Taylor 1999, September; Wolak, Finkelhor, and Mitchell 2009). Crimi-
nals and other deviant segments of society have traditionally been eatly adopters
of technology as a means to extend and improve their criminal tradecraft {Fer-
raro and Casey 2003). Information and Internet technologies are no excep-
tion to this. One only has to look at the various media reports on identity theft,
credit card fraud, or some other electronic banking attack for confirmation.

As it relates to the notion of protecting children, the Internet and its tech-
nologies have been in the media forefront. Federal, state, and local law en-
forcement agencies have created specialized units and task forces (e.g., [nternet
Crimes Against Children (ICAC) Task Force) to investigate crimes against chil-
dren where the attacker has used technology to target their victims (Breeden
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and Mutholland 2006). The Pederal Government has passed new legislation
(e.g., the Adam Walsh Act) and provided funding to centers that focus on com-
bating child exploitation {National Center for Missing and Exploited Children)
(Finkelhor, Mitchell, and Wolak 2000; Wolak et al. 2008).

Despite these seemingly proactive approaches to child protection, very tit-

ile if any research has been conducted on the nature of these types of crimes

and on the characteristics of these offenders (Lanning and Burgess 1984; Quayle

and Taylor 2005). While there has been some empirically based research (such
a5 Durkin and Bryant 1999; Jenkins 2001), most of the evidence cited to jus-
tify the focus on the Internet and its technologies is anecdotal or single case in
nature. This has resulted in a gap in our understanding of the offenders, un-
certainty regarding how to protect the victims, and ignorance as to how best
to investigate, prosecute, and deter these types of offences (Ferraro and Casey
2005; Taylor and Quayle 2003).
There has been some limited debate as to swhether there is truly an increase

in pedophilia and sexual deviancy that can be attributed to the corresponding

increase in society’s dependency on technology and the Internet. Current re-

search indicates that regardless of the correlation versus causation debate, con-

sumers of online child porno graphy are using Internet technologies to further

their deviant sexual behavior (‘Taylor and Quayle 2003; Wolak, Finkethor, and

Mitchell 2009}.
As an attempt to shed some mu

ch-needed light cn this societal issue, this

chapter examines the role that the Internet and internet-related technolog

play in child pornography, pedophilia and sexually deviant Internet-base
paraphilia. We examine the emerging typology of online consumers of ch

pornography and how this is being manifested in the technology and on
behaviors exhibited by these individuals. The chapter provides a brief overviey
of the context and possible scope of online child paraphilia, summarizes
current research related to investigative profiles of online predators and ¢
sumers of child pornography, advances in understanding and categoriz
offenders and their offences, provides suggestions for modifying curren

tencing guidelines and provides guidance on using digital evidence in

port-of these types of investigation. Two case studies are also include

illustrate the concepts discussed.
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alarm in the law enforcement and general public domains. One would assume
that given the fact that so much media and political attention has been focused
on this, that we would have statistics and meaningful metrics regarding the
frequency and prevalence of these activities or that we would have a body of
empirical research regarding offender characteristics, victimology, and the ef-
fectiveness of investigative techniques. Sadly, this is not the case (Seigfried-
Spellar, Lovely, and Rogers 2010; Wolak, Finkelhor, and Mitchell 2009; Wolak
et al. 2008). As was previously stated, there does not seem to be a large body
of research or evidence based public or law enforcement policy regarding this
type of criminal behavior (Wolak, Finkelhor, and Mitchell 2009}. To be fair,
federal agencies such as the FBI have published various law enforcement re-
lated reports {(Lanning 2001; Lanning and Burgess 1984) dealing with preda-
tory offenders and consumers of child pornography, but these reports are
restricted to those cases that have been officially reported to authorities; like
other sex crimes, pedophilic related or predatory offender crimes tend to be under
reported (Wolak, Finkelhor, and Mitchell 2009; Wolak et al. 2008).

This lack of statistics has resulted in some dubious and obviously inflated
claims by organizations that have taken on the task of trying to protect chil-
dren and/or educate parents as to the risks of the Internet to children and ado-
lescents. As an example of some these claims, several websites provide the
following statistics (Enough 2009; Media 2009):

+ Average age of first Internet exposure to pornography— 11 years old;

* Largest consumers of Internet pornography—35-49 age group;

¢« 15-17-year-olds having multiple hard-core exposures—80%;

+ 8-16-year-olds having viewed porn online—90% (most while doing
homework);

« 7-17-year-olds who would freely give out home address—29%;

« 7-17-year-olds who would freely give out email address— 14%; and

« Children’s character names linked to thousands of porn links—26 (In-
cluding Pokemon and Action Man).

It is unknown where these statistics came from or how the sample was se-

lected (assuming some type of actual empirical/ survey based research was
‘conducted), as no information was available on the methodology or sampling

procedures, At first glance these statistics seemn very frightening, with 80% of
dolescents having hardcore experiences, and 11-year-olds viewing pornogra-
hy. Even if these statistics are valid and reliable, they do not tell us anything
bout the risk of these children and adolescents becoming victims of online
redators or about the consumption of child pornography. Other websites
ffer even more disturbing supposed statistics (Healthymind 2009):
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. 100,000 websites offer illegal child pornography;
on annually; and

-+ Child pornography generates $3 billi

« Largest consumer of Internet pornography is the 1217 age group.
frightening, but again, where did they come from?
the annual revene from child porn; do

these individuals and businesses file tax returns with their respective countries?
How did they confirm the age range for the consumers of child porn? Unfortunately,
as is the case with emotionally and politically charged topics, personal, corpo-
rate, and political agendas can get in the way of meaningful metrics and statis-

tics that are essential for garnering a true understanding of the risks to children
and adolescents and the actual role that the Internet and its technologies play (e.g-
Quayle and Taylor 2005; Skenazy 2009). As Lanning so eloquently stated:
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problem due to advancements

in technology and the differences in regul
policies and sanctions,

atory

ing the real severity of the offence, the dauger posed by
the offender, and what sentences are appropriate or in the United States, con-
stitutional (Akdeniz 2008). Therefore, it is important to turn our discussion
to possible solutions to this gap in knowledge.

plore the relationship between technology, more specifically the Internet, and
the victimization of childyen

(Taylor, Holland, and Quayle 2001). As part of
the COPINE Project, researchers began to quantitatively analyze and revieyw
child pornography images collected by offenders in order to explore the level

of child victimization anqg severity of possession for the oftenders. Tn 2001,
Taylor et al. developed a continuum Or categorization system, which placed
seemingly innocent, nhon-sexualized images at one end of the spectrum while
the sexually explicit and aggressive images appeared at the polar end. COPINE’s
continuum includes 10 levels based on the increase in severity of the child’s

nudist, erotica, posing, erotic Pposing, explicit

sexual victimization: indicative,
erotic posing, explicit sexual activity, assault, g10ss assault, and sadistic/bes-

tiality (Taylor et al. 2001),

Level 1, or the indicative category,

refers to any non-pornographic or innocent
image, such as the advertisements fo

, refers to Images secretly
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playing at the park or on the beach. How-
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of obscenity or difficulty in identifying the
child pornography vs. real family photo-

the images contained in Level
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suggest whether or not the collector has a sexual interest in children. In addi-
tion, Level 5 (erotic posing) refers specifically to the deliberate sexual nature
of the child’s pose, which may include varying degrees of nakedness (e.g.,
child’s legs are spread open). The explicit sexual posing category (Level 6} in-
cludes images, which stress the child’s genital areas, once again, regardless of
the degree of nakedness. As the categories increase in the level of child vic-
timization, the legality of the images becomes more cohesive with current legal
definitions of child pornography. Again, Levels 4 and 5 may or may not be
considered illegal; however, there still exists a psychological abuse due to the
broken boundaries between the adult and child. With Level 6, images are more
likely to be considered chargeable depending on the age of the minor. Cur-
rently, the majority of international and national legislature defines a minor as
-under the age of 18 years (Akdeniz 2008).

Finally, for most international and national legislatures, it is illegal to possess,
distribute, or produce images of minors in Levels 7, 8, 9, and 10 of the COPINE
continuum. These categories include images in which the level of victimization
is considered to be more severe because of the direct interaction between the vic-
tim and the producer, which involves both physical and psychological abuse.
Level 7, or explicit sexual activity; involve images of “touching, mutual and self-

masturbation, oral sex, and intercourse bya child” (Taylor et al., 2001, 101},

which do not involve the participation of any adult. In the assault category (Level
8), the child is sexually assaulted by an adult through digital touching, Level 9 (gross -
assault) includes grossly indecent images in which an adult is sexually assaulting

the child by penetrative sex, Inasturbation, or oral sex. Finally, Level 10 (sadis-

tic/ bestiality) refers to images In which (1) the child is being “tied, bound, beaten,
whipped, or otherwise subject something that involves pain” or (2) images ofa :

child involved in some form of sexual activity with an animal (Taylor et al. 2001)
Overall, the continuum suggested by Taylor et al. (2001) is the best de
scriptive analysis to date regarding the types of child pornography images avail
able via the Tnternet. As the spectrum suggests,
images are the same, especially in regards to their level of victimization. In ad
dition, the classification system includes images that may or may not be crim:
inally sanctioned. By not solely focusing on the pictures that are illegal, scien¢
can begin to emphasize the psychological perspectives of the offender {Taylo
etal. 2001). In the end, the preferred type of image and the collection itself ma
provide researchers with a better understanding of the offenders’ personalit
traits and psychological characteristics.

In addition, Taylor et al. (2001) suggest cach level should be assessed
garding size, novelty, and the age of the victim. The size and quality of the
fender’s collection may indicate their level of involvement in child pornogra

6 - INTERNET

For instance, the collection may re
dren or level of addiction or obsess;
ence of novel images may indicat.
Internet. In essence, the more no-
fender may be in the Internet child
dre}1 are more likely to be the victj
easier to control and manipulate, ;
%nvolved in pornography is decrea;h
ity within each category of the COI
these three additional factors.

The Court.

The COPINE dlassification syster
well as legislative decisions regarding t
7 FO?.‘ instance, Frei, Erenay, Dittmann:

child pornography offenders in Swil
by law enforcement for using the Int
stide Production Inc” which required
: The authors conducted a qualitative
7 lected by the offenders using the CO
.I_:the offenders (45%) collected Ievel S
offenders collected Level 10 images ¢
-offenders collected erotica (Level 3) ir
ages, and 3% collected explicit sex
£ ‘the offenders either did not collect
hild pornography images was unknc
ty. (72%) of the offenders collected
hild victimization as indicated by the
In 2002, the COPINE scale was a
Vales’ sentencing guidelines for chil
;lt}{er and others, the Court of Appe
otnography offense should be basec
d the extent of the offender’s invo
03). Based on the COPINE classific:
Ydeﬁn.ed in the Oliver image desc
ing with no sexual activity, (2) se
(3). adult and child non-penetr
ative sexual activity, and (5) sa



in children. In addi-
iberate sexual nature
s of nakedness (e.g.,
zategory (Level 6) in-
e again, regardless of
he level of child vic-
sive with current legal
5 may or may not be
;icil abuse due to the
7el 6, images are more
«e of the minor. Cur-
ure defines a minor as

i, it is illegal to possess,
and 10 of the COPINE
» level of victimization
iction between the vic-
1 psychological abuse.
‘hing, mutual and self-

ylor et al,, 2001, 101), -

assault category (Level

touching. Level 9 (gross
e is sexually assaulting

‘inally, Level 10 (sadis-

ig “tied, bound, beaten,
vain” or (2) images of a
nial (Taylor et al, 2001).
(2001) is the best de-
nography images avail-
all child pornography
»f victimization. In ad-
ay or may not be crim-
that are illegal, science

of the offender (Taylor

the collection itself may

» offenders’ personality

should be assessed re-
e and quality of the of-
1tin child pornography:

6 - INTERNET CHILD PORNOGRAPHY

For instance, the collection may reveal the offender’s sexual interest with chil-
dren or level of addiction or obsession with the Internet, [n addition, the pres-
ence of novel images may indicate the offender’s ability to network on the
Internet. In essence, the more novel the images, the more involved the of-
fender may be in the Internet child pornography rings. Finally, younger chil-
dren are more likely to be the victims of child pornography because they are
easier to control and manipulate, and research indicates the age of children
involved in pornography is decreasing (Taylor 1999). Overall, the level of sever-

ity within each category of the COPINE continuwm may differ depending on

these three additional factors.

The Courts and COPINE

The COPINE classification system has influenced research on this topic as
well as legislative decisions regarding the sentencing of child pornography offenders.
For instance, f'rei, Erenay, Dittmann, and Graf (2005) gathered data on 33 male
child pornography offenders in Switzerland who were identified and arrested
by law enforcement for using the Internet child pornography company, “Land-
slide Production Inc;” which required the clients to provide identifiable information.
The authors conducted a qualitative analysis of the pornographic material col-
lected by the offenders using the COPINE classification system. Almost half of
the offenders (459%) collected Leve] 9 images, or gross assault, and 279 of the
offenders collected Level 10 images or “sadistic/bestiality” pictures. 9% of the
offenders collected erotica (Level 3) images, 3% collected erotic posing (Level 5)
images, and 3% collected explicit sexual assault {Level 7) images. Finally, 12%
of the offenders either did not collect any chitd pornography, or the level of the
child pornography images was unknown due to lack of data. Thus, the major-
ity (72%) of the offenders collected images, which depicted greater levels of
child victimization as indicated by the COPINE dassification scale (Frei et al, 2005).

In 2002, the COPINE scale was adopted and modified into England and
Wales’ sentencing guidelines for child pornography related offenses. In R +.
Oliver and others, the Court of Appeal determined the seriousness of a child
pornography offense should be based on the “nature of the material involved
and the extent of the offender’s involvement with it” (R v. Oliver and others
2003). Based on the COPINE classification systemn, the “nature of the material”
was defined in the Oliver image description scale as five categories: (1) erotic
posing with no sexual activity, (2) sexual activities involving a child or chil-
dren, (3) adult and child non-penetrative sexual activity, (4) adult and child
penetrative sexual activity, and (5) sadism or bestiality {Akdeniz 2008). Lev-

147
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els 1, 2, and 3 of the COPINE scale, which involve less sexual victimization,
were not included in the Oliver image description scale.

Tn addition, England and Wales adopted sentencing guidelines, which assess
the content (i.e., level) and amount (i.e., quantity) of the imagesseized in child

' (?urrently, the United States does
mmﬂarlsystem, in the federal courts PII]
Commission {U.S.5.C.) developed s' ‘
to the sexual exploitation of 4 "

pornography related offenses based on the Oliver image description scale (Akd- plemented if the offense ; minor.
eniz 2008). In addition, the sentencing guidelines take into account the various tic conduct or othe egse ! mvolves “materj
I depictions of viglen

child pornography offenses (i.e.,, possession, distribution, or production) as vell
as whether the child in the image is a real or computer-generated victim. In gen-
eral, images involving real children, in contrast to computer-generated images,
are considered by the courts as a more serious offense (Akdeniz 2008). Taking these
four factors into consideration, the Oliver guidelines may suggest a punishment
anywhere from a fine to a ten-year maximum sentence. However, as indicated by
their name, the Oliver guidelines are merely “rules of thumb” for the courts to
consider; the judges have discretionary power to contemplate other aggravating
factors, such as the defendant posting the images in a public domain of the In-
ternet. In 2004, the R v. Thompson guidelines further clarified the Oliver guide-
Tines by requiring indictments to include either an exact or representative count
of the number of images at each level of the Oliver image description scale (R %
Thompson 2004). This guideline resulted from questions regarding the defini-
tion of “small or large quantities” in the Oliver guidelines (Akdeniz 2008).

In 2005, the Provincial Court of British Columbia, Canada, adopted a sim-
ilar system as the U.K’s Oliver image description scale for categorizing the i
ages seized in child pornography cases (see Table 1). According to the adopti
court, the guidelines for categorizing images were meant to actas a deterre
for offenders by focusing on the harm experienced by the child in the imagge,
(Akdeniz 2008). Despite using a similar nomenclature in which the levels’
crease in their degree of child sexual victimization, the court documents’
not make any reference to the COPINE scale or U.K’s Oliver images desct
tion scale (Akdeniz 2008). o

guidelines recoramend harsher sent

with a large quantity of images witheil(():
spectrum and more than 600 Images t
current federal sentencing guidelines :
tmages of child sexual victimizatio i
fender’s collection. mand!

A HYpothetical-

Table 1. The Suggested Canadian System for Classifying Images Seize
Child-Pornography-Related Cases '

Level  Description

1 Non-erotic, non-sexualized material including nudity a doll with her arms raised above her h

2 Material where the dominant characteristic demonstrates a sexual pur Oly-mpia Nelson, then at th ¢ e_r ¢
3 Explicit sexual activity and assaults between adult and child, child hich a i e age of six, |
4 Gross assaults, penetrative assaults involving adults y P P eare‘d on the cover of an Austy
5 Sadistic images oung girl with her dress pulled down,

loll’s genitals; and
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Currently, the United States does not utilize the COPINE scale, or any
similar system, in the federal courts. However, the United States Sentencing
Commission (U.8.5.C.) developed sentencing guidelines for offenses related
to the sexual exploitation of a minor, Specifically, harsher sentences are imn-
plemented if the offense involves “material that portrays sadistic or masochis-
tic conduct or other depictions of violence” (U.S.S.C. 2009). In addition, the
guidelines recommend harsher sentences for offenses involving collections
with a large quantity of images with 10--149 images at the lower end of the

- Spectrum and more than 600 images at the polar end {2009). Overall, the
current federal sentencing guidelines in the United States focus on violent

images of child sexval victimization and the total number of images in the of-
fender’s collection.

1ich involve less sexual victimization,
iption scale.
feficz:}iltencing guidelines, vahid.l aSSt?si
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A Hypothetical Case Study

In order to better understand the classification system developed by Taylor
etal. (2001), we created a hypothetical collection of images to clarify the var-
ious levels of the continuum, The do]l images used for this case study were
obtained from an actual law enforcement case in which the defendant was ac-
used of child molestation, and during the investigation, hundreds of hard-copy
images were discovered of dolls in various degrees of nakedness. The original
se file was provided to the author by the investigating detective with direct
ders to use the materials for educational and teaching purposes. The pos-
ssion of child pornography by academics for the purpose of research is ille-
the United States by federal law. Thus, the hypothetical collection includes
th non-child pornography images obtained via the Internet as wel] as the
ll images obtained from a law enforcement case,
'To set up the scenario, the reader is to assume the collection of images was
ained during a search of a suspect’s computer, who was accused of pos-
g and distributing child pornography. As show in the Box 1 (from left
ht), the collection contains the following images:

sstem for Classifying Images Seize

s ]
phy-Related Case the Coppertone gitl, a famous ad for an American sunscreen;

a doll with her arms raised above her head, which reveals her underpants;
lympia Nelson, then at the age of six, photographed nude by her mother,
Which appeared on the cover of an Australian art magazine (Marks, 2008);
young girl with her dress pulled down, which Teveals her undergarments

terial including nudity

isti al purp
waracteristic demonstrates.a sextf 1P
ults between adult and child, child and &

1lts involving adults

young girls on the beach in bikinis,
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the hyppfhetical order they might

The images in Figure 1 will be discussed in
of increased sexual victimization.

appear based on the COPINE’s continuum

Figure 1. A [ypothetical Collection of Tmages
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Therefore, this image would not be considered
view of the fact that it was obtained from a legitimate commercial source. For
instance, this type of image would not fall info a category according to the
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playing at the beach, the image would be categorized as a Level 3 (erotica).
Thus, the investigators would have to determine the source of the image (i.e.,
family album or covertly taken) in order to accurately classify the image using
COPINE’s scale. In addition, investigators should once again consider the
amount or context of other images; which are of a similar natuare, in order to
understand the collector’s intent of possessing the innocent images.
Investigators would probably label the image of the doll raising her hands

above her head as a Level 4 (posing). She appears to be posed in a non-
provocative manner although her underwear is slightly revealed. In addition,
this category is not concerned with the degree of nakedness of the child in the
image. Although, this image would not be considered illegal in most jurisdic-
tions, Taylor etal. (2001) suggest Investigators should be aware of the “amount,
context, and organization” of the images, which may suggest the collector has
2 sexual interest in children (p. 101).

As shown in Figure 1, the image of the partially nude girl with her dress
pulled down would best be labeled as a Level 5 (erotic posing) using COPINE’s
scale. The girl is deliberately posed in a sexualized manner since her dress has
been pulled down around her ankles, which reveals her undergarments. Again,
this image may or may not be considered a chargeable offense in most juris-
dictions. Tn the UK., this image may be identified as a Level 1 (erotic posing
with no sexual activity) according to the Oliver guidelines. However, this image
may be labeled as a Level 2 (material demonstrates sexual purpose) according
to the Canadian sentencing guidelines.

Lastly, the image focusing on the doll’s genitals would be an example of a

Level 6 (explicit erotic posing), since the genital area is clearly emphasized in
this image, and no sexual activity is apparent (e.g., touching, masturbation),
Images identified at this level are more likely to be considered illegal depend-
ing on the age of the minor. Based on the Oliver scale, this image would most

likely be labeled as a Level 1, whereas it would fall under the Level 2 category
according to the Canadian guidelines.

Criticisms of Court Image Classifications

Overall, the sentencing guidelines in the United States, England and Wales,
d Canada, base sentencing decisions on the quantity of images as well as the

fontent of the images in the collection, More specifically, the guidelines recommend

sher sentences for collections that include more violent images (e.g., sadism).
¢ COPINE continuum was originally developed as a way of discriminating
ages within a collection by identifying the level of sexual victimization. In
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it offered a “means of judging severity within the broad offense of

ng a “basis on which systemic picture qualities may
avior” (Taylor et al. 2001). For example, utilizing a
earchers to better understand the trends in child
or (1999) suggests the children in child pornog-
1 other words, newer images. of child
which may be related to the imbalance
¢ and Quayle 2003).

addition,
possession” while providi
be related to offender beh
classification system allows res
pornography collections; Tayl
raphy images are becoming younger.
poinography feature younger children,
of power between adults and young children (Taylo
The authors’ original intention of “judging severity” has clearly been adopted
by the courts to mean that collectors with more violent images, or images at
the higher Jevels of COPINE, should receive harsher sentences within their
child pornography related offenses. The courts rationalization for the increased
punishment is the belief that the fypes of images and size of the collection must
be reflective of the offender’s behavior or personality. Tirst, collections in-
duding more violent images may be related to more violent offenders or at
least offenders who are at the greatest risk of recidivism. In addition, the sen-
tencing guidelines appear to place some of the blame on the possessors of child .
pornography because they are fueling 2 commercial industry; if there wereé no
demand for the sadistic images, there would be no need to produce them.
Overall, the sentencing guidelines suggest possessors of child pornography
should receive harsher sentences for being a part of this child pornography

supply-demand chain.

However, research suggests there is no ev
ment of sentences because more violent coll
fenders (Beech, Elliott, Birgden, and Findlater 2008; Frien.
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of dangerousness toward children. Technological advances have clearly im-
pacted the prevalence of child pornography by making it easier and more read-
ily available compared to the pre-Internet era; Consequently, the post-Internet
child pornography consumer may be different from the pre-Internet child
pornography user who had a more difficult and risky time obtaining the ma-
terials (c.f,, Hessick 2010). Overall, “a defendant [may] download large num-
bers of child pornography images not so much out of a specific desire ... but
simply because it is easy to do so” (Basbaum 2010, 21).

Currently, the sentencing guidelines reflect political agendas and societal
panic in response to the increased availability of Internet child pornography (Ak-
deniz 2008; Basbaum 2010; Friendman and Supler 2008). More research needs
to be conducted in order to better understand the relationship between the of-
fenders and their collections, However, if the purpose of the sentencing guide-
lines is to punish offenders because they are fueling a commercial industry,
then it may be appropriate to consider the level of child victimization in the
image. After all, as the images become more violent, the child is not only being
exposed to emotional or psychological abuse but physiological abuse as well.
In addition, the harsher sentences require that the possessor and distributor of
the images take some responsibility for the increased demand in images with
higher degrees of sexual victimization. Overall, the various guidelines imple-
mented by the United States, United Kingdom, and Canada may be appro-
priate if they are solely focusing on the level of harm experienced by the child
(Beech et al. 2008; Taylor and Quayle 2003).

Classification System for the United States

The United States judicial system is in dire need of an image classification
scale based on the COPINE scale. By classifying the images seized in child
pornography related offenses, research and empirical data may be generated re-
garding trends in the content as well as comparisons between cases and coun-
tries. In addition, a detailed classification systern may assist the various stages
of the legislative process from the initial investigation to the sentencing pro-
- cedures. Based on the previous scales adopted by the UK. and Canada, we de-
“veloped a similar classification system, which includes a description and example
* as well as the individuals involved at each level (see Table 2). We hope this
modified scale will ignite academic research and interest for qualitatively an-
lyzing the content of images collected by offenders in the United States. First,
new trends in the child pornography market may be identified. In addition,
informed policy decisions regarding the level of severity in the offender’s ac-
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tions and behaviors along with the psychological perspectives of the offender’s
sexual interest in the child may be better understood.

Technical Investigations

Prior to an offender coming before the court system, investigators must
identify evidence and determine that, in fact, an offence has been committed.
Investigating online criminal behavior in general is somewhat problematic
(Furnell 2002; Rogers 2005; Rogers, Seigfried, and Tidke 2006; Stambaugh et
al. 2001). Crimes involving technology and technical advances such as the In-
ternet and the World Wide Web require that investigators, be they law en-
forcement, military or private sector, have a strong understanding of the
underlying structure of networks and networking protocols, operating sys-
tems, file systems, storage devices (e.g., hard drives, thumb drives, DVDs) and
software/ application development (Rogers and Seigfried, 2004). Each of these
areas is a specialization in and of itself, and to assume that investigators can be
experts in all of these is unrealistic. 7

Apart from the challenge of having properly trained investigators, the fact
that technology evolves and changes at an incredible rate causes investigators
and forensic tool developers to make constant changes to their methods, tech-

{e.g., Microsoft Windows 7, Apple Snow Leopard), the location of potential ev-

Slade 2004).

discussion about all possible investigative strategies such as online sting ope
ations, across all platforms.2 Instead we focus on investigations involving Mi
crosoft Windows and its NTFS file system. The NTFS files system is the mo

Windows XP, VISTA and Windows 7. In order to assist investigators, sever
offender investigative profiles have been developed. These include the Lanni
FBI model, the Krone model and the Rogers and Seigfried-Spellar Hybr
model (Rogers and Seigfried-Spellar 2009).

Hart 2004).

niques and applications. Each time an update is made {o an operating system
idence, encryption capabilities and new privacy enhancements (e.g., over writ-
ing of web browser history files, shredding of deleted files) can result in the
tool or investigator missing crucial evidence or misinterpreting the context of

any evidence found (Rogers and Leshney 2009; Rogers and Seigfried 2004;°

Size limitations of this chapter preclude us from conducting an in depth-

widely used file system in the world and is the default file system found on:

3. Please see the following for more information (Ferraro and Casey 2005; Hagy 2007;
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