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FIAPTER 4: POLICE OFFICER ATTITUD
WEARD THE Law ENFORCEMENT MPOJ
it} CYBLRCRJML

ERCEPTIONS OF TRADITIONA

TEGIES TO COMBAT CYBERCR]
t recommendations for how locat law
forcement should respond to cybercrt
e from management
osster and Holt (2012} found that lme office
diffEF from that of management

ur recommendation frém patrot offi
garding citizens needing to be more caref
ternet and for changes to [eglslatio

west ranked recommendation was to wor
nline” citizens
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PTIONS OF TRADITIONAL STRATEGIES

y officers viere indifferent to many of th
stions as they had no strong opinion

nger opinions on who shoutd respond
3% believed cybercrime cails should be responded
lrectly hy a computer crime unit

’QR'l" OF CYBERCRIME INVESTIG ATIONS Wi
-POLICE DFPART\EE\i'l‘S ]

lear how the impertance of cyber anvestlgaiw i
mproved among the rank and file

dlt;onaliy, littie emphasis had been placed on
] e_suganons, other than child pornography ¢ cas
oit ot al. (2010) found that half of FLETC tsame
otight that an increased focus on cybercrime d
ention away from traditionat crimes

) sler and Holt {2012} found support in Savannah

73 thought that a computer stakeout was wst ES
1mportant

UPPORYT OF CYBER INVESTIGATIONS {CGOP

rot officers did not have insight on how upper
rragement was responding to cybercrime

13 did not know if management was tak
serlously enough
1% did not know if management was taking
apprupnate steps
icers trained in cybercrime 1nvest1gat|0n an

ith recent cyber experience were less tikely
ieve that managermnent was taking it sermusty

& evidence is mixed regarding whether the pol
tilture supports cyber investsgatlons or if afficers,
by uncertain
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L INNOVATIVE STRATPGILE,

esearchers believe that law enforcemen!
educe cybercrime, however, by waorking
on-lay enforcement partners

ossible collaborations include:
Onfine citizens
Internét service providers
Veb-hosting companies o
+ State sponsored non-public policing agencies -
Other law enforcement agencies

-COP ONLINE
ectlve collaborative program may be the use of
munity-oriented policing (COP}

develop response capabilities by i increasing
areness of offense prevalence and by i 1mprov;ng

et users may increase police resousces by .
asmg their knowtedge

COP ONLINE (CONT)

s existing online community pollc:ng-
ams emst

netear how a COP online program would
ctured or operate

Prowde information to public about cybercn 7
ve citizens safety precautions
Should concentrate on youth populations




'OF’FICERS’ Virws ON ONLINE COP-

qukmg with online citizens ranked tast thh
trol ofﬁcers as a Tecommendation

Bosster and Holt {2013) found: :
Officers either agread or were unsure whether {OP could a 5
‘oatine :
-Majority of afficers agreed that their agency shodd educat
prblic more regarding on-line risks and prevention

60°% thought it was important te work with citizens online

- Host consistent predictor of support for COP online was suppor
COP in physical vorld

Computer proficiency was not related to support

CEEREST TN WORKING WITH HIGH-TECH INDUSIR
AND SERVICE PROVIDERS

of the officers in the two cities though
was tmportant to work vith high-tech.
dustries and service providers

Predictors of support:
OP
requency and severity of cybercrime
Not believing that it drained resources
Sawi value of cybercrime invesiigations
ewing cybercrime as altering peticing .
* Mot believing that upper management had it und

REST TN WORKING WiTH HiGIT-TECH
- SERVICE PROVIDERS (CONT} -

Not-significant predictors:

Computer proficiency

Perceptions of the Internet .
fficers’ experiences with cyber cases

en police leaders identify officers to:

h non-taw enforcement agencies,’ the

vould place more emphasis on their vie

P.and cybercrime, not on techmcal sk'll
'past cyber expenences
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CONCLUSION -

olars and law enforcement administrators’ calEs
or more involvement of local police offi icers does
tch the wished of line officers

ge proportion of officers are unsure about wbat
ey think about cybercrime and what should bed

trategies, such as workmg with hlgh tech-indust h
.and semce providers

CHAPTER 5: STRESS, STRAIN,

1D SATISFACTION AMONG -
YBERCRIME INVESTIGATORS

ICI: QIFICERS EXPERIENCE WORK §
_ FROM VARIOUS SOQURCES ~ -
ote conflict from competing ]Ob dem
r unclear standards

oté -ambiguity, or a lack of clear gutdelm
for_work tasks

ufficient training ,
ack'of support for officer decision-
bll\ty to affect workplace pohaes

genCy size - as agency size mcreases
:does the stress
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01 l\D OUT HOW HANDIING DIGITAL EVIDENCE AFFEL
OFFICERS, THE AUTHORS LOOKED AT \
VARIETY OF MEASIRES

gency size
xperience in years

pervisory support
angerousness
ab satisfaction B
Experience with digital evidence -
¥age exhaustion
\ge, female, white, married, and educatio

m QFFICEHRS COPE WITH STRESS THROUGH \]:GATI
COPING MECHANISMS

arch on work stress in pohcmg looks
rarious coping mechanisms
Posltwe coping: work harder, talk w1th {nen
seek professional help
égatwe coping: smoking, drinking, or drug

v Offlcers engage in negative coping ;

“Less than 20 percent engages in things llke
meking, taking tranquilizers i

nly 30 percent sought the help of a counse!
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‘1_'_53631315 INVESTIGATORS REPORT EXPERIEN
(UMA FROM VIEWING OBSCENE IMAGES

“ight survey respondents (or 21 percent ¢
sample) reported trouble dealing vnth
cybercrimes

However, very few reported extreme[y e
egative consequences from exposure to hi

Most common reported problems were:

ificulty falling asleep, staying asleep, lrrttabl!i
umbness, and eas;ly startled

» Most cope with problems silently

WOULD POLICE OFFICERS SEEK PROFESSION:
HECTHEY FELT 1T NECESSARY?

Most felt supemsors yrould accep& officers
oing to counseling services (75%)

But less felt peers would support dects:on
8%) '

any 17% of respondents used counselm

,be use of counseting and symptoms of
trauma were not carrelated in the authors!

I CHAPIERE: tmpSeations for PoScing, Polity, and P




j_Cz—;ANGING CJ POLICIES :

_e general public needs to recognize th
threat of cybercrime and when they mal

Lq-cal law enforcement, can pravide
zdiicational programs to the public
Research is needed to understand when g
hove cybercrime training is introduced to
patrol officers

Task force models may be useful to deal wit
complex cybercrimes .

~ CHANGING CJ POLICIES

Managemént awareness and support

miproved responses from management to. pa
flicers

areful supervision and resource a[locatwn for
dloutal forensic investigators

Iriifeétigative and forensic tocls
ttomation of analysis when possible
Development and evaluation of tools
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