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THE PROBLEM OF PIRACY-

| piracy is a substantive problem
e unauthorized downloading and/or distribu
yrighted works over the Internet.

practice of piracy has evolved with

ia hosted on websites
-peer fite sharing
itTorrent P2P sharing




CORRELATES OF DIGITAL Pm’A'c'

chon digital piracy suggests that
(tals who pirate are likely to have
sel ontrot

who plrate materials
stify their piracy based on high costs and the.
al{abl%aty of materials

' '.'I‘HE HARMS OF PIRACY

s d:fflcult to estimate the true ecom)rmc

timate's_'geherai_ly suggest the E:ost_s are in

' NFORCEMENT STRATEGiEé

the! 19905 and 20005, the Record{ng IndustryAs
dca began {o sue individual dmmluadefs -

by the'£BY, DOJ, and other agencies began takec
fons agamst piracy groups
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IRACY AND LEGAL ACTIONS:
"~ 1980s AND 90s

he déVeimeent of the MP3 format enabt
ation and transfer of large files,

RIAA and DOJ were. focused more on plratedt

s and media rather than digttal '
rated materials were largely hosted on

.led to the emergence of RIAA 1aw £
ikedowin piracy sites and MP3 sellers -

"PIRACY AND LEGAL ACTIONS:
; LATE 19905 AND EARLY 20005

mergence of Napster’s P2P file shann
frware massively increased the number o
d materials being shared and downlo

ster wras sued by mu[tipie music groups
pames, ‘and the RIAA

e a pay service

IRACY AND LEGAL ACTION: 2000
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- -LEGISLA'ITVE EFPORTS,

e REAA has also increased pressure to ada
te gzslatlon at the federal level

The Preventmg Real Online Threats to
onomic Creativity and Theft of Intellect,

roperty Act of 2011 (PIPA) :
he Stop Online Piracy Act (SOPA} L
hese taws did not successfully pass

o PIRACY IN THE FUTUR}Z

‘unclear how piracy will continue to e

future
echneiogles will continue to shift -
€gislative efforts will censtantly change

e yalidity of ex[raiegal atfacks against pira
roups may not necessarily be accepted

'HAPTER 4 U\TDERSIAN'

THROUGH AN ANALYSI
ECTRO\TIC \EAIL AND \VE
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INTRODUC’I‘ION -

__lso E)rought new challenges to users -'
Fraud and other crlmes are increasing .

Most common contact used by perpetratdr':s'
Spamming

ome” scams to defraud individuals
Perform certain tasks from home in order to ma
substantfal money for minimal work -
Secret shoppers.
_Env_elopeAstufﬁng
Helti-level marketing
Sales
HMedical clercal work .
Repackaging and shipping

NLINE FrAUD RES"EARCH

wveral studles demmstrate that fraudsters utxlize spam
order to. ent‘u:e p-mspectwe victims and gain a profi

Driven mo‘slhf through persuash'e fanguage and attempts §
egmmzze_content mrmgh websites vhen poss1ble :

study exptores trends in work-at- home"f;aud techhi
s fraudsters, and elements of the solicitations that may be
tractive to potential vickims usmg a sample of 200-
and related content .
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' ,METHODS

erformed a content analysis of both ema

related websites S

Assessed message legitimacy

Use of flattery.

Originating location of ma1l

Physical address
ntact information

Testimonials on the site

ender and descriptive information for buth
“sender and recipient

- FINDINGS

7% of mazls contained both text and a tin
ternat content

% of the em_all requested a response

bsite

% included a testimoniat about the -
portunity te work with the compan

senders did not indicate their gerad

)SE (90.5%) did not attempt to ldentnfy the
nder of the recsplent or personalize 2

FINDINGS

!y 32% of messages discussed a 1eg1 tima
qratlon or company in the text

32% mentioned that their emails were pot
dulent or some type of scam

54% of senders included a mathng addre

{86 5%} rade no mention of fees
soc1ated vith the offer

& average monthly earnings potenttal
ciated viith the offer was 53,200
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FINDINGS

ctim to log in and create an account §
he company to view more informatidr_i

ook like news reports in order to increas
‘Hikelihcod -of response :

- WEBSITE REQUIRING

WEBSITE REQUIRING A
- PURCHASE -
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WEBSITE WITH NEWS.$TO

’ Greihng News: Morm miakes 33796y
. h’ur‘klng Flum -

FINDINGS |

0f ] the websxtes did not menticn any fees ¥
partticipation, but there was a smaller perc
)that did :

e ltes discussed the pbtential earningé'ééSOC!a
he jobs, with an average of SS,DOO .

mately 42% of the sites attempted taTink
hemselves vith legmmate companies like Apple
“ABC; ‘and MSNBC

macy of claims made in work-at- horne

enforcément must be more'éwal"_e' bf._lhese
rid their _potential impac_t on victims

dentlfied in ih1s study could be uséd
elop indicators for the 1egmmacy of a-wel
Lin order to block messages - ;




