Chapfer 2]

CONFIDENTIALITY

ur unwavering commitment to client’s well-being, our responsibilig 1,
Obeing trustworthy, and our duty to protect their private informatiop | a;
the heart of the work that we do as clinicians. .In therapy, clients trust ys 1,
guard their confidences. They trust thu.t th§ digital .recor(ls of their diagnosis
treatment plan, home address, and billing information will not spill oy ont
the internet, finding their way to social media, curious eyes, and identiy
thieves. They trust that we will lock up paper charts. They trust us not to .
cuss their treatment with colleagues as we walk down hospital halls, eat iy
clinic cafeteria, or chat on a cell phone at the train station.

Leaks of all kinds can cause many problems. A rushed response 1o ,
subpoena may allow a law firm to get documents they have no right to. A
phone message asking a client to return a call may allow the perpetrator of
domestic violence to discover that despite his warnings his partner has reached
out to a therapist.

The consequences of seemingly confidential information being passed
along without the client’s awareness can hit clients without warmning and cause
serious consequences. According to a Canadian Broadcasting Corporation
(CBC) News report

more than a dozen Canadians have told the Psychiatric Patient Advocate
Office in Toronto within the past year that they were blocked from entering
the United States (U.S.) after their records of mental illness were shated with
the U.S. Department of Homeland Securily .... According to diplomatic
cables released earlier this year by WikiLeaks, any information entered into
the national Canadian Police Information Centre (CPIC) database is acces:
sible to American authorities. Local police officers take notes whenever they
apprehend an individual or respond toa 911 call, and some of this information
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Confidentiality

is then entered into the CPIC database, says Stylianos ... [RCMP Insp.
Denis St. Pierre says the CPIC] “also can contain individuals™ history of
mental illness, including suicide attempts” (Bridge, 2011, paras. 1, 14,7 17;
see also “Canadians’ mental-health info routinely shared with FBI, U.S.

customs” 2014).

In another instance of sharing clinical information without the individual’s
knowledge or consent so that the information could be weaponized and used
against a vulnerable individual, the U.S. Immigration and Customs
Enforcement (ICE) obtained the psychotherapy records of child immigrants
and used them against the children in deportation hearings (Canady, 2020;
see also Izquierdo, 2020; Nilsen, 2018).

Clinicians may communicate, with the client’s consent, confidential
clinical information to insurance companies, employee-assistance companies,
and other agencies as a condition of coverage. With increasing frequency,
these arrays of confidential information are subsequently aggregated into large
research databases in ways intended to make it impossible to identify individual
clients. But can sophisticated strategies re-identify individuals and put the
information into the hands of advertisers, loan officers, employment screeners,
law enforcement, credit monitoring agencies, and others willing to pay for the
data or extract it on their own?

Latanya Sweeney, Director of Harvard’s Data Privacy Lab, reported in a
Scientific American interview that she had re-identified people with
Huntington’s disease, although all identifying information had been removed
in creating a large database. She described how a banker followed a cross-
referencing strategy when looking at publicly available de-identified data “to
see if any of his clients had cancer. If they did, he called in their loans” (Walter,
2007, p. 92; see also Benitez & Malin, 2010; El Emam et al., 2011; Gymrek et

al., 2013; Loukides et al., 2010; Rothstein, 2010).
Ohm (2010) wrote that

scientists have demonstrated they can often ‘reidentify” or ‘deanonymize’
individuals hidden in anonymized data with astonishing ease. By under-
standing this research, we will realize we have made a mistake, labored
beneath a fundamental misunderstanding, which has assured us much less
privacy than we have assumed. This mistake pervades nearly every

information privacy law, regulation, and debate ....” (p. 1701).

The U.S. President’s Council of Advisors on Science and 1 echnology reported:
arch and other research areas involving human
rmed deidentification) applies when the data,
a specific person, do not violate

Long used in health-care rese
subjects, anonymization (also te
standing alone and without an association to
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yrivacy norms ... Unfortunately, it is increasingly easy to (|

see also Daries et al.. 2014). Y 1o defe;
Rocher etal. (2019) developed an approach to finding the ;

ple in heavily anonymized data sets. They found that 99 ()R;'(Icntihc

U.S. could be cor rectly identified in any anonymized (l;ll;l sclpl(l)f

demographic attributes. The above-mentioned research isilm ll

trates the problem when participants are led to believe that ”l:

it (2014

.3

‘“f[]m
People i, th

atinelyg
‘ ed |3
dling ag ; iﬂui

: - eir |
is protected when it is not. “‘f‘)rln;m(m

Confidentiality helps clients talk freely but tends to trip
from time to time and calls for us to strengthen our ethical ;lel ‘f«* lhcmpm;
all human and none of us can catch and counter all potential lllxrrk'“css. We'e
dentiality. Fatigue, stress, and routine dull our awareness, lull u:fns to conf
sleep, put us on automatic when we need to be fully woke to be ;‘“:v":fo ethicy)
we may be missing. Threats to confidentiality can disappear into th(erZ:Ii\\hat

and distractions of our work. ands

NOTE TO READERS

Confidentiality has emerged as a major, persistent ethical challenge
for psychologists. Over half (62%) of the therapists in one national ‘
study reported unintentionally violating their patients’ confidences |
(Pope et al, 1987). Another national study found that the most |
frequently reported intentional violation of the law or ethical standards \
by senior, prominent psychologists involved confidentiality (Pope &

Bait, 1988). In 21% of the cases, therapists violated confidentiality in “

transgression owf law. In another 21% of the cases, therapists refused to

breach confidentiality to make legally required reports of child abuse. ‘
Therapists may have experienced violations of confidentiality when \
al survey, about 10% of the \

they themselves were patients. In one nation
therapists who had been in therapy reported that their own therapist
had violated their rights to confidentiality (Pope & Tabachnick, 1994). |

a catastrophe. \We

As with driving, even a brief lapse of attention can ——
Jaw that govem

do the hard work of sorting through the legislation and case .
confidentiality and privilege in our local jurisdiction, study the relevant etllf(‘(
codes and |)r<)fcssi0nul guidelines, consult with an attormey, and keep UP “.]‘“
the changing standards of care. But someho er,our el
awareness flickers and falters, and we stumble

o ' s of how “paitr
Bemister and Dobson (2011) [)l’(‘)\'l(](;’ a lll()ughlfnl analysis of ho t
ent records has become *

2016; 1 [alovics

w our minds wanc
into trouble.

taining and protecting the confidentiality of cli
(p. 302; see also Al

lan & Allan, £

more complex in recent vears”
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2019; Pope, 2015a). Allen (2009) discusses additional layers of complexity and
potential confusion—resulting in additional pitfalls L b il e T fha
nature of confidential material and the number of people entitled to receive it
can cause. She emphasizes that confidential material includes more than facts
alone. “Facts, impressions, events, and data of all sorts can be deemed confi-
dential” (p. 127). Similarly, she notes the great range of people to whom the
therapist may—or may not—be allowed or obligated to disclose confidential
information. “[ T]he community authorized to receive confidential information
can be smaller than a family or as large as a workforce” (p. 127, see also Jain &
Roberts, 2009).

This chapter highlights some of those easy-to-overlook pitfalls that can lead
to violations of confidentiality.

REFERRAL SOURCES

As clinicians, we appreciate referrals to keep our practices going. But there are
some key questions that we should consider about our referral sources. For
instance, should we tell the referral source whether someone scheduled an
appointment with us, whether the person showed up for the appointment, or
what might have been discussed or decided if the patient has not authorized
the disclosure? Unfortunately, therapists may, without thinking, violate confi-
dentiality by sending referral sources a thank-you note mentioning a specific
patient and giving a detail or two about what happened without the patient’s

knowledge or consent.

PUBLIC CONSULTATION

Consultation provides an invaluable resource for meeting the highest ethical,
legal, and clinical standards. It gives us easy access to new information,
support, informal peer review, and a different perspective. Psychologists in a
national study rated “consultation with colleagues” as the most effective source
of guidance for practice (Pope et al., 1987). They judged such consultation to
be more effective than 14 other resources, such as graduate programs, intermn-
ships, state licensing boards, and continuing education programs.

As valuable as consultation is, we need to keep in mind that consultation
about patients deserves the same confidentiality as the psychotherapy it
focuses on. We lead busy lives and want to make the most of our time. Often
the fastest way to catch a colleague for a quick consultation is while we are
walking through the halls of a clinic, or sitting together ata large table while
waiting for the last arrivals so that a meeting can begin, or at a restaurant
during a lunch break, or in other public places. The problem with such on-
the-run consultations is that confidential information is often discussed
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rshot of people who are not zmthoriz'cd tQ receive the inform,;;
e probably overheard such talk in clinic hallways or fflc\-;,h,‘):l
ard the paticnt’s name, someope we recognized as , friﬂnri
In one case, a therapist consulted a colleagye |
crowded elevator about a particularly “difficult” patient, unaware t}, t;{:
atient was standing only a few feet behind her, listening carefully. C”ﬂrdin?
confidentiality includes making sure that we keep private CO”SUIfarir)ni

within ea
Many of us hav
Perhaps we he
neighbor, or colleague.

pri\'ate.

GOSSIP

Few would argue that therapy is easy
stress. and we need to blow off steam.

work. Sometimes it involves considerable
Talking about our work with others—at
lunch., in the staff lounge, on the racquetball court, at parties—may make us
feel better. Those settings make it easy to let slip the identity of one of our

patients or betray what a patient has told us in confidence.
Some patients may be in the news or tell us fascinating information. The

urge to tell others that we know them can be powerful. Many of us may know
through the grapevine who is in treatment with whom and even what led them
o seek therapy. As interesting as this kind of insider trading of confidences
may be, it is also unethical and fails to respect the dignity of the patient and the

legal rights that belong to the patient.

CASE NOTES AND PATIENT FILES

met"ciing client’s personal information extends beyond verbal sharing—1t
also mclut!cs documented, written, and virtual notes/zmd files. Have you evef
3(‘:('11 a patient’s .churt, either printed out or on a computer screett, tlmti_vou
l\‘:i\rz ll:(::)ll)l:::i(:]nﬁ:i]:: ::'0“ is “k‘—'l)' that at least sol.n.e—— ifn(.)t most—of You
other confidential infur “?L'C“m(vl (IOCllll'l(.“lllS Com.m“_"}g patient n;‘ :
culty meeting their ,‘l“‘l“.m.l',somc clinics and individuals may Il:l\] qtial
During a visit to a )1-(.35'])(-)”5").]'.')/ l()‘ keep confidential K‘C()rd% C(mh(.tiflhc
authors noticed wll.“s. Ig,l(l)l"_“" university-affiliated teaching hospital, on¢ (‘]“h
clinic’s patient ;‘ll'ul: “,,'l king down a public hallway, that the menta "‘l‘“‘”—
tended. The n;mu" .[ i Sll.'l('kc(l along the walls. The hallway Mi\llu/
oranyone else — S.” e Patients were clearly visible, and had 'l“'_"“l ) o
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text witnessed a provider talking about their previous patient’s diagnosis with
their staff before turning their attention to the patient waiting (see ;ll%() C‘In ter
24: Therapists in a Virtual World). What message is this gi‘vin to \fhe ; tl :
about the clinician’s trustworthiness? S P

PHONES, FAXES, AND MESSAGES

Some of this book’s readers may have visited clinics in which phone messages
mentioning a patient’s name, telephone number, and reason for calline w"cre
left out where they could be seen by those who should not see it. Sombe may
have visited a colleague’s office just as a fax about a patient was coming in or
the computer was printing out a bill or other document, and ... well, just
could not help seeing who it was from and what it was about. Some readers
may have overheard a therapist take a phone call from a patient and heard
both sides of the conversation (and may have been surprised to recognize the
patient’s voice).

Answering machines and voice mails with speaker phones create special
pitfalls for confidentiality. It is tempting, if our time for lunch is limited, to
play back accumulated messages—some from patients—while a friend is
waiting to accompany us to the nearest restaurant. If our answering machine
is at home, we need to make sure that our family, friends, and others do not
overhear messages as they are recorded or played back. Again, the Golden
Rule can provide a useful guide to anticipating potential problems and recog-
nizing the need to remain constantly mindful, aware, and alert.

HOME OFFICE

As discussed in prior editions of this book and in How to Survive and Thrive as
a Therapist (Vasquez, 2005), home offices pose special challenges to confiden-
tiality and privacy. Is it likely that patients—some of whom may not want
anyone else to know that they are in psychotherapy—will encounter family
members or friends when arriving, waiting for the appointment, or leaving?
Any chance that kids will interrupt therapy sessions? Will files, appointment
books, message slips, and other documents stay out of sight when family mem-
bers enter the office? Will family members be able to overhear phone, Zoom,
FaceTime, Skype, or other video conferencing sessions with patients? Is confi-
dential information about patients stored on a computer that other family
members use? If so, how is it secured against accidental discovery? Is the tele-
phone answering machine that receives calls from or about patients shared
with other family members? If so, how can those calls be protected against
accidental playback for other family members? Are answering machine mes-
sages from or about clients ever played back in the presence of family
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POST-DEATH CONFIDENTIALITY

Our responsibility to be trustw_orthy'reqnires us to discuss with paticnts fhe
of confidentiality after the patlelvlt dies. We may not want to think about degy,
and dying, butas therapists it is important for us to do 50. Po§t-deatl1 confidep,
tiality is important and in particular vx‘/h-ef] we are 'worl‘ung with clients wh, .
terminally ill. Generally, the responsibility to mamta.m confidentially extends
beyond the client’s death. Werth et al. (ZOQZ) provide a useful clarificatioy
statement for us to explain to clients and include in our informe —_—
form. The following exemplar provides a model we can adapt to help cla
the place of confidentiality on what they call “confidentiality beyond the

grave:”

You need to know before you disclose anything to me that, following your
death, the executor of your estate may be legally able to obtain information
and materials accumulated in the course of this psychotherapy. You and |
need to discuss how you would like to proceed regarding highly sensitive
material. In addition, you may want to consult with an attorney to request
that these materials continue to be confidential following your death (p. 215;
see also Chapter 18).

COMMUNICATIONS IN GROUP OR FAMILY THERAPY

When therapy includes more than one individual, as in group and family
therapy, patients have a right to know in advance, as part of the inforn_ned cotr
sent process, any limitations of privacy, confidentiality, or privilege aftecttl‘d.l’,\
the presence of more than one patient. For example, if a clinician i provl(lmg
Lnnib’ therapy, will they keep confidential from other family l"Acmb-ﬂi
information conveyed in a telephone call from a minor son that he 1s uﬂ‘“i
drugs, from a minor daughter that she is pregnant, from the father tl_mt h: l:
€NgAgIng in an extramarital affair and plans to leave his parmcr,.or hl'omit :
mother that she |as secretly withdrawn the family's savings and is w05

T e
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mm]h}?? \.\rhiﬂ (.].ocs a ps‘s_\'(‘holhcr;q)isl need to tell prospective patients about

how “secrets will be handled so that the clients’ consent can be informed
(:\glcq;g Mark & Schuman, 2020; Marks et al., 2019; Turliue & (

PS'\AChOlh?mP'\' I,I]‘-Ol\rmg more than one patient emphasizes trust, a major
theme of this book (see Chapter 5: Trust, Power, Caring, and Healing). Tl
therapist and members of a therapy group may asstynne tha(t ei;“m::
?n\'OI\'ed is trustworthy. Bl‘t what if that is Wrong? What if a group mellnber
{s a newspaper or maga'zme reporter gathermg information for an exposé of
what the reporter cons-lders b(?‘gus therapy groups, or of the therapist, or of
what the reporter 'con&ders a culture of dependency”? Or what if a group
member later decides to w.rlte a memoir to be published in a magazine or
book about what the experience of group therapy was like? Or what if some
of the group members simply pass along what they learn about other group
members to their family and friends and that information ripples outward to
those who recognize and know members of the group? What if group mem-
bers run into each other at a social gathering or a public setting and one of
them discloses that they both are/were in therapy together? Group and
family therapists must struggle with these issues in a way that respects the
patients’ legitimate rights to privacy, confidentiality, and privilege and their
right to know the limits—both legal and practical —of their privacy, confi-
dentiality, and privilege. :

Therapy involving more than one person also presents challenges to docu-
mentation. If, for example, the therapist keeps one set of therapy records for
“the family” or “the group,” what happens if one member of the family or
group requests or subpoenas a copy of those records? How can a therapy record
that mentions more than one patient by name be tumed over without the
informed consent or legal waiver of each patient? One approach that some
therapists use is to keep a separate chart for each patient in a family or group.

sandel,

WRITTEN CONSENT

A common problem is failing to obtain written informed consent to release
confidential information. As discussed in Chapter 16: Informed Consent and

Informed Refusal, both the APA Ethics Code and the CPA Ethics Code

address documenting a patient’s consent with either a signed consent form or

anote in the record about obtaining consent orally. all )
Obtaining written consent can help promote clarity of coml'lmmczmon
between lllcr;lpist and patient in situations when misunderstandings can l-mc
disastrous. Both need to understand exactly what information lllc'llwlmpxsl
will release. Is the therapist free to discuss any aspect of the cllicnl s lus'tor,\‘,
situation, and treatment? Is the therapist authorized to provide a written

e —
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Patients m e Com.

MANAGED CARE AND OTHER ORGANIZATIONS

How widely do your therapy reports circulate within managed care a5 other
organizations? Many patients feel l?etrayed when.records of their psycho.
therapy sessions become part of their general medical or health recorq ing
health maintenance organization (HMO), employee assistance progran,
(EAP), or other organization find their way into other hands. One womap s
shocked to find her treatment mentioned on the employee relations bulleti,
board where she worked. Management and the union, eager to cut both sick
Jeave and the costs for their health-care plan, had decided to post all utiliz-
tions of the health-care plan by employees. Under the terms of the contract
that had been negotiated by labor and management, the date and reason for
each utilization was provided by the health-care organization to officials for
both union and management.

From the creation of the first managed care organizations, challenges to
confidentiality have grown:

Managed care companies generally ask for much more information than
third parties have traditionally requested from clinicians. The ethical expl-
nations given for such requests generally have fallen into two categories. One
is based on the known history of some clinicians to distort information on
fgrms ... Then managed care companies began to discover that some o
cians charged for sessions not provided or approved. A more general !
aD‘l)licu])le o all clinicians is to make sure that the intended treatment meets
(T|”|(-:|r-m of medical necessity as designated in the third-party bcneﬁ‘: fl“
dddition to treatment pl; el
copies of any note el e
charts in hospitals,
try to verify inform

anaged care companies will often .
s kept on patients; they sometimes do onssite revie
and on occasion they even talk directly to the patient t0
ation (Moffic, 1997, p. 97).
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social work, veterinary medicine, audiology, occupational therapy [

therapy and speech and language pathology) adopted Ftlllicﬂm(;]p'y], FI‘YS'C”I
Professional Care and Services in a Managed Care JEnvi(r nent (19 er
Confidentiality is one of five guidelines listed as a primary cm?cmnel:/{/l( 'll()%)'
National Aca(.iemies of Practice acknowledges that uti]izatio:n'l'nd ” e':!]e
assurance Teviews are appropriate functions in a healthcare s‘ e
emphasize the importance of safeguards to protect the priv
ality of patient data and the practitioner’s clinical material

ystem, they
acy and confidenti-
s. They state,

The rationale for this position is founded on the patient’s autonomous right
to control sensitive personal information. It is further based upon an histgor-
ical recognition in the oath of Hippocrates and corroborated throughout the
centuries, of the enduring value of preserving confidentiality in order to
enhance mutual trust and respect in the patient-provider relationship (p. 5)

Anne Slowther and Irwin Kleinman (Slowther & Kleinman, 2008) wrote:

The increasing capacity to generate and disseminate information in health
care, together with the increasing complexity of healthcare provision, has
implications for our understanding of the nature and limits of confidentiality.
Development of multidisciplinary healthcare teams raises questions of how
much information can be shared within the team, and who is recognized as
a team member for this purpose (p. 43).

Healthcare organizations may not always monitor who attends case confer-
ences, and discussions of a patient’s condition may be overheard by an inap-
propriate audience.

Similarly, Anne Ward (2010) discusses “how difficult it can be for teams to
keep the psychotherapeutic aspects of confidentiality in mind and how, in the
current electronic age, fears can arise that patient records may be circulated
more widely than is appropriate” (p. 113).

Electronic medical records (EMRs) post difficult challenges to confidenti-
ality, In “Electronic Medical Records: Confidentiality Issues in the Time of

HIPAA,” Margaret Richards (2009) wrote:

For a psychologist in a major academic or medical institution, the EMR pro-

vides unique ethical conflicts of which the psychologist may l"-’_ ungwate. By
documenting within the EMR, the psychologist is potenliall'\: m.formmg ;Tll
members of that patient’s medical team that this patient IS.Ill.\'OI\'C(l in
psychological care. While most informed consents discuss _lhe lumls. of(‘fm-
fidentiality, patients may not always realize the information that is l)cm.g
shared and with whom. At a minimum, the psychologist using an EMR is
providing information regarding the patient’s participation n therapy, dates



256 CONFIDENTIALITY

of appointments, types of services offered, and diagnoses. even if
of the session is not revealed. Typically, this is the same i'nfﬁ:.l 4”?(‘ Contep;
being prm.ido(] to insurance companies as a natural part of the I)Iil]';.h(”' that i
since the advent of HIPAA (Freeny (2007). Yet, this may not be i”f‘ﬂ Proces
that a client wants his primary care physician to h;{vc (p 55!-(”“['”]””
Chapter 24: Therapists in a Virtual World). © 777 see alsg

Who participates in treatment planning, implementation, and rey;
be a challenging issue in small towns. In one instance, the chief lk\"l?; can
administrator proposed a periodic case review of current patients 'O(LLK,M
ducted by staff psychologists. In this town of fewer than 10,000 peop]e(?]w
psychologists would have known many of the patients in a variety ofsocial‘.”:i
business roles. The patients had not given informed consent for this re\i'e\\(
This confidentiality issue is not easily addressed. One solution would be for
the administrator to agree to hire a psychologist from another community who
did not know the population served by the hospital to visit the hospital oncea
month to review the cases and make sure that patients understood the review

])I’OCCSS.

DISCLOSING CONFIDENTIAL INFORMATION FOR
MANDATED REPORTS ONLY TO THE EXTENT
REQUIRED BY LAW

Fvolving legislation and case law
information to reveal in making legally mandated reports. For exa
chologist was contacted by a mother who wished to arrange appot e
her daughter and her daughter’s stepfather to see the therapist regarding ldt‘:
gations that the stepfather engaged in sexual intimacies with llis:l\‘lcl’d"“;g ]”:l'
The psychologist agreed to meet with him and immediately filed a for

in each jurisdiction define the limits of
r example, a ps¥”
tments for

report of suspected child abuse. - e omation
The next day, a deputy sheriff contacted the psychologis

The psychologist provided information about his meeting W
. | The deputy ¢

He would meet with the stepfather later in the day. [he deput! s
ion with the stepfather
hat the psyeh?
|m|0&

and asked for information concerning the sess
reading from the Child Abuse Reporting Law, cmphusixcr(l t o
gist was obligated 1o supply additional information, which the P!
reluctantly provided.

The stepfather claimed in court that the |)S_\'C|l“|“gi‘*l’.
,i','i““l formal report, should not have disclosed any additi
I'he Supreme Court of California agreed with the stcpfulhcri

o omakiis
;l“* r i % li\’”'

onal 1M
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chologist Was undf—:r’no slntul']ory obligation t.O make a second report
ing the same ach\."ll)' V\? have TC.COgIHZC(I.the contemporary
he I’S)Chi"mic [sic] profesm'on, fmd its POtfllflzll for the relief of
] disturbances and of the mex"ltable tensions produced in our
Jlex society ... That value is bottomed on a confidential rela-
the doctor can be of assistance only if the patient may freely

The P
concer
qalue of l

hotherapists who disclose conﬁdent‘ial information even in court set-
Psyvc be subject to lawsuits by the client. California, for example, has
tion protecting individuals from lawsuits for any statements
Bt s part of court proceedings. Nevertheles‘s, a d?strict court of appeals
]:1]6 4 that a psychologist “can be sued for disclosing privileged information in
i proceeding when it violates the patient’s constitutional right of privacy”

(Chiang, 1986, p- 1)-

tings M4y
seneral 15g1513

pUBLISHING CASE STUDIES

publishing case studies or other confidential information about patients
requires exceptional care. Merely changing the patient’s name and a few other
details may not be enough. Pope et al. (1978) discussed a case in New York in
which a therapist was successfully sued for publishing a book in which he
described his treatment of a patient. The patient asserted that the therapist had
not obtained her consent to write about her treatment and had not adequately
disguised the presentation of her history.

APA’s Casebook on Ethical Principles of Psychologists (Board of Professional
Afairs, Committee of Professional Standards 1988) presents a situation in
which a psychologist wished to write a book about an assessment:

Psychologist G conducted a professional evaluation of the accused mur-
derer in a sensational and well-publicized case in which six teenage gitls,
who "f“liSlled over a period of 18 months, were later found stabbed to
de,a”‘ inan abandoned waterfront area of the city. The lurid nature of the
‘C’?i:]:gslf;;::?:ted nationwide pub]icity, w]?ich onl.y .incre.nscd as allegatigns
A ordz \t\ere pressed against the.cnty z?dmlms.tr;ltlon‘ and the poh?e
B o cher-rlli)].cc,)mt'md a psychological (ll'dgl.]OSl.lC proﬁle, Ps,\'cholvogl;lst
Metric tegt [ie d)f with th‘e a'ccqsed,.Conductu?g interviews ;m»d psy;: ;o~
decuse Si;\- l,loll)rebéllte(l his flll(!lllgs in court \\'l‘lh the full consent ('). the

' iths later, following the sentencing of the now convicted
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«ehologist G determined Hmt.he woul(! like to wrije ;

| murderer and the psychology ].)Chmd the crimes, whicl he ang;

about the be a lucrative undertaking. Psychologist G wope | ttic.
itee to inquire whether it would be ethical for hiy, 1, d}qr::
The convicted murderer had refus.e(l pcnn!ssmn to publish in g
results of the PS."ChOlOgiC“] evaluation, d?spltc HKT fact that the informatiq,
was now considered part of HIC. ].)ubl'lC’ do!na‘m because it hyq Bk
admitted in court as evidence: Opinion: The Ethics Committee respondeq
to Psychologist G that to write the proposed .I)ook would be 3 legal by
unclﬂical undertaking. The fact that.nmt?rml h.as entered the public
domain or that there may have l)e.en 2}!) implied wlalv'er of consent does not
free the psychologist from the obligation under Pnn‘mpl'e 5.b of the Ethicy
Principles to obtain prior consent before presenting in a public forum
personal information acquired through the course of professional wor|. In
this case, the ethics code sets a higher standard than the law would require.
Psychologist G thanked the Committee for its advice and dropped the iqe

of writing the book (p. 72).

D,
murdcr(‘f. I \ }"Jﬂl'

ipated would

Ethics Commi
4 hook the

DISTRACTION

Major problems related to violations of confidentiality may happen whey
we are too busy or not paying attention because we are multitasking or tr-
ing to get things done quickly. Momentary distractions can cause lasting
problems. No matter how senior our status, how extensive our training, or
how naturally skilled any of us may be, none of us is perfect. All of us have
moments when we are tired, overwhelmed, rushing, or careless. James F
Masterson, a prominent therapist who wrote extensively about borderline
personality disorders, showed courage in writing about an instance in which
he betrayed a patient’s confidence because of something that had happened
in his own life:

One morning I was late and dented my car as [ parked in the office garage.
Abitfrazzled from the experience, I rushed into my office and admitted my
first patient who asked me how another patient of mine was doing, calling
her by name. I was startled because their appointments were at very differ
enttimes. I wondered if they had met socially, or if he was dating het Then
I'realized what had happened. Worried about my dented fender, | had inad-
vertently picked her file out of the drawer instead of his, and he had read h_t‘f
name on the folder. My distraction represented a counter-hm]sfercntlm‘
failure to pay proper attention to my patient. | ilpologize(l for taking out the

f bt : . N T SRuUl
“'r(m;) chart and told him 1 was distracted by the accident (Masters
I 189, p. 2())_ F

A
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ON LEGAL RESPONSIBILITIES TO

NG
fgg:{fs',oN OF ETHICAL RESPONSIBILITiEs
s

ical commitment ‘to.[?r.otecting clients’ private information o0es
our legal rcspol]?l]).l]lhes to do so. Unfortunately, as nolcj ln‘
rer (2008), confidentiality “'O_rl"ShOPS often focuys ontl;m's and risk
l-n,hl‘:";nm]t while spending relatively little time on oy ethical res s

m;mﬂ?: Fisher describes how HIPAA brought forth the growth of ;]l;ton_
ghilities: compliance training that further overshadowed eth'OC:

4 HIPAA- _
fidentiality. Fisher wrote:
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I,L-\oﬂd

ney le

. . o incon
aming 1 €

such legally based training‘creates several ethical problems for psychologists.
first, it fosters the impression that attorneys— not clinicians—have hecome
the only “real” experts abopt 'this aspect of practice. Second. jt creates a legal
language about confidentiality that threatens to usurp psychologists’ own
Jlinical or ethical language about it: Laws take center stage, when what is
qeeded is a language for placing them into ethical context. Third, it exacer-
bates the figure-ground confusion (by substituting legal rules for ethical rules)
and often takes a risk-management perspective that raises anxiety: It encour-
ages psychologists to focus on obeying laws in order to avoid risks to them-
selves, when what they need is a clearer focus on their ethical obligations and
the potential risks to clients. Finally, the legal emphasis obscures an important
factabout risk management: Understanding and following the relevant ethical
principles is an essential ingredient in avoiding a malpractice suit ..... ( p. 6).

SCENARIOS FOR DISCUSSION

Asa new client speaks to you via FaceTime, they describe their
ntense despair and anger at having had a fever when they were
tested before being allowed to enter their workplace. Referred
fora more extensive testing, they were diagnosed with the novel
coronavirus (COVID-19) two days ago, told to stay home and
self-isolate, and not to return to work until cleared by the
physician. This means being unable to eam income while sick.
Boiling over with rage, they've been going maskless while riding
I’}'SSCS and subways, trying to infect as many people as possible.
:0””‘““” what you say, tlile)f refuse to stop exprcssing their rage
1his way,

L ]
How do you feel?
in your jurisdiction, do you have any legal obligation to
reach confidentiality in order to report or protect?
Doyou h""’filll\'clhic;llol)]igulionlol)rc:lchmnhdcnlmhty
(continued)

i :
norder to report or protect?
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(con!inued)

¢ What are your oplions?
e What do you think you would do?

ave been working for two years with a patient wh Fias
le problems and has disclosed extremely  sengitjy
information to you. The i1.1suran'ce company sends you 3 letter
requesting the entire file, mcludm.g all of your chart notes 4,
all raw data from the psychological assessment, in order t,
Jetermine whether further therapy is warranted and, if so, iy,
what form. When you call the insurance company to discuss the
matter, the head of claims review (not a mental healt,
professional and whose previous job was quality control office;
in a paper clip company) tells you that they must have all these
materials within five business days or else therapy will be
discontinued.

You h
multip

o How do you feel?

o What options do you consider?

o Ifthe patient refuses to provide consent for you to send the
materials, even though it means there are no longer
resources to pay for the therapy, and decides to terminate
therapy rather than allow the information to go to third
parties, what do you do?

You have been working with a 14 year-old patient for several
months. During one session, the patient suddenly discloses
having sex with a parent for the past four years. The patient,
who has been chronically depressed, threatens, “If you tell
anyone about this, I will find a way to kill myself.” You believe
that this is not an idle threat.

* How do you feel?

¢ Under what circumstances, if any, do you believe you
might disclose information about the client’s claim of
having been sexually involved with a parent to any of the
following:  (a) child protective  services Of other
governmental agency authorized to receive reports of
suspected child abuse; (b) your clinical supervisor; (c)any

family member; or (d) anyone else? Ll
‘ > (contmue
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(continued)

« What objectives or priorities wouylq sk
interventions? shape yoyr

o To what extent, if at all, would your own, potenti
A , ‘ e
liability affect your emotional responses to y; et
and your course of action? s situation

al legal

You are working with a patient who engages in unprotected
with a variety of partners. Two months ago, the client bec sex
infected with HIV. Recent sessions have focused on Cﬂ'mé
topics, one of which is the patient’s decision not to begin ‘::S::W
protection during sex and not to disclose the HIV status to m]]gr
partners. The client shows no likelihood of changin " thi)s
decision.

¢ How do you feel?

o Does the patient’s decision affect your ability to empathize
in any way?

e Under what conditions, if any, would you act against the
patient’s wishes and communicate information about the
client’s HIV status and sexual activity to third parties?
What information would you disclose, to whom would
you disclose it, and what are the likely or possible
outcomes?

You work for an employee assistance program, spending 4 hours
a day, three days a week, providing outpatient therapy at its
facility. Four other clinicians provide therapy in the same office.
According to program policy, all patient charts of all clinicians
using that room must remain locked in a single filing cabinet in
the comer of the room. Each clinician has a key to the filing
cabinet. You become aware that several of your patients have
social relationships with the other therapists. You are also aware
that their charts contain extremely sensitive information about
them. You also notice the names of two of your friends on the
charts of the other clinicians. The employee assistance prograim
tefuses to change this policy.

* How do you feel?
° : 1 ‘
What courses of action do you consider?

(continued)
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(continued) :
the clients entitled to know about this arrangemeny g

at point should they be made aware of it?
the client in such a situation, do you beljeye
1d be entitled to know about this arrangemenp

e Are
50, at wh
e If you were
that you wou

You have reached a therapeutic impasse with a patient. For
weeks, therapy has seemed stalled, but you have not understood
why. During the past few supervision sessions, you discovered
that this client has stirred up some intense emotions in you.
You've mentioned to your supervisor some painful events in
vour own history about which you have felt ashamed and
Jconfused. You have yet to discuss these events with anyone else,
even your own therapist. One afternoon you head to the staff
lounge but pause just before entering the room. Through the
door, you hear your supervisor talking with others about the
painful events you had discussed in supervision.

e How do you feel?

o Which of the following do you think you'd do and why: (a)
leave immediately, hoping no one saw you; (b) linger at
the door, hoping to hear more; (c) enter the room,
pretending that you hadn’t heard anything; (d) enter the
room and indicate that you had heard what they had said;
or (e) something else?

* Under what circumstances, if any, do you believe that

clinical supervisors should discuss what their supervisees

tell them? In your experience, have these boundaries of
confidentiality been explicit and well understood by
supervisees and supervisors? In your experience, have
supervisors respecled these boundaries? )

Have the clinical supervisors you have known or known of

kept moles or otherwise documented the supervision

sessions? What ethical, legal, or other considerations affect
the privacy and confidentiality of supervision notes (for
example, are they legally privileged communications)?




