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Typical indirect-support departments (or ancillary services) found in general hospitals
include:

* Health information management (medical records)

* Information technology (IT)

* Clinical {or biomedical) engincering

* Facilities management (maintenance/operations)

« Administration

* Food and nutrition services

* Security

* Material management

Private Practices Physicians are professionals who diagnose, prescribe, and treat discase
and injury. When doing this, they are said to be medical practitioners or practicing medi
cine. Medical practitioners are usually licensed by a governing body to practice medicine
without supervision from others, which categorizes them as professionals.

it s mportant to distngush between the tem medcal pracioner
and medal provder. Pracioners pracice medine wibout drect
supenvsion. Medial o health providerscoer  boader ross secon of
supervsed professonals. For exanple, regstered nuses are medcal
providers bt ae aways supervised. Nure pracitoners 3 provide
nursing e but are unsupensec

The way in which physicians organize themselves in order to provide care generally fall
into three categories: private practice, group/partnership, or system.

In private practice, a single physician provides care to individual patients. This can be in a
private office, a clinic, or other setting. Essentiall, it is a business-like transaction between
the single doctor and a single patient.

A physician can also work with a group of other physicians, thereby reducing overhead for
staff and facilcies. The physician may or may not be in private practice in the group setting
If the group is physician owned, then it can still be considered private. However, if the
group is very large, like 2 non-physician-owned healthcare system, then the practice is no
Tonger private.

‘The trend today is for younger physicians to join large healthcare systems instead of going
into private practice. In fact, in 2002, approximately 20 percent of hospitals owned medica
practices. However, by 2008, that percentage had more than doubled. The reasons are
numerous, but one reason s the challenges that small practices face in negotiating with
third-party payer systems (health insurance) for service reimbursement.

Nursing Homes (Convalescent Hospitals) Some patients have long-term disease
or disability or require a long time period for recovery. Nursing homes are equipped for
these patients with these needs.

Nursing homes are similar to hospitals as they mainly address the needs of inpatients. However,
unlike hospitas,they typically do not have acute care functions like emergency, intensive care,
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Nursing homes meet the neads of patients with chronic isease of long recovery periods

obstetrics, and surgery. Moreover, there are usually fewer if any direct support functions like
radiology, pharmacy, pathology, and laboratory as these services are sourced from extemal
providers on an as-needed basis.

To be reimbursed by Medicare, a nursing home must meet Medicare’s criteria for designa-
tion as a Skilled Nursing Facility (SNF), which consists primarily of having the appropriate
skilled mursing staff. Examples include registered, licensed practical and vocational nurses;
physical andlor occupational therapists; and audiologists, among others.

Iong-term care in a nursing home. Medicare will nly pay for neces-
sary siled care for up o100 deys. Stays beyond 100 days are the
responsioiity of the patient. For speifc information on ths, see

o medicare govlongtermcareistaticihome asp.

must also meet Medicaid's criteria for designation as a Nursing Facility (NF)
in order to be reimbursed by Medicaid for patient expenses. However, patient criteria
are more stringent as some patients may need care for multiple years. For example,
patients must:

S s o requent miconcepon that Medicare wil pay for 8 patens
%

« Have a need for skilled nursing care

* Have income below a defined level

* Have assets below a defined level

« e a citizen of the United States (by birth or naturalization)

« e a resident of the state in which the nursing home is located

Typically, a caseworker from the state will coordinate communication becween the paient,
Medicaid. and the nursing home.
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Assisted Living Facility An assisted living faclity (ALF) also provides for overnight
stays. However, instead of addresing the needs of people with discase or injury, ALFs
are primarily designed for elderly people or others who need some degree of assistance
with. activities of daily living (ADL). Thus, ALFs do not have patients, but residents.
Also, ALFs typically do not have skilled nursing care scaff but use trained professionals
who supervise their residents’ ADLS, including medication supervision, bathing, dressing,
and so on.

Medicare and Medicaid do not reimburse ALFs. Therefore, ALF expense is the responsibility
of the resident.

Home Health Care In some cases, patients may be able t receive home health care.
Rather than have the patient come to a hospital, clinic, or physician’s office, home health
professionals go to the patient

For example, in treatment of some discase or injury it may be necessary to have bandages
changed on a routine basis, do certain types of physical therapy (PT), or maintain a regimen
of intravenous (IV) fluids. Rather than have the patient come 10 a hospital, clinic, or
physician’s office, home health professionals go to the patient.

Home health care may be staffed by both nonmedical and skilled nursing professionals,
depending on the need. Some patients may only need help bathing, dressing, o preparing
meals and not require skilled care. Conversely, patients needing IV management or PT will
need skilled care. If so, the skilled care provided will be certified by a physician.

Medicare and Medicaid will reimburse certain home health care costs, depending on
eligibiliy crieria and type of llaess or injury.

Hospice The term hospice refers to the care of terminally ill patients cither at home or in
dedicated facilties. These patients usually require paliative care, which means the relicf and
prevention of suffering. Although there are dedicated centers that specialize in caring for the
terminally ill, hospice care i often given in-home, much like home health care.

Hospice care can include treating all aspects of the terminally ill such as the following:
o Skilled care for the patient on a 24-hour, seven-day-per-week basis
« Pharmaceuticals necessary to provide patient comfort
* Necessary medical equipment like hospital beds, oxygen generators, and IV equipment

Generally, Medicare and Medicaid will reimburse most hospice costs, depending on ligibility
crieria.

Surgical Centers and ASCs In some cases, surgical procedures can be accomplished
without the patient needing an overnight stay. This is known as outpatient surgery or
same-day surgery. Although these surgical procedures are frequently done in hospital outpa-
tient surgical centers, there are also healthcare facilites known as ambulatory surgical
centers (ASC) that specialize i this type of surgery (the word ambulatory refers to walking,
so ambulatory surgery refers to surgery on patients who are able to walk—or be
wheeled—away).

Frequently, the surgical procedures performed by ASCs are less complex than those
performed on an inpatient basis. Examples may include:
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« Minor surgeries—These include surgeries to treat bone spurs, bugling or herniated
discs, or partial vertebrac removal

« Pain management—These include insertion, removal, or management of
neurostimulators used for pain control.

« Diagnostics procedures—These include laparoscopics, which use a small scope to
examine internal organs such as the liver or reproductive org

In many cases, ASCs are totally or partially owned by the physicians who perform the
procedures.

Methods of Operation
Heakthcare organizarions have diferent methods of operation based on their different oper-
ational characteristics. A method of operation can be defined as the customs or practices
normally uscd to achicve the common goal of the organization. Three specific operational
characteristics used 1o differentiate healthcare organizations include the scope of work,
availabilty of resources, and formaliy of procedur

Differences in Scope of Work The scope of work (the tasks involved in accomplish-
ing a goal or objective) is very dissimilar in different healthcare organizations. For example,
general hospitals usually have the broadest scope in that they try to save lfe, reduce suffer-
ing and pain, and climinate discase of any patient presented for treatment. Comparatively, a
nursing home is only cquipped to treat patients with chronic disease or disability, or for
paients who require a long period for recov as an example, patients experiencing
acute chest pain would not be well served at a nursing home. Table 2-2 summarizes the var-
ous levels of scope for cach identified healtheare organization.

General hospital

Contagous desse howtal  Contagiousdsase oy npatent

Nursing home Chronic disease or disability Inpatient

Paciatic hospital Mental diorders only npatientioutpatint
Orthopedic hospital Musculoskeletal disorders only. Inpatientioutpatient
Pediatic hopital Any dicrde, bt ol for chidren npatientoutpatient
Private practice Any non-life-threatening disorder Outpatient

Asisted lving foity Aistancewith activites o day lving oy npatient

Home hsith are Assistance withcatain treatments Oupatent

Hospice Assistance with terminal disease or injury Inpatientioutpatient
‘Surgical center Less complex surgeries. Outpatient

Table 2-2 Scope of work for identified healthcare organizations
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In some cases the size of the organization may make a difference in the scope of the work.
For example, a small rural hospital will have a more narrow scope than a large general hos-
pital. Likewise, a small home health organization may offer fewer services than a large home

healthcare
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‘There are many types of healtheare resources
[RIER A

bility of Resources Resources are the means by which organizations achieve
their collective goals. Frequendy, these are divided into four types: financial, human, physi-
cal, and information.

o Financial resources refer 10 the economic or monetary resources needed for the
organization to function. This is a major area of concer in most every
healthcare organization because the way financial resources are developed i very
different from other industries. As opposed to being paid for service by the person
receiving the service, healtheare organizations are frequently paid by hird-party payers
like insurance companies or the government. As a result, the healthcare organization may
not receive the billed amount and may even lose money on the service.

« Human resources refet to people. As in many industries, there can be a wide range of
human resource needs in a healthcare organization. For example, hospitals staff a
variety of positions, from low skilled to very high skilled. However, at other
healtheare organizations, the breadth of staffing may be less significant. As an
example, a nursing home may be operated with registered nurses, but usually does not
have physicians on staff,

© Physical resources are the places and equipment nceded to achieve the common goal in
healthcare organizations. Large general hospitals may have numerous physical resources.
Conversely, home health care organizations usually have few physical resources s their
work is mainly accomplished in the patient's home.
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« Information is also an organizational resource. Having the right information in the
right place at the right time is very important to most healthcare organizations. In
some cases, it can be the difference between lfe and death

Table 2-3 summarizes financial resource availability for identified healtheare organi

cions.

General hospital Numerous peyers,gifs endowments
Contagious disease hospital Medium Fewr payers than general hospitls

Nuring home tow Largely Governmert prospective payment sstem
Poychiatric hospial Medum Fewer payers than general hospials
Orthopedic hospital Mediur Fewer payers than general hospials

Pedistric hospital High Numerous payers, ifts, endowments

Prvate practice Low Comparatively ow overhead, low cost

Acisted ing facity oW Largly private pay

Home heatt care Low Comparatively low overhead, low cost

Hospice Low Supported by government o gt

Surgcl center Medum Numerous payers,lower overhead than hospitals

Table 2-3  Availabilty of financial resources for identiied healthcare organizations

In many cases, if financial resources are readily available, other resources like human
and physical resources are more casily acquired. Thus, knowing how the healthare
organization is compensated for service is foundational to understanding. general
resource availability.

Formality of Procedures Formalicy refers to a sct of established behaviors. Thus, with
reference to healtheare orgas s, formality of procedure refers to the set of established
behaviors for collectively achieving the organization’s goal. In this context, high formality
means there is ltle deviation from set procedures. Low formality means higher deviation
from set procedures.

Typically, formality increases when risk to the patient increases. For example, when
a patient enters a hospital emergency room with heart attack symptoms, they are treated in
a very programmatic way, using a predetermined set of protocols. This is because the risk
t a patient’s life for deviating from the set of established behaviors is great.

Table 24 identifies and summarizes the formali
organizations.

of procedures for identified healthcare
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Table 24 Formality of procedures for identified heaithcare organizations

Erequenty, acute care organizations also happen o be high-formaliy organizations. This is
because many acute disorders are life threatening.

Codes of Conduct

25 Given a scenaio, execute dally actties following a code of conduct.

A code of conduct refers to rules for behavior to which a group of people adhere. In the case
of healtheare organizations, the groups are organizations of healtheare professionals. Codes of
conduct are similar to formality of procedure, in that both spell out rules for behavior.
However, formal procedures tend to be more rigid and are governed by strict rules. Codes of
conduct are governed by a consensus of professionals.

Many healtheare organizations have specific written codes of conduct. However, codes of con-
duct are often similar for the same type of organization or organizational function. For example,
the written code of conduct for one hospital is likely o be very similar to the code of conduct for
another hospital. Similarly, the code of conduct for nurses wil probably be very similar to the
code of conduct for radiology technicians.

Codes of conduct frequently address numerous behaviors, but in healthcare organiza-
tions the core issues include communication, procedural behavior, social behavior, and
sanitation.
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For an example of a code of conduct, see the code of conduct for the

Johns. Hopkins Hospial at hitp:/dcs jhm educvo/CodeofConduct pd
requies Adobe Acrobat Reader)

Communication

Codes of conduct often specify how and what healthcare professionals should communicate.

Because of the general nature of healthcare, and because it is very personal to the end user
(che patient), communication s very important, not only in the sense of accuracy, but also
in the sense of professionalism. The question becomes: What is professional communication?

There are two major aspects to the definition of professional communication (the use of written,
aural,or other information exchange methods). The first i the style of communication, or how it is
said.In a high-formalicy healthcare organization or seting, it i important to use a formal commu-
nication styl. This means avoiding the use of contractions (like o' or isw'), sang, vulgarities, or
other specch practices that may interfere with the delivery of the message. When a patient’s lf i in
the balance,the healtheare team must be able to communicate fficiently and effectivly.

“The second aspect applies to the content of the communication, or what is said. This means
only talking abou opics that have bearing on the situation at hand, especially in the presence
of patient. It is considered highly inappropriate o talk about outside activities, relationships,
or other staff members in front of patients.

Adapting Procedural Behavior

Even in healthcare organizations where the formality of procedure is low, staff members always
have to consider the seting in order to know the correct procedural behavior, which is the level
of procedural formalicy based on the type of treatment or diagnostics being administered. As an
example, each setting within a hospital has its own procedures based on its organizational
function. Seaff should be familar with cach seting so they can exhibit the proper procedural
behavior when in that particular environment. The following list summarizes typical examples:

« Inaging room—Imaging rooms can be intimidating to patients because they are
rooms used for diagnostics and contain large, unfamiliar machines used for x-ray,
ultrasound, or other electronic technology-based procedures. In these surroundings,
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patients may be in pain, uncomfortable, unconscious, and in various states of being
disrobed. Therefore, procedures and communications in these situations are very
formal and professional.

« Procedure room—In some cases patients require minor procedures that require
privacy or specialized equipment that may not be widely available. Procedure rooms
are settings wherein paients who require minor procedures and privacy or specialized
cquipment may be treaed. In these settings, patients may also be in pain,
uncomfortable, unconscious, and in various states of being disrobed. As a result,
procedures and communications in these situations are very formal and professional.

 Recovery room—Post surgical patients are moved to recovery rooms directly afer surgery
until ancsthesia wears off and their vieal signs stabliz. Typically, post surgical patents may
be in pain and semiconscious. Procedures and communications in these situations are less
formal, but il professional as many patients are awake and flly recovered.

« Examination room—Some physical examinations can be very intimate and embarrassing.
As a result, examination rooms provide a private place where the patient can be examined
without embarrassment. In some cases examination rooms are really just beds with
curtains drawn around them for visual privacy. Procedures and communications in these
situations are les formal, but still professional since scaff are il in direct patient contact

« Emergency room—Patients with acute conditions that may be lifc threatening or necd
mediate treatment are treated in the emergency room. Because of the emergent
starus of the parient, procedures and communications are usually very formal and
professional. In addition, as the ER takes in all types of discases and injuries, it can
frequently be chaotic, which makes professionalism even more important.

Based on these examples, it s clear that functional areas in healtheare organizations have
different procedural behavior requircments. This is mainly based on the level of interaction
with the patient, and the patient's sate of health, mind, and physical presentation.

Sanitation

Sanitation s extremely important in healthcare organizations
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One area of procedural behavior that is extremely important in healthcare organizations is
sanitation. The delivery of health care frequently involves physical hazards as a result of
close proximity 0, or contact with, biological or chemical disease componens. As a result,
there is a focus on sanitation, which includes the sterilzation of facilties and instruments,
and proper disposal of contaminated wastes such as used hypodermic needles, bandages,
gauze, and other medical supplies.

Infection control among patients is also of paramount importance in the healthcare setting.
Contagions that originate in a hospital (or other healtheare setting) are called nosocomial
infections and are strictly monitored and managed through specific procedures. Typical infec-
tion control procedures may include the following:

* Hand washing

* Cleaning and sterilization

« Use of antimicrobials

* Use of protective equipment

As a further protection against nosocomial infections, healthcare workers are sometimes
required to be vaccinated for various pathogens such as influcenza, diphtheria, mumps, and
others.

Social Behavior and Sensitivity of the Environment

In addition to differences in procedural behavior, social behavior, or the conduct caused by
or affecting other peopie, also has to be considered. Specific types of social behavior include
shyness, aggression, compeitiveness, and deception.

In the healthcare environment, certain social behaviors are considered acceptable while others
ae not. This is usually a result of the sensitivity of the environment. In this context, sensitiv-
ity usually means the condition of the patient. For example, it may be appropriate for a
maintenance worker to express a state of shyness if accidentally exposed to a partally
unclothed patient, regardless of the organizational setting. However, it would be inappropri-
ate for an emergency room staff to be shy if the partially unclothed patient is under their care
and needs treatment.

Conforming to Management Requirements

Unlike ocher industries where the main responsibilicy is to the sharcholder, healthcare has
a major responsibility to the paient. While most healtheare organizations develop their
operating procedures with this in mind, there are occasions when managerial operating
procedures, or procedures developed to address business or operational needs of the
organization, conflict with patient care. For example, private hospitals can turn away
nonemergency patients for lack of insurance or other means of payment. Healthcare
professionals tend to be trained with the patient in mind and don't always agree with
business requirements.
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Protecting Healthcare Information

R 2 ent EHREMR ccss e ond respnsivies

Individually identifiable health information created or received by a Covered Entity or
Business Associate is protected by the HIPAA Privacy Rule. This Protected Health Informa-
tion (PHI) includes information in verbal, paper, or electronic form and relates to the past,
present, or future health of an individual, both mental and physical. PHI also includes the
provision and payment for a person’s health care (for example, whether they are admitted
0 a hospital and who is paying). Moreover, PHI is protected as long as it is recained by a
Covered Entity, even if the individual is deceased.

Access Roles and Responsibilities
Depending on their roles, healthcare team members and Business Associates have varying
Tevels of access to PHI

Healthcare Team Access Fach healthcare o ber, both medical and technical,
has a unique responsibiliy in terms of, access to, and the maintenance of PHI in the clec
tronic health. record/electronic medical record (EHR/EMR). Table 2-5 summarizes these
roles

Medical Doctor (MD) Yes @) Yes @) Yes @)
Doctor of steopathic Mediine (O) Yes@) Yes@ Yes @
Nurse Practtioner (NP) Yes@) Yes @) Yes @)
Advanced Registered Nurse Practtioner (ARNP)  Yes 2) Yes2) Yes2)
Registered Nurse (RN) Yes @) Yes @) Yo
Certified Registered Nurse Anesthetist (CRNA) €5 (2) Yes @) Yes @)
Physican Assistant (PA) Yes3) Yes ) Yeu )
Doctor's Assstant (0A) Yes3) Yes Yes3)
Patient Care Technician (PCT) Yes 3) Yes ) Yes )
Medical Assistant (MA) No. Yes @) No
Nursing Unit Cerk (NUC) No @) Yes @) Yes ()
Uicensed Practica Nurse (LPN) Yes @) Yes @) Yes @)
Practice Manager (PM) Yes @) Ye@ Yes@
Table 2:5 Protected Health Information access roles (continues)
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Business Associate Access Business Associates are those entities that work with a
Covered Entity such that their activities require the disclosure of PHI. Examples of
Business Associate functions include claims processing or administration, quality assur-
ance, billing, and 5o on. Examples of Business Associate services include accounting, data
aggregation, and accreditation, among others.

‘The HITECH Act now encompasses Business Associates much in the same way as Covered
Entities. This means that instead of being covered to the extent of a contractual agreement
(as in the case of HIPAA), Business Associates are now covered by the HIPAA Security
Rule in the same way as Covered Enities.

Access Limitations Based on Role and Exceptions

During normal circumstances the access roles and responsibiliies previously identified are
generally in effect. However, due to the irregular nature of the healthcare environment, there
may be times in which traditional access roles may have to be superseded. For example,
while a database administrator would not normally read PHI, this standard procedure could
be overridden temporarily in an emergency situation.

Access to Sensitive Patient Data

‘While Covered Enities are required to follow HIPAA guidelines for general PHI, some infor-
mation may have more stringent guidelines. For example, individuals are entiled to ask a
Covered Entity to restric its use or disclosures of their PHI. Thus, this information must be
identified as controlled and access roles must be modified appropriately.
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Proper Communication

2.3 Apply proper communication methods in the workplace

‘The HIPAA Privacy Rule requires that Covered Entites provide patients the right to privacy
‘and confidentialiy for their PHI. The HIPAA Security Rule further protects electronic PHI by
requiring Covered Entites to prevent loss or unauthorized access. As a result, there are proce-
dures that must be followed for various types of communication.

While the Security Rule has a narrower focus than the Privacy Rule as it only covers ePHI, it
aim is broader. In addition to privacy of ePHI, the Security Rule secks to ensure that Covered
Entities provide certain physical and technical safeguards for communication of the data.
These are as follows:

Backups—This means that a permanent copy of all ¢PHI is maintained.

Unigue identifiers—Unique usernames and passwords are to be used for all distinct
user accounts.

Emergency access—Procedures must be maintained for obtaining necessary cPHI
during an emergency.

Timeout—Procedures must be maintained that terminate an electronic communication
session after a period of inactivity.

Encryption—All ¢PHI must be encrypted such that communications will be
undecipherable except to authorized recipients.

Audit trails—Mechanisms must be present that record activity in information systems
that contain or use ¢PHI. For example, if PHI is deleted or changed, a mechanism
exists in order to determine who made the changes and when.
Integrity—Mechanisms must be present that prevent unauthorized destruction or
alteration of ePHI.

Authentication—Procedures must be in place to ensure those secking access o ¢PHI
are authentic.

Disposal—Procedures must be in place to address the final disposition of ePHI.

‘The identified safeguards are to be applied to all forms of communication. This may include
any or all of the following:

E-mail—E-mail (or clectronic mail) is the system of electronic message exchange over
the Internet or other computer networks.

Instant messaging—Like e-mail, instant messaging (IM) is a method of sending
electronic messages, but is closer to real time. IM messages tend to be shorter than
e-mail and can be likened to clectronic chatting.

Fax—The transmission of an electronic representation of printed material is called a
fax (or facsimile).
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« Fill ransfer protocol—A method by which computer files can be transferred from ane
system to another over the Internet or other computer network is called File Transfer
Protocol (FTP).

« Telephone—Telephones (phones) are handset devices used to transmit electronic
representations of the human voice from one phone to another.

* Voice over IP—The use of the Internet and IP networks to route and carry telephone
callsis called Voice over IP (VoIP).

Table 2.6 summarizes the application of safeguards for various methods of electronic
communication, including e-mai, IM, fax, FTP, telephone, and VoIP.

4 Use timed srsemsavers 0 109 ot uies istory
5. Use PGP o TS protacls 15 Contolphyscl ccss 1o fox machine

& Use ystem-evellogging too 16 Destroy pape aher specific duration

5. U oot ot e s L. TS, PGP 17 Record comerstion’

8ot backups 10 xpie afte spacic Guration 18 Vocn encyption does exs, bt s ot widely used
9. Use encrypted appicatons such s XM 19, Destray recocded comvesation ater secic eriod

Table 2-6  Safeguards for various electronic communication methods

Encryption protocoss ike PGP, SSL, and TLS are covered in Chapter 8
Ao, for more information on e-mail encryption protocols, see htp/
e internetcomputer-security. com/SpanVE-maik-Encryption.htm
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Data Handling Procedures

2.1 Use best practices for handiing PHI in the workplace

In addition to specific safeguards for differing types of communication methods, there are best
practices for the general use of technology that help ensure PHI is protected.

Personal computers (PCs), printers, and other electronic devices can be used to gain
access to PHI, cither because PHI is stored on the device, or because the device is con
nected by a network conmection to the PHI Therefore, access to these devices should be
controlled.

There are usually two methods of data access: physical and electronic. Physical access means
that an individual can physically use a device. Electronic access means that an individual can

access the device or data without being physically present. Managing control of physical and

electronic access requires very different measures,

ludes managing physical placement, which is a
e used to access PHI s located so as to mini-

One method of physical access control
mechod by which an electronic device that
mize authorized access. For example, the PC or printer can be placed in a locked room o in a
location where access is supervised by authorized individuals.

Data protection i essental to safeguard PHI
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For PCs, privacy screens may also be used. A privacy screen is a device that is attached to a
computer monitor that prevents anyone not siting in front of the monitor from reading its
contens. These are frequently found in areas where PHI is displayed on a monitor, but not
all ndividuals in the area are authorized to have access t the data (a hospital admissions
area, for example).

Another method to control visibiliy of computer screens is the use of screensavers. These are
programs that lock out computer screens after a predetermined period of time. Then, when a
user wishes to sec the screen again, they have to enter a password.

Another way to control physical access is the use of time lockouts (or timeouts). In this
case, just as with a screensaver, the program that is being used locks out users after a
certain period of time. Thus, if an authorized user walks away from the system, another
unauthorized user cannot use it until they are validated with the correct username and
password.

Chapter Summary

= There are various healthcare organizational structures, each with different methods of
operation. Organizational structures can be thought of as a framework on which a
group of like-minded people work on tasks for a comman goal. In health care, most
often this goal is to save lfe, reduce suffering and pain, and climinate disease.
However, the way in which each organization approaches this goal is different. For
example, hospitals treat patients for acute injury or discase and usually provide
inpatient or short-term care. Contrast this (o a nursing home wherein the goal is (o
care for patients with chronic discase or disability, or care for patients who require a
long time period for recovery.

= A code of conduct refers to behavior rules to which a group of people adhere. Even
though different healtheare organizations approach their common goal using different
methods, cach has a similar code of conduct. For example, the written code of
conduct for one hospital is likely to be very similar to that of another hospital, even if
they are different types of hospitals. This is because all healtheare organizations exist
for the benefit of the patient.

= PHI includes information in verbal, paper, or electronic form, and relates to the past,
present, or future health of an individual, both mental and physical. There are
numerous EHR/EMR access roles and responsibilites for using PHI. In general, the
best approach to managing PHI s to remember that Covered Entities must use PHI
with the minimum necessary information to achieve the stated purpose. While non-
medical personnel may have technical access, they have no authority to create, read,
or update PHI unless it is necessary to achieve the stated purpose of the organization.
Moreover, in terms of PHI, date, time, patient identification, and user identification
must be recorded when ePHI is created, modified, or printed.

® Various communication methods are used in the healthcare setting. These can include
email, IM, fax, FTP, telephone, and VoIP. For each of these methods, there are
safeguards that can be deployed to protect the information being transmitted or
received. These include backups, unique identifiers, emergency access protocols,




image1.png
\/

nizations

After completing this chapter, you should be able
to do the following:

1dentify various healthcare organizational structures and their different
methods of operation

Explain the use of codes of conduct

dentify EHREMR access roles and responsibilties for using Protected
Health Information (PHi)

Describe the proper communication methods for use in the healthcare
workplace

List best practices in handling PHI in the healthare setting
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The Superior Care Health Group (SCHG) consists mainly of general practitioners (GPs).
As GPs, the group functions as primary care physicians, which means they are the first
point of contact for many in the community. Even though SCHG is a group of GPs,
they are also a private practice because a group of single physicians provides care to
individual patients.

‘The population is aging in their service area, and SCHG is experiencing long delays
for patient appointments. This has been mainly attributed to not having enough phy-

icians in the group. Drs. Smith and Jones, founders of the group over 25 years ago,

recently decided t0 add two physicians to their staff. They asked their new office
manager, Braden Thomas, to interview potential candidates in order 1o create a
short list. Several doctors applied, and in the interviews the candidates asked ques-
tions like the following:
've only worked in a hospital. How is practicing in this group going to be
different?”

« I guess since this isn't an acute care faciity, | can be a little more relaxed here,

right?”

* "Do you ever see any life-threatening cases here?"

« “Do | have to make hospital visits if | work here?”

« “Since I'm fresh from my hospital internship, what kind of patients will | be

dealing with here?”

As Braden continued to screen candidates, it became clear that he needed to know
‘more about the differences between private practice and hospitals in order to answer
their questions.

The delivery of health care to a large population requires large and complex organiza-
tions, both in breadth and depth. For example, many people think of hospitals when
they think of health care. However, hospitals are usually not the first organizations to
sec the patient. In the case of emergency patients, first responders like police, firefighters,
and emergency medical technicians usually sce the patient at the outset. Moreover, there
are numerous organizations that frequently play supporting roles in hospital operation.
These can include material suppliers, drug companics, diagnostic companics, and even power
providers. In this chapter, you will explore the various types of healthcare-related organizations,
their operations, codes of conduct, and proper methods for managing protected health
information, or PHL
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Healthcare Organizational Structures and Operation

" 2.4 Identify organizationalstructures and different methods of operation.

S

Organizational structure can be thought of as the framework through which a group of like-
minded people work on tasks for a common goal. Organizational structure defines the authority
responsibilitis, lines of communication, rights, and duties of the group. In health care, there are
several basic types of organizational structure, each with different methods of operations.

Organizational Structures
With regard to organizational structure, healthcare organizations are no different from other
organizations. However, because of the nature of their common goal, they present many
challenges and a unique organizational culture. For example, in what other organizaion is
the common goal to save lives, reduce suffering and pain, and climinate discase? Because of
these goals, healthcare onganizations can be very stressful and demanding environments.
One place where this is especially truc i the hospical.

Hospitals

Hospitals have unique goals and organizational cultures.

Hospitals are healthcare organizations that treat patients for injury or discase and usually
provide inpatient or long-term care. Inpatient care refers to treatment the patient receives
while admitted 1o the hospital and physically residing there for one or more nights. Hos
tals also provide outpatient care, which means the patient is not admitted and does nor
reside overnight.
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There are various types of hospitals and each type has its own goals. For example, while
teaching hospitals share the goal of treating patients for injury or discase, they also have
the goal of teaching medical students, nursing students, and other healtheare pracitioners
Teaching hospitals are frequently linked organizationally to large universities. Other types
of hospitals may include:

« General hospitals—This type of hospital is most common. Typically, a general
hospital has radiology, surgical, maternity, isolation, psychiatric, burn, and laboratory
faclites. Because they admit patients for overnight stays, such hospitals are frequently
categorized by their bed count. A large metropolitan hospital may have 1,000 beds,
whereas a small rural hospital may have 15.

« Contagious discase hospitals—In some cases, a hospital may only treat patients who
have infectious, contagious, or otherwise communicable discases. They may have many
of the faciliies of a general hospital, but have specialized facilcies for isolation.

« Nursing howes (also convalescent hospitals)—For patients with chronic disease ot
disabiliy, or for patients who require a long; time period for recovery, convalescent
hospitals provide a subset of facilites provided by general hospitals. As a result the
cost s usually lower and the hospital is better equipped for longterm care.

« Psychiatric hospitals—Psychiatric hospitals are specifically designed to exclusively
treat patients with mental disorders. As a result they have few of the facilites found
at general hospitals.

« Orthopedic hospitals—Orthopedic disorders are disorders of the musculoskeletal
system. This includes bones, nerves, joints, muscles, ligaments, and tendons. These
hospitals have many of the faclities of general hospitals, but have specialized staff and
facilties for the care of orthopedic disorders.

« Pediatric hospitals—Pediatrics is defined as childhood medicine. These hospitals have
many of the facilites of general hospitals, but have specialized staff and facilities for
the care of children.

As_organizations, hospitals usually divide functionality into departments. The number
and types of departments depend greatly on hospital type and size. For example, a mental
hospital will not likely have  burn unit, nor would a convalescent hospital be equipped for
acute care. Also, a 15-bed hospital may not have a laboratory or other facilties found in a
1,000-bed hospital.

I health care, chronic refers to something that is prolonged. For
‘example, chronic pain is pain that continues for a long time. The
‘opposite would be acute pain, which is pain that happens suddenly.

Hospital departments can be categorized into those that provide health care, those that
directly support healthcare-providing _departments, and those that  indirectly  support
heathcare-providing departments. While medical deparments will be discussed in more

depth in Chapter 5, typical healtheare departments found in general hospitals are included
the following nonexhaustive lst:

* Cardiac care wnit (CCU)—The term cardiac means related to the heart. CCUs care for
paticnts who have severe cardiac conditions such as damage due to a heart atack.
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(lack of blood flow to the cardiac muscle), cardiac swelling, irregular thythms, and so
forth. In some hospitals, cardiac patients are also treated in ICUs.

Emergency room (ER)—The ER receives patients with acute conditions that may be
life threatening or need immediate treatment.

Emergency rooms (ER) are a speclized department of a hospial
‘where patients with acute conditions that may be ife threatening or
need immediate treatment and are categorized into fve leves Level 1
is the highest evel and requirs that surgica specialsts and subspecia-
Tsts I surgeons and anesthesiologits e avalabl at l tmes. Lower-
level ER mainly stabiize patents for travelto higherevel ERs

Gynecology (GYN)—Gynecology is the study of the female reproductive system. As a
matter of practice, many if not most gynecologists (doctors who specialize in
ynecology) also specialze in obstetrics. As a result, the two functions are frequently
combined into one department called OBGYN.

Intensive care wnit (ICU)—Patients with lifc threatening discases or frauma frequently
need specialized care. This can include intensive monitoring using specialized
electronic monitoring equipment. In some cases, the patient’s breathing must be
supported through mechanical devices known as ventilators. In comatose patients,
feeding tubes are used to maintain the proper dictary nutrition levels. ICUs maintain
the equipment, systems, and staffing to support these patieats. Some ICUs also care
for cardiac patients, but usually this is accomplished in the CCU.

Medical/Surgical (Med/Surg)—This department primarily cares for adult patients
before and after surgery. However, it also sees patients after an illaess or injury, and
sees those on medication who need nursing care. It is frequently one of the lacgest
healtheare departments.

Neurology—The nervous system is composed of the brain, spinal cord, and retina.
liness or trauma to the nervous system is managed by this department.

Obstetrics (OBj—Obstetrics is the medical specialty that manages female
reproduction, specificaly pregnancy, childbirth, and the postatal period following
childbirth. The gynecology function is frequently combined with obstetrics into one
department called OB/GYN.

Oncology—The study of cancer s caled oncology. This branch of medicine addresses the
diagnosis, reatment, and follow-up of patients with cancer. An oncology department may
be staffed with specialists and have specialized diagnostic and treatment equipment.
Pediatrics (Peds)—Because infans, children, and adolescents have specialized needs,
they are generally not treated within the general patient population. Instead, special
departments are maintained with staff appropriate for the children’s age, size, and
discase or trauma type.

Physical therapy (PT)—A goal of physical therapy is the improvement or maintenance
of patient movement. This is accomplished using specialized staff and equipment.
Psychiatry (Psych)—Psychiatry i the study and treatment of mental disorders. Thus, a
ry department will have psychiatrists and other specialized staff for that
purposc.
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« Surgery (OR)—The surgery department is where surgical operations are conducted. In
a surgical operation {or procedure) the patient’s body is penetrated or opened in order
0 allow access for the purpose of assessing or correcting a discase or injury. Surger
can also be affilated with a recovery room, where post surgical patients are moved
directly after surgery unil anesthesia wears off.

Typical departments that directly support the departments that provide health care in

general hospitals can include the following:

« Laboratory (Lab)—Laboratories are departments that provide various chemical,
microbial, microscopic, and other studics in order to diagnose and treat discase o injury
o Pathology (Path)—Pathology refers to the study and diagnosis of discase. A pathology
department provides the staff and equipment used to help make clinical diagnostic
sions. For example, samples removed during surgery (biopsies) will be analyzed
icroscopically by pathology for discase.

« Pharmacy—Pharmaceuticals are chemical compounds used for the treatment of
discase and injury. As a department, the pharmacy provides both traditional over-
the-counter pharmaceuticals, but also specially prepared compounds and medications
as needed.

* Radiology (Xray)—The radiology department provides imaging equipment that may use
xczays, ultrasound, or nucear isotopes as a method to detect and diagnose disease or inury.

Table 2-1 lists the departments typically found in a hospital with their abbreviations and
abbreviation pronunciations.

Carioe Care Unit w See-seeYou
Emergency Room @ Eeonre
Gymecoloay o Geeven
Intensive Care Unit iy Eeseevou
Medialsurgical Medsurg Med Surge
Neursiogy no avbrevition]

Obstetris o8 onsee
Oncology no avbrevition)

Pediatis pecs peads
Physical Therapy or PeaTee
Poychiatry Poych Paych
surgery OR (operatng room) onave

Table 2-1 Selected departments typicall found in hospitals




