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ans destroying it in such a way that it can’t be recovered
Data destruction policies are influenced by federal and state laws. '

These policies help organizations cope with the large amounts of data that they use
and produce. Without these policies, records management can be difficult. An organi-
zation might not know what types of data it has. It might not be able to find data whep
it needs it for business reasons. It might use too many resources to store data for longer
than it must. Storage space for both paper and electronic data is a valuable resource,

Even if an organization has information security controls in place, data is still a vulper.
ability. It's vulnerable to external threats such as natural disaster or hackers. It's also
vulnerable to unintentional acts committed by employees. For instance, employees can
easily delete e-mails that they should keep. They also can save e-mail that should have
been deleted because there was no business reason to retain it.

In order to create data retention and destruction policies for electronic data, an organi-
sation must know how its IT resources work. They also must know how to retrieve data
from these systems. Finally, they must know how to remove data from these systems.

Employee awareness is critical for successful data retention and destruction policies.
Employees need to be well educated on data retention requirements. They also need to
know how to properly file and maintain data that the organization must retain. Finally,
they need to understand proper destruction methods. This is very important to avoid
accidental disclosures of either paper-based or electronic media.

For both types of data, it me

Data Retention Policies

Data retention policies define the types of data that an organization has. They also
address where data is stored and how it's protected. They specify how long different types
of data must be retained. These policies also are called document retention policies.
- ey Different types of data have different retention periods. This
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+ Types of organizational data

. Where that data is stored

. How that data is protected

+ Legal, business, or other reason for keeping that data
» How long the data should be retained

\dataretention policy must be matched with a data destruction policy. An organi-
zion must destroy data that it no longer must keep for business, archival, or
fistorical purposes.

Data Destruction Policies

inorganization creates data destruction policies to make sure that it destroys data
moperly. An organization’s data destruction process must work hand-in-hand with
eddtaretention policy. The data destruction policy must include the following:

" ldentify data ready for destruction.
Specily proper destruction methods for different kinds of data or
slorage media,

; irovide validation procedures to make sure data is properly destroyed.
fovide consequences for improper destruction.
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State Law Data Destruction Requirements

NN

Some state laws require specific data destruction methods. The State of Indiana has this type
of law. All business in the state must follow the law. It requires that they properly dispose of
the unredacted personal information of their customers. This information includes a customer's
Social Security number or certain types of financial account information. The law applies to
both paper and electronic information.

The law requires that information be disposed of in a way that makes it unreadable or unusable.
It says that proper disposal methods include shredding, incinerating, mutilating, and erasing.

The state can fine a business that doesn’t comply with the law. The state may impose fines that
range from $500 to $10,000 per violation.

You can read Indiana’s data disposal law at http://iga.in.gov/legislative/laws/2014/ic/titles/024/
articles/004/chapters/014/.

Intellectual Property Policies

Intellectual property laws protect people’s or organizations’ ownership rights in their
creative ideas. It gives them the right to protect their ideas. It gives them the right to profit
from their ideas. These rights are exclusive to the owners of intellectual property. They
can take action against people who violate these rights.

Intellectual property policies are very important for most organizations. There are two
main reasons why an organization should consider an intellectual property policy. They are:

» To protect its own intellectual property
» To make sure that its employees respect the intellectual property rights of others

Organizations have large amounts of data that they use in carrying out their business.
This may include information protected by patents, copyrights, and trademarks. It also
can include information protected as a trade secret. It's important to the viability of the
organization. An organization must protect it.

An organization uses a policy to specify the intellectual property that it owns. Asinan
AUP, so in a policy governing the use of its intellectual property, an organization will want
to state its expectations:

¢ That the organization's intellectual property may be used only for authorized
business purposes

¢ That the organization's intellectual property may not be disclosed outside
the organization

¢ Whether the intellectual property may be removed from the building, copied onte

removable media, or stored in cloud computing infrastructure

: ; ) , . ndence
° What the rules are for using the organization’s name or trademarks in correspo
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Would You Share Your Password for Chocolate?

In 2004, a survey at a trade show in London found that more than 70 percent of

| the people surveyed would reveal their computer passwords to a stranger for a bar

of chocolate.’ The survey was repeated in 2007. In 2007, 64 percent of the people polleq
were willing to give up their passwords for chocolate. In 2008, only 21 percent of the
people surveyed were willing to share their passwords. ™

The study didn't verify whether people were sharing valid passwords. It's possible that
the survey results could be influenced by chocolate lovers sharing fake passwords.

Other common password policy statements include:

* Passwords should not be written down. If they must be written down,
that paper should be stored in a secured place.

* Passwords must never be shared with anyone, including trusted colleagues,
friends, or family members.

¢ Passwords must not contain dictionary words.
* Passwords must not include a user’s name or parts of their name.

* Employees must create strong passwords that meet character and
complexity requirements.

* Passwords expire after a certain period and must be changed.

* New passwords must be different from the previous password or parts
of the previous password.

Passwords may not be reused for a specified period.

¢ Passwords must not be inserted into e-mail messages or other forms

of electronic communication.

Information security departments also can creat

e their own policies for how passwords
should be used within IT resources, For instance

» they might specify that passwords

Security Awareness and Training
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Training and awareness activities help reduce this threat.
A high-level policy lets employees know that the BOD Supports training actiy

yninformation security awareness and training policy should include the follo

¢lements:

ities,
wing

+ Why security awareness and training is important

« Who has overall responsibility for the policy

« Who provides training and awareness activities

+ Which employees must take part in training activities

» How often training must take place

* What the consequences are for not participating in required training

BOD support of training activities is vital. It makes sure that employees understand
that training is important. It makes employees take it seriously.
Avariety of training and awareness events are necessary to reach employees.

Organizations can use multiple training tools to help their employees know about
security policies.
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Creating an Information Security Awareness Program

Many Organizations struggle with information security training and awareness. This |
Includes the U.S. federal government. FISMA requires federal agencies to implement
Uity awareness training. It must be part of their overall information security programs.

The National Institute of Standards and Technology (NIST) created guidance for tvraining

and awareness activities. NIST Special Publication 800-50, “Building an Information

Fchnology Security Awareness and Training Program,” was published in 2003. [t steps

|<>rganiz§tions through how to design and implement a training and awgreness program.

rte\al;:\jv(iIscusses how to develop training material. Finally, it provides advice on et
the programs effectiveness.
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Case Studies and Examples

The following case studies and examples show how the concepts discussed in this
chapter are used. These case studies are real-world examples of information security

governance issues.

Acceptable Use Case Study

Autoliv is a seatbelt and airbag technology company. In 1998,

E}, NOTE Autoliv’s employee handbook included a number of policies.

You can learn about the It stated employee rules of conduct. It included an anti-harassment
company at http:/lwww | policy. It also included a computer AUP. Autoliv gave this handbook
.autoliv.com. - toall of its employees.

Autoliv's general rules of conduct stated:

» “Each employee is required to be familiar with these rules and with additional
rules which apply to particular jobs and operations. In addition, each employee is
expected to maintain conduct consistent with job efficiency and accepted standards
of behavior for a business environment. Deviation from those standards may be
cause for disciplinary action.”

* “Disciplinary action may be taken for violation of any single rule or combination
of rules, or for other improper conduct or unsatisfactory performance, and may
include any of the following actions: 1) Employee discussion; 2) Notice of Caution;
3) Involuntary Suspension; 4) Termination.”

Autoliv’s anti-harassment policy stated that the company didn’t “tolerate or permit
illegal harassment or retaliation of any nature within our workforce.” Its computer
AUP prohibited non-business uses of company e-mail. It also prohibited “conduct that
reflects unfavorably on the corporation.” 17

In 1998, Autoliv investigated employee use of its e-mail system. It investigated because
of system performance issues. It found that e-mail use was causing the performance
issues. It determined that the bulk of e-mail use was not business related.

In June, Autoliv sent an e-mail to all of its employees. It reminded employees about
company policy. It said: “E-mail is to be used for business only. We do not wish to ‘police’
the ?-r.nail system, so your cooperation would be appreciated. Please refrain from sending/
receiving these types of messages as it is interfering with legitimate business e-mail.”

Autoliv sent another reminder email to its employees in September 1998. This e-mail
warned that an employee could be fired for AUP violations
. In January 1999, Autoliv sent another e-mail to its emp.loyees This e-mail stated that
it ;"asda violation of the AUP to share chain letters, jokes and slor.ies. and non-busines
:; gtsotafr;?‘i::;fﬁ?' [t also instructed employees to delete those types of e-mails

A former employee complained to Autoliv that she h

; . ils
ad received harassing e-ma!
from two current employees. Autoliy investig

ated. It learned that one employee had sent
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<iness c-mail' n.lessa‘gcs. 4 hesg messagf:s included jokes, photos, ang short videgs |
exually explicit. It found that ano‘th'ex emp.loyee had sent 25 non-business
il messages with similar content. Autolivimmediately fired both employees,

e-mal l; demployees filed for unemployment benefits. Autoliy contested

The lf:n deny unemployment benefits if an employee s fired for “just ¢
Astate tChat there's a legally sulficient reason for firing an employee, Autol
fn;a?is'ust cause for firing the two employees.
: :[ t]he unemployment hearing, the employees admitted that they had receiveq
Au‘toliv's handbook. They also stated that they knew about the anti-harassment policy.
They said they probably had received the three e-mails about e-mail abuse, They claimed
they deleted these e-mails without reading them. They argued that their firing was not
"juét" because they didn’t know they could be fired for sending non-business e-mails.

The Utah Department of Workforce Services found that Autoliv didn’t have just
cause to fire the employees. This was because the employees said they didn't know that
they could be fired for their behavior. They were awarded benefits. Autoliv appealed
theagency's decision to the Workforce Appeals Board. It lost its appeal.

Autoliv appealed the decision to the Utah Court of Appeals. Autoliv argued again

that the employees had plenty of knowledge that they could be fired for their actions.
Think about the following:
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this request,

ause.” Just cayse
iv said that

* What do you think the Utah Court of Appeals decided?

* What facts support Autoliv's argument that the employees had knowledge
that their conduct was unacceptable?

" What facts support the employees’ argument that they didn't have knowledge
that their conduct was unacceptable?

Do you think sending offensive e-mails is a “flagrant violation of a universal
Standard of behavior”?
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‘ Coll'l]d Autoliv make any changes to its general rules of conduct, anti-hgrassmer}t
Polley, or computer AUP that would make employee e-mail responsibilities clear?

“h Court of Appeals reversed the decision of the Workforce Appeals Board.

theld . o
A}.ldt Autoliv did haye just cause to fire the employees. In its opinion the court
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The Business Software Alliance (BSA) investigates software piracy allegations for its members

It also files IP theft lawsuits on their behalf. You can read about BSA's anti-piracy program at
http:/lwww.bsa.orglanti-piracy.
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Intellectual Property Example

The Business Software Alliance (BSA) is a trade organization. [t represents software
companies. Its members include Apple, Microsoft, and Symantec. As part of its activ-
ities, BSA runs an anti-piracy program. Software piracy is copying software without
permission. It's also sharing copyrighted software without permission. Software piracy
is copyright infringement. It's illegal. BSA investigated more than 15,000 cases of
software piracy in 2012.%°

In 1997, BSA received a tip on its anti-piracy hotline. The tip alleged that Oriental
Trading Company used unlicensed copies of software on its computers. BSA contacted
the company. Oriental Trading Company then conducted an audit of its IT systems.
It confirmed that there was unlicensed software on some of its systems.

Oriental Trading Company paid $525,000 to BSA to settle software piracy claims.
It also agreed to delete the pirated software from its systems. It agreed to purchase
legitimate replacement software. Finally, it promised to strengthen its software
management policies.

The BSA has settled similar claims with other businesses. Many of the settlement
agreements include terms that require the infringing companies to strengthen their

IP policies. How should organizations combat software piracy? What responsibilities
do employees have?



