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I, wasnt Mary Ann Davidson’s worst nightmare, but it was close,

cial information from such custom-

a5 Boeing Co., Ford Motor Co. and the CIA. The
ucontact the hacker immediately—or else,

luckily, the hacker hadn’t found a real hole; hed just misinterpreted a function of the program. More sur-
rsingly, he meant no harm.

"The sort of threatening tone he took was really only to get our attention,” Davidson said. “He actually
med out to be a nice guy”

The confrontational s

tyle of Davidson’s hacker isn’t unusual. As they troll throu
"orks, hackers abide b

| y their own quirky rules of etiquette. What would strike m
““%d mannerg g Worse may be considered the height of courtesy in hackerdo
. AIge part, that disconnect stems from the fierce individualism of hackers

gh other people’s computer

ost folks in corporate Amer-
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gns are meaningless, they adhere
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S N codes of ethics that vary depending largely on what motivates the hacker to hack.
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OW and then it's money. Often it’s a selfless desire to
Ing to wreak senseless havoc.

attacks is on the rise, capped by the Blaster worm and SoBig virus that overpowered
ed computer systems this summer. Computer Economics Inc. of Carlsbad, Calif., esti-

by hackers will cost companies and consumers $12.5 billion this year, up 13%. fron} 2002,
°IS arep’t malicioys, se curity experts agree. But from afar, it can be difficult to distinguish the
isday € Merely curious, because th

o ey use the same tools, travel in the same virtual circles and often,
i e
Cir thOS rule of law_
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A your point of view, He stole millions of dollars’ worth of software after cracking into
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Mitnick, now 40, served five years in federal prison.
who view private companies a.::. fau: geTme as lonlg a;s no
hacking is just something their curiosity compels them

.-\gﬂhn Lamo, a 22-year-old hacker fropl
and helpful at best. If he has a chance to inform

£

people about a security

considers the disclosure a form of public service,

it. He just starts wondering, then he looks for i

Lamo says he can’t help
and he’s in. bbbl
“When I'm curious about somet]
Working sporadically durin
Toshiba laptop computer to by
could have redirected the p’l‘lbng i
WorldCom customer Bank of Ame
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tracking hacks, holes and fixes, SecurityFc
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a reasonable reques :
e Califoqrniatst;) ftjv hacker is often perceived as extortion by the ¢
are firm reacted after it heard from a hacker wh

ystem and offered to explain it—for $10,000

ad,” said Jennifer Grani
ranick, a cyber law specialist at Stanford University who rep-
hout it

b like
hat 1001(S f
¥ el out That?
& Web-messegne &
o0 corﬂPa”Y got pretty m
Ker in 2000 “It’s very difficult fo
Jthe DA<=l ; or some cocky 18-year-old kid to i
g by O
- . After identifyi < LA :
E g Bl i_n e o Consultin;ltf;ga problem and explaining it, many hackers offer to
ol enthat strategy bac'kf ll’CC_i on a Boxboro, Mass., security group called SnoSoft
2 hole in @ version of the Unix operating system made by Hewlett-Pac?ca;r
for free, but thcy also asked to be paid for additional work
ouldn’t charge [for the initial bug], because that w;)uld be exto

1P declined to otter SnoSoft a contract. Instead, the company threatened to sue under the Digital Millen-
i L Copyright At of 1998, which prohibits some attempts to tinker with programs to see how they work.
To computer secu rity experts—'mcluding some inside HP—that threat amounted to a gross violation of eti-
part of HE. The company backed down and recently said it would never use the digital copyright
The Palo Alto computing giant declined to discuss the SnoSoft case.
there is only one principle that matters: Do as much damage as possible.
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. dividuals typically expected much of their lives to be private. This was, in effect, the default posi-
1 ; : 5 B8 : -

qerdt ””-ndividu‘dls are much more likely to expect their lives to be continually on display.
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' LAW AND THE GROWTH OF COMPUTER TECHNOLOGY

nd information technologies have grown exp

Computef ado so. Moore’s law—developed by ¢
to s

VOORE

onentially over the last two decades, and promise to
sordon Moore,

a co-founder of Intel—states (in everyday lan-
(ontinue computing power will double every 18 months, and this has proved to be a slightly conservative
1ige) tha'f ou put $1,000 in the bank in the year 2000, and it grew at the same rate as computing power, you
;5li”11§t;‘a‘[,e)0vt’l‘ $250,000 at the end of the year 2012, and
wou

you would break the $1,000,000 mark three years
W computer every couple of years and get one that is twice as

5 money than you paid the last time. Of course, it is also what makes
1 the used-computer market!

» y y to I‘U\’ a ne
res law 1S \’\ll.ll dH\l\\\ VOu y @
Moores ¢
]d[EI’.l €

owertu . :
rcurrent computer almost worthless or
you

s vour old one, often for a little le

LIVING IN A COMPUTER-MEDIATED WORLD

The result of this tremendous growth in computing power has been th
wnputer mediated world. Relationships that had previously been direct,
;~fw'n:;dl object, have now become relationships that occur with the co
wiice the presence of the computer, but increasingly the computer m
remains unnoticed by most of us in everyday situations. Let me give yo

e emergence of what I will call here a
either directly to another person or to
mputer in between. Sometimes we may

ediation slips into the background and

u a few examples.

SHOPPING

Lets begin with shopping. Increasingly, many of us do our shopping online. T am certainly no exception to that

rule.Itis far easier to simply click on an item and have it delivered to my door a couple days later than to go to the

“oreand go through the hassle of trying to find the right item at the right price. And this is, [ think, a tremendous

vantage: ' able to save time and money and I am much more likely to get exactly the product that I want,

§ In the traditiona] mode of shopping, when I used to g0 to the stores themselves, my relationship to the

:Ié“‘; t£at I'might buy was either unmediated or mediated by a salesperson. Let me explain. If 'm walking
un

. ¢ store, picking up items, looking at them closely, perhaps trying them on if they are items of clothing,
thaT YEI'atmg to those objects in a direct, unmediated way. If T walk into a higher priced store, it is more likely

lam) l.be greeted b on who will show me possible objects or products to buy after I explain what
°0Ing for that day,

Y a salespers
EOmpuonlirm ShOpping,

however, my relationship to the possible objects that I may purchase is mediated by a
o 4. SVStem. The
Sy, 88 and mg

computer presents possible objects for purchase and provides addit.ional .inf'o¥rnation
My et dels, colors, quantity, and the like. Yet it does so in a way that makes 1tsel.f 1nv1snl;:1e. We
Pter iatf Pictures, the text, and the drop-down boxes and check boxes on the screen. Sometimes this com-
Cithe, it On is 5 good thing; at other times, it may be of more benefit to the seller than to the consumer, In
argely invisible.
i €xample of the situation in which this computer mediatio.n may work to your d.isadvan-
c]?n of Y Sago I wag sending flowers to a cousin in another city for he.r birthday. There was a nice selec.-
%t oo arr‘angements from as low as $35 to as high as $200. Not wanting to appear to be totally cheap, I
I fange ofca Nice rrangement that cost $60. When I returned to the same site a year later, I was surprised b
wa;%putel, }? lces_‘ Now flora] arrangements stretched from $60 to $250. }_Iad flowers gone up so much? No,
te oy as Simply recognized me from my previous purchase and dlsplfayed only those choices that it
tha e con:‘iider. They still had floral arrangements at $35, but the cookie implanted on my machine told
urse, Ing to pay s60, so they made sure that they did not show me the chegper arr'angements_
Moy l'athOt €Omputer-mediated shopping works this way, and often by shopping online | apy able to
*" than spend more than I want, But it is important to note here that the computer mediation

Comee 2, Temaing |
lage ¢ “ider o Sing]e
Bt Year
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largely disappears into the background, hiding it_self frmjn v1.ew. As Sa\*\r}( ﬁOl‘llsumi::s, this l-s somethj
s‘h;\uld recognize and treat appropriately. One of the el_hlcal l?bues ere lalls into t fzdomam of bu
;. ) ;\ hat \i:‘m is this process of hiding certain items from view an acceptable business Practice?
o what e § s 8¢ >

gulated by the

‘ ng that -
Siness
This 1e
gov.
e

another important ethical question: to what extent sholul-d il‘.ls?‘;lsl;zcttﬁies‘})ﬁ re
order to protect consumers from practices that are largely invi s

DRIVING _ : s
Even something as simple as driving is now increasingly compl%ter mediated. For Years now,
had antilock brakes. When you press on the brake pedal, the tiny computer devoted to this
steady pressure into an intermittent pressure on the bralfes that more effectively slows down
of putting it into a skid. Recently 1S, cruise control has achieved a new g

was already a computer= ted t driving for it automatically kept the ca at
growing up- or do ed. Now

of you, slowing down
begin to drift out of your lan :
Navigation has become inc

As we increasingly depend upon
selves to the landscape. Moreoy
tion system when they a




ivacy regulation in an online world, we fing tha
fprivacy Is
(2 0 r v\'(‘_)rld.

(i ‘e new - :
iﬁ'uafY B thlls;]t many people divided over the nature and functio
g has le ‘

tthere is simply less and less of an expectation of

1 of privacy. Sometimes this is along genera-
at we s P ¢ not always. Defenders of traditiona] notions of privacy have advanced several interesting argu-
thics: e most intriguing of these relates to the connection between privacy, trust, and intimacy. The
Tf‘i k> dﬂzms. ut thz as follows. We have numerous relationships with people throughout our day that fall into the
o Zgumf tfoib]ic relationships. However, most of g have a few People—at least one or two—with whom we

e | relationship. These are people we trust with information about ourselves that we would not neces-
yied eai to the general public. This may be information about our deepest fears and hopes, about our vul-
s have ;arﬂYd‘“_'u],gan d similar types of information about ourselves. None of this information is necessarily bad, but it
. -‘-"'abl‘m::;’ded for public consumption. Indeed, a key component of being a close friend to someone is precisely
:Olnrtl:; .E‘m:-ii]ﬁngness to share this type ut'.infor::nation in a reciprocal fashion. Privacy establishes a zone of intimacy
Kot ‘f;,aselecl number of people within which we can express those aspects of ourselves that are most vulnerable
in front 1, qmetimes most important. Indeed, these relationships of trust are typically our most important relation-
u if you jw.\ There is, in other words, a deep connection among privacy, intimacy, and trust, and if we value intimacy
smustin our lives, then privacy is necessary to protect such intimacy and trust.
vigation
S UCHING FOR KNOWLEDGE: THE ETHICS OF SEARCH ENGINES
::1:“:11:5 iifthe areas in which our lives have become Increasingly mediated by computers is the search for knowledge
t a price. thengines play an absolutely vital role in almost all aspects of our everyday lives now, but rarely do we stop
ing our- dreflect upon these roles and upon the ethical constraints that should govern the operation of search engines
A naviga- xuchengines are, to put it metaphorically, the keys to the kingdom of knowledge, yet in a typical day we hardly
nking for ticethe search engines we use. If they work well, and they usually do, they are as transparent as the clear glass
‘“_*}f Window, revealing what lies beyond but concealing itself in the process. Moreover, the centrality of search
e hgg Oaf T grows day by day as our access to all kinds of knowledge shifts increasingly toward the World Wide Web
:za:itting ]\a\‘:;e)nfrom traditional print sources, Consider just a few of the ethical issues relating to this.
nt to give *“Iftpay)::)ubdo a Web search on Google or some other search engine, you have _undoul-)tedly learngd that it
ill push us Yot e.ClOY: when searching for something, you need to be dlrect. and specific. This I*‘xas a very interest-
1 a certain Telipg intg tce‘ if you look at the history of someone’s Web searches during a day_, You practically ha.ve a direct
noral gain- N Benp) A person’s mind. Our search history tells us what we have been thinking about, and it also tells
bligated to Sy - VAt we haye been thinking about as well. Search histories are typically tracked closely by search
dds mo?i g, Panies, Internet Providers, and anyone to whom they can sell this information, particularly advertis-
people & *@ﬂ,e)? “Mation j gold to them, which is why they are happy to provide search capabilities to you for free,
. The reac ’-.e}.;uﬁn ge; lgr: \ Tn is knowledge about your search habits, your preferences, your buying habits, and many
possible fgr “’thp“"ate o Interest to potential advertisers. ¢ o hich
re driven Y U T is information be? Should there be government regulai:.lons limiting the uses to w ic
widen free oy babl, " Sufficiens simply t, ide this information in the end-user license agreement that you sign
erty by begg,! Dever reade P IO iall itive issues such as concerns about
propP i D S at if your searches relate to potentially sensi : Th e
;ﬁﬂ :[“Dan X P;‘ospects, or even relationships? Continuing along the same lines, v\.re catr: ask how Slng g
e S, s orul ¢ allowed to retain such information about you. In some tcltlountnesf, t fey are m::il :\te
bsequent W c%the Oper Mation after a period of several months. In the United States, there are far fewer regulations
o Jate © ' Hllons o Search engines
ings Lintai? Nothe, ethicalss &3 v ines: which sites should come up first? This is not as
m t cal issue relating to search engines: w LR Y
e tC;V[ - ovef; A\ Wity the . Ver ag YOu might at first think. The success of Google has been in its ability to match up
ﬁn way® :ﬁ:e § 03 Gosglf;i CTMation thay you were searching for. The site that comes up first might not be the most
fine” g ).

Ve RV SR likely to be the site that you are actually looking for.
-~ Make. Y Sophisticated opinion it is most likely : ) y Lo,
“stlr x Pl‘eci::llo. aim to the objectivity of its results, because there is nothing to be objective about.
&

iectivi i bjective intent,
l”ﬂevan Y in thejy ability to discern your subjectivity, that is, your subj and to match
t Web Sites. “fuwa f Sk i



: e i olutely no reason -5

You can see the possibility for abuse S ﬂm?o-‘é%hl I(E?lar\‘)];st?;lci\lf;:islies inythe fact thatt’:)h:::P;:I:lt :hi"t ‘
Google in any way slants its search results. The possibility Its can be meastiredaiiTi L E SN Ply is
no objective standard by means of which the accuracy of Fhe S nt—or atleastappoa o] S Sl}ccessﬁﬂl
simph if the search engine provides you with the inf(‘)rmauon'YOU Vifah ol betweeflp A . S.O' In the "’f‘ .
early days of Internet searches, there was a disturbing blurring of the lines bettve AL and
actual search results, but now search providers typically draw a 'clear dxstmc'ufm _etwfeen the two. tYPES of Tesulty,
However, we can see that these are murky waters, for there is no c}ear crlter:,on or de':termmmg Which Slte“ ol
should come up first. Popularity is important, but the most P.OP‘lﬂar S-lttes\i;fa?zr:ecﬁs:nb}y the.ones that N[Du'je" '
looking for. The number of other sites that link to a particular si et,' N e E ack links, ig anothe,
important indicator, but that alone is hardly a guarantee thalt G I?l;at 1te is the on_Le that you‘are-';ﬁ(,si" P
interested in looking at. Typically, it is going to be some combination of factors—a complicateq formula ¢y 2
an “algorithm”—that determines which sites come up ﬁrs?- iy LT i

In fact, the problem was more complicated than .thls description suggests. These algorithms ape high
sophisticated formulas for ranking Web sites, and as such they are closely guarded secrets that search compa.
nies are not going to divulge to the general public. In fact, t!lere. are two very good reasons why they shoy|q be
kept secret. First, these are PI’OPI‘iEtal'Y trade secrets that give one co yane € over its Competitors, and
they would be foolish to divulge such secrets to the gene.ra'l_ pub ey would lose their By
petitive edge. Second, it is important to keep these algori |
site operators from manipulating the formulas so that they
firms continually guard against such manipulation, for this woulc
the results. A L

LTS B LY

=1,

Now we are in a position to recognize the;c_c)mplexity; i
knowledge, but by their very nature they cannot be transpa
result, we can never look “behind the screen,” as it were, to s
search results that we are viewing have not been manipu
search firms to present the results honestly.

Yet there is one more wrinkle in this entire fab c
results to particular users. For example, if T often read co
when I do a search on a particular topic in the political
conservative results to me before they display re
Or, to take a less controversial issue, if my
know this—it may be more likely to yield re
software. All of this contributes presumab
at the cost of blurring even more fundam

dominant source of information, bu
search for knowledge is a black box i
process but whose rules are hidde
confidence in both the ability
like many such firms, bears the
how time after time found
within the ranks of the cor

nor loyalty to the vision thay
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iCS IN A POLICY VACUUM

»

Given this

exponential growth, it is not surprising that computing has transformed our world; nor is it surprising
it has brought about changes so quickly that it has outstripped the ethical rules that usually guide our deci-
ﬂ-l&[- computer ethics arises in response to what James H. Moor, a noted computer ethicist at Dartmouth, has
“1111::(1 a policy vacuum. Technology gets out ahead of us, and we have to work hard on our policies and ethical
iide]ines to catch up with the new technology. In the area of computing, some of the challenges are novel enough
(hat, in attempting to address them, we may find ourselves transforming, not just developing, ethical theer.
Although the area of computer ethics covers a wide range of topics, many of the specific issues fall into one

more of several major categories: privacy, ownership of information, and security. In addition, there are
important, more general ethical questions about the ways in which computer
for

or

s and the Internet have trans-
med our lives. Some of these issues are treated in James Moor’s article, reprinted here, “Should We Let Com-

puters Get under Our Skins?” Before looking at those, let’s consider some of the specific moral probl

ems raised
by these technological advances.

PRIVACY AND CONTROL OF PERSONAL INFORMATION

The distinction between public and private is central to the American democratic tradition, for the private
domain has long been considered the domain within which individual freedom is most fully exercised. In par-
ticular, the private has long been considered comparatively safe from government scrutiny.

BIGBROTHER.GOV OR BIGBROTHER.COM?

Computers have changed all that, and they have done so in a very interesting way. Various computer-based tech-

nologies allow governments, corporations, and even individuals to collect an amazing amount of information

about people. Imagine all the ways in which an average person leaves electronic footprints during the day. Using
computers at home and work, individuals leave a vast amount of information about themselves, their reading
and buying habits, their business dealings, their personal likes and dislikes, and so forth. Prior to the advent of
computers, one person could perhaps have followed another personh around, noting the other person’s actions,
contacts, and the like. The rise of computers now allows a single individual to track thousands of people simul-
taneously, finding a range of details about them that would previously been impossible.

In the UK, the use of closed-circuit television (CCTV) cameras is more extensive than anywhere else in the
world. Part of this is due to the fact that in the UK there are fewer constitutional protections of privacy, and
another part is due to the fact that they endured decades of terrorist attacks on their own soil by the IRA. The
fesulthas been an extensive network of CCTV cameras not only in the major cities, but even in the small villages
In the UK Typically, the average resident appears on dozens, if not hundreds, of CCTV cameras on any given
day, oreover, video cameras that read and record the license plate numbers are now in place on all British
r0ads, 50 it i 5 simple matter to keep track of a given car’s movements throughout a specific day. This type of
Surveillance was already well established by 2010, and this massive use of video surveillance promises to become
€ven more pervasive and finely tuned for the 2012 Olympic Games in London. In some cities, British authorities

ave alr_eady begun using two-way surveillance that allows them over a loudspeaker to speak to a potential law-

v::ake‘-'- For example, if you toss an empty beer bott.le_on the ground in. th? Nt .don’t be surprised if you hear a

Pl}l’cse?:mgz ou to please pick .ft up and dispose of it in the proper trash bin. Being under surveillance hag sim-
part of everyday life in the UK. s :

t limits, if any, ought to be placed on the power of' individuals, corporations, and governments to
B o;s‘-lwema.“?"'? Often we see doomsday sccnm.-ios du; whuiix gzverlgment-t;la virtual Big Brother—controjg the lives
Politicg] Clhzenfs through increasingly extensive data co eff on. thmce' e 9/1 attaf‘.ks, there have beep growin

L pressures in the United States to combat terrorism, otten at the price of femoving restrictions to th g
NS acquisition of information. However, this is not an issue limited solely to governments, S ST

€ngage in

Private corporations
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often have access to information that could have a profound effect 9n the lives of individuals. Insuranc P
and HMOs have been ethical hotspots for the privacy and control of information in recent years, and t_h'e Compa.mes
particularly thorny area insofar as insurance and hca‘lth care are tied to employment. To what extentist 18 hasbeetla
Shre comy sanies and employers and others share information about individuals with whom they d’ea];mf‘ can ingyp.
to share information increases, the need for clear and enforceable guidelines in this area increases ¢ As e ability

Consider the following example. In Lancaster, Pennsylvania, local citizens got together SR as well.

CCTV surveillance system that covers the entire town. They established a central videg monitg Vately establigh s

and now the entire town is under twenty-four hour a day real-time video surveillance ang th ring area, h

archived. Interestingly, there is nothing illegal about this. None of this was

; lred g
| done by the piRh € Video feeqq =
ment funds. Those who monitor the cameras are no
In some cities, private companies have A
the case with most stores, there are small si € is video surveilla arlety of itemg, l;ally
hardly tells the whole story. The purpose of the s i
closely observe the customers to see what thi y find interesting and w
ers” online movements and other behavi

which packaging they find most inte

t shorn peace officers,

research purpoges ;
: : : in
resting, which displays draw their attention, and the li](:::r S determ-me

FREE SPEECH, PRIVACY, AND CENSORSH[p

Consider some of the thorny
terms of the violation of local

issues relating to pornography. In the United States

standards. But what counts as local? Is it the Standarioz? ?hg:aphy i&: d,::ﬁned i
person viewing the pornography? Or the standards of the community in which the 1 iR he
resides? What responsibility does the Internet S ' P

: : . o SeSIPULIVEYOT of the papn s
ervice Provider (ISP) have in hosting szych a sxte: P“;ilfmm by
tions, if any, ought to be placed on pornography sites? G = TS e

of a police chief started putting pe

and phone number, and anything
another example,

abortion activists have po
ers. Again, to what extent—if any—do individuals have a right acy? '"'." e e
Closely related to this issue is the problem of data mining,. The tremendous growth of cor
age, coupled with the vast increase in the amount of information s ;

database searches that reveal more about individuals than they would have believed ﬁossiﬁl' Tt
in which average individuals leave information about the

mselves in éompute:s during a
cards for credit or identification purposes, preferred customer cards at the grocery st
are logged onto,

all telephone calls made or received—not to mention the cdun;lgss Suryel
have picked up their images during the day. If all these pieces can be put together (an 2
puting power and storage make possible), then an amazingly detailed picture of an indivi
Encryption plays an important role in this discussion as well. To what exten
encrypt their communications? Some levels of encryption (e.g,128 bit) at“tzh
nals and terrorists can use such encryption, they can effectively P;e?’:l‘;
communications. What restrictions, if any, should the government be al

PROPERTY RIGHTS AND INTELLECTUA

A dy”

The rapid rise of file sharing Websites was
revolution: because digital media can be sh
without loss of quality, digitized prcgfgﬁ
with an undreamed-of volume and speed.
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78 1aopenedsitie traditions X
Sthﬁczfgihxisﬁ‘ﬂﬂd-PYOPert;fﬁnﬁ??on of private property—based on th -
i PhYbllaased on this traditional Il{ode% osnca-me S der serious challenge. Our edpamdlg‘m of landgna
e If lost something. For example ‘)f ¢ in which giving a piece of pr . understanding, of POREgy
% }'Ourseox 2 copy of the bookl butpth,ai ; glvlila B o my fiicnd, I nopl:’)]fge e SR
j xer ’ would b : er possess that book
IS 0 : e a lot of work at book. I could, of
@2 he digital world, however, this i ork and the 3
o Inthe 6 is is no longer the case. If T have an eICeOIEY would not be; 45,600 o540
ctronic copy of a book (or a pi
piece

. n i
o?iiusic)’ [ can send that to all of my friends and still
1 not lose anything, and the copy they receive will be as

as minC-
ectual property is not exactly li i i
p y like a physical object, but we still have laws and policies b
olicies based on the old

adign of physicaﬂ objects and there is significant disagreem

;mnd, o SRR e A hetnt about. where to go from here. On the one

tempts £© alter the Ia?v asa th-reat. On the other hand, some il% th t(} capcae do by i e

ed o the idea that all information ought to be freely available—anfi tﬁzrlzitacommumty arling
ns, among other things, removing

(ictions on copyIng and duplicating materials, i
erials, includin '
g music and video
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RESPONSIBILITY

of the Internet, responsibility has b
: ecome more diffuse in several i
g Ie Lyt : ways. First, the Web allo -
( east the illusion of anonymity), and this makes it easier for people to den‘;i:?;oizi-
pornography and Internet plagiarism are but two of the most
llows people to engage in behavior that, at

[nthe age

hility of anonymity

nilit}- for their actions, even to themselves. Online

Inblntoufs examples of the way in which the anonymity of the Web a

.e‘shiotgz;‘fgeihx:ci?igsn;); perforn-l m thg public world of everyday life.

o a(’;tions g thenrz;p;g{tlss?lb[)ﬂ;t)tf }::ys?ocrhe;z;sr;sp lz;rehzzmplex. Whatt), lfc:)r example, is the responsibility of

L g 5 , have a responsibility to protect

TESPOIZZi-bI':lriEZ ;(I)lwalrllted pornographyf.‘ 1‘3rom unwantc?d advertisements? gr toptake angﬁz?j:;z;;ﬁﬁ::
college network administrators have if, for example, students are using college Internet con-

nections to . .
download pirated music and video? To order plagiarized term papers?
computer systems perform

RES onsibilitv i
"‘CﬁOnspan;ﬂt)}llhty issues have been transformed in another way as well. Increasingly,
ey do so with such speed that no human being can adequately monitor them. Let’s look at an

tlam
ple from the stock market.

Comp
UTERS AND THE STOCK MARKET
s is the stock market. In 1998, the

ket to electronic exchanges, ostensibly to allow the aver-
small traders dwindled into insignificance (and

fCuritj
es and

Exchange Commission opened the mar
on a massive scale. Let’s take a closer look.

g dtiZE :
N with
Ofte, poverty) “jlhdesktop computer to compete. Soon, however,
en major traders began computerized trading

The

1

I
ay at the New York Stock E

: We
f re dow ;
e n about 180 points, but that was not unexpected, given

g . Sudde

“l;;m g OUItllg;](e)‘;e:ﬂt.h e next twenty minutes, the Dow dropped over 1000

st 1 Of what }r, ion dollars off the total value of the U.S. stock marke en 502

kiqrgs 0 have | ad been lost. The precise cause 0 s unclear, 2 disturbing
8in at g een an unanticipated interaction among different exchanges with rules to sl

i ifferent moments.

stoc

My S Was possi
IatQCh Ofit ne&’:ssnble because much of the trading on the
r even goes through the New York Stock Exchange (NYSE) any longer,

TeStri ey
Ctions that might apply to the NYSE.

tine until about 3:00 in the afternoon.
fears about the Greek debt crisis at that
points ina period of 2 few minutes—

t—and then soared back up, recover-
enough fact, but it

ow down trading

xchange looked rou

f the crash remain

k market is now done with computers. Indeed,
thus avoiding many regt”
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» - One regulator g dubbeq tho:: ;?%ntl:ii

in such high-frequency trading “the Cheetahs” for t.hey are both fast ang fearless. engage

i figh-fre quency trading now accounts for over SIXty percent of the stoc)c ransactiong Very day iy G
States br}ns is a realm in which humans cannot compete wnh-computers €Xcept that 1y, S Write the e Umted
upon which they are based. These algorithms allow computerized tradmg Systems tq Purchage thOusan ﬂg"nthms [
of stock in a nanosecond and sell them again a fraction of a second later, reaping 5 VErY small pr o of shareg
mushrooms into a much more substantia] profit when we add i the number of shares tradeq opq b Share
trades that occur per minute This is a world in which Nanosecondsg matter, that ig
actions are measured in billions of second. Before You can blink,
tions, buying and selling again i

Tradi e a radj i 3 3
High-frequency Trading first century, stock trading undcrge.nt dtl{ialt ra:lr}sformatxon_ L‘terallyf
b “the twenty-firs ' b R an beings on the tr P
At the beginning of the NU‘ human endeavor with actual l?unz‘\gmboa?d el “Bia l;ng ﬂ?m'x bumng an,
: ;. ading was ¢ : for rian = L
centuries, stock trading “[itim of stocks back and forth. A b‘t tigious of thes % ?{ard ke tracko
\ ye an - y lce The U presti
ing sometimes hu'h.t q““l selling particular stocks. The mos prestig ded € stoc €Xchap, S S the
1\‘;“ prices for buying anc 1. nl\“t limited number of stocks were traded on that exchange angd only oy
s nly : ;
York Stock Exchange, .m\“t wcld ot the P l:,ssentlauy, Xcept for mi
: -« were allo
umber of traders were allc any decades.
S “the Big Board for many decad heEs
e G terized trading changed all that, The ri
s ite b e
T'he advent of compt ; achino s universities;
arch in science or into teaching
INto researc >

it was unchanged e

ghtest young Mathematg
they went to Wal

1ans
| Street, Where the

he Quants.” (There are numerous books both by and about the

“the ants.

Ca
quants.) They develope co 5t
formulas or algorithms (Lki‘lgosﬂ for short) et i e S

0
A $ Mputey; 3
ISCOVer tiny pockets of profit \5’1 "12ed tryq.
f data and to quickly exploit the opportunities that e s

Supercomputers,
The 1987 Flgsh Crash

This was not, by the way, the only time such computer-driven

€rig, 1987, computer-drive trading programs pushed the Dow
It was the biggest percentage loss suff,
“portfolio in

ered on a single da.ﬁ" y ﬂa
surance” trading programs. Under pressure fron
slow the cascading effect of automated tradin
tion at 2:00 pa, anq after 2:30 pm there
occurred at 2:45 py. A
This is just one of many ways in
€IS are used in our world today.



F RESPONSIBILITY . ;
’HE D'FFUSIOT)t'tOen make decisions for us in daily life. Some of these decisions are relati\‘rely mmor,cll'_)ut mez;)a?;;
f gters stems hificant. In some instances, computers may even decide when a missile is to- be ﬁrfe , esp :

O ey EHLY SE diate response is crucial. In naval warfare, for example, where opposing ships are only a
ons O e tme dingly brief, imagi ios in which a ship’s computerized
% and response time is correspondingly brief, we can imagine scenarios i et
:""mﬂes ¥ nt retaliate on its own. In Iraq and Afghanistan, we have had little robots—-dubbed_ R2 2"byg
oy mlg‘t fire an incoming mortar rounds. Since they need to respond immediately to incoming mortar
diers#thdmt require a human operator to authorize each response. To whom do we attribute responsibility
theyh?r? : goes wrong? In the past, designers have built in a moment at which a human being must confirm

i t hu?lhih is increasingly impractical. Even when a human being is involved, that person is often depend-
:he dec'mforxvmuion supplied by the computer. We can imagine a human being “in the loop” and necessary to confirm
'r'dg;;:;:?nom fire a missile, but the human being may be receiving information from computer-mediated sources. As
el

Jter-driven systems become increasingly autonomous, responsibility becomes more and more elusive.
oMUt :

,‘{fa‘kas
hen some

uhh
Wil

. THE DIGITAL DIVIDE

Jusisnot the only pervasive issue. While many (especially in education) find their lives permeated by comput-
wvinmany ways, others are effectively barred from access to computers, primarily for economic reasons. The
widis splitting into the haves and the have-nots, based in significant measure on access to computing power.
ung children from middle and upper class families grow up comfortable with computers, happy to use them
udconfident of their own ability to figure out and solve problems. In an increasingly computerized world, they
“weanimmediate advantage over children who do not grow up with such skills. Similarly, significant portions
i the industrialized world are highly computerized, whereas many parts of the developing world lack even the
e necessities of life, much less access to computers.

HEARGUMENTS

etang FLORID]

g
he Ethicq) Evaluation of WikiLeaks ”

T AUthor | 1n; £ :
iy, 5 thor: Luciano Floridi is contemporary philosopher whose work has defined the field of the philosophy of
Tegng €ra number of years teaching at Oxford, Floridi now holds a Research Chair at the University of Hertford-

U i :
o Ot a:E;CO Chair in Information and Computer Ethics. His most recent book, The Fourth Revolution: The impact
0 o Ofcommunication Technologies on Our Lives (New York: Oxford University Press, forthcoming) deals with
Yoy the information revolution, His Philosophy of Information was published by Oxford in 2011.

gy © AMticla: G
3:'1_6 Tumpyy 0?' Th? Publication of classified government documents by WikiLeaks under the leadership of Julian Assange

nnsn;ng i dEthlcai issues, both about the dubious practices they sometimes revealed and about Assange’s practice
%*Ou OCuments | this piece, Luciana Floridi examines some of the ethical issues underlying Assange's project.

1 €

2 Zma* a?:zt t (;Onsmer This:

iy Eﬁo- Auestions that Fioridi focuses on in beginning of his analysis?

Sbig, ;‘d' fneans by saying that confidential communication is a three-player game.
 Florigj Suggests, establishes a new, meta-game. Explain what he means by this.

p"’Dhul{)ridi “Th ' |

e Ethy; _ . \ L
of nfg:hlcs of WikiLeaks” Reprinted with the kind permission of the author. This is available online at

y thstl

mation.net/Blog/Entrieslzoiﬂlls;TraveIS_ﬂlm?glzém-ﬁst-hm‘
g R e W )
03 57 et S

P P _-‘:,l' Y .:l, 1\_1_."" 7, !
Fnente gdun e SR tURaErt s K g




EXPANDING THE CIRCLE
'ART THREL

. e r confidentiality?
meta-game destroy the relattqns@p of gl
e ‘he‘rvwomenon of accountability in the new m game? e
womi it liberation arguments are not univerlisabh

r\

5aYS rmation
6. does Floridi mean when he says that info
6. What does F

ikileaks phenomenon is intricate, but suppose we reduce its ethica] eval“aﬁQn.;o_i‘v%'

he \\'lkrlt‘al\‘s p “; even when motivated by resentment and the desire to harm s ta;g
tleblowing ;etll::: ’ethical, even if it might put at risk innocent people? A deontgas

tion of Whlsge?e?’:r l)ﬁng is an absolute must, is likely to appreciate whistleble .

t]‘\t’ :jrli::;:';f tlhe reasons behind it. And a consequentialist may support Wiki

f:.:llfaie of the largest number of people, especially if l‘lSk_s ?,re ml_mln'lz_.ed .bY B

current answers in the mass media seem tg converge: Wikileaks ig : thir
Confidential communication is a three-player game“‘sendﬁr,-;eggiy

receiver trust each other. The receiver, not the referent, trusts and holds

what is communicated about the refer t may know

easily guess its contents (imagine a letter of reference), byt thereg',a.s

referent, has access to the information exchan S




Jre no longer available from its website). Luckily, so far Wikileaks has picked up causes judged by
r Vgrsi"”fl good. Support for Wikileaks would quickly vanish if the leaks undermined a cause such as the
; o mord r):lov ment in China. Yet the real cthical debate must concern the moral value of the causes sup-
;moﬁfaﬂc - 1eaks. And the.concern remains: those who defend accountability should themselves be account-

Poﬁed by will whistleblow the whistleblowers, if their behaviour will become unethical?
0

‘il _-,f,'www.wikileaks.ch/about.html
12.]2. t]

W{eﬂ:j 0.03:0% pttp://web.archive.org/ web/20080314204422/www.wikileaks.org/wiki/Wikileaks: About
10,03

b /piscuSSiO" Questions
urm : ) ; i

i i suggests that whistleblowers cannot universalize their position. Explain what is meant by this claim.
b ;;:t philOSOPher is Floridi implicitly referring to here?

. cuss the difference between deontological and consequentialist analyses of whistleblowing in general
DS wikiLeaks i1 particular.

;ﬂ]ﬂdi onds his essay with a question: who will blow the whistle on the whistleblowers? How would you
4

" pover this question? What consequences flow from your answer to this question,

especially in regar g
prvacy and censorship?

s H. MOOR

uuld We Let Computers Get under Our Skins? ”

1 the Author: James Moor is a Professor of philosophy at Dartmouth College, he is a primary figure in the growing
i computer ethics. His award winning article, “What is Computer Ethics?” is widely reprinted and regarded as a mile-
#rthe study of computer ethics. He was an early pioneer in computer-assisted instruction in logic, including work on
2 \em, and Proof Designer. He is co-author of The Logic Book and has written widely on the philosophy of artificial
- gice. Most recently, he is co-editor of The Digital Phoenix: How Computers Are Changing Philosophy.

bt the Article: In this article, Moor looks at the question of whether we are gradually becoming cyborgs—part
12, art computer—and what ethical limits ought to be imposed on this.

%You Read, Consider This:

" Whet are cyborgs? In what ways are we already moving toward becoming cyborgs?

" ainthe therapy/enhancement distinction. What is its significance in this article? What criticisms of this distinction
| “esMoor consiger?

; Cyb:rzcimmg to Moor, are the three main areas in which we should be particularly sensitive to the coming of age
S?

g con - ; !
it f':)fcted with the passions also, the moral virtues must belong to our composite naturé; and the

Pond thel:;_compome nature are human; so, therefore, are the life and the happiness which corre-

iy —Aristotle
$ahy A PO
man was ok, I even enjoyed some of it. But b 1as a lot more to offer.

A ~ —Kevin Warwick
E%I # 5;‘ ¥ < ."“:A.‘ 1 . I't'ﬁ’_ "f )
R - 3 : “, 4
‘\’%M""n ‘Sh o Iy |

wb‘"Y:somd We Let Computers Get under 0 12 The I e Int

L Press, 2004), Copyright © 200




THE CASE FOR BECOMING A CYBORG . _
Aristotle suggests that human nature is fixed. Our human intel‘l.e"c'(ual anxigz;ile:;n:i: f(iegend 911
this nature. If we changed our nature, we would change our virtues (e because' Sd(;l e 'De]% if
friend became a god, for example, friendship with that person would CEis ics, th alg? a%a dl'ffefe_n;t-?n tur,
than a human lu:ing. In the wake of evolutionary theory and modern genetl‘cs},ltt eﬁ: Aim that h“tmali{' i
fixed is not very plausible, but Aristotle’s belief that shifting human nature.m.lg :“{e alter moral virtye .
defensible. In li\day's scientifically changing world we need to confront this issue: if we Ch,a ge th,
we are, what will be the consequences for ethics? : o :

We will change ourselves genetically and we will change ourselves' computatlc?!}auY"#S*welL
cybernetic organisms—cyborgs—part human, part computer. The loglcal malleabﬂltygg Ompuyf
to go beyond what can be accomplished through genetic manipulauon all.om.e.‘_Th h
platform from which to launch new computer applications. It is likely that L t.h_.e e
computer hardware and software will be embedded in us. To what extent it sho
tion, of course, but certainly there will be increasing pressure to p}'oduce :'cyrb‘o,x;g;j‘
nology already coexist. First, we humans as creative creatures cqntjxpuall'y‘;;ee_, ‘
not so routine tasks. Not infrequently our creative task solving involves the di
computer is the best master tool we have. The general-purpose compute
If we have a task to do and we can express the task in terms of an appro;
appropriate outputs, then in principle a computer can do it. In fact, even if
rithm, computers using neural nets or genetic algorithms can sometim
tures for us. Third, considerable knowledge has been gained
and living systems. We know that organic and inorganic
organism level, the organ level, and the cell level. S
atomic level. that naturally curious humans lov
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e B -
.;M”E el
i ision was not fully restored, but he was not totally blind anymore. He was able to see well
’ sV : : el
' ]Corte"' s through rooms and even drive a car to a limited extent (Gupta, and Petersen, 2002).
h jigate
f nav

f . such as retinitis pigmentosa or age-related macular degeneration, damage the rods and cones
sﬂ*’é;  disease ; the rest of their visual wiring, the ganglia cells that process information from the rods and

'u.nag put leaV nerve, intact. The various visual bionics under development hold great promise for bypags-
'ﬁﬂ Jthe Opt‘lc,,ﬁ. of the visual system and restoring vision to the patient. In the United States, over a mjl-
-::Eidallﬂ“agreedls;‘liv blind and worldwide millions more. These cutting-edge bionic implants wil] offer
fo o0 e A %
J:ENUQ b611€£}t¢;s of beneficial computer implants can be marshaled, but I believe the case for the
"mre exam‘}. aplants is established. The debate is not whether humans should ever become cybo
'.::C“’“PUW] f]r[}ijctllal'l\' where beneficial implants help overcome severe disabilities, justification
it L-aﬂfs_‘\pf;e.lr The transformation of some humans into cyborgs will continue to happen an
~"'b°rg\:;; t:) }.m\fc such helpful computer implants should be allowed to have them.
'{‘:“.rhs\. far should the conversion of humans into cyborgs go? What are the ethical boundaries? Could we
'\ui]-];]\-es in a position that we would want to get away from computer implants but couldn't? Could the
\bc used to track us? Reduce our autonomy? Give us freakish powers? In this paper I want to explore

wential ethical pitfalls of computer implants as well as the impact that computer implants might have on
A theory itself.

benefits of
rgs because
for becom-
d it should.

Y VERSUS ENHANCEMENT

‘ezpy versus enhancement distinction suggests a basis for a policy that would limit unnecessary computer

a5, Given that the human body has natural functions, it might be argued that implanting chips in the
iacceptable as long as such implants maintain or restore the body’s natural functions. In this spirit, con-

<tleremarks of Michael Dertrouzos, a director of the MIT Laboratory for Computer Science,

regarding the
ility of implants connected to the brain:

benif it would someday be possible to convey such higher-level information to the brain—and that is
thuge technical “if”—we should not do it. Bringing light impulses to the visual cortex of a blind per-
mwould justify such an intrusion, but unnecessarily tapping into the brain is a violation of our bod-
%ofnature, and for many, of God’s design. (Dertrouzos, 1997, p.77)

T.l d . .

“tistinction between
'-.ixter mplants, Under ¢
L odily functions are

therapeutic applications and enhancing applications offers a cri‘teric')n for limiting
his policy, pacemakers, defibrillators, and bionic eyes t.hat maintain and restore
T acceptable. But giving patients additional pairs of robotic arms or 1rffrared vision
“Fohibited, I would endorse the use of a chip that reduced dyslexia but would forbid the 1mplantlmg (:f
"'-r;ts bue “hip for Superior chess play. It would permit a chip implant to assist the memor)(ri of ?lzie"g:z li
U, ;:l TOU d not license the implanting of a miniature digital camera that v\.rould_ r;ecora:l inal‘l‘FeIzv yeople
iy lap “1iee had just seen and heard. In a later book Dertrouzos stresses his 1_)01111 ;:fa h,i : thrEShOId
:T“Pfring \:jChi&imO their brain for less than life~and—d;:th r;al.lstoll::.cav::eh:;’;::rzly il gnd e
. € cor i just because of fear, ’

ijlc{irnem:ms’ L ;’Ojéj?r N : i if they are not safe and effective or the
:;mh“n : l-ven t_heraPEUtic applications raise ethical questl?;‘ sctlivene)sIS, and informed consent. Does the
P)‘Ienha S%n. informed consent. But, let us assume safety, effe -

,| : is policy generall
', .hce 5 S uter implants? Although this policy g y
u"“hica Ment distinction give a proper limit to comp

i fended.
{ "Mplants, | believe it is too conservative and cannot be de

3

:

| Wi
iln qloﬂ:
[:het“’eennt;]ear Distinction ; t always agreed' upon. Consider the example of cochlear
'*iif (Spellrlan frapy and enhancement is no i 2{'16 ear and a microcomputer filters and analyzes the
i 1999). A microphone is worn behin
C

l’gn | .
th JP] 10 101 i al These Slgl’lals are Sent b Iadlo waves t
] ne conver tlng the Sound into d g ' ,‘ 0a
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IREE: EXPANDING THE CIRCLI
1 I \

- - - : : o s embedded in the coc i

‘mplanted under the skin, then via a wire to eltc-tms;hen cochlna i e ;ﬂea in
CECETor Sy J-tinml-ne nerves that carry sound to the brain. : h 4 DSeR € availah)
T sproximately 35 percent of patients; tOdaY they can rpee earmg ALk abOUt' Sou et
a ximately 2

n
ome deaf jng; duale

they c\'ml‘dvhtl[f' ilear implant, a bionic ear, may seem obviously therap?utic. HOW&V&I‘,-wi
Rccen’nlu‘:‘,l A > of whether to get a cochlear implant has been controversial. § i

ey tm: T‘\-Lr]:l:csc implants are desirable or even therapeutic. Sjome challenge the.standard > g

tiO,nit-\t-i-:;j—l::nl;lunitv that deafness is a disability that can be “ﬁxed.' b)r having a cochlear

:::1;;]‘\.‘" e is the im'pnrmnce and normalcy of the deaf culture. Wlthln the deaf cq at

with others who are deaf and share a common language of signing. Therefqre, S

believe the acquisition of hearing through cochlear urllplants needlessly threate

functioning culture. These views are held strongly as illustrated by the fact tha

munity found her tires slashed when she refused to speak out against cochle
Some in the deaf community believe that deafness is a disability_,;b h

recting given the damaged caused to the deaf community. But another po ition

at all given the availability and success of sign language within ! 1€ comn

cochlear implants turns on whether one takes the !

implant is therapeutic, and, if it
There are many things that

steel and we cannot breathe un

imp
We cannot do, and yet we dcin%
derwater without special equipmy

Superman, to claim he had disability because he could not le:

actions are in the realm of inabilities, not disabilities A.a b
are disabled if ey do no

derstand an extinct language, Thosg

of individuals. Adults living today
abled if do

%

consequeng

-PLY




cochlea in the patients ear
5
ts became available in 1985
3
g in about 809%,

vever, within the deaf com-
deaf individuals haye ques-
standard assumption of the
ear implant. At the heart of
1unity many find solidarity
ne in the deaf community
 undermine an adequately
 member of the deaf com-
nts (Yaffe, 1999).

in that it is not worth cor-
- deafness is not a disabilj
Much of the debate about
itis, then having a cochlear
nent.

abilities. We cannot digest
ge for someone, other than
ngle bound. These sorts of
bility in reference to a class
uage, but they are not dis-
lear implants might argue
t happens to be a sign lan-
class, then hearing should
uld not be therapeutic and

yint out that the distinction
he decision about getting a
i i f all the
ful consideration o .
Junities and are somenm;s
wuse if the implant is fo b€
1age development Occurs:
ts as a disability and what
- constitutes enhance B
heart and deli
restores
do
rillators
d by others
g? Suppose
i neul'al

honitor 2

. The defibrillator

¢ without de
her to be locafe
1tic or enha.n‘_:m
oom by sh

e are at liberty to have cosmetic gy
e " uch of the time. As a simple illysg
give |or’ l;nd the normal 20/20. It would
sion bt\-’\;siﬂﬂ to a better than normal 20/
it T o enhance themselves in other
j',L,gdmﬂws‘ Kevin Warwick, a cybernet

hz;il:m’]“”wd that per l.llmed sensor
‘::;dmuch more sophisticated compu
:.:-“'lckis wrist to connect his media
‘;u»i\“&‘ both sensory neurons that de
r* with muscle groups in the hand,

in the median nerve, Wires from
o

. Simil
ways, including the implantation of computer chips if they wish.
;Cisnp}l;?sf:;or from the Universfity of Reading in the United Kingdom, had
el oratory ‘to detect his location and motion. In March, 2002, he
- ne;r\],l; 1‘12: }EWar\mck, 2002). An array with 100 spikes was implanted in
o a computer. The median nerve travels along the arm and

Pressure and temperature and motor neurons that connect the spinal

Jycalibrated, distinguished neural impuls

ided sufficient binary information for Warwick to guide mini

pecially wired jewelry, and steer an adapted wheelchair.
Warwick could feel the impulse if the ;

hand was open and when it was closed. This
ature robots, manipulate a robotic hand, light

the computer sent a signal to the
ting experiment Warwick wore a

wick
» he could guide himself around
Irena, who had a simpler neural con-
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" sense of his body
% {elt ike a part of

ing part of my body, almost an amputation”
s being extended by the machine attachments like the robotic hand, “The articulated
: me, yet, becaufe it was remote, in another sense it didn’t” (Warwick, 20.02, PP- 233-234).

: s f;:\; Edgeé t}l:e potential risks but beh'eves the eventual benefits of computer implant enhancements
o ey ;v Ethically, should Warwick ~enhance himself with computer implants? Some
g : Inter suggests that such experiments are “profoundly amoral” (Vogel, 2002, p. 1020).

» 2002, p. 292), But he also had
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have the freedom to do it? His wife s at some risk of harm, but
t procedure and her procedure passed hospital ethics commit.

: grotesque, scientifically jll defined, or grandstanding, but syl
i Ing they were correct, would still not make the experiments amoral or immoral,
- Bo R

I RG A N
) R 2
‘;rearrema]‘ GUMENT ““\(‘ s T it
y ey Slope tns that allowing freedom of enhancement through computer ¢ p i]‘nplal:)ts will take us down 5
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bl €ries Star Trek, The Borg is a collection of cy that travels through space in a large cube that
ot s Assimilate new species that it encounters, The B

s menacing conduct is indicateq by its fore-
esistance is futile” and “We il Gt . ffh‘f’ inhabitants of the Borg have Numerouys
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Th r examine their lives nor personally flourish. And o, the ar
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he freec implant chips? @
e we give }w()p]l]k;:::: ;:.ZLi:){“\‘r;g,‘::‘o‘nvincingl,) particularly if the slope is rather lone
it seems possible. There is m\ﬁsideruble slope between allow-“?g people the freedom.!fq‘hﬂ' i,
ing R;mz culture. But can we easily brake on the slopt?. I believe we can, but theBQ; :
i :;; o culture in which people become slave cyborgs is not something that sane_Pebp
:x‘cl\'es.L However, other mechanisms might push us Foward su.ch a state. Here ar

The Sleepwalking Scenario: We might inadvertently fall into a Borg.hke

that people for good reasons decide to have chips implanted in order to ¢
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collective consciousness.
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not want to end up
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Slippery slope argut

Babies are given chips as routinely as vaccinations. Such inte
Gradually, for practical, not evil, motives the Web/human sys
people’s activities by sending information tantamount to in
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behavior might have an uncanny similarity. i ks
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2 .oht radio frequency eneroy p: ot b

é 00 the ngh.t m'm idcn: ey bpdss;s .through the skin it activates the chip that in turn emits a radio
“‘uﬂ o2 R net. Giv ‘_”' ol : "L)uri Zr: his number can be sent to an FDA secure data storage site via tele-
iy L \alven our 1l -

s % ot the Inter ; | 11shing Information Age, the demand for implanted chips to store per-
e nedical and financial information as we]] ; p p

- o '] anted chips can be more sophisticated th
3 pS) that has for several years been workj

g ED‘n;acking device that uses Global Positioning System (GPS) technology. The Digital An t?f:clil:(:z Dlgltill P;nguel
7 Is.d heused O track almost anyone or anything from children, convicts, and cats to lost hikgers and lost 1g1f PO enﬁlang
e. L‘ilalhﬂl dvision of what the chip. might be able to do. According to one early projection, the future chip, i fgi%:igil,nted
D 11]] o m.\'ereq [_q},‘ a pi-ezoelectrlc.device that converts e.nergy from normal bodily movements into eiectricri)ty. The’
» 5 Jillsend information to rec?lvers connected to various networks, In addition, the device will be able to collect
10 mation about }he possessor’s boc%y, such as temperature and blood pressure. Blood oxygen and glucose level
. {yection are promised as well. Its designers propose that pulse detection will be based on infrared radiation natu-
ed-. nitted from the bloodstream. In this vision of the future, solid state accelerometers and gyroscopes will allow
e «Digital An gel to sense the posture and gait of the possessor to detect sudden falls. EKG and EEG detection are
ng ned 0 be in the works. If this information gathering comes to fruition, the objective is to transmit the informa-
Te. « 0 receivers that make it available on the Internet through Web-enabled desktop, laptop, or wireless devices.
its ~uding on the configuration a Digital Angel device could be turned on o off by the possessor, the possessor’s
- orremotely by radio signal. The device would not need to be on and transmitting at all times, but would have
of a /lly to turn on automatically if it sensed, for example, a heart attack or was sent an instruction to do so.
1eir Jgital Angel is the brainchild of Peter Zhou, who is enthusiastic about the future of implanted chip technol-
el - Uespite Zhou's enthusiasm, critics have expressed concerns. Civil rights groups compared the use of implant-
L al ese chips to Nazi tattooing and some Christians compared the implanting of the chips to the mark of the
lght_ “mentioned in the Bible. Thus far, ADS has brought out the first generation of the Digital Angel as a product
EEES “vorn as a wristband or carried. Its initial capability is limited to establishing the location of its POSSessor.
fegardless of the current stage of development of this implant, the concept of a chip that actively gathers
“eabout its owner as well as sending and receiving information is technologically feasible and such chips will
gy onto the market for particular uses at some point. Potential uses are plentiful. A person who suffers frf)rn
ort if :,'Tl’Thmla could be assisted when the chip monitoring her pulse notifies medical authorities of her location

nted ,"i‘er condition. A firearm could be programmed to fire only when the chip identifies its user as the proper

ym of Mer Herds of animals, not to mention millions of pets, could be tracked so that no animal is lc.)st. Every siol-

- q ‘: :hl?attle unit could be monitored for his or her location and health status. A kldnathid c_hlldsp:;;e;:;lrg

them b uf COUI_d be located and checked for life signs. Such a chip Cf)uld. serve as ar:11 iDt }?rouuirrrinsmissions
; Ny C}:.ractlons. A potential customer could be positively identified blometrldcf y }:‘er agccoum = reyin

fna}o: '-:'urrnationli'aHe’;i tr THSaction then would be charged automatically to or deducted from

0L 8™ Ssed along by the chip. : ' £ 3

et el \,‘:: "4 with implante)c; Persori)al data chips will generate an enormous flow of Il)_el.rsozzilllr;:z;ntl:tg:rérlelf

g SYS that require new protection plans for the privacy of individuals. New policies

."nditiojleguard the collection of all the up-to-the minute information ab'out people’s healtl;i 10;122“;222‘;‘;‘?}1

|incip) 0d other matters transmitted and received by these chips. It is not that persor%ll E ; yl A
A % Protected : rn is that the technology will be developed and
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The shaking is sO debilitating that thcse. patients often have trouble workine
Thes mN fl \e drug L-dopa has been given to Parkinson’s Patients, thg'-- \g,
as Alf of the patients with essential tremor are improved i m )

destroy parts of their brains that cause the Shaking; but-th
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similar violent shaking.
essed. In the p

.o Less than h

ness wanes over time. Less tha t
e

times patients undergo ""”!'f-f’ ) .
rsible and not always effective.

patients is to have a chip implanted. Physiciang imPlant-an
r the scalp to the patient’s collarbone where g Bl cir

1hal_anm;- ‘.\;'{d\ ]‘"fl.[:fi“l signals customized for each patient to the electrode in the

n}i““'_‘1:;:1!1&};21:bl ocks the tremors. The devi.ce is effe.:ctive in stopping the skl

tth; essential tremor patients. The procedur.e is reversible and the device can be

. The results of such an implant are nothing short of spectacular, A Parking

ing violently can run a magnet over his chest activating the puls_e gg‘n-'
become steéd\-. With another swipe of the magnet, the device is tur
again. In one case a typical Parkinson’s patient, who had lost her-
arms and legs move out of control, could sit down and play com
installed (Freudenheim, 1997). s

This Deep Brain Stimulation technique using the pulse g
medical conditions—even for psychiatric conditions such

patient had repetitive thoughts for hours and would was

simply getting di

reve _ .
An alternative for these
a wire unde

control of their lives. The sinister side is the thr
Chips might be developed to induce uncontrollal
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1p13”(5 will be an 0ongoing concern as ch
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e in a patiengs " pyimes erge between those who have fhip }i)mglt:ffst better anq more usefy]. Eventually, a chip implant
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begin to shake
tions made her
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n light of commop morality in the short run.
ting chips in the near future. Now I wish to
ter implants on metaphysical issues and ethi.

: : e possibility of enha{lc.:ing humans tbr?ugh computer implants raises the question of what human nature
variety of oth?r | nd should be. Traditionally, essentialist philosophers like Aristotle maintain that humans have a fixed
One se_noushr 1.11 ‘V.NSQme existentialist philosophers like Sartre argue that existence Precedes essence and that human nature
ter having a chip '-‘;ally free. We can change our essence by making different choices. In an era of increasing understanding
: ain -;etics and neurology, neither position seems quite right. Human nature does not appear to be irrevocably
5 I)aUer'\ts rce&:,] = B completely open. Computer implants offer us an Opportunity to adjust at least some of our nature. Qur
-‘{‘;m R aeas humans may not be radically open,
Cler:

but, if we are clever enough in developing implants, we can, if we
Hrain: two in the % sinificantly change our nature from what it is now,
praiil. :

s, and one in the tuite prediction of what computer implants will be available in the distant future is,
» L ensory region Julfs speculate a bit. With implants we can change our internal functioning in ways
e > Pl

of course, impossi-

that are not possible,
{ whisker depend- {raiations of our genetic code, We might enhance our sense ?f sight to access parts 9f the if;t[l;omafnzﬁc
1p and some radio “nfar beyond what any humans or other animals can. Sirr.ularly our sense of h?a;;:ilgb Zo . z ;}i a:]cc edy
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