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performing both functions, the agent will simply paste a copy of the message into
the recipient’s inbox folder

If the message is intended for an external domain, the SMTP server sends a
request to a Domain Name Services (DNS) server o resolve the domain name
10 the IP address of a recipient SMTP server. Once the address is resolved, the
server transmits the message to its destination, and then sits back and waits for a
response. If the address is good and the message is delivered, an acknowledgment
(ACK) packet will be returned to the transmitting server. If the address cannot be
resolved, or if the user is not a valid user on the target system, a nonacknowledg-
ment (NACK) packet will be returned. The latter will initiate a delivery failure
message by the SMTP server that will go to the sender’s POP3 or IMAP server,
eventually to be delivered to the user.

‘The routing protocols used by devices along the way determine the fastest path
between source and destination. A message i quitelikely to be relayed by numerous
intermediate SMTP servers before it reaches the recipient. Each server will append
the header with a Received: line.

POP and IMAP Servers

POP3 and IMAP act as the post office for the network. Incoming messages are
stored on these servers, waiting for end users t0 access and download them. With
POP3, SMTP retrieves the message from the Internet, copies it to the message queue,
and then notifies the SMTP delivery agent that there is a new message. The delivery
agent transfers the message o the mail storage folder for distribution by POP3.
With IMAP, the “mailbox” resides on the server and not on the user’s computer.

“This is the oot of one key difference between the protocols that is particu-
larly relevant to forensic investigation. While it can be configured to save messages
until deleted by the user, the default configuration for a POP server is to delete a
message once it is downloaded. IMAP defaults to saving the message on the server
until deleted. IMAP also allows a single user to maintain multiple inbox folders,
orfor several users to share a single inbox.

‘The ramifications of these differences are significant. If the investigator sees
that the suspect uses IMAP, then a strong possibility exists that the ISP still has
copies of pertinent messages. However, additional corroboration will be required
10 verify that the message can be connected to a specific individual. In a shared
environment, someone can use the defense that another user is responsible for
the message. Conversely, even if a user is the sole owner of an account, there is
10 reason that the same user can't have other accounts on the system. Deeper
digging will be required.
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THe ANaTOMY OF AN E-maIL

“The fundamental structure of an e-mail is based on a standard called the Multi.
purpose Internet Mail Extensions (MIME). A key functionality of MIME is to
define the format of an e-mail. At the very minimum, an e-mail consists of a
header and the body.

‘The header contains the control information used by servers to identify and
direct the journey of the message. It is broken down into numerous fields to be
discussed in this section. The body is the text of the message as composed by the
author of the message.

Optionally,a message might also contain one or more attachments. An attach-
mentisa separate file that is “paper-clipped” to the message and transmitted along-
side of t. Some e-mails contain additional content even when the author did not
intentionally add an attachment. Custom signatures added by e-mail clients trans-
fer as embedded images. These images are sent as an attachment and displayed
viaa hidden link

STANDARD HEADER INFORMATION

E-mail headers are metadata fields contained in every SMTP message transmitted
over the Internet. They consist of multiple fields that contain useful information
about the message, from source to destination. There are four header elements
common 10 all e-mail messages. These are all fields that are frequently indexed
by popular e-mail clients so that a user can sort messages using any one of these
fields. These standard fields are

« TO:
* FRO:
SUBJECT:
DATE:

While superficially these seem 1o be self-explanatory, a little discussion is
in order. The TO: field contains the name of the addressee(s) as seen in the
current state of the message. Multiple addressees can be defined for a single e-mail.
Each address is separated by either a comma or a semicolon (depending on the
e-mail dlient used). Names in the TO field should not be considered as definitive.
“This information can be overwritten and the message retransmitted, or it can be
spoofed. When a message arrives in a user’s inbox, the mere fact that her name is
in the TO: field is no indication that she was the original intended recipient—or





image9.png
THE ANATOMY OF AN E-MAIL

the only recipient, for that matter—even if her name is the only one that appears
the TO: field. Mass-mailing software sends the same message to every e-m:
address in a database and can even customize the messages to extract information
from lists and insert it into the message

‘The FROM: field is even more likely to contain bogus information. E-mail
spoofing changes the information in various MIME fields in order to conceal the
origin of the message. Some viruses scour the hard disk of a computer where it just
landed and forwards itselfto every e-mail address it can locate on the machine. To
the recipients of the relayed message, it would appear that this user was the person
who originated the message.

‘The SUBJECT: line is optional and may be left empty. It is typically filled in
by the ori 1l author, and if the e-mail is forwarded or a reply is sent, the e-mail
dlient will automatically append the subject line with the prefix RE: which is an
extraction of the Latin word res, meaning “pertaining to.”

‘The DATE: field specifies on what date the message was sent. This metadata
element is generated by the e-mail client that originates the message. Therefore,
the time/date stamps on the message will be dependent on the clock set on the
client machine. A sender can easily set the clock on her computer to any time and
date that she pleases, compose and send a message, and the time stamp on the mes-
sage will read accordingly. However, the time/date stamps found in other header
fields generated by intermediate transport servers will reveal the correct time/date
stamp. Time/date stamps on replies will be different from those on original mes-
sages, since, to the system, a reply is a new message being sent. As with the other
fields, this s easily spoofed.

MIME HEeADER INFORMATION

In addition to the obvious fields, there are a number of metadata fields populated
by e-mail clients as well as servers along the path of the message. The header infor-
mation in a typical e-mail message can be extracted easily from the e-mail client
(Figure 10.4).

On the Webmail application of my ISP (hosting www.mwgraves.com), the
header can be extracted as follows (Figure 10.5):

1. Open the message.

2. Click Mail.

3. Select Show Details.

4. Select All from the Header field.
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Figure 10.4 Internet headers can be easlly extracted from most e-mail clents.

‘The header information can be extracted from Microsoft Outlook as follows
(refer to Figure 10.4):

Open the message.

Click View.

Click Options.

Select All from the Internet headers ficld.

Cut and paste into a word processing application.

W
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Figure 10.5 Finding header information in 3 Webmal application

With Microsoft Entourage (for Macintosh 0S-X), the header information can
be extracted as follows (Figure 10.6):

1. Open the message.

2. Click View.

3. Click Internet Headers. (A new window will open with the Header
Information.)

Header information is read from the bottom line up. The following s an
extract from a typical -mail, along with explanations of the content for specific
fields. I have interjected descriptions of key lines in bold that were ot originally

199
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E-maiL Forensics

ContentType: muldpart/alternative;
boundary -~ bukxzSSaxsbalraxb
73qe9i9pmim”

Return-Path: bo-bukxzSSaxsbé | raxb73qedlj-
9pmxim@b.e.borders.com

Envelope-To: michael @mwgraves.com

X-OriginalArrivalTime: 06 Oct 2009
06:25:49.0358 (UTC) FILETIME:
[D89574E0:01CA464D)

Content type can range from plin text to
specifc fle types. Mulipart Alternative
refers to 2 message sent in a mix of plain
text and some other file format, such as
JPG or HTML.

This is where bounced e-mail messages go
when refused by target system.

This told the SMTP servers to send the
message o this e-mail address regardiess of
what was viewable in the TO: feld. Thisis
typical of spam messages.

Thisis the timeldate stamp for the message’s
arrivalinto the POP mailbox. Thisis one
area where the originator of the e-mail does

ot have access. A huge disparity betwe
this time stamp and the origination time
stamp is cause for further investigation.

TRACING THE SOURCE OF AN E-mMAIL

As has been mentioned, one of the key points for the investigator to remember
is that much of the information stored in a header can be spoofed. However, the
attacker has no control over intermediate servers that exist between the source
and target machines. When an e-mail is first generated on the transmitting client
computer, the first of the headers is created.

When John sends a message to Sally, John's e-mail client will generate a FROM:
header line containing John's e-mail address and a TO: header line with Sally’s
e-mail address. 1f John s using a cleverly designed bulk e-mail application, he can
configure it to put into the header any FROM: address he chooses to invent. John's
client application is configured with the server name and IP address of his SMTP
server. He can also tell it o inform the SMTP server that his computer is any name
or IP address that he wants it to be.

The SMTP server will take the information provided by John's client and
generate the first Received: line, appending his information to the header. The
server uses the Domain Name System (DNS) to locate the target mail server
identificd in Sally's address, which returns the IP address of the target mail server.
A mail transfer agent packages the message and transmits it to that IP.

Ina perfect world, where there are express routes from every point to every other
point, the mail would arrive and the recipient’s mail server could append the header
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Return-Path: bo-bukxzSSaxsb41 raxb7 3qej-
9pmxjm@b.e.borders.com

Envelope-To: michael @mwgraves.com

JPG or HTML.

This is where bounced e-mail messages go
when refused by target system.

This told the SMTP servers to send the

message to this e-mail address regardiess of
what was viewable in the TO: field. This is
typical of spam messages.

This is the time/date stamp for the message’s
arrival into the POP mailbox. This is one
area where the originator of the e-mail does
not have access. A huge disparity between
this time stamp and the origination time
stamp is cause for further investigation.

X.-OriginalArrivalTime: 06 Oct 2009
06:25:49.0358 (UTC) FILETIME
(DB9S74EO:01CA464D]

TRACING THE SOURCE OF AN E-MAIL

As has been mentioned, one of the key points for the investigator to remember
is that much of the information stored in a header can be spoofed. However, the
attacker has no control over intermediate servers that exist between the source
and target machines. When an e-mail is first generated on the transmitting client
computer, the first of the headers is created.

When John sends a message to Sally, John’s e-mail client will generate a FROM:
header line containing John’s e-mail address and a TO: header line with Sally’s
e-mail address. If John is using a cleverly designed bulk e-mail application, he can
configure it to put into the header any FROM: address he chooses to invent. John’s
client application is configured with the server name and IP address of his SMTP
server. He can also tell it to inform the SMTP server that his computer is any name
or IP address that he wants it to be.

The SMTP server will take the information provided by John’s client and
generate the first Received: line, appending his information to the header. The
server uses the Domain Name System (DNS) to locate the target mail server
identified in Sally’s address, which returns the IP address of the target mail server.
A mail transfer agent packages the message and transmits it to that IP.

Ina perfect world, where there are express routes from every point to every other
point, the mail would arrive and the recipient’s mail server could append the header
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with its information and that would be it. However,in the real world there are usu-
ally multiple hops long the way. These intermediate mail servers add their signature
in the form of a Received: line. They don't identify themselves, but they identify the
server from which they received the e-mail. And the next server along the path iden-
tifies them. None of the intermediate servers change the all-important message ID.
Each server maintains activity logs. If these activity logs can be obtained from
the service provider, they can be used to ascertain certain things. For example, it
is quite possible for users to forge message headers to make it appear that messages
came from places they didn't or arrived at times of their choice. Comparing the
SMTP logs to questionable messages can provide evidence of such tampering.

AN ArproacH To E-MaIL ANALYSIS

When beginning a forensic examination of a body of e-mail, it s critical for the
investigator to remember a few key points,

“This is as much a legal matter as it is a technical matter. If working from a
ti likely that the warrant spells out specific subjects or spec
for which the investigation can target. Exceeding the boundaries of the warrant
can result in numerous problems. Evidence can be disqualified, the investigator
can lose credibility, or an unintended privacy breach can result in a lawsuit.

In spite of the massive volumes of correspondences a typical e-mail server
might yield, only a few of those messages are of any relevance. The case will dictate
the legal limitations the investigator faces, while the budget allowed will dictate
the scope of the search.

Large volumes of data to sort through will not make the courts, the lawyers,
or the clients more forgiving of the investigator who fails to meet deadlines.
“Time is the constant delimiter.

When the investigator does stumble across the proverbial “smoking gun” that
solves the case, he or she will have to explain to anybody that matters just how the
evidence was obtained, why it i relevant, and what makes it authentic.

‘The opposing party is going to do everything in its power to discredit all
the work that is done on this side of the investigation. Document everything to
make that as difficult as possible.

THE SEARCH

‘The first step the investigator must take when searching e-mail is to identify all
sources of e-mail used on the target system. As seen in the previous sections of
this chapter, different e-mail systems store messages (and therefore evidence) in
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different locations on the computer. In some cases, the evidence will not be on the
computer, but somewhere out in the cloud. Web-based systems such as Hotmail,
Yahoo Mail, and such typically provide each user with a fixed amount of storage
space on which he or she can store messages. Client-based applications such as
Outlook and Entourage store them in a database on the local system.

Once the archives have been identified, the search for relevant message
threads begins. This of course begs the question, how does one find the few
relevant e-mails among hundreds of thousands of messages in perhaps dozens of
archives? And once a relevant message is found, how does the investigator keep
the thread together? A thread is the complete string of e-mail messages, beginning
with the initial message and following through each reply or response, all the way
10 the final message. Keeping the thread intact is critical if the outcome of the case
depends on the reliability of the chain.

SEARCHING THE ARCHIVES FOR STRINGS

“Typical command-line text search utilites, such as GREP, fall short in this area.
Ifan investigator is searching for any message that contains the term “infiltrate,”
after a lengthy search, the utility will return any message that contains the word
but will not segregate based on who sent the message. Care must be taken in the
selection of search strings as well. Just asking GREP to look for “bright” will
return every instance of that string, including words like “brighter,” “brightest,”
“Albright,” and “brighten,” along with potentially hundreds of allterations of the
string The investigator must use manual methods to locate and connect the entire
e-mail chain from an archi
“Tools such as those by Clearwell, Paraben, and others facilitate this task
Dedicated e-mail analysis software such as these offer far more sophisticated
search strategies. The investigator can search multiple keywords simultaneously.
Boolean tools allow fine-tuning searches even further. Many offer deduping
capabilities, eliminating wasteful duplicate e-mails. Filters that automatically
compensate for time zone changes prevent mistakes in time line analysis.
Boolean operators are used in a refined search in order to limit results. A
Boolean operator s a term that the user adds 10 a search phrase that is not a term
that is searched but rather one that defines the search on a more granular level.
Boolean words must be typed in all capital letters. Boolean operations include

* AND: The search must include both words (or both phrases enclosed in quotes).

* OR: The search must include cither of the words or quoted phrases, but not
necessarily both.
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 NEAR: Both words or phrases must be included in the entity, and they must
occur in close proximity to one another within the entity.

« + or " Search for the phrase exactly as typed (do not put a space between +
and first term of search string)

or NOT: Do not include any entity that contains the following string along

with the defined search. For example, typing [car Ford] (minus the brackets)

will bring up every entity within the database that includes the word “Car”

but does NOT include “Ford.”

Most databases automatically assume the AND operator in any given search.
They also do not assume any relationship between words in a phrase. Therefore,
the search string [ Ford Motor Company] with no quotes will bring up every docu-
‘ment that contains “Ford,” every document that contains “motor,” and every one
that contains “company.” Enclosing the same three words in quotation marks will
return only documents that contain the phrase “Ford Motor Company.”

A dlear understanding of Boolean search strings facilitates an efficient
search. Jason Baron was an investigator involved in many of the massive lawsuits
involving the tobacco industry. He reported that the companies involved in the
lawsuits generated over 1,700 electronic discovery requests involving e-mail,
directed at various government organizations (Baron 2010). One of the search
strings he used incorporated ten carefully chosen keywords combined with the
names of the ltigants and then modified by 35 different combinations of Bool-
ean operators. This one search narrowed a field of over 32 million e-mails down
102 “mere” 320,000. The difficult part is that while the search eliminated 99% of
the pool, the remaining 19 had to be manually examined for evidentiary value.

A second problem inherent in using only keyword searches as a data mining
technique is that such searches also cull out a large number of potentially relevant
documents that simply did not contain one of the keyword phrases. Blair and
Maron (1985) produced a study that indicated only 20% of relevant documents
were located by keyword searches when dealing with large volumes of data. An
organization called the Text Retrieval Conference (TReC) wanted to know if this
ratio was still relevant after several decades and repeated the study. Their results
were nearly identical (TReC 2010).

ANALYZING THE REsuLTs

Alarge search of document archives, whether e-mail or otherwise, will result in
four basic categories of result. False positives are those documents that were in no
way relevant to the subject of the search, but were nonetheless retrieved during
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the search process. The evil cousin of the false positive is the false negative. This
is the document that is relevant but that the search scheme failed to locate. On the
positive side of the discovery ledger are the true positives (relevant documents that
were retrieved) and the true negatives (irrelevant documents that were ignored).

‘There are two phrases with which the investigator should be familiar. Preci-
sion is the ratio of retrieved documents between true positives and false posi-
tives. For example, if an investigator’s search of an archive of 32 million files
yields 32,000 hits, those hits would be sorted between relevant and irrelevant.
The percentage of true positives yielded by the method is the precision ratio. If
809% of those 32,000 files are true positives, then the precision rate is 80%. The
other phrase is recall. This value is much more difficult to ascertain, and yet it
is the source of much of an investigator’s pain. Recall is the percentage of rele-
vant documents that were retrieved from the initial mass. If the search technique
that yielded 32,000 records actually found only 20% of the files that were rel-
evant, then the recall was only 20%. Precision X Recall = Accuracy. In this
example, 20% X 80% = 16%. These are all concepts o remember in Chaper 16,
gation and Electronic Discovery,” as well, when the discussion about docu-
‘ment searches focuses on a discovery request.

ADVANCED SEARCH METHODS

Ifitis indeed true that a Boolean search has such a low success rate,is there another
option? Several attempts have been made at a more targeted approach. For a while,
Columbia University worked on a forensics tool called the E-mail Mining Toolkit
(EMT). EMT attempted to collect messages into groups that evidenced similar
behavioral characteristics. Development of this concept has been discontinued,
but the concepts generated a great deal of interest. Among the techniques devel-
oped by Columbia were the following (Hershkop 2006):

« Stationary User Profiles: Previous user activity was analyzed using known
user accounts. An algorithm developed by the programmers created
a histogram of account activity. This histogram was used to compare
10 other accounts (10 ascertain whether a single user made use of mul-
tiple accounts) or against unknown message threads to attempt user
identification.

« Similar Users: This analysis protocol collected multiple users with similar
behavioral characteristics and created composite histograms. Accounts
that dramatically deviated from the “norms” identified by these histograms
could be considered suspect accounts, worthy of more intense inspection.
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Figure 10.7 Nslookup Is 3 utlity that will resolve the host name when provided an
1P address.

As expected, the URL reported was a valid address and not unexpected. The
second queried address came from an unsolicited offer for a popular
drug enhancing male stamina. Unsurprisingly, the query was unsuccessful.
‘The sender spoofed the IP.

‘The investigator can identify each address using a WHOIS lookup if valid.
wwwawhois.com is a database of URLS that provides a significant amount of infor-
‘mation. WHOIS can query both by domain name and by IP address. Therefore,
an investigator can WHOIS an IP address and find out the name of the domain.
A WHOIS query of the author’s domain identified the author as the owner of
that domain (along with some personal information that was redacted from
Figure 10.8) and provided the IP addresses of the servers that hosted the domain.
It also provided the contact information for the host provider for the domain,
including address and telephone number.

Note that none of these queries identified a specific individual. That is rarely
possible without help from the ISP or organization hosting the mail server from
which the message originated. In a criminal investigation, it might be possible to
subpoena the mail server logs and message archives. During civil ltigation, this
information can be demanded during the discovery process.
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Throughout history, people have used various methods of exchanging messages
over long distances. In the days of the Roman Empire, long-distance runners acted
as couriers, carrying messages back and forth. Trained pigeons have transported
notes attached to their legs, and more recently, the U.S. Postal Service has served
as an agent for transporting letters back and forth. In the Electronic Age, it is the
wonderful world of electronic mail—or, more simply, e-mail—that serves as the
transport mechanism for the vast majority of today’s written communications.

The relationship of e-mail to crime is convoluted and appears in many forms.
Direct criminal activities involving e-mail include phishing attempts, e-mai
fraud, and extortion. E-mail can also provide evidence of other crime. Later in
the chapter there will be an account of a murder that was solved in Vermont
using e-mail correspondence to tie the co-conspirators together with the victim.
This same example shows how e-mail evidence can be used to prove a conspir-
acy. This chapter focuses on finding e-mail, back tracing a message to its source,
and analyzing e-mail contents.

E-maiL TEcHNOLOGY

An investigator who doesn’t understand the basic technology behind e-mail com-
munications is going to be at a distinct disadvantage when it comes to using e-mail
as evidence of malfeasance. Understanding the technology assists in locating
e-mail messages thought to be destroyed and helps prove the source of a message.
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not to the person intended. Likewise, if an investigator is searching for e-mails sent
by the author, any e-mails carrying that user ID are not going to be his—uriless
the author has deliberately spoofed the user ID. Spoofing is a method of altering
information to make it appear as if it originated from somewhere else. There will
be more on that later.

E-mMaiL ProTOCOLS

E-mail transfer requires separate protocols for sending and for receiving messages.
Asof this writing, Simple Mail Transport Protocol (SMTP) is used for all outbound
transmissions of e-mail. Two protocols used for receiving messages are Post Office
Protocol, Version 3 (POP3) and the Internet Message Access Protocol (IMAP).

SMTP and ESMTP

Sending e-mail requires the support of SMTP. Extended SMTP (ESMTP) is used
as both a mail submission protocol and a mail relay protocol. For the purposes of
this book, the differences between the two protocol: onsequential. (A more
detailed description of e-mail protocols can be found later in the chapter.)

“The client connects to the server application over TCP/IP port 25 by default.
However, due to the onslaught of malware targeting port 25, many ISPs are redi-
recting traffic to port 587. The client starts out by sending a simple handshaking
packet, sometimes called the HELO packet. This packet simply informs the server
that user@domain.com wants to send a message to user@aotherdomain.com. The
server examines both addresses and determines two things. First, the transmitting
e-mail address s valid and is authorized t0 use the services provided by the server.
Second, the recipient address is a valid address. Once the transmitted address is
validated, and the recipient address is determined to be a valid syntax, the server
accepts the message and attempts (o transmit it.

‘The lient will probably not send the e-mail message immediately unless
the user uses a Send Now option or if the client has been specifically config-
ured to transmit messages immediately. Most ¢-mail clients default o a queued
transmission schedule by which e-mails build up and are all transmitted at spe-
cific intervals, such as every ten minutes. Likewise, the client, when attached to
the Internet, will check the server's inbox at similar intervals looking for new
incoming messages to download.

POP3

POP3 s the third incarnation of the venerable Post Office Protocol. It is the
age-old standard for mana coming e-mail messages. POP3 allows for
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standard text messages, attachments, and HTML encoded messages. Messages
can be configured to remain on the server after download or be deleted. Once a
message transfer is completed, the recipient can disconnect from the Internet and
read the messages at leisure. POP3 transfers data over TCP/IP port 110,

IMAP

The IMAP (Internet Message Access Protocol) is a more modern protocol than
POP3. There are two differences worth noting between IMAP and POP3. A key
difference to the investigator is that, unless specifically configured otherwise,
IMAP leaves all messages on the server after downloading. Another critical
difference is that multiple users can administer the same mailbox. Therefore,
just because a message is contained within an IMAP mailbox does not explicitly
point to the owner of that mailbox as the person responsible for the message.
IMAP uses port 143 for data transfer. IMAP is frequently used by people who
use offline storage of e-mail messages or when multiple people administer the
same mail box.

E-mMAIL CLIENTS

Virtually anyone who owns a computer these days has some form of e-mail
dlient installed on the computer, whether that software is used or not. Nearly
every operating system that ships or that is available for download provides
an e-mail client (Figure 10.3). A wide variety of clients are available either
as a free download or as a part of a commercial software suite. Additionally,
e-mail clients may reside on a host Web site and open as a Web page for the
user. Some Web-based e-mail services allow the user to interface with a
host client, while others offer only Web page support. Table 10.1 lists a repre-
sentative collection of different e-mail clients, although it is far from being a
comprehensive list

Whichever e-mail client a user has selected, there are some main functions
that are always present:

* Create and transmit messages
* Receive messages

« Display list of messages in inbox by header

* Open a message (and associated attachments)
« Add attachments to outgoing messages

* Receive attachments with incoming messages
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Figure 10.3 Microsoft Outlook i 2 commonly used e-mail client tha is part of the Offce suite.

Table 0.1 Common E-mail Clients
Client Software  Distributor  Method of Distribution Platform
Entourage Microsoft Ships with Microsoft Madntosh

Office for MAC
Eudora OpenSource  Frea download Windows/Macintosh
Gmail Google Web-based Web-based
Hotmail Microsoft Web-based Web-based
KMail OpenSource  Ships with several Linux  Linux
packages
Mulberry OpenSource  Free download Cross-platform
05X Mal Apple Ships with Macintosh Macintosh
os:x
Outlook Microsoft Ships with Microsoft Windows
Office
Outlook Express  Microsoft Ships with Microsoft Windows
Windows
Pegasus Mail OpenSource  Free download, Cross-platform
Thunderbird OpenSource  Frea download Cross.-placform
Yahoo Mail Yahoo Web-based Web-based

190
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‘The latter two functions are frequently limited or controlled by the e-mail
service provider. In order to more efficiently utilize available storage and band-
width, it is common for e-mail providers to limit the size attachments it will allow.

E-mail clients also control where saved messages are stored and how deleted
messages are handled. A typical Windows user with Outlook Express installed and
configured as an e-mail client will have one file containing their personal address
ing their mail folders. The address book will typically have
a.wab extension, while the mail folders have a.mbx extension. For example, a user
whose login ID is robchild will have an address book stored in the robchild.wab
file and a set of mail folders in a robchild.mbx file. Users of the dedicated Outlook
application will have a single folder with a pst extension.

INFORMATION STORES

‘The various e-mail clients each have specific mechanisms for storing information.
‘The information typically stored by an e-mail client includes the messages and
the folders created by the end user for organizing messages, calendars, address
books, and other information (such as notes, reminders, and task lists). Insomuch
as there are literally hundreds of e-mail clients, it would be far beyond the scope
of this book to cover them all. However, the vast majority of c-mail accounts are
accessed by a relative few clients. In the corporate environment, there are even
fewer. The different architectures this chapter will cover include

* Microsoft Outlook Express
* Microsoft Live Mail

* Microsoft Outlook

* Microsoft Entourage

* Lotus Notes

« Evolution

* KMail

+ OSX Mail

While there are notable differences in how each ofthe applications stores data,
there are also si imilarities. An effective e-mail client stores messages
and schedules in one file and address books in another. The reason for that s that
the address book is frequently made available to other applications. For example,
the personal address book (PAB) in Outlook can provide addresses, feed mail
merges, and do other tasks for Microsoft Word.
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CHAPTER 10 E-maiL FoReNsics

‘There are two major Microsoft e-mail clients—Outlook and Outlook Express
(OE). The two applications are somewhat different in how they store informa-
tion, 50 a discussion about each one is in order.

OuTtLook ExPRESS

OF was the default mail client in Windows versions 98 through Vista. Its lengthy
reign means that it will appear as the client of choice on a large number of com-
puters still in use. Versions of OE, along with the associated Windows versions,
appear in Table 10.2.

OF 4.0 stored data in a file with a .mbx extension. In OF versions using the
MBX file format, three files retained user data:

« MBX fills: Contain text from all messages stored on system.
 IDX files: Index files for each MBX file. MBX and IDX files occur in pairs.
 NCHfiles: Retain the folder structure created by the user

Since OF 4.0 is obsolete and rarely seen in use, there are few (if any) tools
available for examining the system.

Subsequent versions all store messaging information in a database file with a
dbx extension. Thus, it is generally referred to as the DBX file. Other files used by
other applications also use the same extension; therefore, the .dbx extension is not
a positive indicator that the fill is a data archive for OF. Two identifiers link a file
with the .dbx extension to OE.

When viewing the file in raw format (as one would see it in a disk editor or if
capturing the file with a carving utility), the header will begin with 0xCF OxAD

Table 10.2 Outlook Express Version Evolution

Version Windows Version Release Date
OE40 Windows 98 June 1998
OEs0 Windows 985€ June 1999
OEs0l Windows 2000 February 2000
oEss Windows ME June 2000
OE60 Windows XP. October 2001
OE 60,572 Windows XP, $P2 Auguse 2004
O 60,573 Windows XP, $P2 April 2008

Source: PeoplePC 2011




