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This chapter focuses on state data protection laws. It includes laws Res

different states to give you an overview of the types of laws being passeq
to protect data. As you encounter issues regarding the law, security, and
privacy, you must consider the impact of state laws and rules.
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Chapter 9 Topics

This chapter covers the following topics and concepts:
¢ What the history is of state actions to protect personal information
* What state breach notification laws are
* What state data-specific security and privacy regulations are
¢ What encryption regulations are
* What data-disposal requlations are
* What some case studies and examples are
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Chapter 9 Goals

When you complete this chapter, you will be able to:

» Describe state approaches to protecting the security
of personal information

» Describe laws that protect certain types of data
« Describe state breach notification laws
» Describe the differences between state breach notification laws

History oj §E?l‘?:é,fti@§ to Protect Personal Information

States have created many laws to protect personal information. California has worked
hard to make laws that protect the security and privacy of its residents’ data. It was this
state's breach notification laws and a breach at a large corporation that led to the growth

of data protection laws in many states.

ChoicePoint Data Breach

ChoicePoint was a data broker. It merged public records, credit reports, and demographic
data to create individual consumer profiles. It sold these profiles to the government and
private companies. People used the profiles to conduct background checks. ChoicePoint
also sold profiles to insurance companies. It collected many different types of personal
information. It had names, addresses, and Social Security numbers. Its databases also
included credit history and DNA information. P,
[n February 2005, ChoicePoint notified 35,000 California D NOTE
residents that their personal data had been exposed in a :
data breach. California was the only state at that time with
a breach notification law. The law applied to any business
that stored the personal data of California residents. The law
required them to notify state residents ol any security breach
involving their unencrypted personal information. that it had stored 250 terabytes
ChoicePoint said that it discovered the breach in late 2004 Sfdata
Law enforcement officials contacted the company about an L
identity theft ring. ChoicePoint learned that the criminals It
pretended to be its customers. In order to become a ChoicePoint customer, applicants
had to provide proof of a lawful reason for buying consumer data. At the time of the
breach, ChoicePoint had over 50,000 customers. They ranged from insurance companies

to debt collectors.

At the time of the data breach,
news media reported that
ChoicePoint had collected

over 9 billion public records

on U.S. residents. They reported

SMET UoIIeIIHII0N
yoealg pue smet ajels

o S

249




250 PART 2 | Laws Influencing Information Security
hoicePoint's validation processes didn’t find the fake Customers, T
provided suspect documents {0 ChoicePoint. For example, multiple buSincgUr‘t”‘:m
submitted documents with the same information. This should haye raised ::5)
for more review. ChoicePoint later found over 50 fake accounts, These acc();d flag
had access to ChoicePoint’s databases.’ ntg
At first ChoicePoint notified only California residents affected by the breach v
is because it was the only state requiring such notification. Nineteen other stat'.rhr‘
outraged. The state attorneys general wrote a letter to ChoicePoint, They dematnsdu;(;,e
that :;_‘ai.f;rr. all people affected by the breach. ChoicePoint later sent Notificatiop lecd
to over 160,000 people.? tters
In January 2006, the Federal Trade Commission (FTC) investigated Choicepoim
It alleged that ChoicePoint violated consumer privacy rights. It also charged the Corﬁ ’
with violating federal laws. ChoicePoint settled with the FTC in December of that }'e,p“?i‘
It paid $10 million in civil fines.” ar,
———— ChoicePoint also agreed to pay $5 million to fupg
1 aconsumer relief program. The program would pay
P NOTE 1 people who were victims of identity theft due to the breach
ChoicePoint reported that it had | The agreement with the FTC also required ChoicePoint :
many external audits after‘the 2005 to create an information security program. It's required
breach. It was audited 80 times | omtindeendei anibeveoren TR 4 2
in the 24 months after the breach. | ) e ; :
| time, the ChoicePoint settlement was the largest in the
~——  FICs history.
——rio In May 2007, ChoicePoint settled a multi-state lawsuit
’/' NOTE i over the breach. Forty-three states entered the settlement
ChoicePoint was purchased by ; agreement, As part of I'.hal, agrccmcnt. ChoicePoint promised
LexisMexis in 2008. To help protect i to improve its process for verifying customers. It also agreed
consumer information, LexisNeris | to strengthen how it protects the data that it collects.

corsumer file, You can request

involved in the lawsuit,?

il give you a copy of your | ChoicePoint also agreed to pay $500,000 to the states

only yous ¢
provide proof of identity to get a
copy of the file. To learn more about
this service, you can visit https://
personalreports,lexisnexis.comy,

wm file. You must also | ChoicePoint was on the FTC's radar again in 2009.

| This time it was due to a 2008 security incident, ChoicePoint

had changed some internal security controls. The changed

controls failed to alert it that someone had unauthorized acces

to ity data, The wrongful access continued for about 30 days
— During this time, the data of about 13,750 people may hav

been disclosed, The data included Social Security numbers
The FTCalleged that the 2008 incident was a violation of the 2006 agreement.

As aresult, CholcePoint agreed to additional security requirements, It agreed mslrcnill“’“'”

its Information security program again, It wag also required to report to the FIConlts

security efforts every two months until 2011,
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LD

The ChoicePoint data breach is unique because it spurred
the creation of data breach notification laws in many :, NOTE

states. 11 it weren't for the California breach notification lllinois Governor Rod Blagojevich
Jaw, ChoicePoint might not have notified any consumers | proposed the Personal Information
at all about the data breach. Other states realized that Protection Act just days after the
heir residents might not be able to protect themselves ChoicePoint breach went public.
rom identity theft in similar situations without these laws. The ChoicePoint breach affected
thirty-five states considered breach notification laws in about 5,000 Illinois residents. The
2005. The ChoicePoint case is widely seen as the reason
why other states have these laws.

~ You can read FTC documents about the ChoicePoint
case at Nittp://www.ftc.gov/enforcement/ cases-proceedings/
052-3069/choicepoint-inc.

It took effect January 1, 2006.
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Breach Notification Regulations

A S T o ST ST P o DRSS o ol ovi

Jalifornia was the first state to have a breach notification law. It required businesses

0 notify their customers if they suffered a data breach that disclosed personal data. Many
states have modeled their own breach notification laws on the California law. This section
iscusses the California breach notification law. It also discusses the laws in other states.

“alifornia Breach Notification Act

alifornia’s Database Security Breach Notification Act law e
jent into effect on July 1, 2003. The California legislature NOTE
reated the law after a security breach at a state-operated

ata facility. The legislature recognized that identity theft was
ne of the fastest growing crimes in California. It stated that
gople must act quickly to limit the harm caused by identity
geft. The purpose of the law was to give California residents
mely information so that they can protect themselves.

‘The law applies to anyone who owns or uses computerized data that contains

e unencrypted personal information of a California resident.® It applies to:

California’s breach notification law
is Senate Bill 1386. This bill created
the law.

State agencies
Nonprofit organizations
Private organizations
Businesses

also can apply to businesses that aren’t actually located in California. It covers any
tity that stores the personal information of a California resident. Under the law, an
*ntity must notify California residents of a breach of its computer systems. They must
ive notice if unauthorized individuals access and take the resident’s unencrypted data.

act is lllinois’s breach notification law.
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California amended the law , Card number
in 2008. The changes included
adding medical and health 4
insurance information to the |
law. They were not included |
as part of the original law, ' Medical information
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Bt - law a security breach means unauthorizgd acquisition o.f COMputerizey dat;
i C'a“fomla i ,the security, confidentiality, or integrity of personal information helq
IEmueE, C.or?prqm:immon i Coéfusing from an information security perspective because
by an entity. Th'lts aend separately to confidentiality and integrity. Confidentiality ang integriy
. ti Sficusrtla):idard definition of security. This type of imprecise definition is why nfo.
Z::tipz)anrts:c:rify professionals and lawmakers must work together in creating laws that impact

i
|
|
|

information security.
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The law defines personal information very broadly. It’s information that.al'lc.ml's a
person to be identified. Personal information is a person’s first name (or. first initial)
and last name. The person's name is combined with any of the following:

¢ Social Security number
* Driver’s license number or California Identification

* Account number, or credit or debit card number, along
with any security code, access code, or password that
would allow access to a person’s account

~we’ * Health insurance information

Under the law, personal information g unencrypted data. If any of the data is '
unencrypted, then all of the information is considered personal information. Information
that's available to the public through government records isn't personal information.
The law also states that a username or e-mail address, when combined with a password
oranswer to a security question, is also personal information if those elements could be
used to access an online account,

The law requires entities to notify Californig residents whenever a security breach
occurs. They must algqo notify residents if they reasonably believe that a breach has
oceurred. They must notify people as quickly as possible. Under the law, there are two
i easo“? to delay Dotification, The fiy¢ is to figure out the scope of the security breach.
Aan;]ntity must do this s thgt it can notify the right people.
enforcee :Zﬁ?i ;saasltl)n to de.laiy Notification js if 1ay enforcement requires it. Law. )

OW entities tq delay notification to conduct a criminal investigation.

The enti i '
L .eiltlty inust make the required notification as soon as possible alter it’s determined
that it won't hyy¢ the investigation.
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The law requires entities to give written notice to California residents. When the law
b first written. an entity just had to notify California residents of the security breach
- : | ‘ |
! :‘hc jaw didn't require that the notice have certain elements. However, the law was
amended iD 2011 to state that a notice must:

+ Bewritten in plain language

o Include the name and address of the entity making the notice

» Include a list of the personal information that was potentially compromised
in the breach

» Include facts about the breach, such as the date that it began and the date when
it was discovered, as well as whether notification was delayed and why

» Contact information for the major credit reporting agencies

“1‘he 2011 amendments to the law also require entities to report to the California Attorney
iGeneral if more than 500 California residents are affected by a single breach incident.
§  Sometimes providing notice to a large number of people can be very expensive.

The California law allows entities to use a different type of notice if the entity can
prove that:

' * The cost of giving written notice is greater than $250,000
|+ The number of people to be notified is greater than 500,000
* It doesn’t have sufficient contact information

If an entity can prove one of these situations, it doesn’t have to give individual written
notices. Instead, it must do all of the following to provide “substitute notice™:

* Notify affected people by e-mail if theentity hasane-mail
address for the person @ NOTE

* Post notice of the security breach on its Web site One major drawback of the

(if it has one) California law is that it dossn‘t

* Notify major statewide media outlets about the breach g e an aceptalae level of

encryption. Other states have
Ihe California law provides a safe harbor for entities that defined what type of encryption

Encrypt personal information. A safe harbor is a legal concept. is suffident to use as a safe harbor
t refers to specific actions someone can take to show a good- in their breach notification laws.
ith effort to stay within the law and avoid prosecution. LA

Entities that properly encrypt the personal information that

4

1 : S——
H1€y own or maintain don’t have to follow the notification [;‘ NOTE
€quirements if they have a data breach. Lo s l

i . . » 3 o 2 . n , @ plain an ganeraily
' Finally, the law gives California residents a limited private S O P G ty
Bause of acti . " , o recover only damages in the
-use of action against entities who don't follow the law.
Residents wh h itod 't follow amount that he or she has actually
el : o are harmed w ?en an entity doesn t 1o i o b iy
= law can sue for damages.

g
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Other Breach Notification Laws

After the ChoicePoint breach, many other states created breach notificatiop By
As of January 2014, 46 states, including the District of Columbia, have thege (5
ased on the California law. Even though most states useq thej \

Many of them are b
differences. They include:

California law as a model, there are some

» Activities that constitute a breach |
» Entities covered by the law

+ The time for notifying residents

» Requirements that a notification contain certain types of information

» Minimum requirements for encryption
+ Civil or criminal penalties for failing to notify affected people

Additionally, unlike the California law, most other state laws typically don't allow
a private cause of action for failure to give notification.

Activities That Constitute a Breach

The California law applies to unauthorized acquisition of unencrypted personal
information. If attackers access the data, that's enough to trigger the law’s
notification requirements. Some other states require a showing of harm before
notification is required. This means that attackers must not only access the data,
but do something with it. For instance, the attackers must steal, copy, or change
the data before notification is required. In addition, some sort of harm must be
anticipated as a result. Stealing data is an anticipated harm under these laws.
You must review the definition of breach carefully in each law to see what triggers
the notification requirements.

In Arizona, there's a two-part test to see if notification is
required. First, a breach is an unauthorized acquisition of
personal information. This means that data must actually be
taken. Second, the acquisition must cause, or be likely to cause,
substantial economic loss to a person.'? The harm caused
must be substantial and economic. The law doesn't define the
term substantial, Notice isn't required if the acquisition isn't
reasonably likely to cause this type of harm. 2

Ohio law also requires more than unauthorized acquisition to trigger notification.
Under Ohio law, there also must be reasonably believed to be a material risk of
identity theft or other fraud to an Ohio resident.”” The risk of harm can also be
a future risk of harm. In this law, the material risk of identity theltis enough 10
require notification.

I NOTE

Other states that employ
some sort of harm

standard include Hawaii, ,
Massachusetts, and Virginia. l

}

y
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CH

Entities Covered by the !.aw |
The California la\/\t appl%es t(? any'enut-y that Oowns or uses th.e
onal information of California residents. It includes businesses,

E rofit organizations, and government agencies. Not all states
Ez?: laws this broad. Some states specifically exclude state agencies
' rom notification requirements.
. (Georgia’s notification law doesn't apply to state agencies. Instead,
it applies to information brokers. Information brokers are entities that
sell personal data to other entities. The law states that it doesn't ———
cover government agencies.” If a government agency experiences a
breach, it doesn’t have to notify affected residents under this law.

The Maine notification law as it was originally created was similar to the Georgia law.
Italso applied only to information brokers. It excluded state agencies. It was amended
about a year after it was first enacted in order to include state agencies. !¢

> NOTE

Why might a government
exclude itself from its breach
notification laws? Should it?
Some states do hold
themselves responsible for
security breaches.

O T P S RS Mo T SR
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Entities Excluded from Breach Notification Laws

Some states exclude some kinds of entities from their breach notification laws. They do
this because these entities are already subject to other laws with specific data security
requirements. Many of these other laws have security and privacy obligations that are
stricter than the states’ own laws. If the entities are following these other laws, then a
security breach may be less likely. In some cases, state lawmakers determined that making
entities follow both the state breach notification law and the other laws would be too
hard. It might hurt businesses operating in the state.

Some states exempt financial institutions covered by the Gramm-Leach-Bliley Act (GLBA).
GLBA requires these institutions to protect a customer’s nonpublic financial information.
They must use security safeguards. They also must follow privacy rules. Breaches may

be less likely if an institution follows GLBA. Many states exempt these entities from
Notification laws. They include Connecticut, Indiana, and Minnesota.

Some states also exempt entities that are covered by the Health Insurance Portability and
cCountability At (HIPAA). HIPAA covered entities must follow rules designed to protect
fuelressonRa"y identifiable health information. They must follow the HIPAA Privacy and Sec.u‘rity
hesé recent amendments also impose breach notification rules on HIPAA covered entities.
Ules may pe even stricter than some state notification laws. States that exempt
Covered entites from their laws include Arizona, Rhode Island, and Wisconsin.

S — < . v
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Time for Notification

| NOTE i

g _ i Under the general California breach notification Jay, ...

A business da}’ is an official must give notice in the most expedient time possible‘]?ﬂlltles
| vs;ori;day. Bfu:ness diyshare do so without unreasonable delay. A majority of Stat'es relyl Mugt

the days of the week that N TE o d Olloy th,
‘ California approach. However, some sta - the
'= include Monday through Friday. PP tes require that entities

give notice within a certain period.
Ohio law requires that notification be given to state residen;
in the most expedient time possible. However, that law stae S
that entities must give this notice no later than 45 days alter the
discovery of the breach.’ Florida has a similar requirement, ;
In Maine, an entity may delay notification if requested by

Saturday and Sunday are not
business days. Public holidays
also aren't business days.

D TIP law enforcement.'” An entity can only delay notification to hely
Remember, the reason for a criminal investigation. An entity must give notice once law
notification is to let people ' enforcement determines that the notification will not hurt the

protect themselves from identity | inyestigation. At that point, the entity must provide notice withi
theft. Any delay in notifying seven days.!8

people should be as short
as possible. . Contents of Notification

Some states require that entities give notice in a certain way.
The California law originally had no specific rules, but was modified several years after
it was first enacted. Many states follow the original California model. There's a growing
trend, however, to specify the types of information that should be included in a notice.
States do this to make sure that residents get enough information to protect therflsel\'esl-‘
North Carolina law requires that notice be given in a “clear and conspicuous” form.
This means that it needs to be easily understandable. The notice also must:

» Describe the incident in general terms.
» Describe the type of personal information that was involved in the breach.

« Describe how the entity is going to protect the personal information from
additional unauthorized access.

« Provide a telephone number for the entity, if one exists, that a person may

call for more information.

» Advise the person being notified to review his or her account statements

and get a free credit report.

: ; 4 ; sumer
« Provide the toll-free telephone numbers and addresses for the major €Ol

reporting agencies. ;
lina Attorn€y

Provide the contact information for the FTC and the North Carolific s,
additiond

General’s Office, along with a statement that these sources have
information about preventing identity theft.

-a__A
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yorth Carolina also allows cn'titics to notily r'csidcnls by telephone. The law allows
ihis only if the entity makes direct com. act with the people whose data was accessed
in the breach. Colorado law allows notice to be given in written and electronic form.2°
[t also allows notice by telephone. p
D

Encryption Requirements :: [R/’ iy

emember, a safe harbor
is an action someone can
take to show a good-faith
effort to stay within the law.

The California law provides an encryption safe harbor. Entities
don't need to give notice of a breach if the personal information
in their computer system was encrypted. California law doesn’t -j
specify the lowest level of encryption needed to use the safe harbor. |
It also doesn't reference any industry standards.

Most other states also provide an encryption safe harbor. o
Some states also specify the encryption standards required to
take advantage of the safe harbor. For instance, Indiana provides

"> NOTE

Algorithms are mathematical

anencryption safe harbor. Its law says that data is encrypted . computations used to solve
if it's changed by an algorithmic process. It must be changed . aproblem. They're used to
into a form that is unreadable without the use of a confidential | encrypt data.

process or key.?! | 2

The Indiana law also addresses key management. For portable electronic devices,
like laptop computers, the data must be protected by encryption and the encryption key
can't be stored on the device. Indiana law also says that data is considered encrypted
ifit's secured by any other method that makes the data unreadable or unusable.

Penalties for Failure to Notify

California law doesn’t impose any civil or criminal penalties if an fﬂ 7a

entity doesn’t notify state residents of a security breach. Other > NOTE

states do have penalties. In Texas, for example, the state can assess | In Indiana, the failure to

afine against an entity that doesn't notify affected people.?2 The | give notice is a deceptive act.

law states that an entity can be fined at least $2,000 for a violation. | The state attorney generals

Thefine can't be larger than $50,000 for a single violation. | office has tdhe ¥ b
Other states have more complicated penalty structures. Under ); ?;\OS:,CL“? rec:p;':itaccat;‘ -

Flf)rida law, an entity that doesn't provide notification within I etolr;:s (()) og Ocza

45 days of a breach faces potentially large fines.?* It faces a v & R

Sl'000'I>er-day fine for every day that the entity fails to give notice
dlter the 45-day limit. This penalty is in effect for the first 30 days after the 45-day mark.
Afler that, the fine increases to $50,000 for each additional 30-day period that the entity
ails to give notice. This extends up to 180 days (about six months) after the 45-day mark.

€ntities don't give notification within 225 days after a breach, the state may fine them
P10 $500,000, Figure 9-1 illustrates the Florida fine structure.
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v fined $1,000/day Entity fined $50,000 for each Emily may be

Y e tonotiy | 30-day period for failre to  §  fined 500,09
within this time period notify within this time period § for failure tO‘nom\
(lasts for 30 days) (lasts for 180 days) after this Den'od/

45 Day 75 Day 225

Private Cause of Action

California law doesn’t assess any penalties against an entity that doesn’t follow the
notification law. However, it does allow a person a private cause of action against
those entities. People can sue the private entity for any damages they have because
they didn’t receive notificationin a timely manner. Some states, such as Alaska,
Maryland, and Alaska, allow a private cause of action; but some states don’t. The
states that don't are generally seeking to protect the entity’s business. They also do
this to protect the court system. It could be burdensome to the court system to process
many individual cases. Instead, most of these states allow the state attorney general
to pursue an action against the entity for failure to give notification. These states
include lTowa, Michigan, and Oklahoma.
Almost every state now has a breach notification law to protect its residents.
The laws have some similarities. Some laws also have unique requirements. These
laws can be very confusing to businesses that operate in a number of states. Breaches
at these entities are almost certainly going to affect people in many states. If this
happens, an entity will have to review the laws of several states to properly notify
people about the breach.

sreach notification is hard for entities because states have different law
what constitutes a breach. An incident can be a breach in one state, but no
It also can be hard if entities must give notice in a certain way or within a certain
time. Differing penalties for noncompliance may also be a problem. Since the laws all
hfnvv different nuances, it may not be enough for an entity to comply with the laws
of its own state, Figure 9-2 provides a general decision tree that entities can follow
in ”_»'Vi‘i“'i”;i a security breach to see if notice is required.

The lsu"k of uniformity among states may place additional burde
'l””,"x'"'r“””"' a sceurity breach. People also may be confused if they
don't look similar, Notices might look different depending upon the law
followed in creating the notice.

s about
t another:

nson businesses
get notices “‘.‘“,
(hat the entitd
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CHAP
START
T Has there been a breach
Did the computer SYIS of a computer system or does
contain 99’507“3 the entity reasonably believe
information that a breach has occurred?
Was the personal X No notification required.
information encrypted’
Does the breach notification e A
R ied law allow substitute Af:gg:je':ﬁ:\ésgisot?;?t
Notification likely required. notification in some G soaini breach
situations? y X
Provide alternate notice Are the substitute notification
according to the law. requirements met? : ﬁ
v
[~
=22
Q® 3
ofe . G =l
Breach notification decision tree. a2 |
o &
e AL S
g3 |
{n February 2014, the Obama administration recommended a federal breach notifi- g :;_s
Cation law.5 This recommendation was made in response to the Target Corporation credit 28 |

Grdbreach in ate 2013, At least two acts were introduced in the U.S. Congress in 2014
that propose a uniform federal breach notification law. A federal breach notification law )
- "ould create uniform requirements that any entity would have to follow to notify people I
L ofa security breach. A federal law would also likely make any state breach notification
WS void, As of this writin g, no act has yet passed Congress.
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When Is Federal Legislation Appropriate?

The federal government has limited lawmaking power. The U.S. Congress Gt
any laws outside of the scope granted to it in the U.S. Constitution. This el thake
Congress can't usually interfere in state matters. It can’t create a uniform feer| Iaavtv
in areas legislated by the states unless there’s a compelling reason to do so.

Congress can create laws in areas where the U.S. Constitution allows it. For instance
the Constitution grants the federal government the power to regulate commerce '
| between the states. If an activity has the potential to affect the trade relations between

the states, then Congress may address it under its Commerce Clause power.

Sometimes states enact laws that extend beyond their borders. If these laws affect
trade between the states, then it's possible that they start to infringe upon an area
where the federal government alone has the power to create laws. When this happens,
the question rises whether that area has become “ripe” for federal legislation.

When deciding if an area is ripe for federal legislation, Congress looks at whether
| differing state laws affect activities that it traditionally regulates. It considers how
| many states have created laws addressing the specific topic. It reviews whether there’s
| state confusion or complexity on activities that might affect relationships between the
states. Congress also looks at whether the differing state laws create an undue burden
or economic cost on businesses operating in several states.

| Congress may use its legislative power to enact federal laws if there is confusion

| among the states. It does this to eliminate confusion for businesses that operate in
i several states. If it creates a national law in an area where there are many different
| state laws, the federal law will preempt the state laws. The state laws will no longer
be valid.

| The Congressional Research Service has compiled a report on variou

may create breach notification requirements. The report notes that b
laws are complicated and often confusing. You can read the report a
b .org/sgplcrs/misc/R42475.pdf.

4 [
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Many states have created laws to protect the use of certain typ g
Like the federal government, they create laws by data type. This section dis U_Son
of the data-specific laws that states have created to protect personal informatio™
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Minnesota and Nevada: Requiring Businesses
10 Comply with Payment Card Industry Standards

gome states have started to create laws that require entities in the
ate to comply with industry security standards. Minnesota and | 7 NOTE
Nevada have created laws that require businesses operating in
hose states to comply with parts of the Payment Card Industry
(pCl) Data Security Standard (DSS).

\linnesota created the first state law that attempted to codify

Businesses that wish to accept
credit cards for payment

must follow the PCl DSS. The
major credit card companies

e .

certain parts of the PCIDSS. This law is called the Plastic Card require it. It isn't a law. Credit
Security Act. It was effective August 2007. It forbids businesses card companies like Visa and
from storing cardholder information for more than 48 hours after | MasterCard enforce PCI DSS.
the credit card transaction is approved.?® Information that can’t L,

be stored includes:

» (ard verification number
¢ PIN number
» Contents of the card magnetic stripe

The PCI DSS also states that businesses may not retain this information. The Minnesota
law has turned this part of the PCI DSS industry standard into a law.

The Minnesota law shifts the cost of a breach to a business that violates the law.
[l a business suffers a breach, and is found to have violated the storage requirements,
then it can be held responsible for costs related to the breach. For instance, a bank
orother financial institutions can sue the business to recover their costs in responding to
the breach. These costs include issuing new cards or refunding unauthorized charges.?’

F:tz:__,_.,,,,m.“,_._ e N

The Minnesota Plastic Card Security Act Supported by Financial Institutions

One of the reasons the Minnesota Plastic Card Security Act was introduced was the 2007
TIX data breach. Financial institutions often paid the cost for notifying people that their
Credit and debit card information was disclosed in a breach. There were other costs as well.
If another organization suffered a breach that included card data, financial institutions had
10 reissue the cards to their customers. Reissuing the cards cost money. They had to refund
Unauthorized changes. They also suffered reputation damage when customers asked
Whether the financial institution was also involved in the breach.

The Minnesota Credit Union Network was tired of paying for another organization’s

Weak security practices. The network is an association of more than 160 credit unions in
Minnesota. It engages in political advocacy, education, and awareness activities. It pushed
for the Creation of the Plastic Card Security Act. It wanted this law to help reduce its costs

for o .
another organization’s security breach.

N— 5

paan -

e ———— - B
e T L i 3 T i T S R

TER 9 | State Laws Protecting Citizen Information and Breach Notification Laws 261

RS T ST ——y

SMe7 uoijedyljoN
yoealg pue sme7q ajejs

RS

e

WEEAT o

R B RS

TR N

PSR A (i .



\3‘ PN
262 PART 2 | Laws Influencing Information Security
Nevada is the first state to make following the -
NOTE DSS a state law requirement. In 2009, the Nevadg | lr'e P(;
The Nevada law states that modified the state’s Security of Personal Informa[ioeglmalu“
“personal information” is a law had been in effect since 2005. The law quuiresn AW, The
person’s name combined with of personal information in a number of ways. The zgr;gtecliog
Social Security number, financial changes to the law added PCI DSS language, These i
account number, and driver's license | were proposed in Nevada Senate Bill 227.2 The Jaw no‘nges
o

r.2

or other identification numbe requires businesses to follow the PCIDSS. It went into effe
C

January 1, 2010.
The Nevada law applies to “data collectors.” 30 Data collectors are:

State agencies
Financial institutions
Businesses that handle personal information

The law requires any data collector who accepts credit cards for the sale of goods or
services to comply with the current version of PCIDSS. It also states that a data collector
isn't liable for damages from a data breach if it complies with the law. Entities that compf
with the law will likely not expose credit card information in a security breach. The only
exception to the law’s safe harbor is if the data collector’s own gross negligence caused
the breach.

The Nevada law is novel because it’s the first time that following the entire PCIDSS
is required by law. Some commentators think that the new Nevada law will encourage
other states to adopt similar laws. Others believe that the law is problematic. This s
because businesses that accept credit cards already have to comply with the PCIDSS
under their contracts with credit card companies. If they violate the PCI DSS, they can
be subject to large fines from those companies. These commentators believe that the
Nevada law's safe harbor terms may be confusing to businesses that accept credit cards.
This is because the law will not protect them from fines from the credit card companies.

Indiana: Limiting SSN Use and Disclosure

Some states have created laws protecting Social Security

hat SSNs are highly

zL,) NOTE " numbers (SSN). These laws recognize t bleto
The Social Security Administration sensitive pieces of information. An SSN can be Very.valuﬂ blish
created the Social Security an identity thief. Thieves can use the number to easily €S
number in 1936. It created the | new identities to commit identity theft crimes. forbid
SSN to track worker earnings. Indiana has laws designed to protect SSNGs. Its laws 10  thl
This was necessary to administer | SSNs from appearing in public documents. It also has1a"

the Social Security program. ' forbid state agencies from disclosing @ person’s SSN

to any other person or entity.




The Importance of Legislative History

All laws have a legislative history. This history documents the number of times that a
law is modified during the period from introduction to signing. It includes any materials
generated in the course of creating legislation. It includes committee reports and

ts issued by legislatures. The

hat a legislature intended when it
s to follow PCI DSS went through |
ry at http://www.leg.state.nv.us/ :
=28BillNo=227.

When Senate Bill 227 was first introduced, it contained no language requiring data
collectors to follow PCI DSS. Instead, it required data collectors to use certain types of
approved encryption technologies. After the bill was introduced, industry groups contacted
the bill's author. They expressed concerns about the bill. They opposed it because it was
not technology neutral. You can read the letter submitted by industry groups at http://
www.leg.state.nv.us/75 th2009/Exhibits/Assembly/CMCIACMC1 140C.pdf.

After negotiation, the bill was amended to include the PCI language. Little information
was included in the legislative history to indicate why the PCI language was added.

A question that remains is whether the businesses that objected to the bill's original
language are happy with the final law that requires PCI compliance.

hearings. It also includes transcripts of debate and repor
legislative history can be reviewed to help determine w
created a law. The Nevada law requiring data collector
many changes. You can read the law’s legislative histo
Session/75th2009/Reports/history.cfm?DocumentType

& S

e B P———

Since 2006, Indiana law has stated that county recorders’ offices may not accept

any document for recording that contains an SSN.*! The only time that they can accept
‘adocument containing an SSN is when another law requires that the document contain

-an SSN, Some types of federal laws, such as releases of federal tax liens, require the use
of an S9N, '

- The state also was concerned that public records recorded before 2006 coul.d contain
SSNs. Identity thieves could use these documents to get SSNs. Since 2008, Indiana law _
States that county recorders can't provide a recorded document to a memper of th‘e public

Unless they first search the document for SSNs. If they find a document with an SSN, they

. —

i i ffices
A county recorders office keeps public records about certain types of transactlozz er\eei:; or
Usually hangle legal documents regarding real estate owngrshlp. These rou;ntelzq ! Uansactio,n
récorded, with a county recorder’s office. This is done to give public notice 0 :

i ference
Certain types of records also can be filed with a county recorder for future re
or Safekeeping,

X

LTI
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must redact it before allowing public inspection. It's a civil violation for a county
T€Cor,

or any employee to disclose a recorded document containing an SSN without firg
the document for an SSN. The law doesn't cover disclosure of the last four digits of ;drch‘-'-é

Other states have laws designed to protect SSNs. Arizona law prohibits printi, n8
on government or private identification cards. This law also prohibits the transmijnss_"
a person’s SSN over an unsecured Internet connection.?? California law forbids COHIIOHL:
from requiring people to transmit an SSN over the Internet unless the connection i Sar
or the SSN is encrypted.?’ i

Indiana law also provides that a state agency may not disclose a person's SSN to
anyone.’* This law went into effect on July 1, 2006. State agencies include an electeq
official’s office and state educational institutions.

There are limited exceptions to this law. A state agency is allowed to disclose an S\t

« A person gives explicit written consent for the
disclosure of their SSN

| NOTE :

One of the biggest differences - The disclosure is required by state or federal law

between civil law and criminal « The disclosure is required by a court order

| i ish t. In civil law, ; . ; :

it fne,n neg iy . The law lists very specific penalties for an inappropriate

a defendant isn‘t sent to jail as | il [ 's SSN. The state ag -

a punishment. Instead, ol v : _1sc osure of a persop S . The state a,,er?cy is not respon-

imposes fines. Civil law also requires | sible for these penalties. Instead, they are directed at the stai¢
agency employee who disclosed the SSN. For instance, astate

a defendant to reimburse a plaintiff
for damages. In criminal law,
punishment usually involves fines
or prison sentences, or both.

agency employee who “knowingly, intentionally, or recklessly
discloses an SSN in violation of the law commits a Level 6
felony. This is a criminal sanction. In Indiana, a Level 6 felony
can result in a prison term between six months and three
years. In addition, a person can be fined up to $10,000.”

If a state agency employee negligently discloses an SSN., the person commits @ Class A
infraction. In Indiana, an infraction is a civil sanction. A person can't be imprisoned
for an infraction. However, he or she can receive a fine of up to $10,000.

Under the law, if a state agency impermissibly discloses an SN, it must notily the
affected person. It also must notify the state attorney general's office. Under the law: the
state attorney general has the authority to investigate an improper disclosure of an SN
The state attorney general also can make additional rules to carry out the nondisclosir®
law. Individuals don't have a private cause of action under the law. They can'tsued stal®
agency for wrongfully disclosing an SSN.

’E_ncryption Regulations
R nforlna[iOH‘
Other &'

uchas

SOme.s[ates require entities doing business within the state to {ollow basici
security practices. These practices protect the security and privacy of data.
Bre MOre Aggressive. They require entities to use specific security practices. S
encryption.
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usetts Office of Consumer Affairs and Business Regulation held a public hearin
on the data protection standards in January 2009. The hearing showed that businesses werg
yorried about meeting the standards. You can read a transcript from the hearing and written
comments at http://WWW.Mmass. gov/ocabr/docs/idtheft/201cmr17comments.pdf.

The Massach

schusetts: Protecting Personal Information

\lassachusetts has created some of the nation’s most rigorous data protection laws.
It created its breach notification law in 200 7.36 That law also required the state’s
irs department to issue standards for the protection of personal

aw stated that the standards should:

Mass

consumer affa
information. The 1

protect the security and confidentiality of personal information consistent
with industry standards.

» Protect against anticipated threats
information.

» Protect against unauthorized access to or use of personali
that could harm a person.

The Massachusetts “Standards for the Protection of Personal Information of Residents

of the Commonwealth” was released in September 2008. It originally was scheduled to
take effect January 1, 2009. The state pushed back compliance to March 1, 2010. It did
thisin response to public comments on the regulation. The state released the final version

of the standard in August 2009.%7

Entities must follow the data protection stan
They must protect data in paper and electronic fo
Any person that uses and stores personal information about Massachusetts residents as
- of the sale of goods and services must comply with it. It also applies to anyone who
Keeps this type of information for employment purposes. It doesn't apply to state agencies.
deﬁ]:;; stapdz}rq applies to personal information about Massa.chusetts r‘esiderllts.yTh:ee
disc on'is similar to the definitions used in breach notification lf"iws. Those laws @ 1
_cussed at the beginning of this chapter. Under the data protection standard, personad

Infor . 3 L
th "Mation is a person's first and last name, Or first initial and last name, and any of
¢lollowing; L, Sl

to the security or integrity of personal

nformation

dard to safeguard personal information.
rm. The standard has broad application.

SMe] UOIEIYNON
yoeaig pue smeq djels

° S :
» Docnal Security number
~ Driver'g | | .
i r's license number or state identification card number
Inancj ! . ,. ‘
ncial account number, or credit or debit card number, with or w ithout
Passworq or PIN
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The standard requires entities to create an informag
l > NOTE program. It states that an entity’s information SeCUri(zn Securip,
The Gramm-Leach-Bliley Act must be a good fit for its size and scope. It also mys; ﬁt};}fl’rogram
(GLBA) is a law that requires | type of business. It must describe the administratiye te Ee‘n[ity's
entities engaged in certain | and physical controls that protect the personal infor;nacti Gy
kinds of financial transactions to by the entity. The program requirements are similar to th(())“ Useq
follow privacy and information stated in the Gramm-Leach-Bliley Act (GLBA) Safeguards IS{e
security rules. These rules are ‘ ule,

The standard uses a risk-based approach to informatioy,
security. It allows the entity to review its resources and datg use.
LIt also can review its needs for security and confidentiality, ;
e’ The entity can use the results of this review to determine the
safeguards it should use. As part of its program, an entity my.

designed to protect customers’
personal information.

» Assign an employee to manage the program

» Conduct a risk assessment to identify risks to the security, confidentiality, and integrity
of information. Review current safeguards to make sure that they are effective

» Develop policies for use of personal information off business premises

» Develop disciplinary policies for failure to follow the information security program

« Develop policies to keep terminated employees from accessing personal information

« Select service providers and make sure that any contract includes terms to protect
personal information

« Develop policies to physically safeguard personal information

» Monitor and review the program to make sure it's effective

« Document actions taken in response to any security breach?®

ey

) The standard also includes computer system security

D NOTE | requirements. This part of the standard directs entities
Under the standard, “technically |  to implement the security requirements. They must do
feasible” means that if there's | this as long as the requirements are technically feasible.

a reasonable way to accomplish | An entity doesn't have to apply requirements that aren't

a required technology result, | technically feasible.?’

then an entity must do so. | The standard states that an information security program

? - mSt include specific security requirements. They are:

¢« Secure user authentication

¢ Secure access control measures

Encryption of all transmitted personal information that travels across
public networks, and encryption of information to be transmitted wirelessly
¢ Reasonable monitoring of systems

Encryption of all personal information stored on laptops or pormble de

Up-to-date firewall protection and operating system security patches
on computers containing personal information

Virus and malware protection

vices

Security awareness and training activities
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achusetts has released frequently asked questions (FAQs)
Mass

dard. You can read them at http.:/mvww, mass.gov/ocabr/d
stan :

e encryption requirements have received a lot of attention,
]he? ilire businesses to encrypt the personal information
i rc?mhusctts residents while it's stored on their systems,
O[ M'a ;Tso must encrypt it when it’s transmitted. The standard
ggss)n't define a preferred method of encryption. Encryption
is defined in a technology-neutral way. Under the standard,
encryption is changing data into an unreadable form.

The encrypted data can’t be read or understood without

an encryption key. Encryption keys are used to encrypt

and decrypt data.

The Massachusetts attorney general has the authority
toenforce the data protection standard. The law allows civil
penalties of up to $5,000 for each violation. The attorney
general can also make an entity pay for the costs of an inves-

tigation into any violations. Entities can also be charged
attorneys’ fees.*!

267

FYI

about its data protection
ocs/idtheft/201cmr1 7 fags.pdf

') NOTE

While the data protection
standards don't define a preferred
method of encryption, the
Massachusetts breach notification
law does. Under the state’s breach
notification law, encryption is
defined as a transformation of
data through the use of a 128-bit
or higher algorithmic process.

The process must change into a
form that is unreadable without
the use of a key.%

The Massachusetts data protection standard is unique. It attempts to regulate

businesses outside of Massachusetts by requiring businesses to encrypt the personal data
of Massachusetts residents. This may be hard since businesses typically mus.t fol‘low only
the laws of the state where they are located. Under the law, this is a jurisdiction issue.

Only revisions to the standard, or a court case, will help clarify how widely the state may
enforce this standard.

2

=

o

Nevada Law: Standards-Based Encryption %E

Nevada law also has encryption requirements. Its law has had encrypﬂor: rul?s since % §

2008. They were strengthened in 2009 as part of Nevada Senate Bill 227. rI.‘hlS sar?le at 3 2

bill required datq collectors in the state to follow PCI DSS. The PCIDSS portion of7 g 1(;) i g =

Was discussed earlier in this chapter. Senate Bill 227 went intg effect January 1-_;”1 - 8

The Nevada law requires data collectors to use encryption if they are tranlslmii lt'g
Personal information outside of their business network. They must encrypt the data
lr il'S sent ext

; issi i lirement
ernally via e-mail or any other electronic lrar%sm§551on.£hss ';EELNevada A
s protect data while it's being transferred from one entity o et ks
“Xcludes facsimjleg from the transmission encryption requirements.
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also requires data collectors to encrypt persong]
. 7 . .

The 1a}A n any data storage device that is moxfed beYOndthe
C Iomapien e i Is of their business. This mean that
ol s AR device that leaves the business

. vic
ki law'defmezodr::)auters they must encrypt any storz;gée;l Ciup e
devices as y : Ty y |

Storaie es whetoth: S Pl ydpto an off-site storage facility, This
o O”Gh' ddrives.Italso | jnformation that they sen
computer har :

includes backup storage media.

tion of the law helps protect data if the storage media is log
portion
or stolen. vhen it’s stored and
he encryption rule is novel because of its breadth. It coglirsvs ?tt Z;ﬁnes encryption,

vhtrleitc’s trgnsmiued. The law is also interesting because oth Cl)\/j s e G

Ef\his is o}le area where the Nevada law varies greatly fr}(l)ml ey el Tt e
ion in a technology- ;

aw. The Massachusetts law defines encryption in a ever,

T reference any industry standards. The Nevada law, how

ces industry standards. : :
D s ~ refegsger the law, data collectors must use encryptlor} t:;:;zl
Youican fea the Federal ogies adopted by a standards-setting body. The law re et ket
e e | the Federal Information Processing Standards. These s
bt hﬂp:///“;c;;is?gow were issued by the National Institute of Standards an
publications/PubsFIPS.html. i

. Technology (NIST). Under the law, the technology used must

make the personal information unreadable.
The law also require

; ent
s that data collectors use good cryptographic key managilr:crypt
practices. These practices protect encryption keys, Encryption keys encrypt an
data. They must be car

” i 1s ey
efully guarded. These keys protect the confidentiality of data. They
also protect the integrity of th

. ors
¢ whole encryption process. The law requires data collect
to use key Management practj

ces created by a standards setting body. Again, the law
specifically refers to NIST standards.*3

A data collector that com
security breach. Thig protec
gross negligence didn't cau

The Nevada law gives g
level of encryption. Thig
practitioners help ip advising business

The law does create some othe
law provides 4 safe harbor for the unauthorized
entity encrypts this information. then notific
law doesn’t define €ncryption with the S

that the new law might become the def
encryption. Thig stand

law safe harbor, 1¢ isn

plies with the Jaw isn't]
tion extends to a breac
se the breach.

uidance to datg collectors on what is
helps bring clarity to the Jaw,

iable for damages resulting from a
h'so long as the data collector’'s own

considered an acceptable
It also gives information security
€S on encryption Strategies.

r ambiguities, For instance, Nevada's breach notification

access of personal information. If an
ation isn't required. The breach notification
ame detail as the encryption law, jg'g possible
ault standard used to specily a minimuyum level of
ard could then pe applied to entities seeking the breach notification
‘tknown if the Nevada legislature intended this.
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. ulations
patd pisposal Red
quary 2014. at least 30 states have created data disposal laws.** They have
asof a[hcs‘; Jaws to make sure that personal information is properly disposed of. Personal
(re Just be pm[ected throughout its lifecycle. This includes disposing of the information
cal:n appmpﬁate way.
in
ashington: Everyone Has an Obligation %
| \vashington State created its personal da'ta disposal law in [;) NOTE
2002.# In creating the law, the state legislature made comments The onby enfity soecifical
o law was. It said that: a0 pegically
shout how important the excluded by the Washington
. Careless disposal of personal information causes a law is the federal government.
genificant risk of identity theft The law also states that entities
» Improper disposal threatens a person’s privacy and that comply with the GLBA
fnancial security Safeguards Rule are considered
+ Everyone in the state has a duty to dispose properly & ORIkt the State Jaw.
of personal information*® M

The Washington disposal law applies to any person or entity in the state. It requires

an entity to take reasonable steps to destroy records that contain health and financial
data when it determines that it no longer needs those records.

| Thelaw requires entities to properly destroy information held in their records.

. Records are defined as any material that holds information. It includes paper or electronic

.~ materials. Entities must make sure that they destroy any personal financial or health

information in their records. Personal financial and health information is data that

identifies a person and is commonly used for financial or health care reasons.

The law states that an entity must destroy information in records so that it's no longer

readable or decipherable. The law states that proper destruction includes shredding,

oot AEar e Y
N G 2 ST SRS TS A ()

e

erasing, or modifying records so that they’re no longer readable.*’ 2 t

The Washington law allows a person harmed by a violation of the law to sue the entity E |

- thatviolated it. The law provides the plaintiff with several remedies. The remedies vary = g :

depending on the type of violation. If the entity’s failure to comply with the law was due %’. -

o negligence, a court may award a penalty of $200 or actual damages. The court must E a |

award a plaintiff whichever amount is greater. 2 z;: |

- [Nanentity’'s failure to comply with the law was intentional, [T o S
then the court can award a penalty of $600 or actual damages. 1> NOTE

: IT\gain. the court must award whichever amount is greater. Treble damages are damages
) The law also allows the court to award “treble” (triple) damages. that punish a defendant
reble damages are three times the amount of the actual damages for intentional conduct.

- curred. The law states that treble damages may not be more RN
than $10,00.48
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s the state attorney general to prosecute an entity that violates the
t must award damages the same way that it awards damage
Iso grant injunctive relief. This means that can

The law also allow
law. In that instance, a cour
to an individual plaintiff. The court may a

order the entity to stop violating the law.

New York: Any Physical Record |
On the other side of the country, New York State also has a data disposal law.*” Its law B
states that no person or business may dispose of a record containing “personal identifying
_ information” without shredding, destroying, or modifying it so that
[.> NOTE “ the information is no longer readable. The law requires Fhat any
The New York law specifically 5,’ person or business destroying the records must takfa action that is

' consistent with commonly accepted industry practices. They must B

exludes s aenee | use these practices to make sure that no unauthorized person has
" access to information in the record.
Under the New York law, records are any information held in any physical form.
They can be paper or electronic. They include reports, letters, and computer tapes. Any
type of data storage medium is a record. Personal identifying information is information

in a record that identifies a person by name and includes any of the following:

* Social Security number

¢ Driver’s license number or identification card number

* Mother's maiden name, financial account numbers or code, or any other
identification number

e SR

Confidential Documents Used as Confetti

If you are a Yankees fan, 2.009 was a very good year. It was their first World Series win since
2000. They celebrated their 27th World Series win with a ticker tape parade in New York Ci
on November 4, 2009. ew York City

The tgrm “ticker tape parade” originated in New York City. These parades are r. :
real ticker tape hasn’t been used since the 1960s. They are traditionally re are now;
celebrations, such as sports victories. y reserved for large

The 2009 parade for the Yankees was the first ticker tape parade in New Y, P

Giants won the Super Bowl in 2008. Sports fans were very excited. When th ork City since the

| they dumped any type of paper that they could find from skyscraper wind LG C.)UF of confelh

| documents containing personal information. News media reported that aftGOWs. This included

memos, banking records, and court files were recovered from the debris inrtt:ee SF;aradE, v
reet.
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Qne financial firm had to discipline an employee who threw documents mark d
instead of confetti. The documents contained financial information and Sociales 15" Sestriction
ecurity numbers.
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