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Recently, CompTIA added a new certification program that dircctly addresses HIT industry
needs. The CompTIA Healtheare IT Technician Certificate is designed to be a technology-
and vendor-neutral certification program that shows a candidate has reached a certain level
of proficiency in the knowledge and understanding in arcas such as:

* HIT regulations
* Healtheare organization and operations
* Basic IT operations

* Network IT operations

* Document imaging

« Basic and advanced healtheare security
* Medical business operations

= For a complete st of the CompTIA Healincare IT Technican eam
‘domains and objectives and where they are covered in this book,
see Appendix A.

The program prepares students for jobs deemed critical by the US. Office of the National
Coordinator for Health IT. These include implementation support specialists and technical
and software support staff.

= There are other certfication bocies for HIT professionals. The Amer-
ican Health Information Management Association (AHIMA) has
63,000 members? and offers various certiications, including Health
Informaion Management, Health Data Analyss, and Healthcare Prvacy
and Seury.

Regulatory Compliance: Regulators

1.1 Identiy standard agencies, laws, and regulations.

One of the five major arcas covered by the CompTIA certification examination is HIT
regulations.

A regulation is something that constrains or controls. For example, to regulate the flow of
water, a regulator will compensate i high- or low-flow states in order to maintain some
predetermined water flow rate. In a similar way, governmental entities regulate various
aspects of citizens’ lives with the purpose of providing benefts to the most people in a cost-
effective manner. In this text, a regulator refers to a governmental entity that mandates
regulations.
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Regulations constrain and control

In the United States, regulations at the foderal, state, and local level make healtheare one of
the most_ heavily regulated industries. In addicion,
organizations with their own regulatory standards. For example, at the organizational level,
the Joint Commission accredits and certifies nearly 20,000 hospitals and other healtheare
organizations. At the allied health level, the American Registry of Radiologic Technicians
administers certification examinations. And, of course, physicians have a large number of
certification and regulatory organizations to navigate. Al of these add to the complexity and
cost of healthcare management.

e are literally hundreds of private

The cost of regulation is significant. One estimate contends that the
S Cost of healthcare reguition in the United States in 2004 was close
o $1 trlion

1f regulations add to the cost and complexity of healtheare, why are there so many and
why do we need them? The answer to this question is complex, but at its heart is the fact
that regulaors are trying to ensure that patients reccive adequate care that meets certain
minimum standards. Furthermore, they also want patients to have broad access at a
reasonable cos.

The major federal regulators in the United States include the Department of Health and Human
Services (HHS), the Office of the Naional Coordinator for Heakh Information Technology
(ONG, a staff division of HHS), the Centers for Medicare and Medicaid Services (CMS, an
operating division of HHS), and the National Institute of Standards and Technology (NIST).
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Table 1-1 summarizes the major regulatory agencies and their organization.

rarent Dept/agency

Department of Health and Human Services
“The mission of the Department of Health and Human Services (HHS) is fivefold: 10 help
provide citizens with access to high-quality health care, to help people find jobs and child
are, ke food safe, 10 manage nfcious discass, nd 1 e the paciceof dingooss
and treatment.

HHS s a very large organization, representing nearly 25 percent of the federal budger, and is
composed of 12 operating divisions:

Administration for Children and Families (ACF)—Consisting of seven subdivisions,
this HHIS operating division is responsible for programs that address *social well
being of families, children, individuals, and communities.™

Administration on Aging (AoA)—This division is responsible for administering the
Older Americans Act of 1965, a law that Congress passed to address the lack of
social service for older Americans.

Agency for Healthcare Research and Quality (AHRQ)—The research arm of HHS,
this agency supports rescarch in major arcas of health care in an effort to improve
qualiy, lower cost, and increase safety, among others.

Agency for Toxic Substances and Disease Registry (ATSDR)—This agency is
responsible for the prevention of toxic substance exposure to the public.

Centers for Disease Control and Prevention (CDC)—The CDC is responsible for
protecting the public from discases and other preventable conditions.

Centers for Medicare and Medicaid Services (CMS)—Previously known as the
Health Care Financing Adminiscration (HCFA), CMS administers the Mcdicare
program, the Federal portion of the Medicaid program, and State Children’s Health
Insurance Program (CHIP).

Food and Drug Administration (FDA)—The FDA's responsibilty is to ensure the
qualit of food, and the safety of drugs and medical devices.

Health Resources and Services Administration (HRSA)—This agency makes essential
primary care services accessible to the poor.

Indian Health Service (IHS)—This agency makes essential health services accessible
to American Indians and other native people.
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« National Institutes of Health (NIH)—The NIH supports biomedical and behavioral
rescarch in the United States and elsewhere by doing rescarch, training rescarchers,
and managing information dissemination.

« Office of the Inspector General (O1G)—The OIG investigates and manages fraud,
waste, or abuse against HHS programs.

o Substance Abuse and Mental Health Services Administration (SAMHSA)—This
agency strives to provide reasonable care access for those with addictive or mental
disorders.

In addition to the 12 HHS operating divisions, there are also 17 staff divisions. The staff
division of primary importance to HIT is the Office of the National Coordinator for Health
Information Technology (ONC). This agency’s responsibiliy is to coordinate the use of
advanced HIT practices at the national level.

The primary HHS operational and staff diisions with which the
heath information technologist needs o be concerned are CMS and

™ ONC. CMSs administers the Medicare program and the federal por-
ton of the Medicaid program. ONC prowdes coordination of HIT
practices, but also govens the Nationwide Health Information Net-
work (part of the HITECH Act, covered later in this chapter),

Centers for Medicare and Medicaid Services Information
Technology

“The Centers for Medicare and Medicaid Services (CMS) administers the Medicare program,
the Federal portion of the Medicaid program, and the State Children's Health Insurance Program
(CHIP). Medicare is health insurance for people over the age of 65, or under the age of 65 if
they have certain disabilies. Medicare also covers allciizns with endstage renal discase.

Medicare i divided into three major parts:

« Part A—This area of Medicare provides inpatient hospital stay insurance. Inpatient
care means that care s provided while in a care facility like a hospital.

o Part B—Medicare Part B covers doctor’s services and outpatient care. Outpatient care
means that care s provided while not in a care faclity like a hospital.

o Prescription Drug Coverage—This area of Medicare covers prescription drugs
through private providers

Medicaid is a program for low-income people whose resources do not cover certain medical
expenses. Although jointly funded by the federal government and the states,it is managed by
the states.

The Medicare and Medicaid programs are both very large. The Medicare program alone
consumes $452 billion of the federal budget (in 2010).” As a result, there are significant
financial incentives to increase efficiencies, particularly by using HIT. For instance, Medicare
and Medicaid provide incentive programs to various providers if they adopt or implement
certain certified clectronic health record (EHR) technology. Cash incentives can be as high
as $63,000, distributed over six years.
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An EHR s not the same as an electroric medical record (EMR) or an
elecroric patint record (EPR). The EMR i an electonic record of

™ patient care, usual in a stand-alone situation such a5 a doctor's
offce. An EHR is a collection of patent or population healh infor-
mation. An EPR s a synonym for EXR. A personal health record
(PHIR) is an electronic health histry wherei an indidual maintans
ther own health nformation.

The Office of the National Coordinator for Health Information
Technology
As mentioned previously, the responsibility of the ONC is to coordinate the use of advanced
HIT practices atthe national level. The ONC's mission is to warrant the security of protected
patient health information. It also works to improve health care quality while reducing health
care costs, and to improve the coordination of care and the exchange of information between
physicians, labs, and hospitals.
One of the major roles ONC plays in HIT is that of certifying EHR systems and
providers. The purpose of this process s to help ensure that HIT systems are secure, interoperate,
and can provide their purported functionalities. The three major aspects of certification include:
« Standards and certfication criteria for EHR—ONC sets the standards and criteria for
EHR technology certification.
o Certification programs—ONC defines the process for having EHR technologies
approved.

« Metadata standards—ONC is currently piloting EHR metadata standards with several
states.

Metadata s frequently defined as data about data. A better defini-
tion is information about content. For exampl, a radiologic image

™ (content) can be described by patien, date, time, and 5o on. The
patient, date, and time are metadata

The National Institute of Standards and Technology
‘The National Instiute of Standards and Technology (NIST), a department of the United
States Department of Commerce that sets standards for EHRs under the HITECH Act, is
promoted as the country’s first federally sponsored physical science research laboratory. The
agency's responsibilties are many, and include such diverse activities as managing the Mal-
colm Baldrige National Quality Award and ensuring the proper radiation exposure level for
mammograms in more than 10,000 faclitis annually.
NISTs role in HIT has five main goals:

* Coordinate/harmonize standards.

* Coordinate infrastructure testing.

« Improve EHR usabiliy.

« Extend healthcare’s reach through technology.

* Perform curting-edge research and development
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NIST, in cooperation with the Healthcare Information Technology Standards Panel (HITSP)
and ONC, provides standards and specifications by which various levels of HIT system inter-
operability can be tested and ensured. For example, to ensure the interoperability of EHR
laboratory resukts reporting, hardware and software developers use NIST interoperabilty
standard 1501 V2.1, Electronic Health Record Laboratory Results Reporting, which provides
specific data and communication format requirements.

HITSP, a cooperative partnership between the public and private sec-
tors, was formed 1o support the harmonizing and integrating of cin-
- ical and business standards for sharing data and information.

The overall process of HIT standards implementation process is summarized in the Table 1-2.

Standards Harmonizationimplementation [ certifcaion ____ I connection______|

Table 1-2 WIT standards implementation process

Regulatory Compliance: Regulations

1.2 Explain and dassify HIPAA contro's and complance issues

L

‘There are numerous regulations stemming from the regulators mentioned in the previous sec-
tion, but not all address HIT. However, HIT professionals should be especially aware of the
following major regulations.

HIPAA Privacy Rule
The Healdh Insurance Portability and Accountability Act (HIPAA) of 1996 is a very broad
federal regulation that was developed in order to:

« Improve portability and continuity of health insurance

* Manage waste, fraud, and abuse of health care delivery

* Reduce costs and increase efficiency by standardicing the interchange of electronic data

* Protect the privacy of personal health records
As such, the act is composed of four distinet Standards or Rules. These include Privacy,
Sccurity, Identifies, and Transactions and Code Sets. HIPAA addresses the protection and
privacy of healthcare information through the Standards for Privacy of Individually Identifi-
able Health Information (also known as the Privacy Rule, published in 2000). As all patient
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information, both electronic and nonelectronic is covered, the Privacy Rule s fundamental to
patient data regulation within any HIT system.

The HIPAA Privacy Rule regulates three types of entities:

« Health care providers—These may include individuals (lke doctors) or organizations
(like hospitals).

* Health plans—Insurance companes are exemplary h
covered as well

* Health
billing o

h plans, but other payors are

are clearinghouses—These could include health information processing or
izations.

Collectively, these are called Covered Entities (CE). The rule also extends to Business Associ-
ates (BAs) of Covered Entities, which are persons o other entitics that perform functions for
a Covered Entity as defined by HIPAA (for example, a doctor’s accounant). In these circum:
stances, Covered Entities are required to obtain Business Associate Agreements (BAA), which
are contracts that ensure Business Associates of Covered Entities follow HIPAA Privacy Rule
guidelines and regulations.

Any individually identifiable health information created or received by a Covered Entity or
Business Associate is protected by the Privacy Rule. This includes information in verbal, paper,
or electronic form. Collectively, this information is called Protected Health Information (PHI),
and relates to the past, present, or future health of an individual, both mental and physical. PHI
also includes the provision and payment for a person’s health care (for example, whether they
are admitted to a hospital and who is paying). Morcover, the rule covers PHI as long as it is
retained by a Covered Entity, even if the individual is deccased.

Health information i subject to many regulations
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Information that has been treated so that the individual cannot be identified (so-called
deidentified information) is not considered PHI. However, this type of information
must cither be certified by a qualified statistician or expert such that there is lctle risk
of the information identifying the individual, or the following 18 identifiers must be
removed:

« Names

« Al geographic subdivisions smaller than a state

 All elements of date (except year) for dates directly related to an individual, including
birth date, discharge date, date of death

« Telephone numbers
« Fax numbers
* Electronic mail addresses
* Social Security numbers
« Medical record numbers
* Health plan beneficiary numbers
* Account numbers
o Centificaeflicense numbers
« Vehicle identifiers and serial numbers, including license plate numbers
* Device identifiers and serial numbers
* Web Universal Resource Locators (URLS)
* Internet Protocol (IP) address numbers
* Biometric identifier, including fingerprints and voiceprints
* Fullface photographic images and any comparable images
« Any other unique identifying number, characterisic, or code
Finally, rescarchers and others who need healch information with some personal identifers
may access it, but only afier completing a data use agreement that specifically describes the

permitted uscs and disclosures of the information. The agreement must also prohibit any
attempt to reidentify o contact the individuals.
In addition o the general protection of PHI data given to individuals, the Privacy Rule also

provides for specific rights of individuals that Covered Entities must safeguard. These are
detailed in Table 1-

‘The Office for Civil Rights (OCR, an office of HHS) is responsible for enforcement of the
HIPAA Privacy Rule and penalties for noncompliance.

‘While the OCR secks voluntary cooperation from Covered Entites, those that fail to comply
may be subiject to civil penalties. If the infraction occurred before February 18, 2009, the
penalty amount could be up to $100 per violation with a calendar year cap at $25,000.
However if the infraction occurred on or after February 18, 2009, the penalty amount could
be up to $50,000 per violation with a calendar year cap at $1,500,000.
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Notice of privacy practices and  Covered Entites ar required 10 provide individuals an understandable
written acknowledgement  Privacy Notice of how their PHI will be used.

Uses and discosures of ‘Covered Enties may use PHI n thei core operations without written
protected information ‘authorization. However, this use i to be specified in the Prvacy Notice

Minimum necessay standard  When Covered Entiies use PHI they must do so with the minimum necessary
information t0 achieve the stated purpose.

Acces I enera, ndiiduals must be allowed access 1o theie P
Amendment Inividuals st be allowed to amend ther P
Accounting of dicosures  Indiiduas have  rght o a st of PHI dicosures.
Request for restricions Indidasre e 1 sk a Covered Eny o s s o didosues

Confidential communications  Individuals are entited to communicate with thei provider by alternative
means or location.

Personal representatives  Generally, a Covered Entity must treat ndividuals”family and other
representatives the same as the indvidual with regard to PH.
Deceased indvidusls A Covered Entity must protect the privacy of a decedent’s PHI for aslong as

it maintains the information.

Table 13 HIPA Privacy Rule safeguards and requirements

In some cases, criminal prosecution could result from noncompliance with the law. For
example, if an individual knowingly obtains or distributes PHI in violation of the Privacy
Rule, that person could be subject o a $50,000 fine and up to one year in prison. However,
these penalties increase for those who use false pretenses or try to sell, transfer, or use PHI—
up t0 $250,000 and up to ten years imprisonment.

HIPAA Security Rule
Unlike the Privacy Rule,the Security Rule focuses on clctronically transmitted or stored PHI
(€PHI) used by Covered Entitcs. Thus, any entiy that collects, maintains, uscs, or transmits
PHI s regulated by the rul.

Although the Securicy Rule has a narrower focus than the Privacy Rule because it only covers
PHI, its aim is broader. In addition to privacy of ePHI, the Security Rule secks to ensure
that Covered Entities provide certain administrative, physical, and technical safeguards for
the data. These are detailed in Table 14,

Covered Entities must ensure that their offcers and employees are
< ‘complying with the Security Rule, so HIPAA traiing s commonplace
in those organizations.
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cotegorysateguard | covered entity equirements |

Administrative Security management process

Assgned securiy responsiilty
Workforce security

Information access management
Security awareness and raining
Security incident procedures

Contingency plan

Evauation

Business Associate contracs and
other arrangements

Policies and procedures

Documentation

Physical Facity acces control

Workstation use:

Workstation security

Device and media controls
Technical  Acces control

Audit controls

ntegrity

Person or entity authentication

Transmission securiy

Must define how t0 prevent, detect, contain, and correct
securty violations

Mt designate a security official

Mt ensure that all members of the workforce have
appropriate acces to ePHI

Must address uthorization and access to ePH
Must develop a securty awareness and training program
Must adres securty incidents

Must implement a contingency plan for securing ePHI (i the
event of natura disaster)

Must conduct a periodic security evluation

Must develop written contracts documenting Business
Associate safeguards

Must implement reasonable and appropriate policies and
procedures to comply with Security Rule

Must maintain documentation of policies and procedures
related to compliance with the Security Rule

Must implement facilty acces conrols
Must address secure workstation use

Must adess workstation security

Must implement device and media controls

Must implement information sstem accss conrols
Must implement auit controf fo ePH systems
Must make aferaton of ePHI detecable

Must prvide for individual person authenticaton

Must provide for transmission securty (uing encryption,
for exampie)

Table 1-4 HIPAA Security Rule categories, safeguards, and requirements

HIPAA Identifier Rule
The HIPAA Ider

ifier Rule mandates that all Covered Ent

s storing or transmitting cPHI

must have a standardized National Provider Identifier (NPI). This identifier replaces all
other identification from Medicare, Medicaid, and other government programs.
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HIPAA Transaction and Code Sets Rule
“The Transaction and Code Sets Rule (TCS) is a HIPAA regulation that mandates consistent
electronic interchange of PHI for all Covered Entities. Combined with the Identifier Rule,
most efficiency is expected as a result of this aspect of HIPAA.
TCS, in effec, s electronic data interchange (EDI) for health care. EDI can be defined as the
standardized and structured exchange of clectronic informaion between two or more parties
using public and/or private networks.
Many industries already use EDI, so the technology is tested and proven. Morcover, several
standards already exist. For example, the automorive industry uses the ANSI X.12 standard
for_electronic communications between vendors, manufacturers, and other suppliers. The
TCS Rule uses several existing X.12 standards as follows:

* Health Care Claims or equivalent encounter information (X12N 837)

« Coordination of Benefis (X12N 837 or NCPDP for recail pharmacy)

« Eligibility for a Health Plan (X12N 270271)

© Referral Certification and Authorization (X12N 278 or NCPDP for retail

pharmacy)

« Enrollment and Disearollment in a Health Plan (X12N 834)

* Health Care Claim Status (X12N 2761277)

« Health Care Payment and Remittance Advice (X12N 835)

* Health Plan Premium Payments (X12N 820)

EDI standards can define any format the parties decde to use for
data exchange, such as e-mailor Fle Transfer Protocol (FTP)

HITECH Act

‘The HIT Standard Committee, the HIT Policy Committee, and the process for adoption of
recommendations for standards and policies from these committees were created by the
Health Information Technology for Economic and Clinical Health Act (HITECH Act)
under Tide XIII of the American Recovery and Reinvestment Act of 2009 (ARRA). All of
the committees and processes are overseen by the ONC.

“The HITECH Act could be described as “HIPAA on steroids.” This is because, among other
aspects, it extends HIPAA's reach by increasing confidentialty protections for ¢PHI, mandat-
ing tougher penaltics for confidentiality breach, and requiring public norification of organiza-
tional breaches.

One of the reasons for this increase in regulation was the lack of enforcement of the original
HIPAA regulations. For example, it is reported that even though 45,000 HIPAA violation
‘complaints were filed in 2003, fewer than 1,000 were reviewed by the Department of Justice
(DOJ), and none were awarded civil damages.
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The first person convicted of violating HIPAA rules was reportedly a
heafth worker who unlawfully accessed patient records at a large
university hospital while purportedly looking for celebrty fles. This
resulted in 2 four-month incarceration in 2010.*

‘There are seven major areas in which the HITECH Act strengthens HIPAA. These are as
follows:

« The act provides increased resources for enforcement and increased penalties for
violations.

* The act mandates that health providers cannot use patient health information without
their express permission.

« The sale of private health information s severely limited as the information use must
be expressly authorized by the patient.

« The act provides for increased transparency to patients as they are entitled to audit
their electronic patient records

« In addition to current Covered Enities, the act also provides that future wnanticipated
entities are also covered, thereby eliminating future privacy loopholes.

* The act mandates that all €PHI be encrypted cicher electronically or otherwise so as
not to be easily intercepted.

« I the event that a breach of ePHI does occur, the act requires that patients be notified
in any case of unauthorized use or disclosure of their information.

In addition to these arcas, the act details specific and encompassing requirements for Business.
Associates and violation hierarchy.

Be careful when using e-mail for PHI communication. According to
the HITECH Act, the date, time, patient identificaton, and user den-
tiication must be recorded when ePHI s created, modified, deleted,
or printed. So, if one deetes an e-mai with PH, 3 record of what
was deeted and when must be maintained.

HITECH Act and Business Associates Busincss Associates are those people or enti-
ties that work with a Covered Entity such that their activities require the disclosure of PHI.
Examples of Business Associate functions include claims processing or administration, qual-
ity assurance, and billing. Examples of Business Associate services include accounting, data
aggregation, accreditation, and so on.

The HITECH Act now encompasses Business Associates much in the same way as Covered
Enities. This means that instead of being covered to the extent of a contractual agreement
(as in the case of HIPAA), Business Associates are now covered by the Security Rule in the
same way as Covered Entites. Thus, many of the same violation penalties apply as well.

Because e-mail i relatively insecure, many Covered Entties and Busi-
ness Assodiates are starting 1o use Web porals instead. These
recie the users 10 log into an encrypted Web sie. These are more
secure, but not as convenient.
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HITECH Act and PHI Breach In the event of a PHI breach, the Covered Entity (or
Business Associate) is required to report the breach to each individual affected. In the event
the breach is for PHI controlled by a Business Associate, the Business Associate is required
0 report the breach to the Covered Entity who then must report to the individual.

In the case where the breach involves more than 500 patients, the Covered Entity must con-
tact HHS in addition to the individuals. The Covered Entity may also be required to contact
media outlets in some cases.

HITECH Act Enforcement As the HITECH Act provides for increased enforcement,
‘one way this is accomplished is through four levels of enforcement for both Covered Entities
and Business Associates. These are detaild as follows:

© The first level of enforcement is the lowest level and is targeted at violations that are
unknown, even after the Covered Entity andlor Business Associate exercised due
diligence. Penalcies for these violations are from $100 to a maximum of $25,000 for
a given calendar year, for a given violation.

« ‘The next level of enforcement is for reasonable cause and not for willful neglect. For
these violations, the penalties range from $1000 to a maximum of $100,000 for a
given calendar year, for a given violation.

© Level 3 of enforcement is for willful neglect if corrected within 30 days from
knowledge of the violation. For these violations, the penaltes range from $10,000 to
a maximum of §250,000 for a given calendar year, for a given violation.

© Finally, the fourth level of enforcement i for willful neglect that is not corrected. For
these violations, the penalties range from $50,000 to a maximum of $1,500,000 for a
given calendar year, for a given violation.

It is clear from these enforcement levels that the HITECH Act Enforcement significantly
increases the coverage and peaalties for not complying with the Privacy Rule. It is also
clear that Business Associates may need to study the act in more detail as they are now just
as culpable as Covered Entites for breaching the privacy of PHL.

HITECH Act and EHRS Another function of the HITECH Act is to support providers
in the adoption, implementation, and effective use of EHRS. In fact, the majority of fund-
ing for the HITECH Act goes to providing incentives (cash and otherwise) to hospitals and
other healthcare professionals to stimulate the adoption of EHRs. Moreover, since Medi
care expense is so great (5452 billion of the U.S. federal budget in 2010), there is signif
cant emphasis on Medicare (and Medicaid) providers. To accomplish this, HITECH Act
created:

 Workforce investments

 An HIT Extension Program

 An HIT Research Center

 HIT Regional Extension Centers (RECs)

These provide technical assistance, best practices, and grants for the purpose of assising
healthcare providers in the acceptance, employment, and cffective use of EHRs. Specifically,
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Part 1V of the HITECH Act specifies Medicare and Medicaid incentives for HIT adoption
for healthcare professionals, prospective payment system (PPS) hospitals, and critical access
hospitals (CAHs).

PPS is @ Medlcare Part A system in which most of a patent's costis
reimbursed to a provider hospital based on the diagnoss, not actual

cost. A CAH s a hospital that receives cost-based rembursement

from Medicare

“To qualify for HITECH Act incentives, Medicare providers must adopt the use of a certified
EHR. In order for an EHR to be certified, it must be tested by an ONC Authorized Testing
and Certfication Body (ATCB).
HITECH Act and Meaningful Use The ARRA defines the minimum requirements
for EHR adoption and use, and therefore also for the associated incentives. These include
the following:
* The certified EHR must be used in a meaningful manner, which could include
clectronic prescribing.
* The certiied EHR must be used for submission of quality data and other measures.
® The cerified EHR must be used for the exchange of health information that improves
the quality of health care (as with care coordination).

A healtheare provider that is eligible for the Medicare EHR financial incentives under
the HITECH Act s called an Eligible Provider (EP). When a provider meets the preceding
general guidelines and the more decailed recommendations expected to be finalized by
CMS in the future, the provider is said to be meeting meaningful use criteria. This means
the provider is cligible for the Medicare financial incentives. For example, an EP that met
the meaningful use criteria in 2011 may have expected total financial incentives of
$44,000. However, an EP that does not demonstrate meaningful use criteria until 2014
may only expect total financial incentives of $24,000 as detailed in Table 1-5.

Table 15 Maximum Medicare EHR incentive payments

There are incentives for Medicaid as well, and EPs may participate in more than one
program so maximum incentives may be greater than shown. However, certain restric-
tions apply.
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1.4 Explain and nterpret lega best practices, requirements, and documentation

L

“There are certain healtheare legal practices that are outside the scope of the traditional regula-
tory environment. These include liability waivers, EHR service level agreements (SLA), and
memoranda of understanding (MOU).

Health care has many related legal practices

Liability Waivers

Frequently, a waiver of liability is used by hospitals and physicians to protect them in the
case that certain procedures o treatments may subject the hospital or physician to legal
liabiliy for treatment risks. A waiver of liabiley is a document signed by the patient that
specifies the specific responsibilty the hospital and physician will have should the treatment
fail or cause injury.

Some states do not allow patients to negotiate this risk, nor the pro-
vider's libily.
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Service Level Agreements A Service Level Agreement (SLA) is frequently used in
technology applications to define the level of service a user might expect from a technology
provider. In the case of HIT, SLAs usually refer to EHRs, but could also refer to other sup-
portive technologies like telecommunication network performance.

Typically, SLAs define several performance measures. They then further define a level of ser-
vice for each measure. For example, typical EHR performance measures could include the
following:

* Downtime—Downtime refers an EHR that is nonfunctional. It may include a more
deailed definition that would exclude noncontrollable factors such as
telecommunication network downtime.

« Downtime period—This usually means how much time a service has to be non-
functional to be defined as “down.” This measure could be seconds or minutes,
depending on the EHR provider.

« Monthly uptime percentage—This is a calculation that is the total number of minutes
in a month that the EHR is down, as defined by the downtime period, divided by the
total minutes in the month.

o Schedule downtime—Typically, EHRs, as most HIT systems, require periodic
servicing, This measure defines the amount of servicing downtime the user is likely to
experience. It may include a notification clause so that the user has some defined
period of time to make allowances for the system outage.

* Service credit—This is a compensatory system for downtime. In other words, if the system
is down § percent of the time, the provider may add a certain amount of free system time.
10 compensate.

Memorandum of Understanding A memorandum of understanding (MOU),
sometimes called a memorandum of agreement (MOA), is typically a volunary agreement
between health providers to some mutally beneficial arrangement. For example, multiple
hospitals may establish an MOU regarding natural disaster preparedness so that each
knows what its and the other's responsibility are in a given disaster situation.

Another example of an MOU would be between a hospital and other healthcare providers
such as ambulance services, fire departments, and schools.

MOU may or may not be legally binding. Generally, a legally binding contract is expected
t contain four clements as follows:

« Some form of payment or consideration must be exchanged between the parties.

* The agreement must not contain illegal activiies.

« The actions of the parties must be described in the agreement

« The agreement has to be agreed upon by all parties without threat or duress.
1If an MOU has the four characteristics of a contract, it may be considered a contract and

could be legally binding. Just calling an agreement an MOU does not preclude the agree-
ment from contractual duties.
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Good MOUS contain plain language, identiy al partes, outine what
each party is expected o do, and deineate how the agreement is
™ terminated.

Chapter Summary

= Healtheare costs keep increasing. Even so, the healtheare industry has been a slow
adopter of healthcare information technology. While there are many reasons for this,
‘one major reason is that there are not enough healthcare information technology
(HIT) professionals to implement the new technologies. HIT is the use of hardware
and software in an effort to manage and manipulate health data and information.
CompTIA, a nonprofi trade association, has added a certification program,
Healthcare IT Technician, which directly addresses HIT industry needs.

= A regulation is something that constrains or controls. Governmental enities regulate
various aspects of citzens’ lives with the purpose of providing benefits to the most
people in a costeffective manner. In che United States, healthcare is one of the most
heavily regulated induseries. The major federal healthcare regulators in the United
States include the Department of Health and Human Services (HHS), the Office of the
National Coordinator for Health Information Technology (ONC, a staf division of
HHS), the Centers for Medicare and Medicaid Services (CMS, an operating division
‘of HHS), and the National Institute of Standards and Technology (NIST).

® There ar numerous regulations stemming from the federal regulators. These include
the Health Insurance Portabiliy and Accountability Act (HIPAA) of 1996, which is
further subdivided into Standards for Privacy of Individually Identifiable Healdh
Information (the Privacy Rule); the Security Rule, which focuses only on electronically
transmitted or stored Protected Health Information (€PHI or EHI) used by Covered
Entities; the Identifier Rule, which mandates that all Covered Entities storing or
transmitting ePHI must have a standardized National Provider Identifier (NPI); and
the Transaction and Code Sets (TCS) Rule, which establishes regulations that mandate
consistent electronic interchange of PHI for all Covered Entites. The HITECH Act
extends HIPAA's reach by increasing confidentiality protections of ePHI, mandating
tougher penalies for confidentialiy breach, and requiring public norification of
organizational breaches. The HITECH Act doesn't replace HIPAA, but it extends i,
enhances penalties, and provides incentives for Electronic Health Record (EHR)
adoption.

= There are certain healtheare legal practices that are outside the scope of the traditional
regulatory environment. These include liability waivers, EFIR Service Level
Agreements (SLA), and memoranda of understanding (MOU). Waivers of liability are
used by hospitals and physicians for protection in the case of certain procedures o
treatments that may subject the hospital or physician to legal liabilty for treatment
risks. SLAs usually refer to EHRs, but could also refer to other supportive
technologies like telecommunication network performance. Finally, MOUs are
typically voluntary agreements berween health providers to some murually beneficial
arrangement.
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Key Terms

American Recovery and Reinvestment Act of 2009 (ARRA) A law enacted by the 111th

United States Congress in February 2009 and signed February 17, 2009, by President

Barack Obama that created the HITECH Act.

Business Associate (BA) A person or other entity that performs functions for a Covered
ity as defined by HIPAA

Business Associate Agreement (BAA) Contract that ensures Business Associates of Covered
Entites follow HIPAA Privacy Rule guidclines and regulations.

Centers for Medicare and Medicaid Services (CMS) Previously known as the Health Care
Financing Administration (HCFA), CMS administers the Medicare program, the Federal
portion of the Medicaid program, and State Children's Health Insurance Program (CHIP).

CompTIA Healthcare IT Certificate A technology- and vendor-neutral certificate that shows
a candidate has reached a certain level of proficiency in the knowledge and skills needed to

deploy and support HIT.

Covered Entities (CE) Health care providers, health plans, and health care clearinghouses

covered by HIPAA,

ritical access hospital (CAH) A hospital that receives cost-based reimbursement from

Medicare.

Department of Health and Human Services (HHS) A regulator whose purpose s to help

provide people acces to high-quality health care, to help people find jobs and child care, to

keep food safe, to manage infectious discases, and to extend the practice of diagnosis and

treatment, among others.

electronic data interchange (EDI) The standardized and structured exchange of clectronic

ormation between two or more parties using public and/or private necworks.
electronic health record (EHR) An clectronic collection of patient or population health
information.

lectronic medical record (EMR) An clectronic record of patient care, usually in a stand-
alone situation such as a doctor’ office.

Etigible Provider (€) A healthare provider that s eigible for the Medicare EHR financial
incentives under the HITECH Act.

ePHI Electronically transmitted or stored PHL.

hardware Devices that input, process, and output data and information.

Health Information Technology for Economic and Clinical Health Act (HITECH Act) A law
created under Tite XIII of the American Recovery and Reinvestment Act of 2009 (ARRA).
Health Insurance Portability and Accountability Act (WIPAR) Broad federal regulation that
was developed in order to; reduce cost and increase effciency by standardizing the interchange
o clectronic data, improve portability and continuity of health insurance, manage waste, fraud,
and abuse of the health care industry, and protect the privacy of personal health issues.

Healthcare information technology (HIT) The usc of hardware and software in an effort to
manage and manipulate health daa and information.
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Information technology (M) The use of hardware and software in an effort to manage and
manipulate generic data and information.

Meaningtul Use HITECH Act general guidelines used to determine financial incentives for
EHR use.

‘memorandum of understanding (MOU) A voluntary agreement between health providers to
some mutually beneficial arrangement. Sometimes called a memorandum of agreement (MOA).
National Institute of Standards and Technology (NIST) A department of the United States
Department of Commerce that sets scandards for EHRs under the HITECH Act

National Provider Identifier (NPI) A HIPAA identifier replaces all other identification from
Medicare, Medicaid, and other government programs.

Office for Civil Rights (OCR) An office of HHS that s responsible for enforcement and
penalies for Privacy Rule noncompliance.

Office of the National Coordinator for Health Information Technology (ONC) A staff
division of HHS whose responsibiliy is to coordinate the use of advanced HIT practices at
the national level.

personal health record (PHR) An clectronic health history whercin an individual maintains
their own health information.

Patient Protection and Affordable Care Act (PPACA) A federal health care statute that was
signed into law by President Barack Obama on March 23, 2010, and is a product of the
health care reform agenda of the 111th United States Congress.

Privacy Rule A HIPAA law that regulates the protection and privacy of healthcare
information; also known as Standards for Privacy of Individually Identifiable Health
Information.

prospective payment system (PPS) A Medicare Part A system in which most of a patien's
cost is reimbursed to a provider hospital based on the diagnosis, not actual cost.

Protected Health Information (PHI) Any individually identifiable health information
created or received by a Covered Entity or Business Associate and that is protected by the
HIPAA Privacy Rule.

regulator Governmental entities that mandate regulations.

Security Rule A HIPAA law that focuses on electronically transmitted or stored PHI
(€PHI or EHI) used by Covered Entities.

Service Level Agreement (SLA) Agreement frequently used in technology applications to
define the level of service a user might expect from a technology provider.

software Also known as computer programs, contains the logic that makes computers do
what they do.

‘Standards for Privacy of Individually Identifiable Health Information Sce Privacy Rule.
Transaction and Code Sets Rule (TCS) A HIPAA regulation that mandates consistent
electronic interchange of PHI for all Covered Entitis.

‘waiver of lability Agreement used by providers for protection in the case of certain
procedures or treatments that may subject the hospital or physician to legal liability for
treatment risks.
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Healthcare IT Acronyms

Table 1-6
these terms are listed in the

ns healtheare IT acronyms that were introduced in this chapter. Many of
“ompTIA Healtheare IT Technician exam objectives, and

most are also defined in the Key Terms section of this chapter. For a complete list of the
healthcare acronyms used in this book, see Appendix C.

N T

AHIMA
ARRA
arc

SEREZE

s

o
o
e
@
o
s
AR
i
HTECH
Hirse

wou
[
e

Table 16 Heaithcare IT acronyms introduced in this chag

‘American ealth nformation Management Association
American Recovery and Reinvestment Act of 2009
‘Authorized Testing and Certifcation Body

Business Asiciste

Business Asiciate Agreement

citca access hospital

Congressional Budget Office

Centers for Disease Control and Prevention
Covered Enity

Center for Medicare Servces

Department of Justice

electronic data interchange

Eleconic Health Record

Elecronic Medical Record

Eligible Provider

Elecronic Protected Health Information

Health and Human Services (U, Department of)
Health Insurance Portabilty and Accountabilty Act
healthcare information technology

The Heaith Information Technology for Economic and Cllnical Health Act
Healthcare Information Technology Standards Panel
information technalogy.

Memorandum of Understanding

National Institute of Standards and Technalogy.
National Provider dentfer

(continues)
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Table 16 Healthcare T acronyms introduced n this chapter (continued)

©Cong e 011

Review Questions

L

‘Which of the following is truc about PHI?

a. Itis electronic only.

b Itis a major regulatory body.

<. T does not include verbal communication.

4. T includes verbal, paper, or electronic forms.

From 1960 until 2007, how much had the percentage of GDP spent on healtheare

changed?

a. Stayed about the same

b, Increased 50 percent

c. Increased 100 percent

4. Increased more than 200 percent

According to the CBO, one advantage of EMR use is

a. increased use of medical transcriptionists
b, better use of computer graphics

<. reduction of duplicated diagnosics tests
d. reduction in the use of surgical procedures
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4. HIT is defined as

a. the use of hardware and software in an effort to manage and manipulate health
data and information

b, the use of technology as a method to improve health information exchange
<. the sharing of data for medical purposes

4. basic IT operations for hospitals

T terms of HIT, the HHS can be defined as a

a. regulator
b, regulation
<. provider

d. Business Associate
6. "The agency that administers the Medicare program is called which of the following?

a. ONC
b NIST
. oM
d. HIS

7. One of the major roles of the ONC is to
a. administer the Medicare progeam
b, certify EHR systems and providers
¢ develop EDI standards
4. create EMR systems
8. Which entities does the HIPAA Privacy Rule regulate?
2. Healtheare providers, plans, and clearinghouses
b, Healthcare providers, hardware manufacturers, and network providers
¢ Hardware manufacturers, network providers, and clearinghouses
d. None of the above
s. are contracts that ensure Business Associates follow Privacy Rule
guidelines and regulations.
a. Covered Entity agreements
b, Business PHI agreements
<. Business Associate agreements
d. Service Level Agreements
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After completing this chapter, you should be able
to do the following:

Define healthcare information technology

Recognize some of the benefits of healthcare IT

Describe the CompTIA Healthcare IT Technician Certificate
Lt major healthcare regulators

Summarize the major healthcare regulations

Describe typical healthcare legal practices

chapter
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)
leajtheare IT: Challenges and Opportunities

The Superior Care Health Group (SCHG) is a group of healthcare providers, with 10
general practitioners (GPs) who also function as family physicians for many in their
town of about 50,000 people. As GPs, the group functions as primary care physicians,
which means they are the first point of contact for many in the community. SCHG
‘accepts all patients who carry heaith insurance, including Medicare and Medicaid.

SCHG has been in operation for over 25 years. Drs. Smith and Jones founded the
group, but since then have hired the balance of the medical staff. Aside from Drs.
Smith and Jones, the medical staff s relatively young, and well oriented to modem
medicine and its management and organization.

The office staff at SCHG is composed of several job positions. These include a
receptionist, several secretaries, several medical codershbillers, several transcription-
ists, nine medical assistants, two laboratory technicians, and an office manager.

Because SCHG was established before the Internet revolution, use of computers is
limited. The front desk uses four terminals to schedule patients and to complete
billing tasks. The terminals are connected to two central personal computers that
run an old version of the Linux operating system. They are also connected to several
dot-matrix_printers used to print billing forms and other pertinent financial
information.

All patient information including the medical record is maintained by paper files
When a doctor examines a patient, all of the pertinent chart information is recorded
either by the doctor writing directly in the paper chart, or by voice dictation, which is
then later transcribed into the chart.

Drs. Smith and Jones developed SCHG to be as vertically integrated as possible, so they
‘own and manage some of their medical equipment. Therefore, they have a small labora-
tory where routine blood tests and urinalysis can be completed on-site. As laboratory
‘equipment becomes obsolete quickly, all the lab equipment is less than one year old.
They also have a small x-ray st for chest x-rays, broken bones, and so on. Unfortu-
nately, x-ray equipment is very large, expensive, and hasn't really changed much for sim-
pler examinations like those conducted by SCHG. Thus, all of the x-ray equipment s orig-
inal. For cardiac concerns, they have their own EKG equipment, but only half of the
machines are current; the other half are original to the group.

Drs. Smith and Jones recently learned of something new from the government
called the HITECH Act. They are concerned that new govermment regulations will
constrain their business without significant improvement in their ability to deliver
quality health care.
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While governments debate how to balance their budgess, these facts are clear:
* Health costs keep rising.
« Technology continues to improve while becoming less expensive.

* Information technology adoption by the healthcare industry is slower than in other
industries.

“The question i aften raised, “Why hasn't the healthcare industry embraced information tech-
nology?” There are many reasons. Some healthcare professionals are concerned that they will
not be able to recoup thei investment in time and money spent to convert existing manual
systems to electronic systems. Another problem is the way in which the healthcare system is
fragmented. Patients are frequently reqired to see doctors from several different groups for
the same diagnosis. This makes automation much more difficult because each group can have
its own separate system. However, perhaps one of the most important obstaclesis the short-
age of trained healthcare technology professionals needed to implement the new technologies.
As reported by the U.S. Federal Government, the need for such professionals could grow as
much as 20 percent by 2018, with employment projected o grow faster than average. Even
now, health information professional jobs are among the 20 fastest growing occupations in
the U, which has driven some salaries beyond $50,000 per year."

Given the demand and compensation levels for heakthcare information technology profes-
sionals, it is unlikely that the need can be met using existing information technology experts.
Although healtheare information technology is similar in some respects to information technol-
ogy in other industries (for example, the same types of computers are used in health care as in
education and manufacturing), it has many aspects that are unique. For example, healtheare
providers must adhere to scores of governmental and accrediation regulations to which other
industries are immune. Technologists who are employed in the implementation and mainte-
nance of healtheare information technology must be aware of these regulations.

This chapter introduces the field of healtheare information technology. It begins by
defining healthcare information technology, noting some of its benefits, and reviewing
CompTIA's response to the shortage of trained healtheare information technology profes-
sionals. Then the chapter examines various regulatory agencies and regulations applicable
t0 healthcare information technology, and finishes with an overview of legal documents
that healtheare information technology professionals encounter on a regular basis.

The words healthcare and health care are ot the same. When used
s one word, healthcare describes an entity such as a system (as in
healthcare system) or information technology (as in healthcare infor-
mation technology). When used a5 two words, health care is a thing
(a5 in prowiding health care).

Nhat Is Healthcare Information Technology?

Healtheare information technology has been described in many ways: as a framework for
managing health information, a5 2 mechanism to improve patient care, and as an enabler of
patient care coordination. All of these descriptions convey the results of using healthcare
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The costof heaith care i 2 major concern for individuals and organizations

information technology, but fundamentally, healthcare information technology is the
application of information technology to the healtheare indusry

When defining HIT, some sources use *healthcare information tech-
SN ciogy," while others use “health information technology.” They
may be consdered synonymous

At the conceptual level, information technology (IT), or the use of hardware and sofe
an effort to man nipulate data and information, consists of devices that input,
process, and output data and information. At the physical level, these devices could include
keyboards, computers, printers, and
hardware. In addition to hardware, IT consists of software. Software contains the logic
that makes computers do what they do. Software is like a set of instructions that helps
hardware process data into information. Together, hardware and software are used to
manage and manipulate both dat
of healthcare information technology (HIT) is the use of hardware and software in an
e health data and information.

ge and m

jork devices, which are collectively known  as

d information. Thercfore, a more precise definition

effort t0 manage and manipul
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7 s composed of hardware and software

Data can be considered raw facts that have litle or no meaning,
while information is data with meaning. For example, hospital
patient census reports are data unless they adcress a specific need,
Such as determining lengthof stay frends

Benefits of HIT

As countries face ever-more-challenging budet crises, healthcare costs continue to be at the
forefront. Headlines such as “Baby boomers worry about finances and health costs,” “State
employeesget freeze in healthcare cos,”and “Rise in healtheare costs doubles hat of nflation”
are common. The data behind these rising costs include the followin

* In 1960, the United States spent approximately 5.2 percent of all its goods and
services (also known as gross domestic product, or GDP) on healthcare. Tn 2007, that
number had increased 0 17 percent.

© The greatest share of cach dollar spent (about 30 percent) goes to hospital care, while
only 6 percent i allocated to nursing homes.
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* The United States spent over $7400 per person for health care in 2007, up from
$7026 the previous year. This represents an increase of over $ percent, compared to.
the year's average inflation rate of 285 percent.

According to the Congressional Budget Offce (CBO), advances in technology can be attrib-

uted to about half of healthcare spending increases.” It is clear from these statistcs that the

cost of health care in the United States has continued to increase over time. Although some
individuals claim that the federal health care statute known as the Patient Protection and

Affordable Care Act (PPACA) enacted in 2010 by President Barack Obama will reduce

healthcare costs over time, others have proposed specific recommendations that focus on

specific systemic problems.

A report from the CBO called “Evidence on the Costs and Benefis of Health Information

Technology™ states that the use of an electronic medical record (EMR) for patient care

would have several efficiency bencfis. These include:

« Eliminating the se of medical transcription

* Reducing the need to physically retrieve patient’s charts or files
* Reminding prescribers to prescribe less costly drugs

« Reducing the number of duplicated diagaostic tests

These are only a few of the benefits of using computers and other clectronic technologies to

manage healthcare informaion.

Medical transcripton is the conversion of handwittenvverbal doctor's
orders and/or notes into typed o electronic format

In order for the healtheare industry to embrace HIT, it nceds professionals that understand
both aspects of the industry: healthare and information technology. As in other industris,
one way professionals can differentiate themselves is by obtaining a certification.

The CompTIA Healthcare IT Technician Certificate

CompTIA is a nonprofic rade organization and advocate for the IT industry. With a 25-year
hisory, the organization has grown to over 2000 members and 1000 business parmers. This
allows it to promote IT globally using a four-pronged approach:
* CompTIA provides education through various resources including webinars, forums,
events, and market research.
« CompTIA provides muldiple technology- and vendor-neutral certification programs
for IT workers.
 CompTIA acts as an advocate for the IT industry by representing the industry in
governmental setcings.
« CompTIA's foundation provides IT education and training for those less
fortunate.




