
[bookmark: _GoBack][image: ]
 (
1
/3
)
image1.jpeg
Chapter 1

What If?

Daniel is a Web designer for Xeemahoo, Inc., a news agency. Inaccurate or fallacious news on
the Web site poses a threat to the company: the agency can be sued for publishing false infor-
mation. Part of Daniel’s responsibilities is to upload HTML files to the Web site cach day. He
confirms with the editors that the content is accurate. Then he marks up the news with
HTML tags and uploads it to the server of AgentonWeb, the hosting site.

One day, Daniel checks the daily upload to ensure that accurate news was posted, but discovers
that incorrect, damaging information has been uploaded in place of the marked-up fles.

Jason Springfield, an ethical hacker, was called in to investigate the situation at Xeemahoo.
Tnvestigations revealed that Daniel’s session was hifacked by an Agenton employee during the
upload. A disgruntled employee of AgentonWeb had files that contained the fallacious infor-
mation on his desktop.

* How did this happen?
* Is there a problem with the Web server configuration?
* How can this be prevented in the future?

* Is there a risk in outsourcing Web hosting to third-party service providers?

Introduction to Session Hijacking

‘This chaper covers various hacking technologies used in session hijacking. It deals with spoof-
ing methods, the three-way TCP handshake, and how attackers use these methods for man-
in-the-middle attacks. Various tools that can be used for this purpose have been highlighted
to provide insight into session hijacking. Finally, countermeasures to prevent session hijacking
are discussed.

Devices that implement IP address-based session management use a specific algorithm. This
algorithm is described by the pseudocode shown below:

if (submitted username and submitted password)
device config)

then

do white-1list user’s source IP address

(credentials on





