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N A 2009 SPEECH, U.S. PRESIDENT B.ARAC!( OBAMA sal? that Americars

I digital infrastructure is @ “strategic national asset.”! He urged a broag
plan to protect the security and privacy of federal information Systems,

He said that the nation’s digital infra§tructure m'ust.be better protecteq

Both the federal government and private organizations have a role tq play,
This chapter reviews how the federal government protgcts its informatig

systems. These systems hold personal data about U.S. re.5|.dents. They condyg

the business of running the country. They also hold sen§|t|ve security data,

They are used for the nation’s defense. This chapter reviews the security

and privacy laws that protect these systems.

=

Chapter 8 Topics
This chapter covers the following topics and concepts:
* What the information security challenges facing the federal government are
¢ What the Federal Information Security Management Act does
How the federal government protects privacy in information systems
What import and export control laws are
What some case studies and examples are

Chapter 8 Goals

When you complete this chapter, you will be able to:

¢ Describe the federal government's information security challenges

o Explai'n the main requirements under the Federal Information
Security Management Act
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ibe the role of the National Instityte of S
y ,Desc”ating information security standards
'n, erss approaches to protecting national Security systems
: g:sccribe how the U.S. federal government
information systems
. Review import and export control laws

tandards anq Technology

protects Privacy in
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formation Security Challenges Facing the Federal Government
[n10

ivek Kundra, then federal chief information off
1n 2010, V‘V' computers are attacked millions of times e
°Vernmel-]ti,slg The federal government is the largest pr
e surp.rtl sd St'ates.3 Government computer systems h
inthe Uni eﬁons. They hold data on people living in th
R opeth tax, and citizenship data. They hold dat
o lzygtlztes'. They also hold data that's used to prot
Unflflie overnment faces many of the same informa
entitiesgface. Federal information technology (IT) sy
attractive targets for criminals:

cer (CIO), said that the

ach day.2 This Statistic isn't
oducer and yser of information
old data that's critical for govern.-
e United States, This includes

a on businesseg operating in the
ect the United States from threats,

tion security challenges that private
stems and the data in them are

* Thieves stole a laptop that belonged to the Nation
They stole it from a researcher’s car. The lap
of 2,500 people involved in an NTH study.

* Hackers gained entry to Federal Aviation A
stole the personal information of more tha

al Institutes of Health (NIH).
top held the personal information

dministration (FAA) computers. They

n 45,000 FAA employees and retirees.

* Attackers illegally accessed the USAJOBS database. USAJOBS is the federal govern-
ment’s employment Web site, They stole account and contact information. The
government said that the thieves didn't access sensitive personal information.

* The US. State Department warned 400 people about a computer secu‘rity breach. ;
The attackers stole passport application information. The stolen data included Social
Security numbers (SSNs). The thieves used the data to open credit card accounts.

* Spies broke into the Pentagon’s computer systems. They stole data on the
Department of Defense’s Joint Strike Fighter aircraft.

The s, government has history of workin

Passed the Computer

ecurity, Under the o

#ohad to creqte se

g to protect its computers. In 1987, Congress
Security Act (CSA).* This was the first law to address federal computer
SA, every federal agency had to inventory its IT systems. Agencies
curity plans for those systems and review their plans every year.
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In 2002, Congress created the Federal Information Security Ma“agemem
(FISMA).5 It created FISMA, in part, because of the 'Septemb.er 11, 2001, terr:(-:t
attacks. The attacks highlighted the r‘leed foF better information Security, prg rist
recognizes that information security is crucial. It su‘perseded MOost of th Csa
It's now the main law that states how federal agencies must secure thej, IT Sy.ste

In 2009, President Barack Obama ordered a .rewew.of C'yberspa(;e policy mg,
resulted in the document titled “Cyberspace Poll?y Reylew. " This reviey, lookeg acth
U.S. policies to secure government IT systems. It: ldentlﬁe.d cybersecurity Weakne
It also proposed solutions to them. After the.remew, President Obama identifieq
cybersecurity as a national challenge. He said that both the“federal governmen o
private entities must focus on these issues.® You can read the Cyberspace Policy el
at http://nsarchive.gwu.edu/ NSAEBB/NSAEBB424/ d?cs/ Cyber-028.pdf.

The review recommended that the president appoint a government Cybersecyyi
official. This position is responsible for coordinating federal cybersecurity Policies apq
activities. Some people call this official the “cybersecurity czar.”

In March 2010, the federal CIO spoke at a House of Representatives SUbCOmmittee
meeting. He talked about federal information security challenges.” He saiq the
government faces the following challenges:

¢ Lack of coordination within the federal government

¢ Lack of coordination between the federal government and the private sector

* A culture within the federal government of merely complying with
reporting requirements

* Lack of an enterprise approach to information technology

Lack of focused research and development activities to enhance cybersecurity

In February 2013, US. President Barak Obama issued an Executive Order on cybersecurity
The purpose of the order is to improve the security of the country’s critical cyberinfra-
structure. Critical infrastructure means “systems and assets, whether physical or virtual,
so vital to the United States that the incapacity or destruction of such systems and assets
would have a debilitating impact on security, national economic security, national public
health or safety.”8 Critical cyberinfrastructure includes physical assets like IT systems.
Italso includes intangible assets like the data in those systems. Critical cyberinfrastructure
isn’t just government-owned IT systems and data. Almost all, nearly 90 percent, of the
nation’s IT critical infrastructure is actually located on private networks.?

To protect the nation’s critical cyberinfrastructure, the order requires the government
to share information with private organizations and companies. Sharing relevant
data with private organizations helps those organizations protect their portions of the
nation’s critical cyberinfrastructure, The order also requires the government and private
organizations to ensure that privacy and civil liberties protections are built into the
information-sharing programs. Finally, the order specifies that the National Institute of

Standards and Technology (NIST) create a cybersecurity framework to be used to protect
the nation’s critica] infrastructure.
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1,2012, the Secretary of Defense stated that attacks on the nation'’s
n October 11, ¢ could be “a cyber Pearl Harbor; an attack that would cause physical
infr2 Hu(t:}t::loss of life.”1? Many people worry about a “cyberwar” or “information

destrucn"f)ﬂ ﬁ:war doesn’t take place on a physical battlefield, or on the sea or in the
warfare: 4.it's conflict that takes place in or purposefully affects information systems.
. Insteacs 1d affect military information systems, nongovernment information systems,
Lyber\_"ar C(.)udusn-y information systems. It includes not only threats to national security,
and private 1 to industry, commerce, and intellectual property. It could also even include
putals0 threat?n romise social networks and personally identifiable information. P
s bei;war specifically refers to conflicts between nations and their militaries, :

Tl}e i C%n distinction between cyberwar and other types of information system
Tt th; rtn:re reported in the news media. Military, government, and private infor-
atta'CkSZ :tems are connected and difficult to protect. The prospect of a cyberwar between
[T;ti:;);s igevery bit as concerning as a conventional war.‘ As of the writing of thi§ book, i
there are no cyberwar treaties in place. Some have been introduced between various
countries, and at the United Nations, but none have been adopted or ratified.

This chapter focuses on how the federal government protects its IT systems and
discusses many of FISMA's provisions. You should be aware that this area of law is
complex and changes often. In the past couple of years, new FISMA compliance tools have
been introduced. Now federal agencies can report on FISMA activities in near real time.
InJuly 2010, the Department of Homeland Security became responsible for collecting
metrics on how federal agencies comply with FISMA.!! Agencies with FISMA responsibil-
ities are starting to work together to create a government-wide information security risk
management structure. It is probable that the laws that affect federal IT systems and other
parts of the national critical infrastructure will continue to evolve.
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The Federal Information Security Management Act
“_“_—

Pfesident George W. Bush signed the Federal Information Security Management Act in 2002.

Its part of the E-Government Act of 2002. FISMA is Title ITI of the E-Government Act.

inf:ﬁlM? merges f:l n.umber o.f different laws.'2 All of these laws addressed different

- ation Security issues. Since no one law was comprehensive, Congress heard many
Ports that informatiop security efforts at the federal level were not effective, Congress

int
ma?;']ded FISMA to be a strong law to fix this problem. It would guide federal agencies in
Ng sure that thejr [T systems are secure.
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Purpose and Scope
Congress created FISMA to protect federal IT systems and the data j, thoge
ystems

FISMA defines information security as protecting IT systems in order t, Provig
tiality, integrity, and availability.”® I'T systems .must be protected from unauthe Onfige,
access, disruption, modification, and destruction. Oflzed g,
FISMA has six main provisions. The law: '
« Sets forth agency information security responsibilities
Requires a yearly independent review of agency information security Prog
s . . I
Authorizes the NIST to develop information security standards for p SYSten?ms
N

that do not contain unclassified information
Gives the OMB specific oversight responsibilities, some of which were trapg

to the DHS in July 2010
Clarifies that national security systems (NSSs) must be secured using a

risk-based approach
« Provides for a central federal security incident response center
FISMA applies to federal agencies. These agencies fall under the executive branch of th
U.S. government. They report to the president. Examples of federal agencieg include the
Federal Aviation Administration, the Social Security Administration, and the Departme
ent

of Education.

Main Requirements
FISMA has many requirements. This section will review most of them. First, this

section reviews what federal agencies must do to comply with FISMA. Second, it reviews
how NIST helps agencies shape their information security programs. Third, it revieys
the federal central incident response center. Finally, it reviews how FISMA applies to

national security systems. National security systems are IT systems that hold military,

defense, and intelligence information.

Agency Information Security Programs
FISMA requires each federal agency to create an agency-wide information security

program.'# Even agencies with NSSs must create these programs. An agency'’s infor-

mation security program must include:
* Risk assessments—Agencies must perform risk assessments. They must measure
the harm that could result from unauthorized access to or use of agency IT systems.
Agencies must base their information security programs on the results of these

risk assessments.
* Annual inventory—Agencies must inventory their IT systems. They must update

that inventory each year.
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policies an e ﬁencxos'must create policies and pr
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security program,
aining—A ! .
g—Agencies must give training to employees and any

-+ awareness tr
This i
s includes contractors. This training must make

of their IT systems.
of potential risks to the agency’s IT systems. It also must make peopl
€

aware of their duties t0 protect these systems.
Juation—Agencies must test their security controls at least once

. Testing and eva
They must test management, operational, and technical controls for each
4

ayear
[T system-

Remedial actionS——Agencies must have a plan to fix weaknesses in its infor
security program.

lncident reSponSe——AgenCies must have an incident response procedure. They ‘ ¥
must state how the agency detects and mitigates incidents. The procedure must =
include reporting incidents to the Department of Homeland Security United States
Computer Emergency Readiness Team (US-CERT) as needed.
ty of operations—-Agencies must have business continuity plans as part

nformation security programs.
anization that uses

ty program applies to any other org
An agency must protect the IT systems that support the
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them even if another agency or contract
e IT systems and

eop

mation
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One of the most importa
agencies test and evalu

and evaluation of the eff
"16 Agencies must tes
ater risk more often.

practices.

IT systems with gre :
ust also review their sec .
der FISMA. NIST created security standards to help imp| ement g

e

Agencies m
are required un

controls that FISMA requires. A
specify minimum security contro

these controls properly. It must als : ] '
ement recognizes that security is an ongoing process. Agencies must always

requir

monitor their information securit
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nt parts of a FISMA information security progr
ate it. FISMA requires each agency to perform « Peri:$ 15 they
ectiveness of information security policies, Proced, ic tcgting
t every IT system at least once a year, They mLCSSt ;n
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urity controls. Some kinds of security ,
Ntrg)
gencies must follow these standards, Thege Stang
ls. An agency must make sure that they s ardg
o make sure that the controls work, The Yearl;ntzm
Stin

i
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y risk. They must monitor the controls py¢ in plac
e

to mitigate that risk as well. The head of the agency is responsible for detemlining e

right level of risk for the agency.

B NoTE

CISOs must be information
security professionals. They
must have the “professional
qualifications, including
training and experience,
required to administer”
FISMA requirements.’®

NOTE

CyberScope was created by
the Department of Homeland
Security. The tool allows

a real-time data feed that
helps agencies and the OMB
quickly assess the agency’s

information security posture.

Agencies must also follow NIST guidance in performing their
annual reviews. If an agency uses a different model to perfopy, it
review, that model must include the same elements that NIST g : |
The role of NIST is discussed later in this chapter. = ‘

Under FISMA, agencies must name a senior official to be i charge :
of information security. In most agencies, this is the chief informatig,
security officer (CISO). The CISO is responsible for FISMA compliang
The CISO’s main job duties must focus on information security, ;
Under FISMA, a CISO must have the resources necessary to make
sure that the agency can comply with FISMA.

Agencies have a number of different reporting requirements
under FISMA. For example, some large agencies must submit
monthly electronic data feeds to the DHS. These data feeds are
submitted through a program known as CyberScope. The purpose
of these data feeds is to continuously monitor the security posture
of the federal agency’s information systems. Small federal agencies
don’t have to submit monthly reports. However, the OMB strongly
encourages them to do so anyway.!?

Each agency must report yearly to the OMB on its FISMA
compliance activities. An agency also must send a copy of their

yearly report to:

* House of Representatives Committee on Oversight and Government Reform
* House of Representatives Committee on Science and Technology

* Senate Committee on Governmental Affairs

* Senate Committee on Commerce, Science, and Transportation

* US. Government Accountability Office (GAO)

¢ The agency’s congressional authorization and appropriations committee




APTER 8 | Federal Government Information Security and Privacy Regulations
CcH

225

K,;s—a; Inspector General?

w

An inspector general (IG) is an offi'c‘ial who reviews the a
An IG examines the agency's aCtI\{ItIES to make sure that its
following good governance practices. |Gs are independent
that an 1G reports to can’t prevent the IG from performing an audit

« Preventing and detecting waste, fraud, and abuse
» Promoting economy, effectiveness, and efficiency
» Reviewing pending legislation and regulations

|Gs are appointed to their positions. Their appointment is base
in accounting, auditing, law, and investigations. They're not p
agency heads may appoint and remove their own |Gs,

Only the president can remove these IGs. The president nominates IG
of Commerce, Department of Justice, and OMB, as well as in some o

ctions of a federal agency.
operating efficiently and
officials by law, The agency

or investigation.
The Inspector General Act of 1978 defined an IG's role.’9 An IG is responsible for:

« Conducting independent and objective audits, investigations, and inspections

e Keeping the agency head and Congress informed about agency activities

d on their experience
olitical officials. Some

The president nominates IGs for major federal agencies. The Senate approves them.

s in the Department
ther agencies.

5

An agency'’s FISMA report is shared widely. The OMB has said that agencies shouldn't

include too much information about actual IT system o
It's possible that criminals could learn about weakness
the reports.

perations in their reports.
es in IT systems by reading

An agency's yearly report must review its information security
program. It also must assess the agency’s progress on correcting
any weaknesses in the program or security controls. The agency
must also respond to a set of questions about its security practices.
These questions are asked in CyberScope. Each year the DHS
publishes the questions that will be asked in the following year.2°

In addition to reporting on their information security activities
agencies must also report on their privacy activities. In 2014,
agencies will have to share information on their privacy training
programs and their breach notification policy. They also must
give a progress report on their efforts to eliminate the unnec-

essary use of Social Security Numbers and other personally
identifiable information, 2!

il

> NoTE

Prior to CyberScope, the FISMA
reporting process was time and
paper intensive. For example,
in six years, the Department of
State produced 95,000 pages
of paper to meet its FISMA
reporting requirements. It
spent $133 million to create

these reports.22
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NOTE |

In general, a standard states
mandatory actions that
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The yearly report also must include th? results of an independen eValygy,
agency's information security program. Some agencies have an i"SPGCtor ge] On o th,
as an IG, then the IG may carry out this evaluation, Some g Gy

If an agency h
G. If they don't, the head of the agency must hire gy extery
a

don't have an 1

fivix 9B
to perform the evaluation. ' |
Agencies can also be interviewed about their FISMA compliance statu, ¢

views are conducted by the DHS. The interviews include the agency's Chif Inf‘se Int,
Officer (CIO) and Chief Information Security Officer (CISO). The goals of theiy t(;rmauon
TViey,

are to:
» Gauge the agency's progress toward FISMA compliance
« Raise awareness of FISMA reporting requirements and security begt Practj
o Establish face-to-face communication with the agency’s leaders s

You can read the OMB'’s 2013 FISMA report instructions at https://wwy, Whiteh,
sites/ whitehouse.gov/files/omb/memoranda/ 2014/m-14-04.pdf. 56.goy

The Role of NIST

een T B

FISMA requires the Department of Commerce to Create inf
mation security standards and guidelines. The Commerce e
Department delegated this responsibility to NIST. Nigy i i

of the Department of Commerce. Under FISMA, NIST Must Crg;r:&,

an organization must take . ;
ndards that all federal agencies use iy
to protect its IT systems. A Sta g to categorize their
data and IT systems

guideline states recommended
actions that an organization
should follow.

* Guidelines recommending the types of data and [T Systems
to be included in each category

J ¢ Minimum information security controls for IT systep;

The OMB has stated that agencies must follow NIST standards and guidelines for
non-national security systems. These standards and guidelines help agencies meet their
FISMA obligations. NIST creates two different types of documents. They are Federa]
Information Processing Standards (FIPS) and Special Publications (SPs). FIPS are
standards. SPs are guidelines.

Federal agencies must follow FIPS. They must comply with new FIPS within one year
of their publication date. FIPS don't apply to national security systems.

NIST creates FIPS when there’s a compelling reason to do so. It creates a FIPS if
there’s no acceptable industry standard or solution for the underlying information
security issue. As of this writing, there are 17 FIPS for information security. You can
view them at http://csrc.nist.gov/publications/ PubsFIPS, html.

NIST uses procedures described in the Administrative Procedures Act (APA) to create
FIPS. The APA states formal procedures for creating rules and regulations. This formal
process ensures due process. It makes sure that all interested agencies have a chance
to comment on draft FIPS. NIST publishes a proposed FIPS in the Federal Register.
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FISMA Implementation Project T

NIST created a FISMA Implementation Proj
The project helped it create FISMA-
The project had two phases. In the first phase, NIST develo ideli

. . ; ped standard
to help agencies meet basic FISMA requirements, The docum £t

; oty ; ents developed in this phase
helped agencies create their information security programs, Phase | Iasteg from 2002
to 2012.2
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ect to help it meet its FISMA duties,

related standards and guidelines in a timely manner.

In Phase Il of the project, NIST created additional guidance materials. These materials
helped organizations fine-tune their information security progr i

ams. Th
from 2007 t0 2012, prog is phase took place

It takes time to create thoughtful guidance and standards. NIST consulted with many

different sources when it created guidance. It also updated its guidelines and standards
frequently. You can learn more about the FISMA Im

: : plementation Project at http://csrc.nist
.govigroups/SMA/fismaloverview. html.

A proposed FIPS is available for public review for 30 to 90 days. The TR
Department of Commerce must approve FIPS before they can be finalized .24 @ NOTE
Special Publications are computer security guidelines. They are more

You can view SPs at
general than FIPS. NIST creates SPs in collaboration with industry,

http:licsrc.nist.gov/
government, and academic information security experts. NIST doesn’t publications/PubsSPs
use the very formal FIPS drafting process to create these documents. -html.
Federal agencies have some flexibility in using the SPs for guidance. L——m -

They help guide federal agencies in strengthening their IT systems. The OMB understands
that this may lead to different results among federal agencies. It acknowledges that

different results are expected. Agencies have no flexibility in implementing FIPS, as they
are mandatory.

NIST uses a risk management framework (RMF) approach to FISMA compliance.
This framework is outlined in “SP 800-37, Revision 1, Guide for Applying the Risk
Management Framework to Federal Information Systems: A Security Life Cycle
Approach.”2® This approach helps protect IT systems during their whole life cycle.
The N}ST RMF outlines six steps to protect federal IT systems. They are:
Categorize IT systems.

Select minimum security controls.
Implement security controls in IT systems.
Assess security controls for effectiveness.
Authorize the IT system for processing.
Continuously monitor security controls.

o v AW o
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NIST's RMF recommends a conti

monitoring. Figure 8-1 shows this process.“
NIST guides agencies at each RMF step- FIPS 199, Standards for Security

Categorization of Federal Information and Inff)rmation Systems” helps them .
their IT systems.>” It serves as the starting point for an agency's information
program. It helps them separate their IT systems into categories based on rigi_

Agencies then apply security con

Under FIPS 199, agenc
of confidentiality, integrity, or av
FIPS defines three security categories. They are:

P o

m /
/
/
)

Categorize - &

Risk management
framework process. . information
. systems
/ s g “x“ /,"'(
A £ \
f m%ﬁ:g?:ggir):ty ‘ | Select \
s { | security con ‘
‘. controls / B by coptiors f
7 2 Vi A
Authorize /
information | Implement
~ systemsfor . security controls |
processing b /

, Assess
~ security controls

nuous process of categorization, assessmep,
] and

trols to their IT system based upon their catego

jes must first assess the impact to IT systems due to 5 . ;y.

ailability. The security category expresses that jp, ;s
act,
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_The loss of confidentiality, integrity,
. L;’f;t on the agency, its information assets,
ien minor damage to assets.

Moderate—The loss of confidentiality, integrity, or availability has a serious
. adverse effect on the agency, its information assets, or people. A moderate impact
event results in significant damage to assets.

» High—The loss of confidentiality, integrity, or availability has a severe or

catastrophic adverse effect on the agency, its information assets, or people.
A high impact event results in major damage to assets.

After the agency determines the security category,
to use. NIST created two documents to help with this tagk, They are “FIPS 200,
Minimum Security Requirements for Federa] Information and Information Systems”28
and “SP 800-53, Revision 4, Recommended Security and Privacy Controls for Federal
Information Systems and Organizations."2% The OMB requires that agencies use these
documents to make their security contro] decisions,

These documents require agencies to S
these areas. They are:

or availability has a limited adverse
or people. A low impact event results

it must decide which controls

pecify controls in 17 areas. FIPS 200 lists

¢+ Access control

* Awareness and training

¢ Audit and accountability

¢ Certification, accreditation, and security assessments
¢ Configuration management

* Contingency planning

* Identification and authentication

* Incident response

* Maintenance

* Media protection

* Physical and environmental protection
¢ Planning

° Personnel security

Risk assessment

System and services acquisition
System and communications protection
System and information integrity

Agencies muyst apply the ri
level of

ght security controls. They must tailor controls to the
3 defines the minimum thresholds, or baselines, for each
encies must use low-impact security controls in [T systems

‘ ¢ event has a low impact. It must follow a similar practice for moderate
and high impgts,

229
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TABLE 8-1
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\

r wireless access.

SP 800-53 access control baselines fo
-IMPACT HIGH-IMPA

- STEM MODERATE i
LOW-IMPACT SY CONTROLS (SP 800-53) CONTROLS (spy :J?;)

SECURITY
CONTROL AREA CONTROLS (SP 800-53)
(FIPS 200) " —
Access control  The agency must: In a?edr:;:i:\(; i& :|edr::;ito
(wireless access o Establish use restrictions ::vs-impa ct controls, moderate-i:!i:;tw. i
controls) for vyireleffo::‘ccess' the agency must also: the agency must ac':’(:trols,
::;:Ii?::e:\ts, and « Protect wireless .access . IdentifY users allowegq
implementation to the systefn using to conflqure Wirdlag
guidance authent.lcatlon and networking capabilie
« Authorize wireless encryption o Limit wireless |
access to an information communications to ‘
system prior to allowing organizati oncontroliag ol l
: boundaries

access

Table 8-1 shows an example of how FIPS 200 and SP 800-53 work together,
The example shows the different baselines for wireless access in the access control areg
Agencies can use other NIST guidelines to help them improve their security controls,
For example, NIST has created a SP for wireless network access authentication.30
An agency could use this SP to strengthen its access control baseline. Once it has

implemented security controls, it must test them.
The OMB requires federal agencies to test their security controls. “NIST SP 800-534,

Revision 1, Guide for Assessing the Security Controls in Federal Information Systems and
Organizations” walks agencies through security control assessments.3! These assessments
are performed throughout the RMF stages.

NIST's RMF requires agencies to authorize their IT system for processing. This means
that an agency must test their systems and approve their operation. This process s based
on a review of the risk of operating the system. An agency must specifically accept the
risks of operation prior to allowing an IT system to operate.

Finally, agencies must continuously monitor their security controls. They must make
sure that they're effective. They also must document any changes to their IT systems.

They must assess changes for new risks.
The RMF and NIST supporting documents for each step are listed in Table 8-2.

T e
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NIST'S Risk Management Framework 2

you should note that the RMF in SP 800-37, Revision 1.
isT updated this document in February 2010, prior to 2
Security Certification and Accreditation, ”

s relatively new to federal agencies,
010, this SP was called “Guide for

The OMB requires federal agencies to certify their IT 5

. . ystems. They also must acce i
of running the §ystems. This process used to be known as Certification and AccrecFi)ittat;zr:ISk
or C&A. Agencies used the old version of NIST sp 800-37 to complete a C&A. Some FISN,IA

references still refer to the C&A process. This Process is now called security authorization
you may hear references to the old terms for quite some time :
NIST and the OMB realized that the C&A process had some
that it was merely a compliance exercise. They didn't review their [T systems in a comprehensive
manner. The new RMF and security authorization process shows that C&A is more than just

planning for IT systems. It also includes continuous testing and monitoring of those systems
C&A is now one part of the RMF process, :

problems. Some agencies thought

The new RMF also is notable because NIST worked on it with many other federal agencies
This group was called the Joint Task Force Transformation Initiative Interagency Working Group
NIST and members of the intelligence, military, and national security communities were part

of the group. The group created a common framework for information security management
throughout the federal government.

The new RMF signals changes in FISMA compliance. It's becoming more thorough. It makes
information security an ongoing and evolving process, rather than a documentation exercise.

~ Authorize the IT system for pr¢ce§§ihg !
Continuously monitor security controls SP 800-37, Risk management framework

SP 800-53A, Guide to assessing controls

TABLE 8-2 Risk management framework and NIST supporting documents.

RISK MANAGEMENT FRAMEWORK STEP NIST SUPPORTING DOCUMENTATION
Categorize IT systems 2 * FIPS 199, Security »cét'egorization »
pheiood00 S EllINcIeon napping

Select minimum security controls FIPS 200, Minimum security controls

SP 800-53, Security and privacy controls ‘

Implement security controls in IT systems SP'800-7Q. 'ChECklivétthT IT products

Assess security controls for effectiveness SP 800-53A, Ggic‘je "CO_aASSG_‘SS\ing controls ‘

o

5P 80037, Risk management framework

2

i
1
|
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; ter
ident Response Cen W
Central Inc p t have a federal incident respop

ment mus
Under FISMA, the govern er FISMA, the IR center mugt.

The OMB is responsible for this. Und
« Give technical support to agencies about information se curity gy

about security incidents.
t and potential threats and Vulnerabilit.
leS.

ith national security systemg aboyt

dents,

« Share information
« Inform agencies about curren
« Consult with NIST and agencies W

information security incidents.
~  NIST created @ national IR center in 1996. It was calleq i,
eral

> NoTE Computer Incident Response Capabﬂ;tﬁ (FeldCIRC)_ il teh
From 2006 to 2012, was given the 'responsxblhty to Eunlzz, ederal IR center, T, et Cel }?HS
the number of incidents was absorbed into the DHS cer.l er. ds (l;low calle.d tl}e USs- CERY Sc
reported by federal is part of National Cyberecurlty and Communicationg Integrat~ Cipy
Center (NCCIC). N CCIC is operated by the DHS. lon
ncies must report all information security incidentg £ the I

agencies to the US-
CERT increased by Age _ e . :
This includes NSS incidents. An incident is a violation of compyg
er secllri'
by

782 percent.® ) . .
J policies or practices. It also includes an imminent threat of Viola
policies or practices. The government's incident categories are: On of

e

Category 0: Exercise/Network Testing—This category is for interna] testing gy -
These incidents aren't reported. This category s only for internal agency uge ivitieg

Category 1: Unauthorized Access—Agencies must report unauthorizeg acces
to their IT systems in this category. Unauthorized access is technica] or Physica]
access to an IT system. An agency must report these incidents even if data

isn’t compromised.
Category 2: Denial of Service (DoS)—An agency must report successfy]

DoS attacks that harm its IT systems.
« Category 3: Malicious Code—An agency must report successful installation
of malicious software on its IT systems. They don’t have to report attempted

attacks stopped by antivirus software.
Category 4: Improper Use—Agencies must report violations of their acceptable

use policies.
Category 5: Scans, Probes, and Attempted Access—Agencies must report any

activities that seek to access or identify its IT systems. These activities aren’t

compromises or DoS attacks.
Category 6: Investigation—This category is for unusual events. These incidents
require more review because they're odd or potentially harmful. These incidents

aren’t reported. This category is only for internal agency use.

Agencies must report incidents within certain timeframes. Table 8-3 lists when agencies
must report incidents to the US-CERT,
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3 Federal agency incident reporting timeframe.

cATEGORY REPORTING TIMEFRAME
category o—Exercise/Network None
pefense Testing
Category 1—Unauthorized Access Within one hour of discovery
category 2—DoS YVithin two hours of discovery if the attack
Is ongoing and the agency isn‘t able to stop it
" category 3—Malicious Code Daily; must be reported within one hour
‘ - of Qiscovery if widespread across an agency
© Category 4—Improper Use . Weekly i
| Category 5—Scans, Probes, Monthly; must be reported within one hour |
and Attempted Access of discovery if an IT system contains classified
information
" Category 6—lInvestigation 'No'ne
B e et RO LD 2050

The US-CERT coordinates IR across the government. It shares information to help
the government respond to threats. It also provides information security tips to the public.
You can learn more about US-CERT at http://www.us-cert.gov.

National Security Systems

FISMA requires federal agencies to secure national security systems using a risk-based
approach. A NSS includes systems that are for:

« Intelligence activities

« Command and control of military forces

« Weapons or weapons-control equipment

* Use cryptography to protect national security

e Critical to military or intelligence missions

¢ Must be kept classified for national defense or foreign policy

FISMA doesn’t apply to classified information. Classified information is protected by presidential
executive order. It's information that's labeled Confidential, Secret, or Top Secret. Its label is
based upon its National Security importance. This data must be protected to meet national
security goals.
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The Committee on N ational Security S’J’ystems ( CNS.S) oversees Figyy
NSSs. “National Security Directive 42 (NSD-'42) glv'es the CNgg thi, ,acti‘/itiesf
defines the roles and responsibilities for segurnng national security Sys(:mh(’fity, l\‘)r
George H. W. Bush signed it in 1990. The CNSS reports to the p residenf o presidS

status of these systems. In 2001 the CNSS was named a standing comm(.)n the
of the President’s Critical tteg ,

Iy
Scccm l
Infrastructure Protection Board, 33 s;)aun"f
The CNSS has 21 voting members. They include officials from, the N It
Administration (NSA), Central Intelligf:nce Agency (CIA), and Besarts. ;:;tna SCCu,,[
(DoD). A DoD member leads the committee. The CNSS also includes 5 i of ™ sey
subcommittees and panels. You can learn about the CNSS at wyyy, cnss,g ;nbero
Federal agencies with NSSs must follow CNSS policies. In January 261;
updated “Policy No. 22, Information Assurance Risk Management¢ Policy f;)the ONgg
Security Systems.”3* It outlines a six-step process for protecting NSSs. AJ h r a_tiOnal
with a NSS must follow it. This framework is the same as the NIST RME Thf;'tge.s
Simly,

because NIST and the CNSS worked together on a joint task force to creqg, thery

Access Control Models \

An access control model is an information security control. Security controls are by into
operating systems and applications. They're used to control how people access files and daty jy
an IT system. They're automated controls. There are three main types of access contro)| models:

« Discretionary access control (DAC)—In this model, a data owner decides which Subjects
can access certain resources. DAC models are based on the identity of the subject seeking
access to a resource. In this model, data owners have a lot of freedom to decide who

access files or data.
* Mandatory access control (MAC)—In this model, data owners don't have the ability to
decide who can access certain files or data. This model is based on a security label system,

Users of the system have a security label. Data and files in the system also have a security
label. A user can access only data with the same (or lower) security label.

* Role-based access control (RBAC)—In this model, users are assigned roles in a system.
They can access only data that is associated with their role. A person can't access data

that isn’t associated with his or her role.

DAC and RBAC models are usually found in industry. RBAC models, in particular, allow
businesses flexibility in allowing access to data. MAC systems usually are associated with the
military and classified data. This is because these systems place a high value on confidentialiy

You may also hear the term rule-based access control. Rule-based access control is a technique
used to support different access control models. These rules are defined by an organizations

security policy.
e
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; ; ze how agencies categorize
ked together to standardize

NSS also (\;v :i:nllar processes for choosing information security controls,

N[ST o They Createlz 53, Security Categorization and Control Selection for National
Tsystem:{ructi"“ I.\IO- security controls for NSSs.>> This document is an NSS-focused
lcNS "lnsystems"r}"s..tssp 800-53, Recommended Security Controls For Federal

iy ) NIS

W™ 1 to " |
; " Systems : [ the DoD and CIA to develop additional information
0 mation the directors o
ot A permits NSSs within their own agencies. The OMB must report to Congress

) ity policies f.or ce for NSSs. It also makes sure that agencies with a NSS are meeting
seclt A Comp(llﬁir;ements. The OMB makes sure that agencies with a NSS create

on s legal T€ ecurity program and test it each year.

jon s
n informatlon
a

oversight the OMB was responsible for overseein
prior toJuly 2000,

nsibility was transferred to the DHS at that ti _

of this resPO d budgetary issues. The OMB can also withhold funding from agencies that
MA-relate ISMA. In addition, the OMB must continue to issue a report to Congress

fail to follow Fhe ox./ernment's FISMA compliance. This report details how federal
each year o0 . mf)lying with FISMA. It also identifies problem areas.
i C20010 the DHS has had the power to ensure that agencies are meeting their
e Illlilyations: It can also create rules and other guidance that these agencies must
FISN;AI‘EZIEO keeps track of how all federal agencies are complying with FISMA and
follow.

ally reviews their cybersecurity programs. It retains its prior responsibilities with
nnu
:espect to incident response.

The OMB and DHS share some FISMA oversi
respect to national security systems. The Direct,

g FISMA compliance. Some
me. The OMB will still oversee

ag

ght with other agencies, particularly with
ors of the DoD and A als

0 have some

FISMA oversight responsibilities. The DoD hag responsibility for NSSs that hold military
information. The CIA has responsibility for NSSs with intelligence information,
Protecting Privacy in Federal Information Systems
Data privacy is an important issue for the federal government. There are number of
federal laws designed to protect data privacy. The two major laws protecting the privacy
of data that the government uses in the course of business are:

* The Privacy Act of 197436

* The E-Government Act of 200237
The Privacy Act of 1974
Congrfess created the Privacy Act of 19 748 to protect data collected by the government,
It applies to records created ang used by federal agencies in the e
doesn’t apply to g

Xecutive branch, 1t

tate or loca] governments,
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R R TR Under the Privacy Act, a record is any {nformeyy ¢
@ NOTE person that an agency maintains, It includes 4 pergn E‘lbO
The Privacy Act applies only financial, medical, and criminal history informagj,, 0298 g
to data collected about requires agencies to keep accurate and complete re:' The o Ny
U.S. citizens and permanent states that an agency should store only the data thaf-rd At als,
residents. conduct business. It shouldn't store any extra or unnlt Neegg b
J The Privacy Act states the rules that an agency mSCessary dat,
to collect, use, and transfer personally identifiable infoit foll.oW :
An agency can’t disclose a person’s records without his or her written copg Matjop
are 12 exceptions to this general rule.*’ If a situation falls within an exceptient'T ;
agency can disclose records without consent. An agency doesn’t neeq Writt:: 'Ct()};e“ the
Sent

to disclose a record if the disclosure is:

¢ Made to a federal agency employee who needs the record to perform
his or her job duties

» Required under the Freedom of Information Act

* Made for an agency’s routine use

* Made to the U.S. Census Bureau to perform a survey

* Made for statistical research or reporting, and all personally identifiable dat,
has been removed

¢ To the National Archives and Records Administration because the record
has historical value

* Made in response to a written request from a law enforcement or regulatory
agency for civil or criminal law purposes

* Made to protect a person’s health or safety ‘

* Made to Congress
* Made to the U.S. Comptroller General in the course of the performance
of the duties of the U.S. Government Accountability Office i

* Made in response to a court order
* Made to a consumer reporting agency for certain permitted purposes

Under the Privacy Act, a person may ask for a copy of any records that an agency has
about that person.*! The person can ask only for records that are retrievable by the
person’s name, SSN, or some other type of unique identifier, A person also may ask an ‘}
agency to amend any incorrect records. If an agency refuses to amend a person'srecord, |
then that person may sue the agency to have the record amended. A person also can
sue the agency if it denies access to his or her records.

Federal agencies must protect the data that they collect. The Privacy Act requires
them to implement administrative, technical, and physical safeguards to protect the
records that they maintain. They must protect their records against any anticipated
threats that could harm the people indentified in the records. Under the act, harm
includes embarrassment 42
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e Jaw
ThiTsl;Oﬁ e lSl: that holds recm:ds on an individl,lal. It must publish SORNs only for
o any ste etrieve records either by a person’s name or some other personal identifier.
stems that &t publish its SORNSs in the Federal Register.
?n agency muthat violates the Privacy Act can be subject to both civil and criminal
An agenCYers on can sue a federal agency for any Privacy Act violation. For example,
palties: o if an agency denies them access to their records. They also can sue if
e can Sl}us es to amend & record. If a court finds that an agency has intentionally
¥ olated the act, it can award a plaintiff the actual damages that he or she
que to the violation. Under the law, a person is entitled to recover at least $1,000.%>
suffered Iso can order the agency to pay the plaintiff’s attorney fees.
cour(tial:ll agency employee can be criminally responsible for violating the Privacy
A4f4e1fean employee improperly discloses information, he or she can be charged with
n?is Jemeanor. The employee also could be fined up to $5,000. An agency employee
a keeps records without filing a SORN can be fined up to $5,000.
wh;he OMB oversees Privacy Act compliance. It can publish rules for federal agencies
1o follow to meet their Privacy Act responsibilities.

ires agencies to give the public notice about their record-keeping systems.
Z“ od a system of records notice (SORN). An agency must publish a SORN

nage ;
ar willfully ¥

Ac

The E-Government Act of 2002

The E-Government Act of 2002 has privacy provisions that compliment the Privacy Act.
Under the E-Government Act, federal agencies must:

» Review their IT systems for privacy risks
« Post privacy policies on their Web sites
« Post machine-readable privacy policies on their Web sites [ NoTE

« Report privacy activities to the OMB A PIA is not the same as a SORN.
An agency must perform a PIA

A privacy impact assessment (PIA) is an agency'’s review of how any time it collects personally

its IT systems use personal information.*> An agency conducts a I Rablenfornation. It must
PIA to make sure that it uses personal information in a way that post a SORN whenever that
follows the law. The PIA also helps an agency determine the risks data can be retrieved using a

of collecting personal information. It also examines the types of personal identifier.

controls that an agency must put in place to reduce privacy risks.

Every agency is required to post its SORNs on its Web page. You can find the SORNs
fOT the National Aeronautics and Space Administration (NASA) at http://www.nasa.gov/
Privacylnasa_sorn_index.html.
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An agency must conduct a PIA before it develops or buys any I7 gy,
will collect personal information. It also must perform a P1A anytimg ite at
change in such a way that new privacy risks are introduced, Thig incly s IT ?ystﬁ'mg
tions where an agency changes from paper to electronic systems, Ap agee; Csntua.

must conduct a PIA if it chooses to outsource an IT system or functiop that
Useg

personal data.*
An agency's PIA must include information about its data collection Practi
ices,

This information is similar to fair information practice principles, The PIA
contain the following information: ust

* What data the agency will collect

Why the agency is collecting the data

How the agency will use the data

How the agency will share the data

Whether people have the opportunity to consent to specific uses of

the data

How the agency will secure the data

Whether the data collected will be a system of records defined by

the Privacy Act*”

An agency must submit its PIAs to the OMB. They also must make them available
to the public. The only time an agency doesn’t have to make a PIA available to the
public is when doing so might compromise the security of an IT system.

The E-Government Act requires agencies to post privacy policies on their Web
sites. The privacy policies must contain the same types of information that are in
a PIA. They make the public aware of how the agency collects information. They
also state how the agency uses that information.

Agencies must post a link to their privacy policies on their main Web site home
page. They must write them in language that is easy to understand.

The E-Government Act also requires agencies to adopt

[» NoTE

machine-readable privacy policies. Agencies had to implement
them by the end of 2004. These technologies alert users about

The Web site for the ok the agency’s Web site privacy practices. A machine-readable
Department of Justice is at : 5 ; N !
o) privacy policy lets users know if the agency's privacy practices
www.justice.gov. Can you ; 5 :
: ey match the user’s browser privacy preferences. The machine-
find the agency’s privacy 2 : )
readable privacy policy standard is called P3P. You can read

policy link on that page? 3 ;
J about it at http://osec.doc.gov/webresources/ policies/machine_

readable_privcy_policy_statements.html.
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Jtes have Jaws that require bu§inesses and other entities to notify their customers
gome St . security breach that discloses personal information. These laws are
- ch notification laws oF data breact'l laws. Many states have them.*® Some
o sate Jaws apply to businesses operating within the state. Some also apply to

, mcntS.
o; ?;geral laws have breach notification provisions. For instance, recent amend-
onlto e Health Insurance Portability and Accountability Act (HIPAA) include
mer.lgsaﬂon requirernents. There’s no government-wide federal breach notification law.
potl img the well-known Target credit card compromise in 2013, however, there has beén
FO";’; public support for a federal breach notification law.*? A federal breach notification

would eliminate confusion over when data breaches must be reported to the public.

n May 200 7. the OMB required all federal agencies to create a breach notification

jan. The OMB issued this instruction in response to a large data breach at the
p .

pepartment of Veterans Affairs.’ It stated that agencies must consider the following
tems when creating a breach notification plan:
1

. Whether breach notification is required—Agencies must review the data
disclosed ina breach. They must determine the number of individuals affected
by the breach. They must consider the likelihood that the data is usable by

unauthorized individuals. They must assess the risk of harm to the people
whose data is disclosed.

Jaw

« Time for notification—Agencies must notify the people affected by the breach

without delay. An agency may delay notice only for law enforcement or national
security reasons.

. source of the notification—The highest-ranking agency official should notify
people who are affected by the breach.

« Contents of the notice—The notice should include a description of the breach
and the type of data disclosed. It should include information on how people

can protect themselves from having their data used by unauthorized individuals.
It also should describe what the agency is doing to mitigate the breach.

« Means of providing the notice—The agency must consider how to give notice
to the people affected by the breach. Telephone, first-class mail, e-mail, Web site
postings, and release to national media outlets may all be appropriate ways to
provide notice. The agency must consider the best method for a given situation.

* Who gets the notice—The agency must consider who must be notified. The
people affected by the breach must be notified. In addition, the agency also
must consider whether it should notify the media or other people who might
be affected by the breach or the notification.

———————E
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very clear that agencies must report breaches of both

0 was i
The OMB mem d it at https://www.bia.gov/cs/groyys /xOCloa/I;er iing
Ocy,

electronic information. You can rea

vt/idc-041032.pdf. e
mTflle OMB also wanted agencies to take steps to limit the amount of dat
collect. It wanted them to limit
data could be compromised in a breach.

required federal agencies to:

» Review and reduce the vo
imi explore alternatives i

o Eliminate unneclessary use of SSNs and exp to using ap S\,

a personal identifier

« Develop policies and procedur
personally identifiable information

' ath
data collection so that there’s less chance thatat th

The OMB breach notification me pefsonal

Mo glg,

lume of personally identifiable information thq¢ they
Store

es for individuals who are authorized to accesg

Import and Export Control Laws
”

This chapter has discussed the laws that federal agencies must follow to protect the
security and privacy of information. This section talks briefly about other laws that
are in place to protect the export of certain kinds of data. The United States has export
control laws that limit the export of materials, data, and technical information to foreigy
countries. The export of some of these items is limited based on U.S. security interests
It's important to be aware that these types of laws exist. These laws are very complicateq
and are reviewed briefly here.

Export means the shipment of items or transmission of technology outside of the
United States. It also means the transmission of technology to a non-U.S. citizen or
non-permanent resident who is located in the United States. Import and export laws are
reciprocal. An export from the United States is an import to another country. A person
who is bound by U.S. export control laws can’t import controlled items somewhere else.
Much as the United States forbids certain products from being exported, some other
countries forbid certain products from being imported.

There are three different types of export control regulations. They restrict the
export of certain items overseas. They also restrict the transmission of certain types
of information to foreign nationals who are living in the United States. The three

main regulations are:

¢ International Traffic in Arms Regulations (ITAR)
¢ Export Administration Regulations (EAR)
* Regulations from the Office of Foreign Asset Control (OFAC)

The U.S. Department of State issues the ITAR.5! They apply to military or defense
applications and technology that doesn't have civil (non-military or defense) uses.
Any export of applications and technology covered by ITAR requires an export
license. The Department of State issues the export license.
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epartme“t of State is serious about enforcing ITAR. In 2006, the Boeing Company
aya$1s million fine to settle allegations that it violated ITAR. You can read about
o at http: Jlwww.pmddtc.state.govicompliance/consent_agreements/BoeingCompany. html.

he U
agreed toP

{hat €2

—

that are covered by ITAR are lisFed on the U.S. Munitions List.>2 This list is
Jtem$ the Code of Federal Regulations. The list has 21 categories of different
If an item falls within one of these categories, then it's covered by ITAR.
'epenalties for violating IT/’fR are severe. Civil fines up to $500,000 are possible.
Department of State determines civil penalties. ITAR violators also can be subject
The; inal penalties. A person who willfully violates ITAR can be fined up to $1 million
to Crlf[;:nse- He or she also can be sentenced to up to 10 years in jail. Companies that
-erlote [TAR can be barred from selling products to the federal government.>3

VIOT;e U.S. Department of Commerce handles the EAR.>* This responsibility is delegated
to the Bureal of Industry and Sec.u.rity (BIS). The EAR apply to dual-use technologies.
These technologies have both a military gnd a commercial use. They may be covered
under export control laws because of national security concerns. In 2009, the
government began a review of the export control system. The purpose of the review
is to ensure that the U.S. Munitions List and EAR are modernized.>’
Under the EAR, an exporter must have an export license for items and technologies
that are on the Commerce Control List (CCL). The CCL has 10 categories. They include
clectronics, computers, telecommunications, and information security technologies.
gome items on the CCL can’t be exported even if a person tries to get a license to do so.
For example, the United States has a comprehensive trade embargo against Iran. An
embargo is a ban against trade with another country. The government forbids almost
all exports to Iran.>®

A person who violates the EAR can be subject to both criminal and civil penalties.
Violators can be fined either up to $250,000 or up to twice value of the transaction.
Aperson who willfully violates the EAR can be fined up to $1 million per offense.

Heor she also can be sentenced to up to 20 years in jail.”

The BIS prepares a report about export control violations. You can read the most recent
report and learn more about BIS enforcement activities at https://mww.bis.doc.gov/

index.php/enforcement.
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