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ISK MANAGEMENT IS AN IMPORTANT information security tool. The ris
¢ ment process helps an organization understand the risks, vulnera
W\ and threats that it faces each day. It helps the organization unde

K Manage,
bilitiesl
s rstand it
security posture. It also helps the organization kr?ow where to strengthen that
posture. An organization can't meet its information security goals if it doesn't

understand its risks. It may not be able to properly protect its resources ang data

- This chapter focuses on information technology risk management. It reviews
fundamental risk concepts and how they're applied. It explains how organizations
use risk management to help them create their other contingency plans.

Chapter 14 Topics

This chapter covers the following topics and concepts:

* How to plan for contingencies
* What risk management is

4
L J

What three types of contingency planning are
What incident response is

4 * What some special considerations are

Chapter 14 Goals

When you complete this chapter, you will be able to:

* Describe the risk assessment process

Describe how to create an incident response plan

Describe the business continuity planning process

Describe how to create a disaster recovery plan

. . i . . e;
Explain the differences between risk assessment, incident respons
business continuity planning, and disaster recovery

426




".."'

_ ent Response, and Contingency Planning
R 14 | Ri

sk Analysis: Incid 127

(rTE
- qency planning
(ontin9=== onti , j
» < ust plan for many events. Contingency plans don’t focus just on
s information technology (IT) assets. Instead, the field has grown to
w0 es of planning to make sure that an organization can continue to operate
ncude il wf emergency or disaster. In recent years, the United States has seen
in the event 0 ?n highlight the need for all types of conti lans. Th
"l dramatic events that highlig ene all type n ngerllcy p dnS.. e
iﬂer per 11 terrorist attacks of 2001. The northeastern U.S. power-grid failure in 2003.
591 Katrina in 2005, The HIN1 flu outbreak in 2009,
Hu{\lhen organizations talk about contingency plans, they're talking about holistic plans.
These are plans that cover the whole organization and all of its processes. They identify
operations that are critical to the business’s survival and recovery. These processes include
ITresources and operations. Many organizations store their data and records electronically.
\any of them have grown dependent on their IT resources and the automated processes
those resources provide. Thus, focusing on how to protect and recover IT assets is an
important contingency planning component. Some studies indicate that almost half
of all companies that experience a data loss never recover.
This chapter discusses contingency planning processes as they relate to IT resources.
The different planning processes discussed in this chapter are:

Omaﬂizauon. :
" sqnizatlon

* Incident response planning
* Disaster recovery planning
¢ Business continuity planning

The scope of any kind of contingency planning is very broad. This chapter focuses on only

onenarrow piece: planning for the security of IT resources. While all contingency plans

have,different goals, the foundation for these processes is the same. In order to prepare

CT‘;anr.lgency plans, organizations must analyze and plan for the IT risks that they face.

o ermk a‘_la1YSiS and foundation process helps an organization understand how 1t' n.eeds

lln[()1 Otect its IT resources. An organization can’t make any contingency plans until it
erstands the risks to its IT resources.

= o

Thls chapter talks about risk management, incident response, and contingency planning.

:Saktmanagement and contingency planning are used to protect IT resources. IncidAent .resp

IT inf);ze Sy contingency planning that an organizatign gses to re.act to attacl_<s agamstl;t;s

that hesltrUCtUre. Disaster recovery and business continuity pIar.mmg a.re contingency p

= P an organization continue business operations following a disaster.

I';Z ':Wportam to remember that protecting IT resources isn't the only ggal of a contingc;iencfy“sleasn_

eachot even the most important goal. Natural and man-made eventS.dlsrupt thousslr:msai i |
Ontiﬁ?r' The s important goal of any type of contingency plan is t0 preserve : i

Ing operations and restoring data are secondary goals.
—
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PART 3 | Security and Privacy in Organizations

Risk Management
S S R A RS e B ]
The National Institute of Standards and Technology (NIST) says that risk managemen i
“a complex, multifaceted activity that requires the involvement of the entire organizatigy, -
Risk management (RM) helps an organization identify the risks that it faces. It also make;
sure that organizations respond to risk in a cost-effective manner. Organizations use }L\i
to support their business goals.
One of the main goals of RM is to protect the bottom line. When risk is realized,
it negatively affects an organization’s profits. RM helps an organization align its infor-
mation security needs to its business goals. It makes sure that an organization spends
its limited resources wisely and in ways that enhance business goals. An organization
uses RM to plan for information security.
For example, an organization has a database that holds customer data. The database
i critical to the organization’s business. It uses the information in the database to develop
products for its customers. The database also holds marketing information. The organi-
zation would be harmed if it didn't have access to this resource. Its development and
marketing activities would be negatively impacted. The organization must protect
this database.
A risk analysis shows that the database is at risk because system administrators don't
use strong passwords. This is a vulnerability. As a result, the database is open to attack.
If it's attacked, the confidentiality and availability of data on the resource are compromised.
Attackers could steal this data. They also could harm the database so that the organi-
zation couldn't use it. The risk analysis shows that the vulnerability (weak passwords).
together with the threat (attackers), is very critical given the organization's business.
As part of its RM function, the organization must review the potential impact of this
risk. The cost of a data breach can be quite high. The organization might have to notify
its customers about the breach. It also might have to report the breach to its regulatory
authorities. Those agencies could fine the organization for failing to secure its data.
Its customers could sue it as well. The organization could lose customers. It also faces
its own operational issues if that database isn't available for a certain period.
Once the organization identifies the risk and potential impact it can take stePs
to mitigate it. In this example, the organization must reduce the risk posed by weak pt
passwords. It can require its system administrators to use strong passwords. It aI§0 LS“'
Fonﬁgure its systems to enforce password complexity requirements technically. FIR&="
it can make sure that it backs up its customer data properly. In this short ‘?.\'an?ple.' A
the RM process identified a risk to a resource. It also made sure that the organizatit
addressed that risk. The company was able to secure an important resource: Asa
result, it was able to protect its business operations and bottom line.

I?ach step in the RM process supports an organization’s business goals.
basic RM process includes the following steps:

The most
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he RM process described in this chapter is very similar to the risk Management framework |
ssed by the U.S. federal governmer'\t under the Federal Information Security Management Act
([FSMA). An organization could easily use that framework to protect its IT systems. The National

psitute of Standards and Technology has created guidelines that federal agencies use to
implement this framework.

r
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* Risk assessment—Identify the threats and vulnerabilities to the organization's
[T resources. Determine the impact of those threats and vulnerabilities.

* Risk response—Use policies and controls to respond to risk. An organization
responds to risk according to its business strategy.

* Employee training—Train employees on known threats and vulnerabilities.
Training can help avoid risk.

* Continuous monitoring—Monitor the organization’s policies and controls
for continued effectiveness. Update policies and controls that aren't effective.

Figure 14-1 shows this basic RM process.
The RM process also can help an organization with its other contingency plans.
The RM process and information learned during that process can form the basis for

Risk management
process.
Risk analysis

Implement
policies and
controls in response
to risk analysis

Continuously
monitor policies
and controls for

effectiveness

buiuuely fHuabuuory
‘asuodsay ‘sishjeuy

Train employees
to respond to risk
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an organization's contingency plans. In a basic sense. contingency plans are gn organi.
tion's response to very narrow risk assessments. For example, business Co.ntanity =
disaster recovery plans are detailed contingency plans tbat respond to the risks of naturg|
or man-made disasters. These risks are discovered during the RM process.

Risk Assessment Process

A risk assessment (RA) identifies the threats and vulnerabilities to IT resources. It reviews
the probability of those threats and vulnerabilities actually happeqmg. This is called

a realized risk. Then the RA reviews the potential harm from a realized risk. Finally, the
RA identifies policies and controls that could respond to the potential risk. Risk response
is the action taken by an organization to reduce realized risk to an acceptable level.

The amount of risk that is left over after realized risk is reduced is called residual risk.

The RA is a tool in the risk management process. It provides executive management
with the data that it needs to make smart decisions about information security controls.

Without an RA. the executive management team has no way to know if the controls
and policies that it implements are needed or cost effective. For example, an organi-
zation could spend a lot of money implementing a control to respond to a perceived
threat. Without an RA, the organization doesn't know whether the cost of the control is
reasonable given the probability and potential of the underlying risk. The organization
may be making a poor decision if it spends more money to respond to a risk than the
actual cost of the realized risk itself. An RA helps the organization know where to spend
money to respond to and mitigate information security risk.

There are several different methods for conducting a risk assessment. Some of them
will be discussed in this chapter. In general, all methodologies have similar basic steps.
The basic steps in a risk assessment are:

¢ Inventory the assets included in the assessment

* Identify threats and vulnerabilities to those assets

* Categorize likelihood of occurrence and potential loss

* Document where controls are needed

Risk Assessment Team

A risk assessment team must include people in a number of different roles throug_h(’ut
an organization. Even though the RA focuses on risks to IT systems, it's not sufficient
to only include IT personnel on the team. IT personnel may not know about all of the

B i ST
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Many laws have risk assessment components. FISMA and the Sarbanes-Oxley Act (SOX) areht;N
of them. The risk assessments required in these types of laws are very narrowly tailored 1©'

\ | d in
systems and processes that are covered by the law. The risk assessment processes describe
this chapter are more general.
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. ation’s critical business processes. For the same reason, it’s not enough to
organiza 1lv business personnel on an RA team. Business personnel may not appreciate
mclgdchtillOl&ogy processes that support business operations. The RA team members
[hcwl(cj represent all areas involved in a business process workflow.

Sh(;:A team members should include:

. Business personnel—These people are responsible for business process opera-
tions. They know the steps that must be completed in each business process.
They also can describe how they use IT systems to accomplish their job duties.

+ IT personnel—These people run the organization’s various I'T systems. This
group also might include the IT system owner. These personnel understand
how their I'T systems work. They're responsible for maintaining those resources.
They also would be responsible for implementing any changes to IT systems.

* Information security managers—These people run the organization’s infor-
mation security program. They have knowledge about information security
threats and vulnerabilities. They also know how threats and vulnerabilities
can be mitigated.

* Human resources personnel—These people understand how to deal with people
issues. They can offer advice and input on how to address human-based threats
and vulnerabilities. They also will be able to assist with awareness training after
the RA is complete.

* Executive management—These people make sure that the RA team has the
Support and resources that it needs to complete the assessment. They can hold
business units accountable for participating in the assessment. They also can
make sure that the RA remains properly scoped to its original goal.

Memberg of the team must be objective. They must be willing (o = :

0take a harg look at an organization’s business objectives and | P NOTE

Processes for rigk potential. They must do the same thing for | In general, a conflict of interest

Mresources, Members of the team must avoid conflicts of interest. | is any situation where a

In the RA context, a conflict of interest is a situation where a | person’s private interests and

Member’s responsibilities as part of the RA team might conflict | professional obligations collide.

:\'lth their job responsibilities. A conflict of interest prevents In these S't“_at;lonsl independent

¢leam member from meeting their RA responsibilities. °t:e'r‘]’ers gt q'uesrt'i/c;:e

in anc::;i; cases, team members are picked because they workt i"r‘:t::e;: ?mpperr;;;Typir:fluenced

hese meml?g::;za}tlli k;ellr%g reVIIG.wed i p;:t E){hin‘:}if;:smen ' his or her professional decisions.

RAteamu p fapu in making sure tha :

Membey nderstands how these areas work. However, .t ' .ese -

are S May not be as objective in assessing vulnerablhtle.s. tlllreats. and risks in their
4. These team members will have to work hard to be objective throughout the whole

) Oll’;.'OCess. An organization must remove them from the RA team if they're unable to
Jective,
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Some organizations hire consultants to help with an RA. Consultaptg .
employees of the organization. They help in a risk analysis by bringing Objecrgr.]~ t
the team. They also help by bringing risk analysis expertise to the process Tf:l :
hurt the team if they don't quickly learn how an organization’s business p.roc o
and IT systems work. They also can hurt the team if they aren’t respectfy) ofon
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organization's culture.
An RA team is responsible for collecting information about assets ang risks

It's also responsible for reporting the assessment results to an organization's

executive management.

dentifying Assets, Vulnerabilities, and Threats

A risk assessment must be narrowly scoped. Otherwise, it can grow too large for the

RA team to manage. If it's too large, the team will have a hard time determining the
risks that the organization must address. A good practice is

T ST ey,
@ NOTE tq conduct a focused RA. Rather than doing an assessment
AR - : of the organization's whole IT infrastructure, the RA team
. :”y :_; Oyechs S pr:Je“ . should review one infrastructure component at a time.
nager. 1S rson ndc

S e shoballt The team can better manage the RA and produce better
of making sure that the RA moves suarall 1
forward in a timely manner. The ot er:l i [S'f i edi :
project manager Bt necaa iy The scope of the RA must be clearly stated in an RA project
a participant on the RA team. plan. RA team members can refer back to the project plan
Instead, this person helps the anytime they re asked to consider a new system Or process
RA team mest their project goals as part of the RA. If the new system or process isn't within
and final deliverables. the scope of the project plan, then the team should not consider

it. Executive management must approve the project plan

7

before the RA team begins to work.

After the organization approves the scope of the RA, the RA team must identify all
the assets that are within the scope of the assessment. This inventory must include the.
IT resources. It also must include a listing of the personnel who run business processss
that are in the scope of the RA. The inventory also must contain the data included i
those processes. For instance, an organization decides to conduct a risk assessment ¢!
its e-mail infrastructure. For this assessment, the RA team must consider no
operation of the organization's e-mail servers, but also whether employees ar.e =
confidential data via e-mail. Depending upon how the RA team defines the project: ™
devices that send and receive e-mail could be outside of the scope of the assessment

The RA team should consider many assets for the inventory. They include:

t Onl_\' the
nding
obile

* Personnel

* Data

* Hardware and software

* Physical facilities

Business process workflows

Current controls that help safeguard any assets

sl
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(('simportar
just list
yulne rabi

need O\
and availability.

Avulnerability is a weakness or flaw
mised when vulnerabilities are exploite
qulnerability. There are many different kinds of vulner
proad categories. They include people, process, facility,
vulnerabilities can be design mistakes. They also can b

Threats are anything that can cause harm to an inf
exploits against vulnerabilities. A threat source carries
place against a vulnerability. A threat source can be a
vulnerabilities, threats also fall into four broad catego
and operational, and physical and environmental. Th

Threat sources act upon vulnerabilities. Table 14-1

and threats.

1t to identify all assets that are associated wit
assets that are critical to business functions, Th
lities to those assets. The RA team must ide
rder t0 determine the risk to the organiz

TABLE 14-1 Examples of vulnerabilities and threats,

VULNERABILITY

Data center has few
physical security controls
1o prevent unauthorized
access to data center
hardware

Failure to remove user

ot 0
accounts in a timely of sensitive company data % 5 |
S'S
manner when an E 5
employee leaves the 3 z
ot =
organization : e - 5 §
i Review of data without nee X
No access controls for Curious employees EN
iti to know @
sensitive files stored on

IT resources

THREAT SOURCE

Unauthorized users

(e.g., criminals, terminated
employees, curious
employees)

Terminated employees

h the RA project, The
ey also must identify (}
ntily vulnerabjilitjes
ation’s assets. For [T re

e sources, the
s to know how vulnerabilities and threats might affect conf

in an IT system. Informatio
d. An exploit is a successful

RA team
reats and
and threats ip
Organization

identiality, integrity,

n security is compro-
attack against a

abilities, but they fall into four

and technology vulnerabilities,

e configuration mistakes,

ormation system. They're successful

out a threat or causes it to take
person or a circumstance., Like

ries: human, natural, technology

reats can be deliberate or accidental.
shows examples of vulnerabilities

THREAT

Theft of data center hardware
Theft of data on hardware

Damage or destruction of
hardware or data

Access to IT resources and theft

Review of proprietary data

Invasion of privacy of other
employees and/or customers

Unauthorized modification
of data

Theft of data
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The A et st put forth o good-taith effort to identifty as many vulnerabilitjes and
(hrents ns possdble, 1eean do this ina number of ways, For vulnerabilities that are interng

(o the organtzation, the team could Interview employees in arcas that are part of the
wensment, The team also could send o questionnalire to i sampling of employees, The
questionnatre could nslcquestions that are relevant to the assessment. The RA team algg
dhonld review the organtzation's policies and procedures. The team could use automated
seanntng tools to look for valnerabilities fnits 1 systems.

The (A team also must learn about valnerabilities and threats that are external to
the organtzation, They can review industry guides. They can use NIST guidance to learn
more ahout information security fssues and controls. The RA team can review information
from the LS, government and other industry experts. The SANS Institute has one of
the largest collections of information security resources in the world. (See www.sans.org
for more information.) The team also can review known system problems listed in the
National Valnerability Database (NVD). (See http://nvd.nist.gov/home.cfm.)

18 not possible for the RA team to identify every security vulnerability or threat.
This is because technology changes so rapidly. For example, zero-day exploits are a type
of exploit that's hard for an organization to prepare for, An organization can only prepare
for zero-day exploits generally. It's hard to prepare for or assess specific zero-day exploits
because they're explotted so quickly after they're discovered.

Likelihood and Potential Loss

Arisk is the likelihood that a threat will exploit a vulnerability and cause harm. The RA
team Is responsible for determining how likely it is that identified risks will occur. The team
also must determine the potential loss or harm that the organization could have if the
risk is realized. Likelihood and potential loss can be stated as either a qualitative measure
Ora quantitative measure, It depends on the risk methodology that the RA team uses.
Quantitative Risk Analysis. Quantitative risk analysis attempts to use real numbers

to caleulate risk and potential loss. The organization assigns real numbers to the value
ofits assets. It also assigns real values to the cost of countermeasures and controls. One
of the greatest advantages of a quantitative risk assessment is that it provides an objective
assessment of cost. It helps an organization understand both the cost of risk and the cost
of controls, This type of RA allows management to directly compare the cost and benefits

of recommended controls, One of the greatest disadvantages of quantitative risk assess”
ments is that they're very difficult to administer.
In a quantitative risk analysis, the RA teg

ll}v organization’s assets. A number of factors shape the cost of an asset, such as =
of developing it and then the ongoing cost of maintaining it each year. The asset mi i
have value that is hard to measure. For example, it mighlbhc hard io value the intellec tual
property that goes into creating and developing an asset. It's also hard to place & e
oAn an asset that provides an organization with its competitive edge. While tllmmitmi\f
risk analysis does g i

Ty & YN 4 1ot ! 1 S : us .
ubiectiv Ve an organization actual money amounts for its assets, ftres”
subjective element to these values th s

an asset has intangible value.

s 2 ¢ 1.
m must assign a value amount 1o €a¢ hol ;
cOoS

atis hard to measure. This is particular ly true

el
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After the RA team determines the organizatipn’s vulnerabilitics'and threats, it must

Jetermine exposure fact(.)[. The exposure factor is the percentage of asset loss that is likely

o be caused by an identified threat. For example, a.m.RA team determines that an organi-

sation’s data center is vulnerable to tornadoes. This is because the data center is located

i the part of the midwestern United States known as “tornado alley.”? The RA team

estimates that if a tornado struck the data center, it would be destroyed. The data center's

value would be reduced to zero. The exposure factor is 100 percent.
The RA team determines that the same data center is also subject i

toathreat of fire. The RA team determines that if a fire were to occur, 'j . NOTE

only 50 percent of the data center would be destroyed. (This is because | Exposure factor is expressed

the data center has a fire suppression system). In this scenario, the | asapercentage. It can range

exposure factor is 50 percent. Exposure factor also is called likelihood. =~ | from zero to 100 percent.
Once the RA team determines the exposure factor, it must | An exposure factor of 100

determine single loss expectancy (SLE). The SLE is the amount of B CEIcon sans that an asset

money that an organization will lose if a risk is realized. It's the loss | ! ©ompletely destroyed if

izati i : ; ified threat occurs.
that an organization will suffer every time that risk occurs. SLE S IDSoINeC TE

is often expressed as an equation: A
SLE = Asset value X Exposure factor

Inour data center example, suppose that the data center is worth $2 million. The SLE
for the data center being struck by a tornado is $2 million. The SLE for the data center
experiencing a fire is $1 million.

The RA team also must figure out how many times a specific risk might occur during
d0ne-year timeframe. This is called the annual rate of occurrence (ARO). An RA team
canuse historical data to determine this number. It also can perform research to under-
Stand the likelihood of risks within a certain area. For instance, police departments can
Provide information about crime statistics. Insurance companies can provide information
fibout how often organizations are likely to experience a serious fire or other devastating
Incident, ARQ is expressed as a number. It can range from zero (a threat will never take
place) to any number greater than zero. A risk that will happen only once a year has an
ARO of one

In our example, the RA team estimates that a fire might strike its data center once
°¥ery 20 years. The ARO for that event is 1/20, or .05. The RA team estimates that
dlornado might strike its data center once every 15 years. The ARO for that event
$1/150r 067,

ARO is used to calculate annualized loss expectancy (ALE). The ALE is the amount
ofloss that an organization can expect to have each year due to a particular risk.
g Quantitative risk analysis, the ALE is the end-result number. An organization can
use thig Number to determine how much money it should invest each year in controls
O mitigate o particular risk. As a matter of good business practice, an Ofga“izaliOQ
*houldn't spend more than the ALE amount each year on particular risks. ALE is often
eXPressed as an equation: |
|

bujuuelg fHHuabuuory
‘asuodsay ‘sishjeuy

ALE = SLE x ARO
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In our example, the ALE for the tornado risk is $134,000 (52 million #.067), The A p
tells the organization thatitcan afford to spend up to $134,000 per year to mitigate 1hL
potential loss caused by a tornado. The ALE for the fire risk is $50,000 ($1 million » 05)
The organization can spend up to $50,000 per year to mitigate potential fire Jogs,
spending more on controls than the ALE amount might be unwise from a business
standpoint. This is because the cost of the controls is then more than the cost of the rigk,
1t doesn't make sense to spend more money on controls than the cost of the risk,
Organizations also can use these formulas to determine the value of a control. The
value of a safeguard to the organization can be determined by comparing the ALE before

implementing a control to the ALE after implementing the control. This also can be
expressed as an equation:

Value of control = (ALE before safeguard) — (ALE after safeguard) — Cost of control

These equations are used in quantitative risk analysis. Many vendors have created
software products that can help RA teams perform these equations.

Organizations often choose to do a quantitative RA because it computes risk in terms
of money value. Sometimes executive management finds this information very helpful.
It gives them concrete values upon which to measure the costs of risks and the effec-
tiveness of controls. A quantitative risk analysis speaks the language of business: money.

Qualitative Risk Analysis. Qualitative risk analysis uses scenarios and ratings systems
to calculate risk and potential harm. Qualitative risk analysis doesn’t assign money
value to assets and risk. Instead, it uses descriptive categories to express asset criticality.
risk exposure (likelihood), and risk impact.
One of the greatest advantages of this method is that it's relatively easy to use.
It doesn't require RA team members to have specialized financial knowledge. It also
doesn't require them to deduce the costs of assets, controls, and potential harm. One of
the biggest disadvantages of qualitative risk assessments is that they re very subjective.
The opinions of members of the RA team can influence the results of the RA.
Qualitative risk analysis is scenario-based. In this type of assessment. the RA team
considers a specific vulnerability or threat. The team then considers a scenario based
on it. As team members walk through the scenario, they think about how the scenari0
will affect business operations and resources. The team members will use their oW
experiences to determine threat likelihood. They can also use industry resources-
The RA team will create likelihood and impact categories. These categories help
them classify and compare different risks. These categories are usually based o either
a numeric rating system (scale of 1 to 10) or a low-medium-high standard.

Risk exposure categories classify the likelihood of certain risks. An RA team might
use the following categories to determine risk exposure:

¢ Low—Events that are unlikely to happen within a year

* Medium—Events that are somewhat likely to happen within a year
* High—Events that are likely to happen within a year
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K impact is determined the same way, Impact categories classif
Ris Qi

y the harm to ap
ization il a risk is realized. The RA team might use the
organitz

following impact categories:
tow—A realized risk will have little or no effect on the organization. The
zation will experience light disruption to its business processes, It will inc
low costs related to lost productivity and data. It won't experience reputa

» Medium—A realized risk will have a moderate effect on the organization.
The organization may experience moderate disry
It will incur moderate costs related to loss
loss will be moderate.

organi-
ur only
tional loss,

ption to its business processes,
productivity and data. Its reputational

* High—A realized risk will have g severe effect on t
may experience severe disruption to its bu
costs related to loss productivity and data.

he organization. The organization
siness processes. It will experience high

Its reputational loss will be significant.

The RA team also will need a way to com
overall risk level. The RA team will use t
organization should apply controls. An
controls on a system that has low expo

pare likelihood and impact levels to determine
he overall risk level to determine where the
organization won't want to implement costly
sure and impact results. However, it will want
timplement controls where there’s a high likelihood rating and a high impact rating,
[tmust create a method to analyze likelihood and impact rating levels. It uses this analysis
to determine the priority of issues that the organization must address. Table 14-2 shows
ageneric risk level matrix.

Organizations use their risk level matrix to determine the priority of the risks that they

ust address. Taple 14-3 shows what the results of a qualitative risk analysis might look
like. It uses the vulnerabilities and threats from Table 14-1. In this example, the RA team
would first recommend that the organization implement controls to remove user accounts
for terminateq employees in a timely manner. This is because the risk level for that vulner-
ability ig higher than the others listed in the table.
€ problem with qualitative risk assessments is that the organization has no way to
determine the amount of money to spend on controls. It also has no way of knowing if it's
*Pending to, much on a control relative to the actual loss that it could have due to a realized
.risk, For some Organizations, this is a significant failure of a qualitative risk analysis. This
Sone reagoy why an organization might prefer to complete a quantitative risk analysis.
Table 14-4 Compares the features of qualitative and quantitative risk assessments.

TABLE 14-2 Risk Javel matrix.

LIKELIHOOD
. RaTI NG Low Medium High
22 LOW — Low-Medium Medium-High
2 dium-High
lMPACT Medium Low-Medium Medium :A‘eh i
, szcocs s i
High Medium-High ~ Medium-High :

B
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TABLE 14-3 Risk level outcomes.

VULNERABILITY THREAT SOURCE ~ THREAT THREAT THREAT RISk
LIKELIHOOD  IMPACT LEVE(

Data center has few Unauthorized Theft of Medium High Mediy
physical security controls  users data center high s
to prevent unauthorized hardware

access to data center

hardware

Failure to remove user Disgruntled Theft of High High High
accounts in a timely terminated sensitive

manner when an employees company data

employee leaves the

organization

No access controls for Curious Review of Medium Low Low-
sensitive files stored employees data without

medium
on IT resources need to know

TABLE 14-4 Qualitative and quantitative risk assessment comparison.

QUALITATIVE RISK ASSESSMENT
Positive Aspects Easy to administer

Doesn't require formal knowledge
to administer

QUANTITATIVE RISK ASSESSMENTS

Measures the money cost of a risk

Very objective, can be used to make

cost-benefit decisions

Calculations are simple Easy for executives and financial managers

Scope of the assessment can be to understand
changed easily if necessary

Negative Aspects ~ No measure of money cost of risk

Very subjective, can’t be used to
make cost-benefit decisions

Hard to administer
Requires formal knowledge to administer
Calculations are complex

Must put effort into valuing assets
(and that value may be hard to calculate)

Very difficult to change the scope of the RA

Document Needed Controls

- H am
The final part of an RA is to document where security controls are needed. The I-KA ;lee
does this by reviewing the results of its assessment. In a quantitative risk analysis: !

RA'team has a list of risks that it can prioritize by ALE and ARO. The RA team should
review risks with high ALEs and high AROs to recommend controls.

|
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Assessment Methods

umber of different RA processes to choose from. Some vendors offer software
e to complete RAs. This sidebar describes some of the RA methods
ormation security profession.

Risk
There are @ N
that organizations can .us .
you might hear about in the inf
yiT “sP 800-30 (Rev. 1): Guide for Conducting Risk Assessments” is a qualitative RA method.
any type of organization can use it. It describes a number of tasks to be completed in the RA

process. You can view this NIST guide at http://nvipubs.nist.gov/nistpubs/Legacy/SPInistspecial-

| publication800-30r1.polf.
gritain’s Central Computer and Telecommunications Agency (CCTA) created CRAMM (CCTA
Risk Analysis and Management Method) in 1987. CRAMM has been commercialized and is sold
as a software program. It's a qualitative RA method. It relies on international standards for its
RA methodology. CRAMM advertises itself as an ISO/IEC 27001-compliant RA methodology.
You can learn more about it at http:/rm-inv.enisa.europa.eu/methods/m_cramm.html.

Another framework developed in Britain is the M_o_R framework. This framework describes
the processes that need to be put in place to implement risk management. You can read more
at http:/lwww.mor-officialsite.coml/.

Carnegie Mellon University’s Software Engineering Institute developed OCTAVE (Operationally
Critical Threat, Asset, and Vulnerability Evaluation). OCTAVE is a qualitative RA process. It's designed
to be self-directed. It allows organizations to align security operations to business strategy. You can
learn about OCTAVE at http:/ivww.cert.orglresilience/products-services/octave/index.cfm.

Thomas Peltier developed the Facilitated Risk Analysis and Assessment Process (FRAAP) in
1993.1t's a three-step process that helps organizations identify risks and threats. It's based
on ISO/IEC 27001.

The Miclrosoft Corporation describes a risk analysis process that contains both quantitative and
3uahtat|ve elements in its “Security Risk Management Guide.” It created this guide in 2006.
OU can learn about it at http://technet.microsoft.com/en-us/library/cc163143.aspx.

e —

e e —
— = SO e

v E:tr:;ghl a qualitative risk analysis process, the RA team has a list of risks organized
risk likeli}ia harm. The risk level is based on the classifications that thfe RA Feam used for
fecomp, 00d and impact. The RA team should look at high and medium risk levels to
end controls,

at are/;‘l.team f‘eeds to suggest controls to executive managemeslli. It must i‘der.ltify risks
tisks, 1 thlgh Priorities. It also should identify controls that can nytngate or eliminate Ehose
Malygig . ¢ RA team performed a quantitative analysis, it should mclud.e a .cost-bexleflt
i ShOuld Oreach of its suggested controls. If the team performed a quz‘llltatlve a.nal_vsm.

Show how the suggested control affects the overall risk level for a specific threat
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Controls reduce the harm
posed by vulnerabilities
or threats. They may

PART 3 | Security and Privacy in Organizations

s the RA team's report as it makes business decisjop,
It will use the report as part of its information Securit}f gov.ernance (ISG) activities, Thsé
organization must make sure that its response to t.he risks identified in the RA team's
report supports its business objectives. The executive management team shows due care
and due diligence when it responds to issues that are raised in a risk assessment.

Executive management review

Risk Response

——= Executive management
to risk. Risk response is
reduce risk to an accepta
the most appropriate contr
risk response must be cost-€

must decide how an organization responds
the actions taken by executive management to
ble level. Executive management must apply
ols to decrease its risk. The organization’s
ffective. It also should have a limited impact

eliminate or reduce risk on the organization's business.

of harm. They're also Executive management must prioritize how it will respond to risks.
called safeguards or It should respond quickly to the risks that have the greatest potential
courrtermeastires: | to harm business goals. Executive management must assess each risk

— *"f~—==—==) individually. An organization won't handle all risks in the same manner
Executive management can use a number of approaches to respond to risk. They are:

» Risk avoidance—The organization applies controls or takes other action to completely
avoid a particular risk. This strategy removes all risk caused by a particular vulnera-
bility or threat. For example, executive management could decide that the risks posed
by a function in an IT system outweigh the benefit of that function. It could instruct
system owners to disable that function in order to avoid the risk. The risk caused by
that function is completely eliminated.

* Risk ﬂjiﬁgation—The organization applies controls or takes other ac
E part'lcular risk. This strategy doesn't eliminate all harm that could be caused by
Fhat risk. Instead, it reduces the risk to an acceptable level. The risk that is left over
is called residual Fisk. For example, executive management could decide that the risks
ﬁ‘:};t;%bi ;ef‘;?Ctl({n ir_l an IT system could be lessened if access to that function was
o Only.a o trguasrtllfiatlon could use access controls to limit access t0 that function
e esin g e employees. The risk caused by that function is reduced becaust

access to it.

tion to reduce

ular risk. Instead.

f loss. Usually
an purchase
ample.
thorize

* Ri i i oo
" ;‘;Sts':s“;ierl;s]('f:e orgﬁnlzatlgn takes no action against a partic
an organization tr an(}t er entity. The other entity bears the risk 0
a cybexliability insans ers I'lSk. of loss to an insurance company. It ¢
2K Ol’ganiza[i)o urance policy L insure against specific risks. For €X

n could purchase insurance to cover losses due to unad

¥ S $o.% l] d tec
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eptance——The organization takes no action against
, Risk agntial risk. It makes an intentional decision (o dq
he PO : ; ’ N R , ,
tl FIGE Executive management may choose lnls strnlcgy Executive Management cap,
nol ¢ cost of the risk is less than the cost to avoid, mitigate, i
if th

implement administrative,
] i s e technlfal, or physical controls
to avoid or mitigate risk.

i [/ NOTE

Training Employees

RM process includes educating employees about risk and how
1 Joyees contribute to an organization's risk. They engage in beh
erl;ingzation and its data at risk. Risk can be reduced if employees
certain behaviors are not allowed or acceptable. The organization
help direct employee behavior. Risk is reduced when
company policy.

Security awareness training is an important part of any information security program.

It'srequired to keep employees aware of their security responsibilities. An organization
must include security education in its day-to-day routine.

to avoid it. Often
avior that puts the
understand why
can use policies to
employees behave according to

Continuous Monitoring

Organizations must always monitor their information security risk. They also must
monitor the controls that they put in place to respond to that risk. This is an ongoing
process. Since technology changes quickly, executive management must be diligent
reviewing its risk and response to that risk,

Many laws require organizations to continually assess their risk. For example, the
Gfamm—Leach-Bliley (GLBA) Safeguards Rule requires covered financial institutions to
tonduct RAs to identify risks to customer information as part of their information security
Program. Covered financial institutions must apply controls to respond to identified risks.
They also Must assess their current controls to make sure that r—

they're effective. Financial institutions also must review their ' [ NoTE
formatiop g

ecurity programs on a regular basis. Many U.S. laws require §§
The Health Insurance Portability and Accountability Act B e e and other e
(HIPAA), FISMA, and SOX also require covered organizations | organizations to engage in g &
to Condyct regular risk assessments. | regular risk assessment and nz;g
management activities. S §
‘ 32
I:'lﬂSSTIypes of Contingency Planning Eg
One of the mogt important things about conducting an RA is that'it forces an orgafltliit(;io;
tO.think “What if;” An organization must plan for the risks that it a.ccepts or C?:ht( )
:{ltigate» Of ransfer. It creates contingency plans to limit the financial loss it mig
- Derien

inimize the length of
i ¢ due to an adverse event. Contingency pLons helpht(i mnll?rllrilmize Custo:wr
iy at services ang processes are interrupted. They also help
Pact dye 10 a serious event.

b~
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The three main types of contingency plans are:

* Incident response plans
* Disaster recovery plans
* Business continuity plans

An organization creates these plans to respond to events that might negatively affect
IT resources and business processes. Keep in mind that this chapter discusses these types
of contingency plans from an information security perspective. These plans can have
amuch larger scope than just IT.
It's also important to remember that the most important goal of any type of
contingency plan is to preserve human life. Other goals are secondary.

Incident Response Planning

An organization uses its incident response (IR) process to react to

D NOTE . attacks against its IT infrastructure. Having an incident response
Incident response is a reactive process is important because it helps make sure that an organization
term. It describes how an . canrecover from security incidents. Organizations that are able to
organization respondstoan | recover quickly from incidents are more likely to be able to continue

incident. Incident handling is
a proactive term. It describes
how an organization 1

. business operations. Incident response is also called incident handling.
Incident response describes how an organization:

inanagesan indldent ¢ Detects information security incidents
Organizations may use both | * Determines the cause of the incident
terms interchangeably. ¢ Mitigates the damage caused by the incident

et ¢ Recovers from the incident
An incident is any event that involves the organization’s equipment, data, or other
resources. An incident must adversely affect the confidentiality, integrity, and/or
availability of the organization's data and IT systems. The intent of the threat source
does not matter. An incident includes malicious attacks. It also includes the harmflﬂ'
acts of well-meaning employees. Incidents are usually violations of the organization s
policies, accepted security practices, or the law.

Organizations encounter a number of information security threats each day. Eacl.I
one of these can be an incident if it adversely affects the security of an organization s
resources and data. You hear about these incidents in the media nearly every day _For
example, in 2007 student hackers installed keystroke loggers on some computers I athe
university registrar’s office. They gathered username and password information frofn 'S
keystroke loggers. They then used that information to change grades in the uniyefSIt‘iw
computer system. The university discovered the hack through logging and auditre®
security measures.* . would

When the university discovered that records had been improperly modified. I by
have declared an information security incident. A team would be formed to reSpondama""
the system intrusion. That team would have been responsible for determining th

el
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incident caused. They also would find the source of the incident. They also would
[ha} [:;l:;w damage caused by the incident and recover the computer systems affected
itl
Eil [lfe incident. ) . B ot e
" The student hackers COIldl.ICt Was most likely a Vl.()l.athl’l of ‘the university's acccptable
use policy (AUP). Many organizations have these policies to define acceptable behaviors
for the use of its IT resources. In this case, the student hackers violated policies and also
broke the law. One of the students was sente_nced Lo seven years in prison for violating
the federal Computer Fraud and Abuse Act.5
Based upon what we know about this case from publicly available information,
we know that the university involved did the following:

* Detecting the incident—The university used normal information security practices

such as logging and audit review to discover that information in an IT system had
been changed.

* Determining the cause of the incident—These same measures, and most likely
computer forensic analysis, helped the university discover that the cause of the
incident was student hackers who had installed a keystroke logger.

* Mitigating the damage caused by the incident—The university was able to restore
the changed data because it made regular data backups.

* Recovering from the incident—The university restored data and, likely, hardened
its systems to prevent this type of incident from happening again in the future.

One of the most important parts of IR is documentation. An organization must document

every incident that it encounters. That way it can refer to its documentation if it
€ncounters a similar incident in the future.

Incident Response Team
The IR team j

s responsible for creating the organization’s IR policy and plan. This team
has g differen

tfocus from the operational information security employees that will follow
the IR plan and respond to incidents. Often the IR team will include many information
Security team members. Like an RA team, the IR planning team must include advisors
'om a numper of departments across the organization.

The IR team will help draft the initial IR policy. It also will create the plans that define
the Organization’s IR structure. Even though IR is often an information security respon-
Sibility, other departments may need to participate in an IR process. The information

Security teqy, may have to interact with many of these departments when handling
AN inciden

buuueg fouabunuor
‘asuodsay ‘sishjeuy

For instance, the operational team will be involved if there's an incident involvirfg
¢ Physica] trespasser to the organization’s data center. The operational team most likely
Wll.l Involve the organization’s physical security personnel in handling the incident.
Sis because the incident included actual trespass onto the organization’s property. "
Personne] will be involved to see if any equipment has been stolen. Internal audit 1
3
) |
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The word triage is most
commonly associated with
the medical profession. It's
the process of sorting and
prioritizing patient care
based on the severity of
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and legal counsel will be involved if any.C(.]u’lpmf:rlt (;;1 gfiz;l fi(; stolen, H_Uman FeSourceg
(HR) personnel could become invol.ved '1f it appears L e?pass?r 1S a formey
employee. Marketing and commumcatlofls persor'meb cou 5 ecf)me {HVOIVe dif the %
of the incident trigger the laws that require security breac notlﬁcatlop,

The IR team is responsible for making sure that the procedures are in place to help
all of these different departments work together. They musF be able 'Fo respond quickly
and efficiently in the event of an incident. The Operatl-onal information security tegy,
needs to know whom they can contact in each department for help. The IR team’s

i is structure in place.
Plaglrllzenl%’\?llésnil:gs team should include informa'tion securit}f and IT reprf':sentatives,
It also should have members from physical security, HR, and 1nterr'1al audit. Lega] counsel
should be included on the team to address any legal or regulatory 1ssue's..

The IR team will help the organization create its I.R pohc.y. These Pohc1es are very
specific to an organization's structure and culture. le.e all mfo.rmatlon security policies,
the IR policy is a statement of executive management's commitment to the IR proFess.
The policy should state the purpose and goals of IR. It. alsg s}’lould detjme what an incident
is. The policy must set forth, at a high level, the organization’s operational IR structure.
It should define the roles and responsibilities within this structure. The IR policy also
can contain information about how to measure the effectiveness of the IR process.

IR Plan Process

Once the organization approves its IR policy, the IR team can continue to define the

IR plan. The IR policy contains the overall IR goals. The IR plan contains the proce-
dural elements that are necessary to meet those policy goals. Operational information
security teams will follow the IR plan to fulfill their IR job duties. In this section, the term
incident handlers will be used to refer to the operational teams that respond to an incident.

An IR plan is specific to a particular organization. However, most IR plans have five
basic parts. They are:

¢ Incident triage
¢ Investigation
¢ Containment or mitigation
* Recovery

¢ Review

The triage phase is the first phase in the IR process. Thisis '
| the phase where a potential incident is initially assessed. It's
at this point that the primary handler will verify whether an
adverse event meets the definition of an incident. The primary
handler is the person who is in charge of coordinating an
organization’s response to an information security incident-

- This person is often a member of the organization's infor-
a patient’s condition. !

mation security team.
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’-The operational Incident Response Team

: organization often plans and coordinates IR at a high level within an organization.
icross_functional team, called the IR team, puts the IR plan into place. The responsibility
for the daily operations of the IR plan often falls to an organization’s information security

team and other IT personnel.
There are a number of different roles involved incident response. These roles are reviewed
briefly here. You may find these terms used in resources describing how to plan and

implement an IR program:

+ Victim—The person or resources that are targeted in an incident. The victim is often
the organization and its IT resources and data.
Attacker—The person or mechanism that caused the incident.

* Incident reporter—The first person or mechanism that reports an incident. The
incident reporter doesn’t have to be a person. An automated intrusion detection
system (IDS) can be an incident reporter. A person who notices an unusual incident
and reports it is also an incident reporter.

* Primary handler—The person who is in charge of coordinating the response to

a particular incident. This person is responsible for making sure that the IR process

Is documented. Often this person is a member of the organization’s information
security department. If an organization doesn’t have a dedicated information security
department, this is the person with information security job duties.

* Secondary handlers—These are the personnel involved in investigating, responding,
and recovering from an incident. Secondary handlers include technicians, analysts,
and operational staff who take part in handling the incident. Legal counsel and
an organization’s internal auditors also can be secondary handlers. The type of
secondary handlers involved in IR depends on the nature of the incident.

o

-
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_ Notall events are incidents. The event must have an adverse effect on the conﬁde'ntia.lity,
legrity, and/or availability of an organization’s IT resources or data. For example, it might

®anincident if an employee mistakenly deletes a critical file needed for processing the

Organization’s weekly payroll. The employee has compromised the availability of needed

data. 1t Might not be an incident if the employee mistakenly deleted a non-critical ﬁ'lg.
(Although- it certainly would be a business process issue.) The primary handler decides
“hether 5 reported event is actually an incident.

Il an eyeny is an incident, the primary handler must classiy it. Incide‘nts can btlen >
assifieq in a number of ways. They can be sorted based on threat source. An examp

) . an ex hreat
tould be whether the incident occurred due to an internal threat or an external t '

: - at's exploited
Cidents also can be sorted based upon the type of vulnerability or threat that's exp ot

445

1juo)

‘sishjeuy

buruuely fHuahyy
‘asuodsay



446

PART 3 | Security and Privacy in Organizations

Organizations may use any method for sorting incidents. Some organizationg use
guidance prepared by NIST.® The United States Computer Emergency Readinegg Team
(US-CERT) uses incident response categories that are based on NIST guidance, The
US-CERT is the federal government's IR center. All federal agencies must report infg.
mation security incidents to the US-CERT. The US-CERT’s incident categories are:

o

Category 1: Unauthorized Access—Unauthorized access is technical or physjca]
access to an IT system without permission. An agency must report these incidens
even if data isn't compromised.

+ Category 2: Denial of Service (DoS)—Any event that prevents the normal
operation of IT resources such that use of those resources is harmed.

Category 3: Malicious Code—Any event that involves the use of malicious code

to successfully infect, breach, or compromise I'T resources. These events include
viruses, worms, and Trojan horses.

Category 4: Improper Use—Any event that is a violation of the agency’s AUP
or other related policies.

Category 5: Scans, Probes, and Attempted Access—Any event where an IT resource
is scanned or probed in an attempt to access or identify the agency's IT systems.

Category 6: Investigation—This category is for unusual events that don't fallinto

one of the other categories. These incidents require more review because they're
odd or potentially harmful.

The classification of an incident may change as the incident is investigated. This is
because the organization learns more about the incident as the investigation progresses.
Incidents also should be sorted based upon potential severity. Severity is assessed based
upon the perceived level of impact to the confidentiality, integrity, and availability of

an organization’s IT resources or data. The severity of an incident also may change.

Organizations often classify severity on a low-medium-high scale. An organization might
classify severity as follows:

* Low—The adverse affect on the confidentiality, integrity, or availability of the organi-
zation’s data or IT resources is limited. A low-impact event causes little or no damage.

* Medium—The adverse affect on the confidentiality, integrity, or availability of the

organization’s data or IT resources is moderate. A medium-impact event ceses
significant damage to assets.

¢ High—The adverse affect on the confidentiality, integrity, or availability of the

e s ior
organization’s data or IT resources is severe. A high-impact event results in majo
damage to assets.

Classifying the nature and severity of an incident helps incident handlers know W,hwh
incidents require priority handling. If the incident handlers must respond to multipl®
incidents, classification promotes efficiency. It also makes sure organizations res.pontion
to incidents according to the incident's potential to hurt the organization. Classificd
also helps incident handlers know which incidents to escalate to management

|
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ieation is the second phase in the IR process. During this phase, the incident

Imestllg arn about the incident and its source. They learn more about the impact
handlerS_ eciderlt is having on the organization. The incident handlers must find all the
(hat the lsnthat are affected by the incident. They also must contact other areas as needed
resOllllrycznderstand the scope of the incident. The IR policy and plan let the incident
Loafrll‘dlirs know who they must contact.

The incident handlers must keep management informed of their IR activities. It's
important that management be informed in case there are any regulatory requirements
that need to be considered as the organization responds to the incident. For example,
if an incident involves the disclosure of the protected health information of more than
500 people, HIPAA requires that the organization notify the Department of Health and
Human Services about the disclosure.” Executive management must make the final
decisions about contacting third parties or the media.

It'salso important during the investigation phase for the incident handlers to follow the
organization’s own internal policies. If handlers are investigating an incident that might
beacrime, it's important that the team follow good evidentiary practices. If an incident
appears to be a crime, the incident handlers must contact law enforcement according to
the terms of the IR plan.

The organization must begin the containment phase almost as soon as an incident is
reported. During this step, incident handlers must take steps to limit the damage caused
by the incident. They will use different methods to contain an incident depending upon its
nature. For example, if the incident is a self-propagating virus, incident handlers may remove
aninfected system from the organization's network. If the incident is a particularly authentic-
looking phishing e-mail, incident handlers might issue an alert or other notification to the
Organization’s employees. The alert would tell the employees not to respond to a phishing
¢-mail. Incident handlers might use a number of different tactics to mitigate an incident.

The organization repairs and recovers its IT resources and data during the recovery phase.
The IT resources and data should be repaired in such a way that they're not vulnerable to the
Same type of incident again. This is called hardening. In addition to hardening damaged IT
resources, the organization must harden resources that are similar to the damaged resources.
This makes sure that similar resources aren’t harmed by similar incidents.

After an IT resource is repaired, it should be tested for any —
fidditional vulnerabilities or weaknesses before it's put back i> NOTE
'&ggfiﬁguction. The re?ov.c-:ry and repair method will depend \ e general inforrnation

Nature of the incident. | security best practice, a

All stages in the IR process must be fully documented. | repaired IT resource should
€Primary incident handler is responsible for making sure | not be tested by the same
aleach step in the process has been fully documented. This is | person that repairs or recovers
Mportant because the IR planning team can review the notes | it. This is a separation of duties
fom the incident handlers to determine whether the IR plan . best practice to make sure that
Workeq gg intended. During the review stage, both the incident vulnerabilities and weaknesses

i & rlooked.
t afl lers angd the IR planning team can review the documen- : aren’t ove
Alion to learp

buiuuelq Huabuyuoy
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It helps to think of an
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2

Dollar amount spent in handling the incident

Dollar amount spent to prevent similar incidents in the future
Loss of staff time in handling the incident

2

[ ]

How the response to the current incident compares to similar incidents in the past

Recommendations on policy and procedural changes as a result of lessons learneg
from the incident

The review phase is often overlooked. This is because it's easy for an organization's
employees to go back to their normal operational duties after an incident. The IR
planning team must make sure that the review process is formally required by policy.
The IR process is shown in Figure 14-2. As described in this section, many of the stages
overlap with one another. The lines between each stage can be indistinct at times.

Disaster Recovery and Business Continuity Planning

A 2013 AT&T study found that 87 percent of the organizations surveyed said that they

had a business continuity plan in place. Sixty-three percent of the organizations said

that security breaches were their most important security concern in 2013.8

) Disaster recovery and business continuity plans help an

organization respond to a disaster. A disaster is a sudden,

unplanned event. Disasters negatively affect the organization’s
incident as an event that an

organization can deal with

critical business functions for an unknown period. The difference

between a disaster and an incident is subtle. A disaster severely
during its normal operations.

A disaster is an event that
completely disrupts those

affects the organization’s infrastructure. It interrupts critical
business functions. An incident tends to refer to service failures

that affect the confidentiality, integrity, and/or availability
normal operations.

Triage

of the organization’s data and IT systems. An incident may
BRI " . . .
become a disaster in some situations.

Examples of disasters include natural threats and deliberate, human-made threats:
Natural threats are uncontrollable events. They include earthquakes, fires, and flood.
Human-made threats include sabotage and terrorist activities. Threats that can evolve
into a disaster also include equipment, electrical, and communications infrastructure
failure. Disasters aren't predictable. Organizations can't control these types of threats

y '€ 1 . : ns
They can take measures to try to limit the damage caused by these events. Organizat
also can make plans to respond to these types of events.

- - : w
=P Investigation =  Containment =3 Recovery = it

Incident response plan phases.
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isaster recovery (DR) plans focus on how an organization recovers its [T systems after

P,IS ter. These plans focus on IT systems only. They're the organization’s immediate
a d.lsa;se .to restoring critical IT resources after a devastating disaster or event. DR is
lrerbfé)ly afunction of IT and is part of a larger business continuity plan.

‘ EusineSS continuity (BC) plans focus on how the organization continues its business
during and after a disaster. These plans tend to be more comprehensive. They cover all
parts of a business, not just IT systems. These plans address the period between the
disaster and a return to normal operations.

The formal distinction between DR and BC plans is eroding. This is because organiza-
tions rely on IT systems for many of their critical functions. Some organizations build
their whole business model on their IT systems. Today, most organizations consider DR
and BC to be the same thing. You may find the terms used interchangeably. Most refer-
ences recognize that a DR plan must be part of a comprehensive BC plan.

In this chapter, DR and BC plans will be discussed together, unless it’s necessary to

differentiate between the two. If it's necessary to differentiate between the two types of
plans, the distinction will be made clear in the text.

DR/BC Team

The DR/BC team is responsible for creating an organization’s DR/BC policy and plans.
Like the RA and IR teams, this team must include members from many areas of the
Organization. The people who are going to be responsible for carrying out the plan
inthe event of g disaster also should be included on the team.

ADR/BC plan is an organization-wide plan. Specific departments may have secondary
DR/BC plans, These department-level plans must be consistent with the organization’s
DR/BC plan, An organization’s overall DR/BC plan has a number of goals:

* Ensure that the organization’s employees are safe

* Minimize the organization’s amount of loss

* Recover critical business systems and infrastructure within a certain period
* Resume critical business operations within a certain period

* Repair or replace damaged facilities

* Return to normal operations
The DR/B team will help the organization create its DR/BC policy. These policies are
Yery specific to an organization's structure and culture.

ADR/BC team must include members from IT, HR, executive management, physical
curity, anqg legal counsel. It must include the managers or owners of critical business
Processes, The team also should include the employees, and their backups, who will be
in charge of directing the organization’s activities in a real disaster. It's import.ar.'lF t.hat
aCkup bersonnel be included in case the people with primary DR/BC responsibilities

'en’t available in a disaster.
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