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Criminal Law and Tort Law
Issues in Cyberspace
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973 RIMINAL LAW REFERS TO LAWS that the federal and state governments
have created to define unacceptable behavior. People who violate
S acceptable levels of behavior commit crimes. Criminal law deals with crimg;

Tort law refers to wrongful acts or harm for which an individual can sue the
person who caused the harm. Tort law governs disputes between individuals.

This chapter focuses on criminal and tort law issues that are unique
to cyberspace. In particular, it focuses on how people can use computers
in cybercrime activities. It also reviews how people use computers to commit
torts. Sometimes both criminal and tort law actions can be carried out against
the same individual for the same actions.

Chapter 12 Topics

This chapter covers the following topics and concepts:

¢ What general criminal law concepts are

* What common criminal law issues in cyberspace are
* What general tort law concepts are

°

What common tort law issues in cyberspace are
* What some case studies and examples are

Chapter 12 Goals

When you complete this chapter, you will be able to:

el i
Discuss common criminal law concepts
L]

Describe imi |
i the common criminal laws used to prosecute cybercrimes
ISCuss common tort |aw concepts

°

Descri inci
2 Ia'be hcorrTmon tort principles used in cyberspace
plain the difference between criminal and tort law

°
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ceneral criminal Law Conc,‘ePtS

= ¢ sometimes called computer crimes, involve situations where people use

[)'.“srcnme ' - computers as the medium for, or target of, criminal activity. Some crimes

ihfI[l[eEﬂeI Ou(cr trespass. are prosecuted by extending existing criminal laws to new ‘

e és wn}]Zt have arisen with new technology. Computer networks facilitate these
| ’"'man_ogslll];r Jaws define new crimes that didn't exist before computers. The use of
;1;{ ors asa medium to commit crimes is growir;g. Criminals also target computers

;;dzhe data that they contain. Consider the following:

ge sentences a computer hacker to almost five years in prison for violating
the Computer Fraud and Abuse Act. He created botnets and sold access to them. Other
tackers used the botnets to launch distributed denial of service (DDoS) attacks.

+ Afederal judge sentences a defendant to 2.5 years in prison for taking nude videos
of anews reporter and posting them to the Internet. The judge also orders the
defendant to pay restitution to the victim.

 The federal government charges three members of a hacking group with hijacking
the Web site of a telecommunications company. The company’s users couldn’t access
the Web site for about 90 minutes.

» Amanis charged with cyberextortion. He is alleged to have attempted to extort a
lifeinsurance company by threatening to send millions of computer spam messages.
Authorities say he wanted to damage the reputation of the company.

 Afederal jud
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(imes are instances of wrongdoing, or actions that harm society. They re deviations
frr?r? bedhav‘ior that society, through its government, has defined as unacceptable. Some
Inf:imopr}etteven need .mdl.vndue.tl vic'tims. Society is the “vif:tim" of the crime.
omgof crienrl r‘lls.lal crime is a violation of society’s code of conduct. Crime Fmd t_he
desof cop ducltn'a i“t are Ver y old. The Sumerian and Babylonian civilizations included
e T— :Y;.td zlr laws in 2100 B.C.E. While these codes didn’t resemble modern
e'\mer'icanslel efine cgnduct that society decided wasn't acceptable.
gal system is based in large part on English

(ommq -

Ihetmi(lia;;feh:g:' Const.itution is the main source of law for ; {\v NOTE

\'.'illbehavein a k'iwfeICOHSlltution presumes that U.S. citizens ' Federal cases are titled

T'Jf 0W the gOVemmu manner. However, it includes provisions | “United States” versus the

e Congtityon oy ent should handle crimes in Article I1I. | name of the defendant. This

S that g e qeﬁnes a crime. Article II, section 3, | is because the government of
he ) Ol against the United States is a crime. | the United States is prosecuting

the defendant for a crime.
State cases aré titled with the
name of the state versus the
name of the defendant.

. <. Con
;:;Z (;he formaﬁ(r)?;l‘]?}j passed laws regarding federal crimes
are;\. b Biuelie g gOVerpment. Most states also have
“Tonro 8 againg; g0 ned criminal offenses. Since crimes
e 8doerg efed lety, the government pursues the alleged
el law, g eral government prosecutes violations of

dte 2ov
ernm :
€nts prosecute violations of state laws.
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352 PART 2 | Laws Influencing Information Security

Main Principles of Criminal Law
“ Criminal law is very different from civil law. Each system has different goals. Criming]
1 law aims to deter wrongful behavior. It does this through a combination of punishmen;
“ and rehabilitation of the offender. In contrast, civil law aims to right personal wrongs,
‘ It does this by allowing people to sue to recover monetary compensation for injuries,
oy This section focuses on substantive criminal law.
E_‘; NOTE Substantive law describes a person'’s rights and responsibilities,
Attorneys often spedialize in It defines how people should relate to one another and how
different subject matter areas. they should relate to the governrtle'nt'. Substantive law also
This is because of legal ethics is known as subject matter law. Criminal law is only one of
rules that require an attorney to | many categories of substantive law. Contract law, business
be minimally competent. There law, property law, and tort law are all different types of
are many areas of law. It's easier | substantive law.
for attorneys to meet ethical . Substantive criminal law defines the conduct that constitutes
competency rules by focusing - acrime. It also establishes penalties. Governments can specify
their practices in certain areas. | criminal penalties in the same statute that defines a crime.
' They also can list them in a separate penalty statute.

Type of Wrongful Conduct

Society recognizes two basic types of wrongful conduct. The first type is conduct

or acts that society universally agrees are wrong, morally repugnant, or dangerous
to other people. For example, almost all societies agree that murder and rape are wrong.
Mala in se is a Latin term that defines these types of wrongful conduct. Mala in se means
“evil in itself.” It describes conduct that’s inherently wrong. Crimes that are mala in se
include murder, rape, kidnapping, robbery, theft, and arson.

Other types of conduct are mala prohibita. Mala prohibita is Latin for “wrong because
it is prohibited.” Society defines conduct that is mala prohibita. This conduct isn't inher-
ently evil, but society prohibits it. Crimes that are mala prohibita include intellectual
property violations (where prohibited by law, such as federal copyright offenses),
traffic law violations, and tax evasion. Many types of cybercrimes are mala prohibita.

Crimes generally are classified into two groups, misdemeanors and felonies. The two
types of crimes are usually distinguishable by the way society punishes the criminals
who commit these crimes. Misdemeanors are less serious than felonies. They bear @
Fess severe penalty. A misdemeanor is generally punishable by no more than one year
in prison.

Felonies are crimes that are more serious. They're usually punishable by more
than a year in prison. The levels of felonies and misdemeanors may vary from State
to state. Some states have different levels of misdemeanors and felonies. Language
like “first degree” or “second degree” differentiates between different levels of crime:
A state can prosecute some types of crimes as either a misdemeanor or a felony:
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% ntsOfaC”me heiple a guilty mind must acc any a crimi
fere e principle that a guilty 1 ompany a criminal

le is that criminal conduct harms society. In short, the American
e responsible for their actions. A government must prove
how that a crime has been committed:

~epol 1aW holds peopl
it;\nowing elements L0 S

» Mens red

v Actus reus

, (ausation
e that a crime has been committed, a government must Sho‘u7 that a person acted
f,:v:'ﬁfrinﬁnal intent. It must show that a person knowingly, 1r‘1ten.t10nallyv or recklessly
‘,-':aaed in criminal conduct. The Latin term mens rea means “guilty mind.” Mens rea
«m\esa person’s intent to commit a crime. Someone who lacks mens rea can’t be
wresponsible for a crime.

\ost criminal laws have language that specifies the amount :
{nensrea that a person must have in order to be held responsible i {> NOTE
iracrime. For example, the Wisconsin first-degree murder statute

g

Some crimes don't require

e Y

wies: “Whoever causes the death of another human being with

nentto kill that person or another is guilty of a Class A felony.”!

le“intent to kill” portion of the statute describes the mens rea
required to commiit a crime.

Adsthat are purely accidental don’t meet the required mental

a particular mental state. For
example, in most states, driving
a car while under the influence
of drugs or alcohol is a crime.
It's a crime regardless of the

“ing for criminal prosecution. However, that doesn’t mean that mental state of the driver.
;-_:gox'emmem prosecutes only intentional actions. The government
*f'lf:\}ilosfpsecute aperson who acts recklessly for criminal behavior.

Ving of recklessness means that a person acted in a

;::ﬁ:;ga:h?:csgz):SSlg disregarded whetl'ler or flotﬁharm could =

fff'm'ess Ty stau;teosrt zi(ear.r}‘[;}\c;hthe Wisconsin first-degree ‘ . > NOTE

iedeath of another human bzl 0g‘/f‘:r-recklessly causes. | Incivil law, no showing
rmuner disregard for B Il]g u_n ef ercums‘tances ‘Wthh" ‘of men_tal state, or mens rea,
~ Which gy n life is guilty of a Class B felony.”? is required. Under civil law,

g utter dj gl , 5
e s eler disregard for human life portion of the
B mens re : " . . .
“Mingl stayeg Srearequired to commit this crime.

Uogey don't require ,
R 0prog governments to prove damages
gy €Cute a defe 2

ndant fOr a i 7 o a
Camoyn of har crime. However, governments

b
x elof y eotime. that a defendant causes to increase

wrongdoers are responsible
for their actions even if they
didn’t intend to cause harm
to another person.

0 F: zgcfrlill]? " thhal C?“Stitutes a crime. Actus reus is the Latin
.For exan e] the acuon‘ must be voluntary. The actus rf’us :
ed People for beinp = th'e U.s. sl}preme Court held that a California ;
'Made eing “a%ig-ddmfd toillegal drugs violated the Constitution.
0 drugs ney icted” to drugs the offense, even if the person
¢rused or possessed drugs in the state.
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In Robinson v. California (1962), the U.S. Supreme Court said that there Were
ways that the state could make certain acts related to drug use illegal, Houreverm.any
making the status of being an addict illegal was a violation of the Constitution ';g“ply
stands for the proposition that criminal activity requires a voluntary, physjcg] z;ct s

A wrongful act also can include the failure to act when there’s a duty to dg g, F
example, parents have a duty to care for their children. A state may punish 3 par'en(ir
that fails to take care of his or her children when that failure rises to a leve] of Criming|
conduct. For instance, in March 2010 the South Korean government arrested 4 couple
for child neglect. The government alleged that the couple’s video game addiction led
them to neglect their daughter. The child starved to death. Sadly, the video game that
the couple was addicted to involved caring for a “virtual child” in an online game.*

Jurisdiction

Courts have the ability to hear only cases, or disputes, that are within their jurisdictiop,
Jurisdiction describes the types of cases that a court has the authority to hear.
Jurisdiction can be described in a number of different ways. Jurisdiction can be used
to describe the function of a court. For example, trial courts generally have original juris-
diction. This is the ability to conduct trials and to hear initial disputes between parties,
Appellate courts like the U.S. Supreme Court have appellate jurisdiction. They can only
review decisions made by lower courts.
Jurisdiction also can describe the power of a court to hear a certain type of case
and make a binding decision in that case. Courts must have the proper jurisdiction
in order to make valid judgment. In order to make a valid judgment, a court must have:

» Subject matter jurisdiction
» Personal jurisdiction

Subject matter jurisdiction is the power of a court to decide certain types of cases.

A court can't decide cases where it has no subject matter jurisdiction. For example.
federal courts have jurisdiction only to decide cases about federal laws. This is federal
question jurisdiction. They also can decide certain types of disputes between citizens
of different states. This is diversity of citizenship jurisdiction. In contrast, state courts

can decide only cases about state laws or actions that occurred within the geograph e
boundaries of the state.

By .

- FYI — _ RS

In both state and federal court, jurisdiction also looks at geographical and political boundanes.t
If a person violates a federal law in Massachusetts, federal district courts in Massachusetts mos
likely have subject matter jurisdiction to decide the case. If the person violated only @ state 2%
Massachusetts state courts would have jurisdiction to decide the case.
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refers to a co

'urisdiction
't have persona

|
ps 7 court doesn
ce on that person.
ically, state courts ca

_itted 10 _
om™ " number of different st

sin :
911.° In Strasshein V. Daily,
ze;t 1o determine if a state could exercise crimi
s outside of the state. The Court’s test had three parts:

COmmitted act
, Did the act oceur outside the state?
. Did the act produce detrimental effects within the state?
, Were the acts the actual cause of detrimental effects
within the state?

defendant’s intent. I
lar state. Un
diction over a person who commits
harm within the state.

cts test used in the St

ted legislation that ¢

The test focuses on the
flendant’s actions in @ particu
ciminal court can exercise juris
o the state if those actions cause
The Supreme Court’s detrimental effe
«ommon law rule. Many states have enac
c‘ff‘ecls test. For example, Alaska law states that s
rimes that are “commenced outside the state but consumma
Ih:i;f:gagout juris.dic.tio‘n e.lren’t just questions between
el -OneerS(f)ntelll 1ur1§d1ctlon also can be an international
T becaug: tf e main obstacles in cybercrime cases.
e Gonna Ofg the truly glob.al nature of the Internet.
Hperaton i thur' ope C.onv.entxon on Cybercrime increa
vent forcee' investigation and prosecution of cyberc
st legislation t:l 2004. Members of the convention must
Dyightininge rgr iminalize certain types of cyberoffense and
erimng] investi eflt' Th?y also agree to assist one another
“Mention o Cygatlo_ns- Fifty-three nations have signed the_
“United Stae EECEUE; forty-two nations have ratified it.”
sratified the treaty in August 2006.

ses
rimes.

the Supreme Court used a “detrimental effects”
nal jurisdiction over a person who

tate courts have jurisdiction 0
ted inside.”
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urt's ability to exercise power over a particul;

| jurisdiction over a defendant, then ild-r, :

personal jurisdiction is important for both crir;?: 5
n exercise personal jurisdiction over people ’

adav! it a.ctS within the state.
yhoco ninal law personal jurisdiction comes into play when criminal acts are
for ™ a number of different states. It's also implicated when crimes affect
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") NOTE
The United Nations is to discuss
international cooperation
to fight cybercrime atits
13th Congress on Crime
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in April 2015. You ¢an view
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Jurisdictional Issues for Cybercrime Cases 1

Jurisdiction is a particularly challenging issue with respect to cybercrimes. Geographical
boundaries don't limit computer networks. Cybercriminals can easily commit crimes that span
across states and countries. This makes it difficult for law enforcement to investigate these crimes,
It's particularly difficult for law enforcement to identify criminals and collect evidence across
the globe. It also makes it difficult for courts to hold cybercriminals responsible for their actions,

Nigerian scams highlight the jurisdiction issues in cybercrime cases. These types of scams also
are called “419 scams” or “advance fee fraud” schemes. This type of scam has been around
since the early 1900s, when it was called the Spanish Prisoner Con. Today it's associated with
the country of Nigeria. The “4-1-9" refers to the section of the Nigerian criminal code that
addresses fraud schemes.

Criminals originally conducted these scams via fax or mailed letters. They now conduct them
with ease through e-mail. In a Nigerian scam, a person receives an e-mail from someone
purporting to be an official of a foreign government or agency. The e-mail writer usually offers
large sums of money in return for helping someone in trouble. In some cases, the e-mail claims
that the Nigerian government has made it difficult for the wealthy writer to cash a large check.
The writer asks the victim to advance the victim’s own funds to cover the check, and to help
cash it. The writer promises that the victim will get a hefty reward for his or her assistance.

A victim who advances funds soon learns that the check or underlying business transaction
is fraudulent. The money advanced is lost. People operating outside the United States who
send targeted e-mails to U.S. residents commit many of these types of crimes.

These cases are extremely difficult to investigate and prosecute. How would a victim in
Lafayette, Indiana, be able to use the resources of local law enforcement to investigate a crime
committed by a person that lives in another country? Local police, prosecutors, and courts have
limited power to investigate and prosecute these types of international cases. State subpoenas
and court orders don’t usually apply across international boundaries. These jurisdictional issues

are becoming more common as Internet crime grows. ;
The Federal Trade Commission (FTC) has issued a consumer alert about Nigerian scams. *
You can read about it at http:/ivww.consumer. ftc. gov/articles/0002I-nigerian-email-scam. !

—

—
T

Criminal Procedure

fCrlmi.nal procedure is the body of rules that govern how governments prosecute people

I‘J’;;g;’;ii;‘;::; D;(;C;du(rlal ru.les mz.lke. sure that criminal defendants receive due pfocezz'

within the court ' Th T ,a m‘m a C_nmmal case is entitled to a fair and consistent proce
. The laws of criminal procedure make sure that the government

saf S . ' .
= tel;g:?rrli: lEhg ?clen.dant s constitutional rights. They also provide the govemment
od for fairly prosecuting defendants for their crimes.

"
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- qgovernment official who represents the government in criminal cases,

ZS whether to charge a person with a crime and put on the court case against
djcsi Attorneys are federal prosecutors. States usually grant prosecutorial power
i 'ments. State prosecuting attorneys might be called district attorneys, county
neys, or simply county prosecutors.

prosecutors
ot person

U

o county 90V€fl“ r
sttorneys: state’s atto
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ost criminal procedure principles stem from the U.S. Constitution. This means that
qany processes are similar among th(? states and tbe fed.erz.xl government.. However, there
seome procedural rules that are unique to each jurisdiction. The description provided
weisintentionally general. The process also can be different depending upon whether
e crime committed is a misdemeanor or felony.

Acriminal case begins when a law enforcement agency begins an investigation.
lavenforcement agencies have certain rules that they must follow as they conduct their
mestigation. When law enforcement officers complete their investigation, they send the
wse to the prosecutor.

Aprosecutor then reviews the case and decides whether to bring charges against
3heperson that law enforcement identified as the perpetrator of the crime. Prosecutors
taealotof discretion in determining whether to charge a person with a crime.
~ Aprosecutor who decides to charge a person with a crime must file a written document
i:ﬁs;;l tg start th.e criminal process. In some states, a prosecutor may file a document
ey Tr;1 glﬁg;mtwn. An mform‘atiop specifies the charges against the perpetrator of the

s :scfitofr cz(aln exercise dlsFretion when filing an information. Y 12
el gitgen, \‘vheo (;? ants.have aright to a grand jury indictment. A gl.'and juryisa
e e ear ev1dt°:nce presented by'a prosecutor. The grand J.ury (.ietermmes
i indimnent ilit dete(ranc-e ipPHing per.son e o Crime'.Th? orent ]gry e
}m'nen triming| chay ml_nes that the evidence is sufficient. An indictment is the forma.l
Uetomeg defondang Iges lSS'ue-d by a grand jury. At this point, the perpetrator of th.e crime

-lacriminal case, the defendant is the person accused of a crime.
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{ mendme .
t’:r o eral cri Mo the uss, Constitution requires that a federal grand jury issue charges
Sgra .

N jury fequir:;f;éA defendant can waive the grand jury requirement. If a defenAda.nt waives |
. tdings edera| ”t'.théﬂ the federal prosecutor files an information to start criminal .

urg g this 9rand juries contain between 16 and 23 people. The Federal Rules of Criminal ".
Umber. Grang juries conduct their deliberations in secret. You can read the

Fedgryr - " Federa)

a G

ICoy, sJUfy/gran;a: Litors at ttp:/lwww.uscourts.gov/Viewer. aspx?doc=/luscourts/
“1andbook. pif
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A criminal prosecution begins once a grand jury returns an indictment or after
prosecutor files an information. The next step in the criminal process is the initia hearin
This is sometimes called an arraignment. The purpose of this hearing is to begin the g
formal court process. At this hearing, a court must:

« Inform the defendant about the charges
« Advise the defendant about his or her legal and constitutional rights

At this point, the defendant must enter a response to the charges. This response is a plea.
A defendant can enter a plea of guilty or not guilty. In some cases, she or he also can
enter a plea of nolo contendere. Nolo contendere is Latin for “I do not wish to contend.”
It's also called a plea of no contest. A no contest plea isn't a guilty plea. However, it has
the same effect as one. Most jurisdictions have limits on how and when defendants can
use this type of plea.

If a defendant enters a guilty plea, the court will set a date to sentence the defendant.
In 2009. the U.S. Department of Justice issued a special study on felony sentences in
state courts. That study found that 94 percent of felony defendants pleaded guilty in

state court cases.’ In 2010, 91 percent of felony defendants pleaded guilty in U.S. federal
district court cases.’

If the defendant enters a not-guilty plea, the court sets the

> NOTE | case for trial. The U.S. Constitution guarantees criminal defen-
The defendant’s right to an dants the right to a trial by jury. Article IIl of the Constitution
attorney arises when a criminal | guarantees this right. The Sixth Amendment to the Constitution
proceeding begins. A defendant | clarifies the scope of the right.

may voluntarily waive the right | Under the Sixth Amendment, criminal defendants are entitled
to counsel and represent himself to a court-appointed attorney if they can’t afford one on their oWn-
or herself. A court must decide | Courts usually grant this request only when a defendant faces a

that a person is mentally
competent in order to do this.
The court also must warn the
person that there are dangers
to self-representation.

prison sentence. The Supreme Court case of Gideorn V. Wainwright
(1963) held that a court must appoint an attorney to an indigent
defendant charged with a felony.!” The defendant must prove tha!
he or she is indigent and can't afford an attorney. The Supremff
Court in the Gideon case also held that a conviction is automatl-
cally reversed if a state denies a defendant the right t0 counsel:

y t, the prosecution and the defendant’s attorneys will begin [hel )
discovery process. Discovery is the process where the government gives the defendant t’°

evidence that it plans to use in the defendant’s trial. U.S. Supreme Court cases have .
that the government must disclose:

After the arraignmen

° c i ‘ 11
Any deals that the prosecution made with a witness (Giglio v. United States)
Any evidence it has that might help prove the defendant’s innocence
(Brady v. Maryland).12

i i i < are !
(Aocll(:;itsglCtly regulate the criminal discovery process. The rules for the process arfit
discover ?S ? wide range of actions it can take against parties that fail L0 comply W

yrules. A court can even dismiss the case if the prosecution fails to comp

B
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s. Failure to turn over 7
. NOTE

e roces )
of the P the defendant’s

‘ ules
yith the ight help prove i
The Sixth Amendment to the U.S.

idence that m;use a conviction to be overturned.
nocence c'arllC 2se g0es 0 trial, the government bears Constitution guarantees defendants
Ifa criminal € ving that the defendant violated the a speedy trial. State criminal procedure

the burde.n (,)f plroases \he government must prove the rules include time limits for all the

jave In Cm-nma'hcbeyond + reasonable doubt. This is steps in the criminal process. In

defen'daﬂt S };gurlden . that a prosecutor must f; Strunk v. United States (1973), the

the l:lil:asstonl;ble o bt doesn't mean that a juror is ; U.S.tS:prerne Court helld that a court

meet. ; : , must dismiss a criminal charge if a
inced of the defendant’s guilt. It does | state violates the defendant?s speedy

100 percent conv
mean, however, t
the prosecution has eli

the defendant’s guilt.
The government has a high b

hat a juror must be fully satisfied that PE0s ights. ™
minated reasonable doubt about ‘

urden of proof in criminal cases because criminal

punishments infringe on a person’s fundamental rights. These rights include the right
toliberty, property. and life. Criminal penalties can include jail time, probation, financial
penalties, or even a death sentence. A court may impose these penalties only if the

government meets its high burden of proof.

Acriminal case ends when a jury decides that a defendant is innocent or guilty.
ltalsoends if the jury can't reach a decision. A hung jury is ajury that is unable to reach
adecision because the jurors disagree. A court will declare a mistrial if the jury can’t
reach a decision. In this case, the government may decide to refile the charges and

prosecute the defendant again.
ad?f ed::(l;endant who is convicted may appeal. There are different rights that allow
ant to appeal a ruling or conviction to a higher court. These rules are beyond

the scope of this discussion.
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commi(t)z;a:sti;og(?;;nglliSh thr.ee different types of crimes: crimes that may now be
0 commi crime, a Sute'rs' crimes that use computers or the Internetas a medium
%ample jgn'¢ Cybe'rcn- crimes where the computer is the target of the crime. The first
Dereate 5 forged docnme' For example, a person simply using a computer and printer
F;;ZOH used g Drinlinlglmerlt Comr.’ﬂlts a criminal act. It's no different than if that same
S example, (e co,irei and ink to forge the document. The crime is still a forgery.
- C)ri;rcnmes are differinterclsba [091 used to commit the crime. ‘ o
is the g, at use Compute[:s a}; i 'rfles also are cglleg computer crimes. (ybercrhm‘lc?
O Cripy sgs A the crime, Cybye a mfidlum to commit crime or where the computer itself ‘
_"irUSes' acilitateq by com r Stalkmg, identity theft, and phishing scams are examples
el g x ComlnuniCatioﬁmers' Denial of service (DoS) and DDoS attacks, computet
s sabotage are examples of crimes where the computer

bll[' € tar
lmDOr 8etof the crj 3
tant, ime. The distinction between the types of crime is subtle,
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that address cybercrime. T his chapter talks primarily about federal cy

> NOTE

It's important to remember that
many states criminalize the same
behavior that federal cybercrime

laws address.

Both the federal government and individual states have created a number of Iay
bercrime log
e likely that federal laws will have the most im;;irtlr:rfclags. I[:s
| This is because geography or state and national bordeyrszrcn‘me.
matter to cybercriminals. The Internet truly blurs thege nont
A criminal can easily initiate a cybercrime in one state anl(lies.
harm a victim in another. In addition, since cybercrime sty
vary widely between the states, federal laws may end up bemss
more comprehensive. s

B

—

The Computer Fraud and Abuse Act (1984)

Congress passed the Computer Fraud and Abuse Act (CFAA) in 1984.1 It's the first
piece of federal legislation that identified computer crimes as distinct offenses. The CFAA

[ NOTE

The Internet Crime Complaint
Center (IC3) is a partnership
between the U.S. Federal Bureau
of Investigation (FBI) and the ;

~__provides both criminal and civil penalties. In enacting the CFA4,
Congress chose to address computer-related offenses in a single
statute. The CFAA limits federal jurisdiction to situations where
cybercrime is interstate in nature or when the computers
of the federal government are the target of crime.
Congress amended the CFAA with the Uniting and

)
1
‘
1
{
|
g

National White Collar Crime | Strengthening America by Providing Appropriate Tools
Center. Their 2013 “Annual Report | Required to Intercept and Obstruct Terrorism Act (US.A.

on Internet Crime” showed that | PATRIOT Act) in 2001. It amended the CFAA again in 2008.
the total loss linked to online | These amendments increased the penalties for CFAA violations.
fraud was $525.4 million.'s You can They also lowered the required damage thresholds in light
read the report at http://www.ic3 of terrorism and identity theft concerns.

.gov/imedialannualreport/2012
_IC3Report.pdf.

'.I‘he definition of a protected computer is very broad. Under the stat
is a protected computer because the Internet facilitates commerce b
states. The CFAA definition of “financial institution” includes organizationst 8
financial services to customers such as banking, investment, and insuranc

The CFAA criminalizes the act of causing certain types
of damage to a protected computer. A protected computer
ceeeee? 1§ @0y Of the following:

| —

¢ A federal government computer
* A financial institution computer
* A computer used in interstate or foreign commerce'®

ute, the [nternet

een dlffel'e y
etwe rovide

e serviCes-
The CFAA addresses the following types of criminal activity:

* Unauthorized access of national security information
Unauthorized access to a government computer

Compromising the confidentiality of a protected computer
Unauthorized access to a protected computer with an intent to defr
Unauthorized access to a protected computer that causes damage

el

aud
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, jtentional transmission of malware, viruses, or worms that damage
a protected computer

. pnauthorized trafficking of passwords or other computer access information
hat allows people to access other computers without authorization and with
the intent to defraud

, Extortion involving threats to damage a protected computer

The CFAA doesn't just address intruders or outsider attacks on protected computers,
I1also takes into account that insiders may exceed the access that they have been granted
naprotected computer system. Since these people already have access to these systems,
their access isn't unauthorized. However, in some cases, they commit a crime if they
exceed their scope of authorized access. Under the CFAA, a person exceeds authorized
access when he or she accesses a computer with authorization, but uses that access
ngetor alter information that he or she isn't allowed to use or alter.

Insiders can be charged under the CFAA with exceeding authorized access if they
acess national security information inappropriately. They also can be charged if they
ompromise the confidentiality of a protected computer, or exceed their authorization
naprotected computer with intent to defraud.

Some sections of the CFAA require the government to show that the intruder caused
damage, Under the CFAA, “damage” is whatever does any of the following:

acedsiaqh) ul sanss|
MeT 101/MeT Ul

* Causes loss of $5,000 or more of total damage during one year

* Modifies medical care of a person

* Causes physical injury

" Threatens public health or safety

' Damages systems used by or for government entity for administration
" ofjustice, national defense, or national security

) C . . .
auses or attempts to cause death or serious bodily injury
Thffederal

Compyge government uses the CFAA to prosecute many different
rc

fimes. It used the CFAA to charge a 20-year-old University _NOTE

z&n?;f ¢Student with unauthorized e-mail access. In late 2008, The fe:erca; '32‘2:':‘;;;’1;
Prsong) aacc?ssed Yice Presidential candidate Sarah Palin’s _ uszfetcuie s reator of
MeSSageg Onlf)o' ¢-mail account. The student then posted her e-mail Pr:e s worm, This Was
the ¢ AA ' A criminal grand jury indicted the student under the first prosecution under
ey, : :d Fhe federal Electronic Communications Privacy Act :he e
‘;CCess 0g cé);l 1?10, ajury convicted the student of unauth‘orizeyd ‘
p};eld on aDpegl lgr and obstruction of justice. The convinction was

by . ntial

isions and pote

Mgl + - SUMMarizes he ¢ Act prov .
altjeg narizes the Computer Fraud and Abuse ACtP 4 significantly i 2

de g . el
renda“t hag "Stances the penalties described below are increase
A Previous CRAA conviction.

b A
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CRIMINAL
ACTIVITY

Obtaining
National Security
Information

Trespass in a
government
computer

Compromising
confidentiality
of a protected
computer

Access of a
protected
computer

Access of a
protected
computer that
causes damage

ACTION

Unauthorized
access

Access in excess of
authorized access

Unauthorized
access

Unauthorized
access

Access in excess of
authorized access

Unauthorized
access

Access in excess of
authorized access

Unauthorized
access

ADDITIONAL
ELEMENTS

Access must

affect use of

the government
computer (low
threshold to meet)

Intent to defraud

Must cause
damage:

« Intentionally
> Recklessly

= Negligently

 TABLE 121 C‘°"_“Pufé,f?Fr}a'Udand_AbU‘sé’Aéi‘_él!mm?@- T

PENALTY

Felony. A defendant can receive 3
fine, or 10 years in prison, or both

Misdemeanor. A defendant can
receive a fine, or up to one year
in prison, or both.

Misdemeanor. A defendant can
receive a fine, or up to one year
in prison, or both. The defendant
also can be sentenced for a felony
and up to five years in prison if
aggravating factors exist.

Felony. A defendant can receive
a fine, or up to five years in prison,

or both.

Different penalties depending upon
mens rea for damage caused

- Intentional:

jve a
Felony. A defendant can receive

fine, or 10 years in prison, Of both:
The defendant also can re.:elvent
20 years in prison for subseqU:
convictions or causing dafn.ag
leading to serious bot?ily I.nJUfY‘
A defendant can receive life :
imprisonment if the offe:;e
or attempts to caus€ death
. Reckless:
Felony. A defen
fine, or five years
ligent:
lylies%e?neanor. A defendanf‘e‘t
receive a fine, 0F upto©
in prison, or poth.

uses

.

ved
dant can recE
in prison or

can
yedl

°
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‘ ACTION ADDITIONAL PENALTY
(RIMINAL
ELEMENTS
ACTIVITY
Transmission Intentpngl Must cause Fel'ony. A defendant can receive
of malware: transmission damage a fine, or 10 years in prison,
viruses, Of Worms or both.
that damage
a protected
computer
Trafficking Knowing, with Affects interstate Misdemeanor. A defendant can
in passwords intent to defraud ~ commerce or receive a fine, or up to one year
computer used in prison, or both.
by government
Threatening Intent to extort Transmits threat Felony. A defendant can receive
to damage in interstate or a fine, or up to five years in prison,
a computer foreign commerce  or both.

Computer Trespass or Intrusion
The Computer Fraud and Abuse Act is the main federal law addressing cybercrime.
Inaddition to the CFAA, the federal government has a number of other laws that address
computer trespass or intrusion. These laws generally address computers that the US.
tgg;’r‘ir;lment owns or controls. Some laws, such as the CFAA, expand this definition

clude computers used in interstate commerce.

——

S

S ———— s
- 2 e

—

Sta :
te Laws Against Computer Trespass
pass statutes that

Its im ;
pmhit??rtant to keep in mind that states also may have computer tres Ll
Ot unauthorized access to computer systems or networks. Depending on the Jurt

dictio : . : |
enten:’ these crimes have a variety of names. In many states, the mere act of lnte_ntlfm?“:S !
. 1 B |

frst. 9 @ computer system or network without permission is a crime: In most jurisdictio {
me ¢ ter trespass may =

0 : : .
Mputer trespass is a misdemeanor. The penalties for compu
a .

Person is charged and convicted of more than one offense.

a ,
sho Pass statutes address only unauthorized access into a compute

"t of add
ress; : :
Omputer Viressmg actual computer tampering, access of information, 0 i
1565 or worms, These types of crimes, which are malicious in naturé: yp

re i
Ssed in other statutes. |

QSCaIate if
1

r system. They stoP |
r the injection of |
aly |

e
T
T riemcy A B
S — S AT R AR ST S

.
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Federal law addresses fraud and related activity in connection .with access devices,
It outlaws the production, use, or sale of counterfeit or unauthorized access devices, 18
Access devices include any item that can be used to obtain money, goods, or things
of value. They include items such as card, plate, code, accour}t number, electronic
serial number. mobile identification number, personal identification number, or other
telecommunications services. A person who violates this law commits a felony. He or
she can be imprisoned for 10 to 20 years depending upon the nature of the violation.

Theft of Information

Theft of information via computer networks is on the rise. Most of these crimes
take the form of theft of personal identifying information or financial information.
Financial gain is nearly always the motive for these crimes. In 2014, the U.S.. Fe(.leral
Trade Commission (FTC) announced that identity theft was number one on its list
of top 10 consumer complaints for 2013.% o

The federal Identity Theft and Assumption Deterrence Act (1998) makes 1d'ent1ty
theft a federal crime.20 If a person violates the law, she or he is subject to crirn.mal
penalties of up to 15 years in prison. This period increases to 30 years in special
circumstances. Violators also can be fined. They also must give any personal property
used to commit identity theft crimes to the government.

This law recognizes that the victims of identity theft aren'.t
{b NOTE 1 just the businesses that grant credit. The person whose identity
The FTC's identity theft was stolen also is a victim. The law also requires the FTC. to kgep
Web site provides useful arecord of identity theft complaints. The FTC must give identity

information about preventing
identity theft. You can read it
at http://www.consumer.ftc
.gov/features/feature-0014

theft victims educational materials to help them repair any
damage to their credit and personal data.
The law makes it illegal for anyone to knowingly transfer

or use another person’s identification with the intent to commit
-identity-theft.

a crime. Under the law, an identification document is any ;
document made or issued by the federal or a state governﬂ?":nbl'e
Identifying information includes items you may be familiar with as personally identifia

information, such as name, Social Security number, and driver's license number.
It also includes:

- - J

* Unique biometric data, such as fingerprint, voice print, retina or iris image:
or other unique physical representation

* Unique electronic identification number, address, or routing code
* Cellular telephone electronic serial number

* Any other piece of information that may be used to identify a specific person

The U.S. Secret Service, FBI, U.S. Postal Inspection Service, and Social Security

A(?mlnistratio'n's Office of the Inspector General all have the power to investigat®
crimes committed under this Jaw,
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rception of Communications Laws =

Inte < that address the illegal interception of communi- Lt .

e la“l d the use of eavesdropping technologies without a T e Pen Register and Trap and

cations forD! ions covered by the statutes include race Statute governs access

-ourt order. Communicat | esi
" i, radio communications, electronic communications, data
e-mail,

qmission, and telephone calls. The federal Wiretap Act (1968,
:;r;nded) governs real-time interception of the contents of
Jcommunication.”’

The Electronic Communications Privacy Act (1986) governs access to stored electronic
communications.”’ This includes access to the contents of the communication and the
headers and other transmission information. The ECPA is an amendment to the original
Wiretap Act.

The US.A. Patriot Act amended both the Wiretap Act and ECPA. The Patriot Act
enhances law enforcement tools to intercept electronic communications to fight computer
fraud and abuse offenses.

to the real-time interception
of headers, logs, and other
transmission information.22

Spam and Phishing Laws

Congress created the Controlling the Assault of Non-Solicited Pornography and Marketing
((AN-SPAM) Act in 2003.24 The act covers unsolicited commercial e-mail messages.
These messages are known as spam. Spam is electronic junk mail. It's unsolicited e-mail
}hatauser may receive. Spam is a nuisance to the recipient. The CAN-SPAM Act has
wihciviland criminal provisions.
Cg;ﬁecr;\ixl-SPAM Actrequires commercial e-mail senders to meet certain requirements.
" aT }iﬂessages are messages with content that advertise or prc_)mole a product
ik € act filso f:OI‘bldS sendin_g sexually explicit e-mail unless it has a label or

; ¢ that identifies it as explicit,2

ommercial e-mail message senders must meet the following CAN-SPAM requirements:

s DOIl't /
use false or misleading header information

* Don’ ; | B
‘i ftuse deceptive subject lines .|V NOTE
entify s ! businesses
‘1 Y the e-mail message as a commercial advertisement The FTC helps PAM Act.
clude 5 valid physi understand the CAN-5
" Inform p, physical postal address You can view their business
ol es%age recipients how to opt out of future compliance guide at http:llwww
" Prop, G .business.ftc. gov/documentf/
' Mo ,Ptly Process opt-out requests busé 1-can-spam-act-compliance
“0nitop the apfi : ;
acti ; : X -quide-business.
: nder's beha[fZ(?nS of third parties that advertise on the 9
“hsepey

of ate e-m. : i : -

2a1li 9516,00( Zd;l Sentin violation of the CAN-SPAM Act is subject to penalties

g lor U-Sin € FTC enforces the civil provisions of the Act. It also has promul-
€8ses to follow

2redsiaghy) ul sanss)
MET 0L /MET [eulwi)
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The CAN-SPAM Act also has criminal provisions. It includes penalties for;

» Accessing another person’s computer without permission to send spam

Using false information to register for multiple e-mail accounts or domain names

o

Relaying or retransmitting spam messages through a computer in order
to mislead others about the origin of the e-mail

Harvesting e-mail addresses or generating them through a dictionary attack

o

a

« Taking advantage of open relays or open proxies without permission
in order to send spam?®

The U.S. Department of Justice enforces the criminal provisions of the CAN-SPAM Act.
Criminal penalties include fines or imprisonment of up to five years.

The first conviction under the CAN-SPAM Act occurred in 2004. In that case, the
defendant searched for unprotected wireless access hotspots and exploited them to send
spam messages. The spam messages advertised pornographic Web sites. Eventually
the court sentenced the defendant to three year's probation and six months of home
detention. He also had to pay a $10,000 fine.

Spam e-mail messages also can be phishing attempts. They're scams that typically
take place via e-mail or instant messaging. They're a form of Internet fraud where
attackers attempt to steal valuable personal information from their victims.

There's no federal anti-phishing law. However, phishing attacks can be prosecuted
under a number of different federal laws. This includes many of the laws already
discussed in this section. For example, if the phishing attackers are attempting © stealn
personal information, they may be committing identity theft. The federal Identity Ther
and Assumption Deterrence Act would apply. They also may be committing compu}t;
fraud or access-device fraud. Some phishing attacks also can be prosecuted undert
CAN-SPAM Act. SrSeS:

If a phishing attack includes malicious activity, such as spreading computer u’i)lale
then the Computer Fraud and Abuse Act would apply. Phishing scams also can V!
state laws on fraud and identity theft.

Cybersquatting
Cybersquatting is the bad-faith registration of a domain name thatisa regs e
trademark or trade name of another entity. Congress created the Anti-CY erszle isterin
Consumer Protection Act (ACPA) in 1999.% It's designed to stop pedD = o
domain names that are trademarks that belong to other entities. mnlm
The ACPA allows entities to sue cybersquatters. To prove such acase the 11
show that the cybersquatter registered the trademark in bad faith with mtenmine pad
from the registration. The ACPA includes nine factors that help a cout lefet
faith.3° Those factors are:

—cerslf
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¢ Aperson’s intellectual property rights in the domain name

. Whether the domain name consists of the legal name of the persop

+ The person’s prior use of the domain name in connection with the sgle
of goods or services

+ The person’s noncommercial or fair use of the domain name

+ The person’s intent to divert consumers from the mark owner's own
Web site |

+ The person’s offer to sell the domain name without having used the
domain name for the sale of goods or services

* Whether the person gave false or misleading contact information when
registering the domain name

* Whether the person registered multiple domain names that are identical
or confusingly similar to marks owned by others

acedsiaghy ur sanssj
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* Whether the mark incorporated in the domain name is famous
and distinctive

Under the law, a plaintiff can recover damages and ask the court to issue an
njunction that stops the cybersquatter from using the contested domain name.
The court also can award statutory damages of up to $100,000 per domain
tame violation. Courts also can award the contested domain name to the
Winning party,

Malicious Acts

Common malicious information security acts include malware, worms, viruses,
f\;isT:;jan .h(.)r'ses. For the most part, the federal government can prosecute these
¥ Underatcliwmes under the Computer Fraud and Abuse Act. _ b s
atdam ¢CFAA, the intentional transmission of malware, VII‘U:ICS. 0lr o
ol the CF,:,gf dprotected computer is a felony. Remember that' fort etp;te%
Compye. 1 almost any computer connected to the Internet is a pro ifm Sk
FAA Witil he government can charge people who violate thlslprOV'lS >
: @ lelony, They can be punished with up to 10 years in prison. e

7 3 . : l
Stalk} afli)Stalkmg I also a malicious act. Cyberstalking is the use of the Interr
messages ber Person in g threatening way. Cyberst )
theiy \'ict" %8S, social networking platforms, and even entire W ,

Many *: Cyber stalking is sometimes also referred to as cybern

Ma

. I i . cen u
Wine| Aditiona] state laws on stalking and harassment have been up
. rcrimes,

berstalking 1

e i
alkers could use e-mail, instar

eb sites to target
arassment.
dated

bergy kh‘i“guage about cyberstalking. Like many other cybe
Drohibited 8 often croggeg state borders. At the federal level. ¢y
®Fanumber of different laws:
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Learn more about
preventing cyberbullying |
at www.stopbullying.gov. |
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* The Telephone Harassment Act—Makes it illegal to use the Internet to
transmit any message to harass or threaten another person.*!

« The Interstate Stalking and Prevention Act—Makes it illegal for anyone
who travels across states to use any interactive computer service to cause
substantial emotional distress.>?

« The Interstate Communications Act—Makes it illegal to transmit in inter-
state commerce any threat to injure another person.??

Cyberbullying is closely related to cyberstalking. The distinction is that cyber-
bullying is harassment that takes place between school-aged children.** Depending
on the situation, state cyberbullying or cyberstalking laws tend to apply most in
these situations. Currently, no federal law directly addresses cyberbullying. The
federal government has attempted to expand the use of the Computer Fraud and
Abuse Act into the area of cyberbullying with little success.

In 2008, the Department of Justice indicted Lori Drew for violating the CFAA.*
The government argued that her activities on a social networking service exceeded

 herauthorization in the use of a protected computer. She

1

. exceeded her authorized access by using the site in excess of

' the use authorized by the site’s terms of service agreement.

A jury found her guilty of a misdemeanor CFAA violation.
That conviction was set aside in August 2009. The judge found
that there were several problems in applying the CFAA to the
case.’® The government didn’t appeal the judge’s reversal.

e o S

Well-Known Cybercrimes

The list of well-known cybercrimes changes every day. The Computer Fraud and
Abuse Act is the “go to" act for federal prosecution of cybercrime. It's very broad,
and almost any type of Internet-related crime involving computers will fall within
its scope. Prosecutors often include CFAA charges with other federal criminal
charges if a computer is involved in the commission of a crime.

Some cybercrimes are well known because they were “first.” For example, the
Morris worm was one of the first computer worms on the Internet. At the time,
it infected and overwhelmed a number of government systems. The creator of
the worm was the first person charged with violating the Computer Fraud and
Abuse Act.

The CFAA also was used to prosecute the creator of the Melissa virus. When it
was released, the Melissa virus was one of the fastest-moving and most destructive
viruses. David Smith created and distributed the Melissa virus in 1999. The virus
caused more than $80 million in damage. He was sentenced to 20 months in federa!
prison in May 2002. He also was fined $5,000.
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‘ercrimes are well known because they're the T

Other cyb one of the hackers in the TJX Companies, Inc. | Dot
- illS[all]CCC(i the harshest-ever sentence for a hacking case in ‘
N fecf(‘)‘m The federal government had charged him with government js Prosecuting
.\lard} g th. CFAA, federal laws related to access device fraud, '~ ybercrime by visiting the
\.mla[}lln%demitV Theft and Assumption Deterrence Act. The | Department of Justice Computer
}iﬁkleref\lbert Gonzalez, was sentenced to 20 years in prison. '

(& '
e was also fined $250,000.

You can learn how the federa)

Crime and Intellectual Property
Web page. The “Press Releases”
page lists recent cybercrime

| Prosecutions. The Web page is
Gen eral TorE Law(.joncgplts | available at http:liwwwjustice

i -govicriminallcybercrime.
Atortis some sort of wrongful act or harm that injures a person.

Aperson who is injured by a tort may sue the wrongdoer for
damages. The word tort is from the Latin word tortus, which

adedsiagh)y u sanss
meq uog/meq jeunwiiy

. [ Nore
means wrong or twisted. | © ‘

Inthe United States, tort law has evolved from English I A tortfeasgr is a person
common law. Many states give either common law or statutory | vsfho commits a tort. |: trhn:d
fecognition to most torts. When states enact tort laws, they : d'fchUSS'On, i tF:'S:: :rtaisgca”ed
tpically are trying to expand or limit common law tort liability. with committing

a defendant. A plaintiff is the
person allegedly injured by the
defendant’s actions.

Common law tort principles are similar among the states. The
American Law Institute has prepared a review of tort law. The
Restatement (Second) of the Law of Torts summarizes the common
law tort py]es, o .
Tortlaw s baseq o the premise that people should go about their daily busmess_ )
"away that doesn't harm other people or their property. So long as people are aCEn':r,
easonably, thjg g €asy to accomplish. Tort law allows people a way to recover for thei
Uies if another person doesn’t act reasonably.

Wh?}rltela\\' uses the reasonable person standard tq determine [ N.OTE A
dem”m.r 5 per Son acts appropriately. Courts use this standellrd to Tortious co:ndu;duct i
Sty neif aperson acts reasonably in response to a particular | o1 quct. It's co =
1on. This Standard determines whether conduct is tortious. is unreasqnable giv
e are three types of torts. They are: | thesituation.
c’ S}rict liability torts

J 1 egligem torts
tentional tOrts

. iSsQCtion B 7 o should keep
mipg Willbr efly describe g]] three types of torts. However, you s

: ional
at Qi A 1 £ r the intentiona
lorgg ca[egOr;nOSt torts "ivolving computers probably will fall unde

B
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Strict Liability Torts

Strict liability is a legal concept that means that people can be held responsible for thei;
actions even if they didn’t intend to cause harm to another person. A number of areas
of law apply this concept.

In tort law, a person is held liable for strict liability torts regardless of intent or
negligence. Courts usually impose strict liability theories in unreasonably dangerous
situations. These are situations where even a reasonable person can'’t prevent risk, The
main reason for imposing strict liability is to discourage unreasonably risky behavior,

The classic example of a strict liability tort is when a person keeps wild animals as pets.
Wild animals are inherently dangerous. Even if the owner of the animal takes reasonable
precautions, there’s still a risk to the public if the animal escapes. If an animal were to
escape and injure a person, courts would hold the owner liable for any damages that the
animal caused. Courts hold the owner liable even if the owner takes every precaution
available to ensure safety.

In a tort based on strict liability, the plaintiff must show that the defendant engaged
in unreasonably dangerous activities. The plaintiff also must show that he or she
was harmed. The defendant bears the burden of proving that the activities were not
unreasonably dangerous.

Negligence Torts

Negligence torts are based on the premise that a person is liable for any injuries
or harm that are the foreseeable consequences of his or her actions. In order to prove
a negligence-based tort, a plaintiff must show that:

« The defendant owed the plaintiff a duty of due care
«+ The defendant breached his or her duty

« The breach of duty caused the plaintiff’s foreseeable injuries
« The plaintiff was damaged

Plaintiffs must prove that the defendant owed them a duty of due care. A duty of du
care is a person’s obligation to avoid acts or omissions that can harm others. The leve
of duty that one person owes to another is based on the reasonable person Standard'
The reasonable person standard is a legal concept used to describe how an ordinary
person would think and act. The plaintiff will present evidence on what a reasonabfl ecare

person in a similar circumstance would have done. This evidence shows the el
that the defendant owes the plaintiff.

T There are special duty of due care rules for people i e
3 . o . 1 i l
tions. Learned occupations are professions where spec1al trainills o

a-
1 learned occu

The standard of care | skill are required. Under the law, people in these occupations & 1able

for professionals in . ahigher standard of care. They are held to a standard that'sred
learned occupations is

important in professional
malpractice cases. |

for members of that profession. For example, a Jawyer's duty© dard:
care toward his or her clients is based on a reasonable lawyer ®

. Doctors, architects, engineers, and airplane pilots are hel
.. ableness standards based on their professions.

.
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i must show that the defendant breached a duty :

The Plam%lat is, the plaintiff must prove that the defendant’s . NOTE
of duevfaﬁl below what a reasonable person would ha\fe done A plaintiff also can B
hehavior ee situation. The plaintiff will compare the defendant’s breach of duty by shiswing
iﬂ‘he,’gam ainst the evidence that was used to show that the that the defendant faileq -
et aiqd aduty of due care. The plaintiff can show that the | take a required action, This
defendaﬂi b;eached his or her duty by showing that the defendant is called an omission,
diig?ﬁr; way that was unreasonable given the situation and the ‘
d
defendant’s duty.

—

The Reasonable Information Security Professional

Torts based on a professional’s duty to provide competent services are among the oldest
negligence torts. Is an information security professional a member of a learned occupation?
Willinformation security professionals be held to a “reasonable security professional” standard
when giving advice to clients? There’s some argument that this could be the case sometime

in the future.
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Information security as a career path continues to evolve. Many information security profes-
sionals are highly educated individuals who are experts in their fields. Most of them have

| certfications in various technical aspects of information security. Many computing vendors offer
E technology-specific security certifications for their products.

|
|
|
|

| Anumber of independent organizations offer security-related certifications as well. The
International Information Systems Security Certification Consortium (ISC)? grants certifications
0 many information security professionals. This organization certifies that information security

prfgssionals have varying levels of experience and knowledge in the field. You can learn about
(5CR at http s, Isc2.org/.

Z:;;CIZEZLTS”;?UOH Assgrancg .Cer.tification (GIAC) program also grants information security

‘ Bratng SYS‘Ien: ers S‘pecnal cert|f|celzt.|on.s in areas such as audit, intrusi(?n detec'gon, and‘

Pofessonals holdsegi:nty' Thése (fert|f|cat|ons test technical skills. Many mformatngn security

Both (SCP ang g C certifications. You can learn about GIAC at http:/lwww.giac.org/.

that definesaccep:\acb{equlre certificate holders to follow a code of ethics. Each group h'a‘s a code

Oders to gt e levels of behavior for certificate holders. Both codes require certificate |
¥ when giving information security advice. These organizations also require

Crtifica, ;C responsib
€ holde . : .
b €Nngage in activities that keep their information security skills up to date.

As of

'S Writin ; :
ofessional, gi’n:O US. court has recognized a professional duty for information security
"t he SOmetime 3bout whether information security certifications and the ethical obligations
Partof ® "équire could be used to show that information security professionals are

% €arn ,
('I ed ro . ,
S Securg in O‘im;‘i§slon. Could this change how information security professionals help their
1on systems?
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( For example, a plaintiff may be able to establish that people have a duty ¢, ks

‘ their sidewalks free from ice in the wintertime. To prove that the defendant brea?})]

\ this duty, the plaintiff would present evidence that the defendant didn’t shove] p; x
her sidewalks. The plaintiff also would have to show that the defendant’s failyre tsoor

\ keep the sidewalks clear injured the plaintiff.

The plaintiff also must show that the defendant’s breach caused the plaintiff's
foreseeable injuries. Often courts use the “but for” test to meet this requirement,
Would the plaintiff’s injuries have occurred “but for” the defendant’s actions? Once it's
established that the defendant caused the plaintiff's injuries, courts review whether
those injuries are compensable.

The law recognizes that there are some instances where the defendant is no longer
responsible for the plaintiff’s injuries. This happens when the plaintiff’s injuries
aren't foreseeable. The famous case that explored this concept is Palsgraf v. Long Island

J Railroad (1928).37

In the Palsgraf case, a passenger was running toward a moving train. Train
employees tried to help the passenger board the train. As they helped him, they
bumped a package from his arms. The package contained fireworks. The fireworks
exploded on the train tracks. The explosion caused a scale on the train platform to
topple over. When it fell, it injured Mrs. Palsgraf. She sued the railroad for her injuries.
m— The New York Court of Appeals decided the case. The court

D NOTE . held that the plaintiff’s injuries were not a foreseeable result of the
In New York, the Court , actions of the railroad's employees. The court also held that the
of Appeals is the state’s defendant had no duty to the plaintiff. The duty was owed to the
highest court. | passenger that the train employees were trying to help onto the
_____J train. Since there was no duty owed to the plaintiff, there could be
no liability.

The Palsgraf case has come to stand for the rule that there’s no duty to an
unforeseen plaintiff for unforeseeable injuries. If there’s no duty to an unforeseen
plaintiff, then there’s no negligence. This is known as proximate or Jegal cause. It
means that a plaintiff’s injuries must be the natural and foreseeable results of the
defendant’s negligence.

Once the plaintiff proves that the defendant committed a negligent act. the plaint
must prove damages. In a tort case, damages can be economic or non—econOmiC'
Economic damages are damages that have a monetary value. They include comper”
sation for medical bills, lost wages, and damage to property. Non-economic damag®®
are harder to prove. They include compensation for items such as pain and sufferi?®
or loss of companionship.

A court awards damages in a tort case in an attempt to make a plaintiff whole:
Th?se'a‘re called compensatory damages. Compensatory damages try 0 place the
plaintifl in the same position that he or she would have been in had no tortious .
occurred. This is the primary goal of tort lawsuits.

I
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rt doesn't usually award punitive damages in a negligent tort ¢
A c'c?l jamages if the defendant’s actions are grossly negligent., This
‘”“m\eI ar;y states have placed limits on the amount of punitiye dama
' ward in a tort lawsuit.
ome defenses to negligence torts. A defendant can use thes
limit liability. A defendant has the burden of proving her
t common defenses are:

ase. It may awarq
doesn’t happen

often. ges that a court

orjury cana
There ares
help escape or
The three 105
, Assumption of Risk—The plaintiff had assumed the risk of the defend
and any injuries resulting from those actions. If the defendant

of risk, he or she has no liability to the plaintiff.

. Contributory Negligence—The plaintiff should recover nothing because his
or her own actions also contributed to his or her own injuries. If the defendant
proves contributory negligence, he or she has no liability to the plaintiff. Only
afew jurisdictions follow this rule, because it's very harsh.

e defenses to
or his defenses,

ant’s actions
Proves assumption

aceds1agA) ul sanssy
Me] 01 /MET [eulliL)

+ Comparative Negligence—The plaintiff should recover only a pro rata share of
damages because his or her own actions also contributed to his or her injuries.
In most jurisdictions, a plaintiff less than 50 percent at fault can recover a pro rata
share of damages based on the defendant’s level of fault.

Intentional Torts

Intentional torts occur when the defendant intended to commit the tort. Intentional torts
often share many common elements with a crime. It helps to remember that civil actions
address torts and criminal actions address crimes.

Inalawsuit for a tort, the person who was harmed seeks compensation from the
Wrongdoer. In a criminal trial, society is punishing the wrongdoer for the crimes
“mmitted. The same action can be both a wrong against society (a crime) and a wrong
agai'ngt anindividual (a tort). It's entirely possible in a criminal action that the victim of
4crime won't be compensated for injuries. The victim can then bring a lawsuit against
"ewrongdoer for the underlying tort and recover damages. :
COHT[:;C‘leiss}ic example of an intentional tort is battery. Battery is harmful or offe.n51§'<lzl ,
s hut another person. The battery tort occurs when the defendant intentionally

Sharmful contact with the plaintiff.
f:;oit fommon defense to an intentional tort is that th(iplaintiff conse(;ltfdl;czl '
i yge t}iu la.m(?n" A defendant must prove that the plaintiff consented. A delet

Mostof tll:eatmnff $ words or actions as evidence to prove consenF. i
Thege Occur Whorts associated with computers and cyberspace are 1'ntef1tlf) gl
“ompytey ; en}the defendant uses a computer or takes some action VOIS

' ntemlOnally to harm the plaintiff.
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