CHAPTER

ONTRACTS ARE USED TO FORM RELATIONSHIPS between parties for the g
of goods and services. People enter into contracts every day, oo :
us never even think about the terms of everyday contracts or the Ules
governing those contracts. You enter into a contract when you buy 5 cup
of coffee at a local coffeehouse. Many people buy things online. The terms
of those purchases are governed by a contract.
This chapter discusses contract law. It's important to understand the basics
of traditional contract law. You can apply those concepts to online contracts

This chapter also discusses special types of online contracts. Finally, this
chapter introduces some emerging information security issues in contracting

for services in cyberspace.

Chapter 11 Topics
This chapter covers the following topics and concepts:

* What general contract law principles are

* How to contract online

What special types of contracts in cyberspace are
How these contracts regulate behavior

What some emerging contract law issues are
What some case studies and examples are
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When you complete this chapter, you will be able to:

\ « Describe traditional contract law principles

spenuo) Jo 90y Yyl

« Describe the main differences between contracting on paper
and contracting online

L

Describe shrinkwrap, clickwrap, and browsewrap agreements
« Describe end user license agreements

» Discuss why it's important to include information security provisions
in contracts

« General Contracting Principles
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. : Contracts are used everywhere. A contract is a promise between people to sell goods or
' perform services. Some basic contractual principles apply to all contracts, no matter what
the underlying transaction is. People use contracts to state the rules of their relationship.
Contracts determine how parties will act with one another. They recite the promises that
~ each party makes to the other. They also help describe what happens if the parties can’t
complete their contract.
A mixture of common law and code law governs contract formation and performance.
— Many states have enacted statutes that govern certain types of contracts. One law that
many states have in common is the law addressing the sale of goods. Laws governing the
sale of goods are part of the Uniform Commercial Code (UCC). The National Conference
of Commissioners on Uniform State Laws (NCCUSL) wrote the UCC. The NCCUSL works
to develop uniform state laws. It has been in existence since 1892.! Each state appoints
commissioners to work on draft model laws. It took the NCCUSL 10 years to write the UCC.
The UCCis a model law that states can adopt. Every state has adopted all or parts
of the UCC. Sometimes states may amend portions of the UCC when

they adopt it. Article 2 of the UCC addresses the sale of goods. NOTE

A*good” is a movable object like a computer, desk, or chair. States st o

have enacted similar laws governing the sale of goods so that 1 Ve particalar e

commerce between the states can be predictable and uniform. oy ‘

This helps encourage even more commerce and business. L e
The UCC doesn't cover every aspect of contract law. Many § LR R

parts of contract law are left to each state’'s common law.?

Ll
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@ NOTE

The American Law Institute
and the NCCUSL worked
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" Common law contracting principles a]g, are sim;
the states. The Restatement (Second) of the Lawq lar amOng
summarizes the common law rules, The Restaten ONtragy

e
on common law contract rules. The American ntis 5 treau%

Sti

. : . ; n
together to create the Uniform prepares it.> The ALLis a group of highly dlStinnghedjS;te (ay

Commercial Code. lawyers, and legal scholars. They review cages

. . ° 3 On a Certai S'
./ of law. They compile the principles in those cases ingo 5 n'

rules. These rules are not binding authority on a court the way statytes or Collrtern? of
are. However, they do offer guidance on what the common law is, Wlings
This chapter discusses the basic rules that are apghcable to all contracts, 1 also
discusses how those rules apply to online or electronic contracts. This chapter doesyy
discuss the special rules that apply to certain types of contracts such as req] estate or

securities transactions.

The general contract law rules are derived from the common law. It's importap
to keep in mind that the common law traditionally applies to contracts for services,
while the Uniform Commercial Code applies to contracts for goods.

Contract Form

A contract is a legally binding agreement. It's enforceable in court. Contracts can be ither
oral contracts or written contracts. Oral contracts are contracts that parties don't Write
down. Written contracts are contracts that may have been negotiated verbally, but are
then written down. An oral contract is just as enforceable as a contract that is written
down. However, there are a few reasons why written contracts are best. They include:

T ) ° Proof—It’s easier for a person to prove the existence

NOTE of a written contract.

A lawyer’s favorite line, “an oral
contract isn't worth the paper
it's written on,” is attributed to

* Terms—It’s easier for a person to prove the terms
of a written contract.

Samuel Goldwyn. Goldwyn was * Precision—A written contract requires the parties to be
a Hollywood producer who rose more precise in defining their relationship.
to fame in the 1920s. ¢ Clarity—A written contract is more likely to have terms

e s that clarify what happens if a contract relationship fails.

Some types of contracts must be written down and the contracting parties must sign
them. Otherwise the contemplated transaction cannot take place. These contracts must
be written down to prevent fraud between the contracting parties. The rule that requires
these contracts to be written down is called the Statute of Frauds. For example, contracts
for the sale of land must be written down. Some contracts for goods that are valued over
$.SOO also must be written down.* The law requires these contracts be written down 2
signed to provide proof of their existence.

No matter what the form of a contract, all contracts must have certain elements in it
order to be enforceable, Contracts must be made between parties that have the legel ablllf)

t(_) elnter mt.o them. Parties can contract only for transactions that are legal and that e
violate basic societa] principles,
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Iv. the parties to the contract must show that they intended to enter into
B \'A ’ = Fo—— p
Flﬂ?ﬁlc— rransaction with spec1gc terms. This .l,s called mutual assent. Mutual assent
“ 7 “acceptance” process.
shown through the “offer” an P p
: t
apacity to Contrac . |
) Jaw assumes that almost anyone can enter into a contract. There are few exceptions
:' 'a ule. People who enter into contracts must be able to understand that they are
3 o tms-;ting. for a relationship. They also must be able to understand that each party
i go}ilave rights and obligations because of the parties’ agreement.
A court ;\'on't find a contract enforceable if a person wasn't [r—
E e to understand the consequences of entering into the NOTE
-ntraCt at the time that it was formed. A person who is unable A person who lacks “contractual
Vi, understand the consequences of entering into a contract lacks capacity” isn't bound by his or her
ontractual capacity. contracts. Courts won't enforce
1 The law recognizes that the following classes of people may contracts against a person who
‘, ck contractual capacity: lacks contractual capacity.
E . Children under the age of 18 e
» People who are mentally incompetent
' * People who are intoxicated by drugs or alcohol
In most cases, courts won't enforce contracts against people in these classes. There
e special rules for contracts for necessary items such as medical care., People who
Jack contractual capacity can be held responsible for contracts that they enter into for
% Bhecessary items. These rules are applied subjectively. Courts look at the facts and circum-
ances of each case. The legal representatives for both children and mentally incompetent
(people may approve certain types of contracts on behalf of the people that they represent.
" The contractual capacity of an intoxicated person requires special review:.
jTo avoid a contract based on intoxication, a person must be SO P LIS
intoxicated that his or her mental capacity is limited. Courts will NOTE
look at objecti ’ intoxication and the actions of the Yol
look at ob!ectlv.e me;sures of' 1r(11t<i?(bca t ations iy el An Intoxicated person can lack
party. An intoxicate pers'on S deliberate ac i ling the capacity to contract i
contract terms on a napkin, might be used to show that a valid drug or alcohol use. A court can
contract existed. _ find contractual incapacity even
A person who is trying to avoid a contract may claim that he if a person’s drug or alcohol use
- orshe lacked the capacity to enter into the contract. If a person was voluntary. It depends on
| raises this defense, then he or she bears the burden of proving the facts of the case.
* the lack of contractual capacity. G

Contract Legality

- Some types of contra
- policy, Pup]
: that is cont

cts simply aren’t enforceable. This is because the
ic policy refers to the principles that form

rary to those principles isn't enforceable,

Yy are against public
the beliefs of a society. A contract
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() NOTE

Courts won't enforce illegal

contracts. An illegal contract

is formed when part
into an agreement to commit

a crime or other wrongdoing.

') NOTE
Contracts that aré unfairly

burdensome are called
unconscionable. Unconscionable

contracts aren’t enforceable.

> NOTE

In contracts for the sale of goods,
the offeror is called the seller.
The offeree is the buyer.

pe————

The offer must contain enough terms a
action. In a bargain for the sale of goo
describing goods, the quantity of goods
offeree would know what and how muc
are material terms of the transaction. Ano
knows what is part of the bargain.

To be valid, an offer must be communicate
offeror selling a couch must communicate the item to
and the price for the item. They must communicate all
a sufficient offer. An offer is valid as soon as the offeree receives it.

7 NOTE

Offers expire after a reasonable
period of time. Courts determine
Yvhat areasonable period of time
Is by looking at the facts and
drcumstances surrounding a case.

jes try to enter

s Influencing Informatio
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An example of an unenforceable contract is 5

urder. It’s against the law, and public .1
her person. Therefore, a court wi| n(l))tolle' | &
ct where one party agreed to kill ang,

f money. This type of contract is Ca“eder

contract form
to murder anot
enforce a contra
party for a sumo

an illegal contract.
Contracts that aren't enforceable because of public (

policy reasons include:

« Contracts that reduce commercial competition
Contracts to commit a crime or other wrongdoing
Contracts that are unfairly burdensome to one party

Contracts that discriminate based on unchangeable
eristics such as race, color, religion,

—

°
®

charact
or disability

Form of Offer

An offer is an invitation to enter into a relationship or
transaction of some kind. 5 The person who makes an offer
is called an offeror. The offeror must put enough detail into
the offer so that the other party knows what he or sheis

agreeing to. The other party is called an offeree.
nd detail to describe the underlying trans-

ds, an offer typically would include terms
available, and their price. That way, the

h he or she gets for the contract price. These
ffer has enough detail when the offeree

d to the other person. For example, an
be sold, when the item is available,
of these terms in order to make

mmunicated.

An offeree must take action once an offer is co
ted.

An offer remains open until it's accepted, rejected, or retrac
An offer also can expire if too much time passes before an
offeree accepts it. Sometimes offers say that they are valid only
for a certain period. When that period ends, the offer expires.
If an offer doesn't include a time period, then it expires alter

a reasonable period of time.
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~f an offeree doesn’t agree to the terms of the offer, then o
\"‘i't's rejected. An offeree also rejects an offer if he or she i L) NOTE
‘.broposes terms that are different from the original offer, Usually offers and counteroffers are
This is called a counteroffer. In this situation, the original

made during the negotiation process.
offer is rejected when the counteroffer is proposed. The | Verbal negotiations are very normal.
original offeror then has to decide whether to accept or . Parties don't always write down the
reject the counteroffer. The parties can't go back to the

. offers and counteroffers that they
original offer unless one of them proposes it again.® | make during this process. Sometimes

%
An original offeror also can revoke an initial offer, This | the only offers that are written down

means that the offer is no longer available. If an offer i to be ! are the final, accepted offers. These

* cancelled, this must be done before an offeree accepts it. é end up becoming the contractual terms.
" | -
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| What Communications Constitute an Offer?

Courts frequently encounter questions about the types of communications that constitute an offer

The general rule is that a communication is considered an offer if an objective, reasonable person
would consider it an offer.

Courts have long held that an advertisement can constitute a valid offer. The Carlill v. Carbolic Smoke

Ball Company (1892) case is one of the most cited cases in this respect.” It's an old English contract law
case. The Carbolic Smoke Ball was a flu and illness remed

y. The manufacturer advertised in newspapers
that it would pay Smoke Ball users a “reward”

if they caught the flu after using the product.
The plaintiff in the case used the product and caught the flu. She asked the manufacturer to pay the
“reward.” The manufacturer declined to pay the reward. Eventually the case went to court. The English
Court of Appeal held that the advertisement did indeed constitute a valid offer. It said that the plain-
tiff's actions in using the Carbolic Smoke Ball were a valid acceptance of that offer. The court found

that the plaintiff acted reasonably in relying on the terms in the advertisement. The manufacturer
needed to pay the reward that had been advertised.

s
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Not all advertisements constitute a valid offer. In Leonard v. Pepsico, Inc. (S.D.N.Y. 1999), the plaintiff
claimed that a Pepsi television advertisement showing that “ Pepsi points” could be redeemed to
claim a Harrier jet was a valid contractual offer.8 The plaintiff claimed he accepted the offer when

he submitted Pepsi points, cash, and a claim form for the jet to Pepsi. You can see the commercial
at http:/fwww, youtube.com/watch?v=ZdackF2H7Qc.

s =

The court held that it was clear that Pepsi's “offer” of the Harrier Jet was a joke. It said that an
Objective, reasonable person wouldn't believe that the television advertisement constituted a real offer.

The best part about this case is the court’s opinion. It's clear from the opinion that the judge had a
sense of humor and dramatic flair. In discussing the commercial, the judge wrote, “Plaintiff's insistence
that the commercial appears to be a serious offer requires the Court to explain why the commercial is
funny. Explaining why a joke is funny is a daunting task....” You can read the opinion at http://www
kentlaw, edu/faculty/sharris/classes/contractsfall09/CourseDocs/2009Supplement. pdf.
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Form of Acceptance

An offer is accepted wh
Traditionally, an accept
original offer. This was €

even a small changei
n of the origina

as a rejectio

a counteroffer. Parties

cing Information Security

en the offeree agrees to the terms of the offerop
ance had to have exactly the same words i [F S bafgdm,
alled the mirror image rule. The mirror image rel:lms asthy
1 terms or language between the offer and an g, Crmeam that
| offer. The new terms in the acceptance thenmdnc
had to be very careful in their negotiations to yse ¢

to avoid the rule.

¢ Served

terminology all the time ' |
Today there's less emphasis on the mirror LT

————

[» NOTE

A material termin a contract
is one that is necessary to
understanding the underlying
transaction. Material terms
include item, price, quantity,
and time when the item is
available for delivery.

ee?

e it N

[ NOTE

An offeree’s silence is not
acceptance of a contract.
An offeree usually has no
legal obligation to respond to

an offer.
RS

s ——y

 NoTE

The mailbox rule says that
an acceptance is valid as
soon as an offeree sends it.
It applies only to acceptances. |
It doesn’t apply to situations
where the offeror revokes
his offer. A revoked offer

is valid once the offeree

actually receives it. J

mllef ‘igncf{feror specifies that an offer must be accepted in a certain way, then the
apply. The mailbox rule also doesn't apply if an offeror states that a cont

An acceptance doesn’t have to be identical to an offer tob
enforceable. Under the more relaxed rule, an acceptance ie
viewed as a counteroffer only if the terms of the aCCeptanz
change a material term in the offer. If the acceptance dOes:’t
alter material terms, then it's enforceable. The UCC folloys
the relaxed mirror image rule.’

The offeree must clearly communicate acceptance back
to the offeror. This includes the use of words like “Yes” or
“T accept.” Acceptance of an offer also can be communicateq
through actions. One action that clearly communicates accep-
tance is paying money.

The timing of the acceptance is an important consideration
under the common law of contracts. When parties are in the
presence of one another, acceptance is communicated instanta-
neously. A contract is formed when the offeror receives the
acceptance. It's formed automatically because the parties are
clear on the terms of the offer and of the acceptance because
they're in each other’s presence. There’s no break in communi-
cation that might indicate that the offer has been revoked.'”

The situation is different for delayed communications.

For those communications, courts developed the mailbox rule.
The mailbox rule means that an offer is deemed accepted for legal
purposes as soon as an offeree puts a written acceptance into
the mailbox. The mailbox rule developed because there was often
a time lag in postal communications that could cause the parties
to doubt whether a contract existed. The relationship between the
parties is clear if a contract forms upon mailing the acceptance.
Under the mailbox rule, an acceptance is valid as soon as it's
dispatched or sent.

mailbox

ract

doesn’ i
requ?r ; :‘;Z Z} limll he or she receives the acceptance. Today, many offers specifically
Lol the acceptance before a contract is formed. They do this to av0! e

application of the mailbox rule

-
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eeting of the Minds

pasic rule of contract law that the parties to a contract {
o {0 its terms. To determine whether the parties '{ > NOTE

It's
{agree o ;
. d?d make a contract, courts look to see if there’s mutual

b really o == . Mutual agreement is a contract
- ggreement. A courl'studles the parties \\fords and ac‘tlons. law principle that is used to
A court looks for evidence tha.t both parties acted as if they describe how the parties intend
pad entered into @ contract with one another. | to act with respect to a contract.
The idea that contracts form when there’s a meeting 5,, It's also called mutual assent or

of theminds is @ long-standing feature of American law. | meeting of tf.re minds. One of
The United States Supreme Court held in Baltimore & Ohio ‘ the case StU'd'eS at the end of this
Railroad Co. v. United States (1923) that a contract can be chapter reviews mutual assent.
inferred from the conduct of the parties.! This is true even

if no written contract exists.
Meeting of the minds is evidenced through words, such as saying “I accept”
in response to an offer. It also can be shown through the actions of a party. If the parties
behave in a way that suggests there’s a contract, then courts likely will enforce some
sort of agreement.

Consideration

In forming a contract, the parties must bargain for something of value. This is

called consideration. Consideration is an essential contract element. It means that

the parties have bargained for, and are exchanging, something of value. Every
contract must be supported by consideration. If there's no consideration, the contract
is not enforceable. §

Consideration is reciprocal. It means that both parties ] D NOTE

are promising to do something. For example, the offeror offers i : il
: Consideration is an exchange

. of money, goods, or a promise
to perform a certain action.

to develop a Web page for $50. The offeree accepts the offer.
The offeror’s consideration is developing the Web page.

The offeree’s consideration is paying $50 for the developed
Web page.

In the United States, courts don’t usually review the value of the consideration
that the parties exchange. They leave it to the parties to determine the sufficiency
of their own deals. As long as a party has the capacity to contract, they are free
to bargain and enter into contracts. This is true even if they enter into contracts
with terms that seem unwise. Courts will only review whether the consideration
Was truly bargained for and whether there was a mutual exchange of promises.

Some transactions don't have consideration. If there’s no consideration, there
can be no contract. For example, gifts don’t involve consideration. In addition,
there’s no consideration when value is given for a service that a person has already

performed. This is called prior consideration. Prior consideration can’t be used to
form a new contract,

S1ORAUO) JO 3]0y YL
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In addition, there's no consideration when a person is alread
something because of a preexisting obligation. For instance yo il Cquireq
’ u C

a contract with a firefighter to save your burning home becayse -
already has an obligation to fight the fire.

T -,\A:—.—r—rs‘;x:s.\‘

NOTE

In the law, a party is discharged
when he or she no longer has
any responsibilities or obligations
toward the other party.

T

an't to g
3 Cring,

e ﬁreﬁghter

Performance and Breach of Contract

A contract must be performed in order g },

This means that each party must fulfill hjs (‘)’Complete.
to one another. If the parties complete al] of rt }llle'r Promjge
to one another, then they're discharged from aelr Promjge
obligation. Discharged means that each party j ’;Y furthey
their contract requirements. 8 Ireed frop,

There are three general types of contractual performance:

+ Complete performance——When a party performs all of his or her contract
promises this is called complete performance.

» Substantial performance——A party's performance of all material contract
promises is known as substantial performance. Nonperformance of some terms
results in a minor breach of contract.

* Incomplete performance—A party’s failure to perform his or her contract
promises constitutes incomplete performance. This kind of nonperformance
results in a material breach of contract.

—————C——————
@ NOTE

A remedy also is called legal
relief. Courts grant remedies

in order to enforce the rights

of the parties that appear before
it. A winning party is usually the
party that receives a remedy.

{» NoTE

A duty to mitigate is the non-
breaching party’s obligation not !
to aggravate the harm caused
by a breach. A person may not
allow their damages to rise
if it is possible to keep their
damages low. They must take
reasonable actions to limit the
amount of harm caused by
the breaching party.

If one party doesn't fulfill all of their promises, then the
other party may sue them for breach of contract. The
non-breaching party may sue for both a minor breach of
contract and a material breach of contract. Once a lawsuit
is filed, a court reviews the parties’ contractual perfor-
mance. It then determines what remedies are available
to the non-breaching party.

In contract law, a court may order a variety of legal ;
remedies. It awards remedies depending upon the facts © se
the case. The available legal remedies in @ contract la“C' tca
include money damages, specific performanCCv contra
rescission, and contract reformation. A

The most common type of remedy in @ breach Orefers to
contract dispute is an award of damages: Da'"“g_ifn,t preac
money that the court awards to the party thd ld to make
the contract. For the most part, damages are usen
a party whole. They try to compensate a Par ya oCcurred-
them in the same position as if the breac ngve to avoid
Under the law, a non-breaching party has @ hir party’s
or reduce the total damages caused by the ot
breach of contract.
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There are four types of money damages that can be awarded in a contract case: fg
« Compensatory damages—A money award that compensates a non-breaching §
party for the other party’s breach is called compensatory damages. These damages =
place the non-breaching party in the same position he or she would have been in @
had the contract been fully performed. This is the most common type of damages
that courts award. _
» Consequential damages—A money award that compensates the non-breaching |
party for foreseeable damages that arise from circumstances outside of the contract. ‘
The non-breaching party can’t mitigate these consequential damages. ,
o Liquidated damages—A contractual grant of money (o
damages. The parties predetermine the amount of . |7 NOTE
damages prior to entering into the contract. The Punitive damages are damages ‘
contract specifically states the amount of damages that | that punish a party for bad ;
anon-breaching party is entitled to. Courts will approve or wrongful behavior. While i
liquidated damages as long as they're reasonable. | punitive damages are usually
* Nominal damages—A money award to the non-breaching | R an e Indoriavgthey e :
: . generally not allowed in breach
party even though they haven't suffered any financial : :

of contract cases.
loss because of a breach of contract. An award of

nominal damages recognizes that a breach occurred,
but nothing more.

| [ NoOTE

! o
Specific performance is an
equitable remedy. An equitable
remedy forces a person to do
(or not do) some act. Equitable
remedies usually are awarded by

Another remedy that courts can award is specific performance.
Specific performance is a legal term that refers to situations
where a court orders a party to complete their contractual
duties. Courts don't usually award specific performance

unless the underlying contractual transaction is unique.

L) TS 1195083 G SR | £6 100 5T

' I
It's harder for courts to determine the damages amount when | courts only if legal remedies are % ‘
the underlying transaction is unique. If it's hard to determine . inadequate. Legal remedies are .
damages, then it's more likely that a court will award specific . requests for money damages. !
performance. :

Non-breaching parties usually don’t ask for specific performance. This is because i
if people are forced to perform their contractual duties, they sometimes perform those {
duties poorly. Courts don't like to have to supervise performance to ensure that a party
is performing properly. Non-breaching parties also have an interest in avoiding shoddy
performance. Courts award specific performance only when no other remedy will
Compensate the non-breaching party. "l

Courts also can rescind a contract. This remedy undoes the contract. It puts the parties !
in the same position that they would have been in if there had been no contract at all. This
remedy is often available if there's been a material breach of contract. In order to rescind a
contract, the parties must return any consideration that they each received. For example,
they must return the goods and money that they exchanged under the contract.

vt
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Ranitdis ing party might sense that the othé?; Zafl% giisozo:g :iit atiout a
SOMELHES Seaacii Zoutan eventual breach even if r pd' tion can 4 >XCurreq, or
This might lead to Wor.ry : de, a party concerned ab.OUt i ’Z'I te th i f?at G
the Uniform Commercial Coran.Ce that they're not going to repudia ef e bcontr;ct. If t € Othe,
party provide ade?jiaatfi:;zl;te assurance, then the first party can sue for preac f contracy
party fails to provi

NOTE

Nonrepudiation becomes

:
E he or she
: ' A use
an important jsse jy, online ,57 aling the signatyy ¢. The party presents this evidence beca
contracts, Cryptography ;

<an be useq
that Parties ¢4
the contracts that they ﬂ

enter into,

form a contract. In contract reformation, a coypy rewriteg
Finally, courts can re ort ue intent of the parties to a contract, The partl?s are
the contract to express thi . ontract as rewritten. Courts oftf:n l?se reforlflatlon to fi
then expected Lo perfz:;ltlsi;rical errors. Contract reformation is an equitable remegy,
contracts that have o

cOntr.ac.t ﬁepuciflatlf)t: erform a contract duty. It occurs when One party either déniffs

SEpUaiGrT STl tp or refuses to perform their contractual obligations, Repudiatioy

e : 'conttrra Cbreac'h of contract. Repudiation occurs When one party clearly

also is cal‘led amllflfi :o}r, she won't perform their contractuf:ll duties. i

Corgn:i?rntil?if);uion law, a nonrepudiating party can react in three T e et
n

; is distinction

Another aspect of repudiation has to do with how a contract is S{gnfed. This d;?;f:
becomes important later in thig chapter. Under traditional legal principles, a f odibls
acontract can always repudiate acontract on the bagis that another person forg
or her signatyre on the contract, 3 ther

*wg-hw If one barty claims that the signature js not authentic, thefl ﬂ:eoor
party has the burden of proving that the signature is authentxc;.epudj_
she has to present evidence that prevents the other party from

wants a coypt to enforce the contract, ) face-to-face.
make syre | In traditiong] contract lay, contracts are negouat(?d A was
"trepudiate | The Parties know ope another and would know if e nature[f
forgeq, Sometimeg Contracts gre signed in front of wimeSS?s} one
J Witnesgeg Watch the partjeg Signing a contract, it's harder Ot a party
o=~ par ty to fepudiate 5 Signature, This is g way of assuring tha

) : acts.
can trepudlate a signature in traditional, paper-based contr
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contracting Online
‘:;:: T

.. of the Internet and e-commerce has made online
g nsf s very common. They're used every day. People enter
wnua;;mraé[ when buying goods through online retailers,
mtohaas amazon.com. They enter into auction contracts on
- LA ;)erson agrees to terms-of-use contracts when using
eBaY"\fireless Internet at a local coffee shop. In many instances,
f;:z might not even be aware that you're entering into valid,
enforceable contracts.

Online contracts are contracts that are entered into over the

fnternet or through a technological medium. There's nothing

i particularly special about these contracts other than the medium
t used to form the contract. The underlying transactions are the
{ same for online contracts and traditional contracts.
" While online contracts can make transacting business easier,
.; they also present some unique challenges for the contracting
parties and for the law. The law generally presumes that
contracting parties at least know of one another prior to entering
' into a contract. That's not necessarily true for online contracts.
' When people contract over the Internet, it's unlikely that they're
' in the same state, geographical region, or even country. Parties

that contract electronically give up certain rights when they
. contract online. They include:

* The contracting parties may not know the identities
of one another.

¢ The contracting parties may have no real opportunity
to bargain for the terms of their agreements.

* It may be difficult to determine the material terms

of the contract if the parties exchanged multiple
electronic communications.
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") NOTE

| In 2011, U.S. retailers reported
. that e-commerce sales were
$194 billion.'3

' [ note
| In this chapter, the term
traditional contracts refers

| to written and oral contracts.
Online contracts refers to
contracts that are created
through a technological
communication process, such

as via e-mail or the Internet.

T —————

Jurisdiction is an important issue

discussion of jurisdiction is out
of scope for this chapter. It's
important to be aware that
many online contracts contain
clauses that require lawsuits
about the contract to be
litigated in certain places. This is
an attempt by at least one party
to control jurisdiction issues.

4
|
i
i
i
% for online contracts. A complete
i
K
i
é

L

Itreally has become obvious that people can indeed contract through online processes.
The US. federal government has created legislation that states, for interstate commerce,
that online or electronic contracts are just as valid as traditional, paper-based contracts.!*
States also have created their own laws. Forty-seven states have adopted the Uniform
Electronic Transactions Act (UETA)." The UETA specifically states that its purpose is to
“remove barriers to electronic commerce by validating” electronic contracts.'®
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The Validity of Online Contracts: The UETA and E-SIGN Acts

The National Conference of Commissioners on Uniform State Laws created the Unifoyy, Fl
Transactions Act in July 1999. UETA covers business and commercial transactions, |t doesp’

transactions between private parties.

The NCCUSL created UETA for a number of purposes. One of them was to legitimize electron;
contracts. UETA recognizes that parties contract electronically because of speed and S eCOc
efficiencies. It also recognizes that some rules, like the common law Statute of Frauds, can be a by,
to electronic contracts in some circumstances. The comments to UETA make it clear that jt o Iier
create new rules for online contracting. Instead, it recognizes that general contract law ryles and
principles apply to transactions that are conducted electronically.

The main benefit of the UETA is that it specifically states that electronic contracts are enforceable
It also states that an “electronic record” satisfies any common law requirements that a contract

be in writing. This helps to soften the application of a rule like the Statute of Frauds for records that
might exist only in electronic form in an information system. Under the UETA, an electronic record

| is any record that is stored in the memory of an information system.

The UETA also requires that courts and contracting parties give an electronic signature the same
effect as a handwritten signature. Under the UETA, an electronic signature is “an electronic sound,
symbol, or process attached to or logically associated with an electronic record and executed

or adopted by a person with the intent to sign the electronic record.”'” Clicking on an “[ agree”
button on a Web page is an electronic signature under the UETA definition. Typing your name

at the bottom of an e-mail also can be a valid, legal signature under the UETA as long as you
intend it to serve as your electronic signature.

The UETA is not a digital signature statute. It doesn't define cryptographic or technology standards
for digital signatures. It does acknowledge that electronic signatures that have certain security
protections may provide additional reliability about the identities of contracting parties.

Forty-seven states have enacted UETA. They have codified it within their own laws. The states that
haven't enacted it have created their laws regarding electronic contracts instead.

Congress enacted the Electronic Signatures in Global and National Commerce (E-SIGN) Act in June
2000. The E-SIGN Act validates the use of electronic records and signatures in interstate COMMErce.
Like UETA, it's designed to facilitate and promote e-commerce. It also doesn't affect fundamental
contract law principles. The E-SIGN Act contains provisions that are very similar to the UETA.

Like UETA, E-SIGN is technology neutral. In fact, it forbids any state or federal statute from requiring
that a specific technology be used for electronic transactions in interstate commerce.
E-SIGN specifically states that it doesn’t preempt state laws based on UETA. It also doesn't preempt

state laws that are similar to the UETA. State laws that are significantly different from UETA and
E-SIGN are preempted by E-SIGN.
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.t online contracts haven't changed fundamental contract law
must be offer, acceptance, and consideration. The parties sti]|
mcip"’" e of the minds. The E-SIGN Act apd UETA recognize that basic
reac han iples apply to all contracts, even online ones.
l,ﬂ,;lractmg prlncknowledged this in case law as well. The Second Circuit Court of
0 courts Da '6‘3 “[While] new commerce on the Internet has exposed courts to many
yppedls has rsf: i; has not fundamentally changed the principles of contract.”!® Even
e sitt = 'apply the same basic contracting principles to online contracts, they
h cour h inconsistent results. This is particularly noticeable in early cases
times r?alfwrap contracts and current cases reviewing browsewrap contracts.
ng clic t these types of cases is still evolving. They're discussed later in

> [1105[ . :
Fonh‘~ There still

reviewl
gow courts e

~ ter. . - : o2 o
ml;;l;safec tion describes some of the ways in which online contracting is different

fom raditional contracting. It's important to remember that this area of law is
rom
continuing to develop.

Legal Capacity Online
The rules for contractual capacity don’t change depending upon the medium.
Unfortunately, in online contracting it can be very difficult for parties to determine
whom they are doing business with. Courts don’t enforce contracts against a person
who lacks contractual capacity. Therefore, it’s critical for organizations conducting
business on the Internet to know who their customers are.

Businesses must be concerned about children in particular. There are laws

that protect children while they're on the Internet. The Children’s Online Privacy
Protection Act (COPPA) requires Web sites to get parental consent before collecting
personal information from children. A business would need to collect personal
information in order to enter into a contract with a consumer. Therefore, COPPA can
potentially apply to any business that does business on the Internet. The Federal Trade
Commission (FTC) oversees COPPA. The FTC can bring enforcement actions and
Impose Fivil penalties for COPPA violations.

uf;‘;gl: also show that children are online more than ever before.!® The US Census
I ]anuar;z)(;r(;ig that §9 percent of children ages 3 to 17 used the Internet in 2012.
Spend g » @ Kaiser Family Foundation study found that children ages 8 to 18

this gy Most an hour and a half a day on the computer. Seven out of 10 children in
Up 2o online every day.2°
freare g ny 3
usineSS We mber
Enter into

: of ways that Web site operators can identify children. If a

potesrllt;;?n properly identify children, then it can make sure that it doesn’t

o Other jsgye § y uflerlforceable contracts with them. Er
Ontracting R 0 Onl}ne contracts is verifying the identity and authenticity of the

> Parties, This js 5 separate issue from contracting with parties that have

%l cq

ACity. Digitq] « | |

They . ty. Digita] Slgnatures can be used to verify the identity of contracting parties.
sed later in thig chapter.
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) NOTE |
Keep in mind that these discussions |
are academic. If all parties are |
performing their contractual
duties without a problem, no
one is concerned about when the
contract was formed. Problems
arise when a party claims that a
contract didnt exist or when the

‘

PART 2 | Laws Influencing Information Security

Form of Offer and Acceptance

A person can enter into online contracts i
of ways. Special types of contracts, such aq i
contracts, are discussed in a different sectioy, :)kaw‘ra
chapter. This section discusses contracts formeg téllls
direct electronic communications. Direct electrong roy
communications include e-mail, text messaging arcld

instant messaging.
In contract disputes, timing is everything. It's sope

d HUmber

times

critical to know when a contract forms. This is usually

because an offeror is arguing that he or she revoked ap

3; offer, while an offeree is arguing that he or she accepteq the

‘ offer in timely fashion. A court must determine which came

) first:revocation or acceptance. Electronic communicationg
can complicate the analysis of these timing issues.

General contract law principles state that when parties are communicating
instantaneously, a contract forms when the offeror receives an offeree’s acceptance,
Communications are instantaneous when there's no break in communications
between offer and acceptance. The parties are, for the most part, clear on the terms
of the contract. There's no doubt about the status of the offer and acceptance. Oral
communications are clearly instantaneous communications. Courts also have held

that fax and telephone communications are instantaneous.

These same general contract law principles
where there’s a delay in communication, the parties must
follow the mailbox rule to determine when an acceptance
is valid. In these situations, unless otherwise specified in

parties can't agree on the terms
of the contract. At that point, :
courts will analyze the entire
contract formation process.

say that

AR

1 NOTE

This section assumes that electronic

communications between . i is so that

parties haven't been forged or an offer, acceptance is valid once it’s mailed. This is SO £

intercepted. parties can be clear on the status of a contract when commt
tions that

nications aren'’t instantaneous. Communica
These communicati take place through U.S. mail are i e
Ications must follow the mailbox rule.
Elei()r;hn?cf g)lre;se pripciples can be implicated in electronic comm}l
communicati munications processes blur the line between sendin
unications. They can make it hard for the parties, and courts, e o
when offer and acceptance occurred., ,

)

L ——
e e —

unications:

e

nications.
gand receiving
miné

cw e

E-mail Communications. E-mail communica® A
both instantaneous and delayed communication

[» nore
: 2 ission:
Depending upon the nature of the e-mail transm! o whe?

E-mail can be nearly instantaneous z

if the parties are readi i .
responding to e-ma?lc:I:sg t:;j ar E there may be a delay from when the mEpsage ls:iff?ng :
el € | it'sreceived. There also may be a delay in b retC read the

actual receipt of the e-mail if the party doesnt

|
== e-mail at the moment when it’s received.
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g party has the option of printing the e-majls

cting R e et
ract g chain of e-mail messages, assuming

A the Do 7
N Joriné o altered, can be used to demonstrate that the K TE ;
0% they T° ; i y i ; | Keepin .
ot they o parties achleve.d a mleeltmg of th.e minds. Parties » P INmin thy g -
% i “ the o-mail chain to nelp determine the materia] €Vidence goygqy o
10\ -

; nd an acceptance. PRrties use recog, . " :

o can
a0 poffer @ A icati : S Proof in
e-mail communications and timing arise if

Questh (e offer is called into question. Some commentators
e statustothe mailbox rule should apply to e-mail communica- | S5 hapter,
argue Z is, an acceptance is valid as soon as an offeree clicks on the “Seng-
fions: i ther acceptance to the offeror. If an offeree receives the Offero;':nd, buIFon
- king on gend, it has no effect and the contract is formed 2! fevocation
other mmentators a?gue that the m_ailbox rule should not apply to e-maj] 22

il communications are nearly instantaneous, an offeror is free to re\:oke

ince e-Ma : ,
[5;121 ¢ offer any time before they receive the offeree’s acceptance, regardless of when

that acceptance
xtand |nstant Mes'sag.es. Sometimes electronic communications do look more like
ce-to-face communications. For example, text messaging and instant messaging (1M)
communications are instantaneous. In this way, these commu-
nications are very much like oral conversations. Oral conversa- LB NOTE
ons are considered instantaneous. It can be argued that the A
common rules regarding instantaneous communications should By their very name, instant
apply here. That means that contracting parties can enter into i Tessages. DA
enforceable contracts through text and instant messaging. o nene
The mailbox rule wouldn't apply.

Contracts made through text and instant messages suffer the same problems as
oral contracts. Like oral contracts, the parties might agree to terms too quickly and
then have second thoughts. The parties can easily repudiate such contracts, especially
if there’s no log of the conversation. It can be hard for parties to prove the existence of
these contracts and their terms later when the contract is disputed. Unless contracting
party saves these messages or prints them out, it can be difficult for courts to determine

the contractual terms.

:::’e'::’ and .Other Social Networking Sites. Consumeru
i fsr:‘\’lgg. Twitter reports, as of this writing, thatith
o DFS- Facebook reported 945 million montlflly active
iﬂcluding(;cember 2013.24 Most social networking 51tes.v _ . e
Updates OnacebOOk and Twitter, allow users to give periodic | Twitter limits u;lat caalls i
tan reg what they're doing. The user's friends and followers 140 characters:

Tespond to the user's posts. These sites exist to facilitate updates Twee®

co i
Mmunication between parties.

Utside

is sent.

se of social networking
has 241 million monthly

"l;) NOTE

B -
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e e

It's clear that agreements can be violated via Facebook OMMmunicatjg
: appellate court held that a court-approved confidentiality agreement
Facebook. In that case, two parties entered into a confidentiality agre
terms of a settlement agreement between the parties. The daughter of one of Otectey th,
a derogatory term about the other party immediately after the settlement Wl e e
posting also included confidential information about the settlement agreemen Tahched. The
court held that the posting violated the terms of the settlement agreement, [t aiso : aPPellat
settlement agreement didn‘t have to be honored.2 eld that the

Ns. In 2

a Bl
Was Violate q )'IOnda
ement thay By

s

|
|

s

—

Since Facebook and Twitter both contain mechanisms for conversation exchange

it's entirely possible that parties can enter into a contract using these mechanismg
It will be interesting to see how courts review offer, acceptance, and mutual assent
criteria using social network site postings. It might be easier to prove that a contract
exists with Facebook, as Facebook pages can contain the contents of the parties’
contract negotiations. It might be more difficult to prove the existence of a contract,
and the contract’s material terms, when it’s made through a service such as Twitter.

Legal commentators continue to argue about whether the mailbox rule should apply
to electronic transactions such as e-mail. Courts skirt around the issue of the exact
moment that a contract forms in electronic transactions. They routinely recognize that
electronic communications do create valid contracts. To do this, they review the conduct
of the parties to determine if the communications and the parties’ actions show an offer,
acceptance, or meeting of the minds.

To ensure that online contracts are enforceable, the best course of action ‘i‘s for ;
contracting parties to state when acceptance takes place. Language such as a'contratcia-
is formed when I confirm that I have received your reply” can be added to e-mail n;go
tions to make sure that parties understand when an enforceable contract is formed.

Existence and Enforcement

As with traditional contracts, parties to an online contract must perfo
o be discharged. If a party doesn't fulfill their contractual obligations
of contract, The non-breaching party can sue them.

rm their obligations
they're in breach

to

ISR e In the online environment, it can b‘? d,[ﬁculze there’s often
D NOTE prove the existence of a contract. This is becil; asa contract
Sometimes the law comes down to no hard copy of the contract in exlsrencei Sucan pe difficult L0
common sense. Contracting parties agreed to via text or instant message. It alS0 may have chang®
should take steps to preserve the prove the terms of the contract because. o mail Conversatlon'
electronic communications that over time, such as through a long-run nmﬁ e—ontracts present
show a contract’s material ter i ications and ¢

ms. In some ways, online communi ] contracts:

e/ some of the same proof problems as ord
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a paper or electronic record of the transactions tha

g must keep :
arties cessary to prove the existence of a contract, The,

g PAr ds are ne

ontrdet i ese recor ‘tions. They show the date the parti

CO™ pint0: 157" | terms and conditions. ey show the date the parties entered iny,

lhcy ¢ eits md“” 'mpol’tanl to save these rcu)rds in case one party argues that the
{ 1

AproVe T also
kllb()cr:)l]tr"] AR [t'S dlopcrly m()diﬁCd.
€ ract was im r B copies of contract terms by printing screen shots or e-mail
ontré ave ; . .

e can $2V an save an electronic record of the transaction. Under the

AP o rhey also © . o oo :
nﬁrma jons-: 4 stol‘ed in information processing systems is an electronic record.
cO taf atl0
orm

JETA. iD oy 10 memorialize a contract. N e
1ga va id way - nforced the same way as traditional | D NOTE
e e contracts are € 4 di [
Onlin a court hears a case about a contract dispute, | The UETA specifically recognizes

s. A : ,,
Contrac;c Jble 0 determine if there has been a. valid offer,. that agreements can be found
it must gl mutual agreement. It will review the actions | through the actions of parties

a;Cﬁ:ZZ:flcs in order to make this determination. | toa contract. This codifies the
i common law rule.
puthenticity and Nonrepuaiation ¢

There's generally no real difference between traditional cgntracts and qnlipe ones other
than the method of entering into the contracts. The traditional legal principles and
methods that courts use to resolve contract disputes can be applied to online contracts
in most instances with few modifications.

One area in which there’s a notable difference, however, between traditional contracts
and online ones are the issues of authenticity and nonrepudiation. Authenticity refers
to the problem of attributing an electronic message to the person who allegedly sent
it. Nonrepudiation ensures that a party can't dispute the validity of their message.

In the online environment, authenticity and nonrepudiation can be assured with
technology processes.
. ;tl':gi:;?:rrtarit to distinguish be’twet?r‘l repudiation and.nonrepudiation. Repudiation
NOnrepudiartril(; nt.refers to a party’s ability to deny the eXIStenc'e of a contract.
thata party Can’1tsra tecdbnlcal term. It refer§ to a process that is used to make sure
Even though nozl;u l?it'e' or d_eny the e>f1stence of: a contract. .
e hical ways. Assume tﬁpltl lathI-l isa techplcal term, it can .be derponstrate‘d in nontech-
"‘j‘; By signing the S8k a g traditional written contract is signed in front of witnesses.
ent in front of witnesses, the parties are taking steps to make sure

atneither
part . iv g
Ontech Yy can repudiate, or deny, their signatures. The use of witnessesisd

Nical f g
0 o nonrepudiation process.

Cpudiati

e 1on be : ; 3 ; .

A Obstrate comes an important issue in online contracts. Without a way to
i that aval; Onrepudia

L Tepug; ? id contraet exis:;orcl’ parties that contract electronically might be able to dtjll_\'
# | techyg . D€ Contracts thy ryptography can be used to make sure that parties can ¢

# | Catigng o Which yseg at they enter into. Contracting parties can use digital signature
&y ™ uSed‘ . Provide a cryptographic process to create and verify electronic communi-

Vide assyr i
| O Verify gy thea(?ce of their identities. Digital signature technology also can
| ontract exists and that it’s unmodified.

S MRARARA Y O N 2



I — ﬂ

332 PART 2 | Laws Influencing Information Security

'a. The law recognizes that the use of digital signature Bt
[\ NOTE | addsanew element to contrgct law.analysis. Under the SE;ology
| (digital signature technology is considered a security A,

Digital signatures, digitized : g Procedyre 2
signatures, and electronic A security procedure is a procedure or process used to; &

|
i
signatures are all different. } + Verify that an electronic signature belongs to a
A digital signature uses a ; specific person
!
:

cryptographic process to ensure | _ .
authenticity and nonrepudiation. | » Detect changes or errors in the information in an

A digitized signature is a electronic record

:gf‘;‘u\::‘rsﬁ'\?‘nei;rzz;ligr::t?e The use.of a securit.y pr.ocedure. strengtf.lens reliance on an

is any mark that a person uses electronic communication. For information security purposes,

with the intent to sign an use of a digital signature creates a presumption that the

electronic record. signature is valid. The party that wants to argue that the
signature is invalid bears the burden of proving that it’s invalid.

This is different from the burden of proof for signature repudi-
ation in traditional contracts.

In traditional contract law, the party that relies on a contract has the burden of
proving that a handwritten signature is authentic. In the electronic realm, the party
;l;gt wa.nFs out of a contract has the burden of proving that a digital signature is invalid.

s S_hlftlﬂg burden of proof illustrates one way in which traditional contract law
principles must adjust for online contracts.

Ogig:aznlg:i?j:; :dssocwli.nor? recognizes that the use of digital signature technol-
it e implications for contract law analysis. It has created digital
guidelines to help lawyers understand the use of digital signatures. You can

i'?giiillxgs;g;s?ntracts in Cyberspace

A ]

People encounte :
software over ther I?ti?;?i:ypes O-f online contracts every day. When you download
regarding your yse of that's):)of;l l,lkely enter into a contract with the software developer
youenter into a contracf i Ware. If you create a new online social networking profile.
that most peqp]e ol with the social networking platform provider. It’s fair to sa
clicking on I agree” inread the “terms of use” or “terms of service” do'c li (l’)) f ye
conS[uCh a Contract js caﬁzgez: zznatccess an online product or service o Tonind?
ra : I . .

the concttrsargtr. lIlr? gr&n benefit The o?ffztr:; Z::iftlaz .oAn Offer(?r drafts the.se types of
all the termg of the €rto use the underlying produ i)portun.lty to negotiate the terms of
the offeror g allg fCOntract, It'sa “take it op | ct or service, the offeree must accept

the bargaining poy, cavelt” contract. In this type of contract,

er. The underlying question in these types of

contracts js yh
'hether )
Do the narti there's
Parties try agreement b
Y have 5 : €tween the parti h
meeting of the m: parties over the contract terms.
€ minds?
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5 moment t0 look at the terms of 'service documents for. common online services | 1 f";
Take ead the Google Terms of Services document at http://www.google.com/policies/terms/. | ]
1o caﬂebook terms of service document, called “Statement of Rights and Responsibilities, “ ? 2
ish:\,;al:d e at https:/IWWW. facebook.com/legal/terms. @
)
—
acts of adhesion sound bad, but they're sometimes necessary. This is especially
e commerce transactions. E-commerce could be substantially slowed if merchants
L e otiate the terms of every sale with a consumer. Thus, they create form contracts
s E?gle uses. These forms expedite commerce. -
jx mutrlgcts of adhesion also are called “form” contracts fre >
f;;lerplate" contracts. This is because they're presented D NOTE .
¥ ' dard forms. They contain standard terms that are used In the law, boilerplate
as:;?dless of where the transaction takes place. These terms language is any standard X
:‘i;ically favor the offeror. For instance, they might have terms that Lar:\t?;agen:i: ipn e;io?t.orl
{imit a person’s rights if the offeror breaches the contract. They also e el e:itslp e
may require any lawsuits about the contract be filed L '
in the offeror's home state. :
In the online environment, end user license agreements are the most encountered H
contracts of adhesion. An end user license agreement (EULA) is a contract between ‘
the manufacturer or distributor of a piece of software or a service, and the end user ;
of the application. It states how the software or service can be used. . )
EULAs are particularly important in the software context. D NOTE ;

This is because they help protect the software owner’s copyright

in their product. Computer software can be protected by copyright
laws. Software owners traditionally license their products rather
than selling them. This helps them protect their copy and distri-
bution rights. In many instances, it even gives them more control
over their products than copyright law allows. The EULA specifies
how consumers use software and places limitations on that use.

products like g

for online services, su

“terms of gaP

ltdoesn't
these docym, .
Uses the sofy

might be used for both products and services.

¥

A license is a grant of
permission to use a product
or service in certain
situations. It's not a sale

of the underlying software.

PRSI

a ‘_?:Pending on the nature of the underlying transaction, a EULA also might be called
rms of use” or a “terms of service” agreement. A EULA is traditionally used for

oftware that a user purchases or downloads. “Terms of service™ is used
ch as search engine or social networking services. The phrase

E;tter what the document calls itself. It's important to understand that all of
\g Stry tF) create a contract between the software owner and the person who
re. This chapter uses the generic term EULA to refer to software licenses.
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ShrinkaaF{ licenses grew in Consumers don't actually see the terms of the EULA y
et e o e, | 316 theybuy the oftware They the
their exclusive rights granted tesmsi0f the agr?ement Yien they ;
under copyright law, They aso open the packaging, The agreement
used them to state their software license between the consumer and t
warranties and to limit their
liability for software failures,
This helped them avoid some
ucc warranty provisions,
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will be used to refer to contractg Where

Thegusrcimpes scr.\'lc)t“ srvices. There are a number of dil'fereml f;e uﬂderlyin
transaction pm\.id_cs on!n¥ str : .m“ne il ilren e thcsg)
generic contracts for software and 3 L

o Shrinkwrap contracts

¢ Clickwrap contracts

* Browsewrap contracts
Shrinkwrap Contracts
The term shrinkwrap contract almost exclusively refers to sot.'tware license agr cement,
It specifically refers to software license agreements that are included Within 5 e .
physical-media software. This term doesn't refer to software that consumers et
and download online.

These types of EULASs are called shri
because software manufacturers put t
box, underneath the shrinkwrap cello

—— nkwrap Contractg
hem in a software

phane and packaging.

suspicion. They tended to interpret t
against the software manufacturer,

whether these contracts were valid:
—~—————J termsin the contract. They would h

he terms of the contract
Courts didn't rule on
instead, they looked at the

old that some provisions
of the contracts were unenforceable,

ly hold that shrinkwrap contracts ar

e valid. There's an offer

{ )

ftact fn *WIap contracts where the consumer receives the
multiple ways, A shrinkwrap contract is more likely to be

box and presented again



e Role of Contracts
1

—

AT rinkwrap Contracts: ProCD Inc. v. Zeidenberg

Us case involving shrinkwrap contracts is ProCD Inc. v. Zeidenberg (1996).27 This was
mt(;at  federal court of appeal looked at a shrinkwrap case. The Seventh Circuit Court

ot ime od this case. The seventh Circuit covers lllinois, Indiana, and Wisconsin.

als decid ;
pe oftware product that was a searchable telephone directory database. It distributed

d database on CD-ROM. ProCD spent more than $10 million to develop its product

an : . .
5 abase of telephone directory information current.

g to keep the dat . .
had both commercial-use and noncommgrcual-use versions of the product. The commercial-use
proCD N expensive. The noncommercial-use, or consumer, product was cheaper. Businesses
product Wst the commercial version could use it to create mailing lists of potential customers and for
mte?(r)nuagrketing purposes. ProCD didn’t allow this in the consumer version of the product.

proCD had to keep businesses from buying the consumer product and using it for commercial purposes.
it didn’t do this through technological solutions. Instead, ProCD turned to contract law. People who
bought the consumer version of the software were prohibited from using it for commercial purposes
because of the license agreement that was included with the product.

The defendant, Matthew Zeidenberg, purchased the consumer version of the product. He then formed
his own company and reposted the information on the Internet. He offered the information for sale
at a price that was lower than ProCD’s price for either its consumer or commercial product.

ProCD sued Zeidenberg. It argued that Zeidenberg breached the terms of the license agreement that
was included in the ProCD software box. Zeidenberg argued that only the text written on the outside
of the package containing the ProCD product was part of his contract with ProCD. He claimed that
the license agreement that was inside the box was additional contract terms. He argued that they
weren't enforceable under various provisions of the Uniform Commercial Code.

The district court agreed with Zeidenberg. ProCD appealed the decision of the district court to the
Seventh Circuit Court of Appeals.

T Gasine ; ;

lnhfes_eVEﬁth Circuit held that the license agreement inside the box was an enforceable contract.

Withvtlﬁwmg the case, the court noted that ProCD offered a full refund to a purchaser who didn‘t agree
€ terms of the shrinkwrap contract and returned the product without using it.

0
sztf}?; Zﬁealio helped the court reach the decision that the shrinkwrap contract was enforceable
N paper insidg tfmrg had mU"f'ple opportunities to read it before he installgd the software. lt. was prfnted
Process, Zeidenb 3 ond 't‘Was displayed on the computer screen during the software installation
that COntaineq therg could not install the software without specifically clicking on an acceptance box
Ontract put Zeid:ntsrms of the.contract. The court found that all these opportunities to rgad the

ms. This included ;:g on notice of it. Through his actions, he showed that he agreed with those

€ term forbidding commercial use of the product.

i "®3asoning i ;
Ieense agre "G in ProCD v, Zeidenberg is used as the basis for validating other types of end user
¢h as clickwrap agreements.
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—  Clickwrap Contracts

5 NOTE 1 p
D N | A clickwrap contract is a variation of the shrj
' 1
| fkwrap ¢

Ahd_'st(mmon b(ejtvl\{e: 4 clickwrap contract is usually presented to a Oltrg

and clickwra .
i W[a.p D software via the Internet. These agreem Ser whep, ct,
contracts is that a user has | ents aren't chag

3 | soltware purchases. Vendors use them f used juq; o 8
an opportunity to read a 4 i urchase that's cond or any type of St for
clickwrap contract before | service p e nducted over the Internet orproduct or
purchasing a product or These typeg of con .racts usually appear on g st Online,
using a service. A user also screen before mst.allatlon of a product or use of a Servi(éompmer
must affirmatively agree to may be displayed in a separate pop-up dialogue box or €. They
the contract before getting browser screen. A user has to click on an “I agree” or “(;n the mgj,

accept”

button located on the same screen as the contract (orin

pop-up window) before downloading and installing a pr;ge Same

using a service. uct or
Courts have generally held that clickwrap contracts are enforceable. These cases

are highly dependent on how the clickwrap contract is presented to the consumer.

In many cases, these types of contracts are enforceable if the agreement is prominently

displayed. A consumer also must affirmatively agree to the contract before receiving

a product or service. Clicking on the “T agree” or "I accept” buttons is evidence of the

consumer’s agreement.

access to a product or service.

4

A S

———  Browsewrap Contracts

@ Ll Browsewrap contracts describe the situation where terms of use
A browsewrap, contiac: or service documents are listed on a Web page- In these situations.
is similar toa clickwrap | user doesn’t have to make an affirmative action to accept the
agre?ment ‘:"thom the dice terms of the contract, such as clicking on a button. A browsewrep
bbbt agreement assumes that a contract is entered into when a user
? merely visits a Web page or downloads a product. :
Terms of use and terms of service documents are browsewrap contracts when (e
don't require a user to affirmatively agree to the terms contained in the document: .
They are clickwrap contracts if a user must click on a button to show their agreer®
with the terms. f
Many popular Web pages use browsewrap contracts to display their terms‘.terms
or service provisions. For example, the CNN Web page at www.cn.com hatie vigate
of service” link listed in small type at the bottom of their home page- Hoet niis E)rth
to CNN's Service Agreement when they click on that link. That agreeme” : that use®
the terms and conditions for use of the CNN Web page. The agreemen tates :
who don’t agree to the terms of service shouldn’t access OF Us¢ CNN.com ne reas?” 9
Courts often are slow to find that browsewrap contracts arc enforceal’® servic® .
this is that consumers may not know about these contracts: Terms © B *OWeb p2
on Web pages are typically in very small type and located at the botto™ ? If cons”,
Con'sumers aren’t conditioned to look for these agreements OF rea thee. its tef’ﬂs'/
don’t know about the contract and haven't read it, how can they agre® %
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- the facts of erWSe'wrap cases very closely, For
court: rC,V;m“w“-('ations Corporation (20(?2). the Second Cire

st ‘; Li . prowsewrap cqntract. In this case, the consum

d'idn't en n;r didn't have to click on any bL'lttons to show

he 0 ~ut e license prior to downloading the software.

agree™ erhad to click on several embedded links to read ’ NOTE

1'nst‘ancc. in Spechy
ult Court of

Appeals
cr dUWnl()ad

ed softy, are.

SIOQUOD JO NON AL

The P [ the agreement. They weren't eye-catching links, Web sites that g i
(he ter™ 0 e didn't display the license agreement in a separate agreements will wan; ::“W'
The ' dit didn't “pop up” at the consumer. The court held | surethat the embeddekd w:: .
windot < 't enough notice to the consumer about the terms | those agreements e noti(ea;”,idn
i ‘Ziilr:ract. It held that the contract wasn’t enforceable ; 103 consumer, "
e \
zfzzti?nst the consumet:

it's possible that courts will start enf-or.cing bpwsewrap contracts as e-commerce
Jnd Internet use continues to grow. This is particularly true if Web pages do more
o make a user aware of the browsewrap contract. For instance, a court might be

more inclined to enforce a browsewrap agreement when its terms are specifically
ferenced during the course of a transaction.

AMissouri court recently upheld a browsewrap agreement requiring a user to click
ona “Submit” button that had the following language written next to it: “By submitting
you agree to the Terms of Use.”28 The text included a link to the terms of use language.
The court held that the user was on notice that the terms of use governed the transaction.
Italso found that the user had the opportunity to read those terms.

How Do These Contracts Regulate Behavior?

"
= T T T Y S S T T AT S S

End user license agreements, terms of use, and terms of service agreements attempt to
regulate user behavior. They state how a consumer can and can't use certain products
services. They tend to severely limit a consumer’s rights and give the owner or vendor
“the product or service many rights. If a consumer fails to follow the terms of these
“reements, an owner can try to sue for breach of contract. If a consumer follows the

term - ag il .
like] SO; these contracts, then they are regulating their behavior in a mannet that's mos
Ci: Yantageous to the owner or vendor of the product or service.
s
Mentg ;ﬁn ersneed to take the time to read these types of agree- —
tha tﬁeseey renot all created equal. It would be a mistake to think 1 1% NOTE
. : . . hat
Tights of ¢ Sreements simply govern the intellectual property A 2010 study reported i am :
and tepyy, ¢ OWners of a product or service. While many EULAS | more than half of thel >euw
OMe of ¢ ot service do this, some also have unexpected terms. | participants spent wEnU \L e
. es . S
?mstall addiFermS Include language that would allow the vendor | Secondsdre:;er: mged -
L 4 . tu ’
I:Ie itiong) snizl software onto a consumer's computer system | TheS: % zple et actual
terl’] 0) Ware cou nsumerrs mo
Wpeg “habjg Id be used to learn the co B e

fege - CONry o eris supply targeted advertisements. Thffse
¢S op deeply thS. also can have terms about additional licensing
s upgrade, Support, or maintenance fees.
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