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Learning
Objectives

After reading this chapter,
students should be able to

s

Describe what thefts are
and the extent to which
they occur

Identify the risk factors
and typical characteristics
of a theft victim and theft
victimization

Describe what motor
vehicle theft vicimization

1s and the extent to which
1t occurs

Identify the risk factors
and typical characteristics
of a motor vehicle theft
victim and motor vehicle
theft vicimization and
compare them to other
victimizations

Describe what burglary
victimizations are and the
extent to which they occur

Identify the risk factors
and typical characteristics
of burglary victimization
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So far, we mainly have discussed violent or person victimizations,
These are the types of victimization that commonly make the
news—murders, rapes, assaults, and child abuse, to name a few,
We tend to think about these when we hear the word victimization,
But these are not the most common types of victimization,
Instead, the most common type is property victimization. In fact,
it is theftl Although this is not the type of victimization most
commonly shown on the evening news, itis what will most likely
happen to you if you are unfortunate enough to become a crime
victim. There are, of course, other types of property victimization,
and we discuss those as well. And in today's world, criminals
are acting in innovative ways. No longer does an offender need
to be in your presence to victimize you. Indeed, the Internet has
opened up numerous ways for you to have your money taken, your
privacy violated, and even your identity stolen. In this chapter, we
discuss these two types of victimization that generally receive
less attention in the field of victimology but nonetheless impact
numerous persons each year.

PROPERTY VICTIMIZATION

\.flct.:imization is generally discussed in two categories: personal
victimization and property victimization. Personal victimization,
as measured in the National Crime Victimization Survey (NCVY)),
includes simple assault, aggravated assault, rape and sexual assault,
?nd robbery. Property victimization as measured in the NCVS
includes theft, motor vehicle theft, and household burglary. There are

other types of property victimization, but we will limit our discussion
to these three types.




Theft

. Describe what identity

theft victimizations are
and the extent to which
they occur

Identify the risk

.2 embezzlement, conf - , if items are factors and typical

en :sidered larcenv-t&eft I?:}:lce mes, Chec}( fraud, or fOl‘gery itis characteristics of an
not cO s % e S types of action are excluded “’rh identity theft victim
then, WO ealc.onsn ere theft: Stealing g bicycle, shopliftin ’ kat’ and identity theft
picking, or stealing any item or Property, so long as it js not " EIOC > victimization
through force, violence, or fraud, as noted, ;s theft (FBI. 2009 achieved |

y £U09) 9. Describe different types
of cybervictimization,

Extent of Theft inccliding technology-

facilitated sexual

tio :

icans. This 1s supported by statistics from the I{Jenflf)c)e:snéii(iniyﬁ;ner- ;l OIECI; o te?hndogy-l

CR)and those from the NCVS, Accor . port ased coercive control,
U . dmg to the UCR,in 2018, there romance scams, and
were more than 5.2 rr.ulhon larc.eny-thefts, resulting in a rate of 1,594.6 Cyberbullying
per 100,000 persons in the UmYed States (FBI, 2018p). Larceny-thefts 10
composed 73% of al.l property crimes that occurred in 2015 (FBI, 2018p). | F?r;a?h ype og cyber
The extent of theft is also captured in the NCVS, For 2018, the NCVS ;c; mliz:atll?,rilc';;r::g
estimates th.at there were about 2 times the number (10,329,2 10) of thefts the tt:;’gical victimization
(not including attempted and completed purse snatching and pocket and the risk factors for
picking) compared with the UCR data, Theft composed 52% of all vic- cybervictimization
timizations in the NCVS and 77% of all property victimizations (Morgan . :
& Oudekerk, 2019). Why do you think the estimates from the NCVS are 11. Identify prevention
so much higher for theft compared with those from the UCR? techniques for the types

Characteristics of Theft

The UCR and the NCVS also describe the characteristics of theft in
the United States. According to the UCR, the average larceny costs the

of cybervictimization and
evaluate them for their
effectiveness at reducing
cybervictimization

victim $1,153 in lost property, which amounts to a $6 billion total loss for all larcenies in 2015
(FBL, 2018p). According to the NCVS, losses for larceny are somewhat lower, with a mean
dollar loss of $403 (Bureau of Justice Statistics [BJS], 2007), although updated values are not
available. You are probably not surprised to learn that most thefts go unreported to police. In
fact, only 29% of all thefts were reported to the police in 2018 (Morgan & Oudekerk, 2019).

The low reporting rates probably contribute to the low recovery rates.of. stolen property. In
more than 86% of larceny victimizations reported in the NCVS, the vietim noted that none

of his or her property was recovered (BJS, 2007).

' le most commonly steal. About a quarter of larc?e-
e o flon e IDeopthat the UCR includes only those crimes the police

hicles (FBI, 2018p). When persons were asked in
icated that personal effects such as portable

electronics, photographic equipment, jewelry, and clothing were taken (BJS, 2007).
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Who Are Theft Victims? - '
o Are  theft rates do differ according to house.

Although virtually any posse ' f theft are highest for househo]
5. 4 in the NCVS. Rates 0 Seholds
201?1 C;l ?)raCterl;t:;S wr}?g 2Lsxll:rﬁei::her white or Black, but another race, whereas Hispanjcs
om }L’Eef : be victimized than non-Hispanics (BJS, 2019). Household.s f}eaded by
are more likely to DE higher rates of theft victimizatigp

le (19 years of age 0T younger) report .
)ti?:; Ef):xsee}?()pl;s (heac}l,:d by oldger persons. Households that have a total income less thap

. §. 2019). Also, as the number of people
$14,999 annually have the highest theft rates (BJS, G
in the hoixseﬁilg increases, so does the risk of theft. In fact, households with six or more

people had the highest rates of theft victimization (BJS, 2019).

Risk Factors for Theft Victimization

Theft is so common, at least In terms of victimization, that it may seem as though risk is
ubiquitous, and theft amounts to little more than having your property in thf: w1.'ong.place
at the wrong time. Remember, though, that researchers have linked victimization 1.'131( to
certain qualities and characteristics, often due to a person’s lifestyle and routine activities
Theft victimization also has been explained using this perspective. In fact, L. E. Cohen
and Felson (1979), in their routine activities theory, linked increases in property crime to
the production developments that made goods smaller, more durable, and easier to move.
At the individual level, exposure to delinquent or criminal others increases the chances
that a person will become the victim of theft. In a study of college students, Mustaine and
Tewksbury (1998) found that smoking marijuana increased the risk of minor theft victim-
ization, whereas threatening another with a gun or threatening without a weapon increased
the risk of minor and major theft victimizations. Living in a neighborhood that had too
much crime or was too noisy also positively impacted minor victimization risk. In addition,
having capable guardianship decreased the chances of theft. College students who had 2
dog in their residence and who lived in rural areas were less likely to experience minor
larceny victimization. Installing extra locks also decreased the chances of major larceny
victimization for college students (Mustaine & Tewksbury, 1998).

College students may be deemed suitable targets for theft as well. Students who eat
out ﬁ.'equently found themselves at a greater risk of minor theft victimization than did oth-
:li’iilliji}l’l::scxscle rt:;sle sn;derclits were exposing tl.lemselves to many people and displaying
kel 00 be theft i Ctim:}:hmtluwz?s :vhho ltlaiflz their homes often to study were .also more
iteme to would-be offenders (M uz ; . er; Tely because they were exposing their persopal
T llrlle ewksbury, 1998). Beyond this study of routine
il amsindsandiial hi I?Otege stuﬁcliﬁnts, the research on the reasons why some
or explanations that could elucid h . o explored, Can you think of other theories

Idate why certain people have their possessions stolen?

Motor Vehicle Theft

Anyone who has a car has probably thought about the

snl:g;c;: :e:,-ltclll; l;heft l—(:ialll also occur with other self-propelled vehicles that run on land,
2nd sno £m obilesty(I?‘IEI ggg’ngkS, buses, motorcycles, motor scooters, all-terrain vehicles,
; )- When we discuss motor vehjcle theft, it covers the theft of

possibility of having it stolen, but
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Characteristics of Motor Vehicle Theft Victimization

ciated with motor vehicle theft are high. According to the UCR, each stolen vehicle costs,
on average, $8,407 (FBI, 2018q), and the average is $6,286 according to the NCVS (BJS,
2007). For the nation as a whole, motor vehicle theft costs almost $6 billion annually (FBI,
2018q). However, financial costs are not the only ones that victims incur when their motor
vehicles are stolen. More than one-fifth of victims report missing at least 1 day of work due
to motor vehicle theft (BJS, 2007).

As previously mentioned, motor vehicle theft is widely reported to the police (79%)
(Morgan & Oudekerk, 2019). About half the victims of motor vehicle theft report that all
their property (in this case, their vehicle) was recovered (Truman & Langton, 2015). UCR
data indicate that 60% of locally stolen motor vehicles are recovered.(F BI, 2018r). Morgr
vehicle theft is most likely to occur at night (BJS, 2007), near the victim’s home, and in
urban areas (BJS, 2019). Almost half of motor vehicle thefts occur when the victims are
sleeping (BJS, 2007). :

pAsgyf)I?;]may irni gine, though,l not:gU ‘f\?hj.c o la {flsfg.;lilclz él:zet%::eifl(gligg)d:;z:
mine the cars most likely to be stolen, the Nationa .
piles a list using Nsationa{ Crime Information Center. data based on &Ohce r epor:s?;‘:(;?;ﬁ
Information Institute, 2011). See Table 11.1 for a list of the cars d]atl;verfo?s TR
2018 (National Insura’nce Crime Bureau, 2019). After you eml(rilm'ih die f:gst of more expen-
value of these cars being stolen may not be that much compared wi ¥ -
- . : d the size of insurance payments are considere
sive cars. When insurance claims I‘at'CS an i :6ed that the Dodge Charger HEMI has
together, the Highway Loss Data Institute has identi

' 70162018 models in the United Stat(::s.,
the highest theft-claim rate for passengex"l:re}l{ueillisa Sfthe it Q50 four<ioor, the Infinid

fQogl(%‘(‘),ed l()jyththeGIJ)v([)ggSe ' (;;alllg Sg 255 cab (Insurance Institute for Highway Safety, 2019).
s Al 1€ 1€
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1 Honda Civic

2 Honda Accord

3 Ford Pickup (Full Size)

4 Chevrolet Pickup (Full Size)

S Toyota Camry

6 Nissan Altima

7 Toyota Corolla

8 GMC Pickup (Full Size)

9 Dodge/Ram Pickup (Full Size)
10 Jeep Cherokee/Grand Cherokee

Source: Reprinted by permission of the National Insurance Crime Bureau.

-u"rx

able 11.2 . Top 10 U.S. Metropohtan Areas With nghest Mom hi

v W‘ a— - -'\. —— c‘

e — — .—"—m".————r-vv-—— S— - - —

He r SH n‘StatlsﬂcaIArea

1 Albuquerque, NM
2 Anchorage, AK
3 Bakersfield, CA i
4 Pueblo, CO
5 Modesto, CA
6  Redding, CA
7 Stockton-Lodi, CA
8 Wichita, KS
9 Vallejo-Fairfield, CA
10 St. Joseph, MO-KS Metropolitan Statistical Area

Source: Reprinted by permission of the National Insurance Crime Bureau
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mber of '
When th; nud > art:c;’:se. vehicles that are stolen and the costs associated with their loss
re totaled and comp with the number of cach make and model insured their theft costs
)

' indus .
the insurance ' Y Fhe most. ".[:hcse values take into account the valye of th f
the vehicles as well, so it does not include just the cost of the vehicl e contents o
' ' : : cle.

the highest motor vehicle theft rate per capita in the Unjted S j

: . tates, according to data iled
by (.he NISﬁB (N 300“?] Itrlllsurance Crime Bureay, 2019). All the top 10 citicsgfo(; }u?gh;.:tn;lpc;tf)r
vehicle theft rates are in the western part of the United States, See Table 11.2 for the list.

Who Are Motor Vehicle Theft Victims?

Anyone can have their car stolen—do you know som :

this person have t'he common characteristics of the ‘%izyztaitfvﬁgpﬁzz (I)Dnoi:z
answer this question. H0u§eholds headed by persons 34 years old and younéer have the
highest rates 9f motor vehicle theft (BJS, 2019). Households headed by persons who are
Black or by Hispanic persons have higher rates of motor vehicle theft than do others (BJS
2019). Households that rent rather than own their home (Iruman & Rand, 2010) have’
total incomes of $7,500 per year or less, and have more people in them (si’ngle-p,erson
households have the lowest rates) experience higher rates of motor vehicle theft than do

other households (BJS, 2019).

Risk Factors for Motor Vehicle Theft
Victimization

Routine activities theory provides an
excellent underpinning for understand-
ing why some motor vehicles are stolen
whereas others remain in the possession
of their rightful owners. Remember, the
three constructs relevant to this theoret-
ical perspective are motivated offend-
ers, suitable targets, and lack of capable
guardianship. Motivated offenders are
assumed to be present. What makes a
vehicle a suitable target, though? Vehi-

cles that are easy to steal are going to

be deemed more suitable than those that S | |
are more difficult to steal. Vehicles with keys in the ignition are definitely suitable

targets. Similarly, vehicles left unlocked are more suitable than locked vehicles. Ca}'s
parked on streets with poor lighting are suitable. targets, whereas those parked in
locked garages are not suitable targets. Also consider ufhy a person would be com-
pelled to steal a car. One reason is to sell the parts. A suitable target, then, would t.)e
a vehicle whose parts are easy to sell. A suitable vehicle would be a popular model, in

that there would be a resale market for its parts. Common ve:'hlcles w:i)zld be eas}icierlto
sell parts from than more rare models that hardly anyone drives. In addition, vehicles

viC
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» Photo 11.1

The Dodge Charger
HEMI Escalade

had the highest
theft-loss rate for
passenger vehicles
that are 1to 3 years
old in the United
States in 2018.
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. ~umbers (VINS) etched in the windows 4y,

that do not have vehicle identifica ieves will not want to replace the

more suitable than vehicles with th

: icle. . .
windows after stealing the vehicle. - concept to consider. Guardianship for veh;.
Capable guardianship 1s also an Impar: pvide protection from theft. For car

: ically pro ,
cles can be physical—those things that physically p larms, ignition cut-off systems, and

_ locks, car a : :
this can be lOCl(S, stecring Whe-elac?)liltl?;l;r:((:ﬁfﬁcun to provide socxal guardlanship for a

ound to leave their cars unattended at some point. That js

why it is imperative that vehicles are left locked at all times, with personal belongings ang

electronics stowed out of sight.

Building on routine activities theory, additional factors have been used to 1dennfy

ways in which motor vehicle theft can be undersFood and perha.ps pll;e\l’le{lted. F(xive situ.a-
donal factors have been identified: watchers, activity nodes, 10C3t10n., ghting, and security
(WALLS). Watchers are capable guardians at the auto theft lgcatlof{l, aCtlvtLty nhodes are
locations that draw heavy use for legal and illegal activity, .locat.lon refers to the ¢ aracte.r.
istics of the location that make it a suitable target for selection, l.lghtmg refers to.the quality
and amount of lighting near the auto theft location, and security refers to environment]
cues that dissuade a person from committing auto theft (Levy & Tartaro, 2010).

Response to Motor Vehicle Theft

As previously discussed, motor vehicle theft has one of the highes.t reporting rates of all
crimes. Even so, only 14% of motor vehicle thefts are cleared by police (FBI, 2018s). When
a case is cleared by police, it means the police either made an arrest in the case or cleared
the case exceptionally. To clear a case exceptionally, the police agency must know who the
offender is, be able to support an arrest, and know where the offender is, but be unable to
make an arrest and have the charges filed (FBI, 2018s). These low clearance rates suggest
that many motor vehicle thieves are not being apprehended. In addition to police actions,
other efforts have been undertaken to reduce motor vehicle theft victimization.

Several key pieces of federal legislation have been passed to deal with motor vehicle
theft. The Motor Vehicle Theft Law Enforcement Act (1984) required manufacturers
to stamp identification numbers on parts in high-theft major passenger car lines (the impe-
tus for the VIN) to make it easier to trace parts that are stolen from vehicles. Penaltes for
altering or removing these numbers were also increased. Investigators believe that requir-
ing the marking of vehicle parts aids in the arrest of individuals who steal parts or vehi-
cles (P. Finn, 2000). This act also made interstate trafficking in stolen vehicles part of the
federal racketeering statutes (Insurance Information Institute, 2011). The Anti-Car Theft
Act‘ (1992) made carjacking a federal crime and provided funding to link all state motor
v.ehjcle departments. This funding was created in hopes that states would be able to share
Utl?, r e.gistration, and salvage information to make it more difficult for stolen vehicles to be
easily ud§d and registered. This led to the development of the National Motor Vehicle Title
Infomanon System. I_t also expanded the parts-marking identification number requirement
;: mcﬁ?f more than just high-theft passenger car line parts. Vans and utility vehicles that

ve higher-than-average theft rates and half of passenger cars, vans, and SUVs with lower-

t!lan-average theft rates were also required to have their major parts (engines, transmis-
sions, and 12 other major parts) marked (Sma |

VICTIMOLOGY: THE ESSENTIALS



(Smart Motorist, n.d.).

Federal legislation is not the only wa ,
: y to combat R
many states, anti—car theft groups h atmotor vehicle theft victimization. In

ave formed that comprise law enforcement, insurers

and consumers. Th:lasle g"IOUP.s WQYk together to promote awareness of motor vetl’ujcle thef;
and to pass state and local legislation to reduce motor vehicle theft (Insurance Information
Instlrutt’;",d 2&2, 1?;222 hSl;teS attaFCh fees to lCall’\/lietgistration or car insurance policies that
go towa roups. t'or example, Michigan has a program called Help Elim-
inate Auto Theft. (HEAT), funded through auto insurance pol?cie% ($1 from each I;)olic:y),
that offers a hotline for people to report thefts and “chop shop” operations. In 25 years of
operaton, the program has aided in the recovery of more than 4,200 vehicles (Insurance
Information Institute, 2011).

Other ways to reduce motor vehicle theft are centered on target-hardening approaches.
Target hardening is the process whereby a target is made more difficult for an offender to
attack. This approach is likely to be successful in reducing motor vehicle theft. In fact, it has
been argued that “the most promising preventive approach is through the manufacture of
more secure vehicles” (Clarke & Harris, 1992, p. 1). Locking car doors and installing secu-
rity devices can be quite beneficial in reducing motor vehicle theft. In addition, installing a
steering wheel column lock, such as the Club, can reduce the likelihood that a motor vehicle
will be stolen. In the event that your car is stolen, you can increase your chances of recover-
ing it by having an electronic tracking device. One such device, called LoJack, uses a radio
transmitter. If your car is stolen, the police can track your car via the radio signal to locate
it. LoJack (2011) reports a 90% recovery rate for stolen vehicles equipped with this system.
Electronic immobilizers can also be used that disable the ignition, starter, and fuel systems
until the system is activated by a computer-coded key (Linden & Chaturvedi, 2005). Research
conducted in Canada and Australia indicates that these electronic immobilization systems are
quite successful—theft rates for vehicles that have these systems are low (Potter & "Thomas,

2001; Tabachneck, Norup, Thomason, & Motlagh, 2000).

Household Burglary

Perhaps one of the scariest things you could think of is to be. AAG0E, B S privacph ot yon
own home, when an intruder comes in with 2 weapon—stealing whatever he ;’lr lsc}lle AT
and threatening you. If this were to occur, you would t‘)‘e - wcg;nulof : hou?e Z.u;fnl:s tl;
dential burglary. The FBI (2018t) defines burglar}.' % I ilntryta(r)lda\ihat consti-
commit a felony or theft.” To understand this definion, you must lux(li e;;s iy
tutes a structure. The FBI’s definition recognizes Structures to lgc oy fguses;:ﬁroad cars’
house trailers, houseboats when used as a permanent dwelling, barns, OFices, ,

vessels, and stables. Also important to note, €ntry into the sn'ucn;r;e :n(}:fvr;slt:;:rc; t\c:ri c:}:g\ll;
forcefully, Entry can be achieved either via (1) forceful entry or (

THEFT VICTIMIZ
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ch things as breaking 2 window or forcing a door Open,
force would occur if an offender used an unlocke or

cructure. Attempted forceful entry of a structure can also ¢op_

. laries of structures wh
. 2 hold burglary—those burglar L ere
e Sk llllot;l:::gl(;ries reiOrted to the police in 2018 (FBI, 2018y,

el % of a
pel‘SOYr'lS e Tadhe UE l?:ardothe cerm home invasion used to refer to hogsehold burglary,
ou may also hav d to refer to a specific type of residential burglary thy

This term is most commonly use | :
d ffender intends to harm, use force, or use violence

occurs when someone is home and the 0 . xiie
resented. Most typically, a home invasjop

. * . . t p
against the residents, as in the example jus _ ,
ir%volves forceful entry. The term home invasion has been mcorporated INto some state laws,
in Florida, a home invasion robbery

where such an offense is a specific crime. For exa.mple, Ao
occurs when a person enters a dwelling with the intent to commit a robbery of the persong

inside and does, in fact, do so (Fla. Stat. § 812.135). For household burglary to occur more
generally, however, intent on the part of the offender to harm the. occupants or rob them s
not needed—ijust that the offender enters the dwelling to commit a felony or theft.

force. Forceful entry inclu.des su
whereas unlawful entry without

Extent of Household Burglary

According to the UCR, in 2018 there were 1,230,149 burglaries, 66% of which were bur-
glaries of dwellings (FBI, 2018v). Of all property crimes during that year, almost 17% were

burglaries (including nonresidential burglary). Most household burglary occurred during
the day, perhaps because this is the time when people are at work and their homes are left

unguarded. We will return to this point again. On average, each residential burglary resulted
in a loss of $2,799, with total losses to victims of burglary totaling $3.4 billion (FBI, 2018u).
Remember, however, from our discussion in Chapter 2, the UCR includes only information
about crimes that are known to law enforcement—typically because the crime is reported
to the police. About half of all crimes go unreported, and just slightly less than half (48%) of
burglaries are reported to the police (Morgan & Ouerderk, 2019). As such, the UCR likely
underrepresents the true amount of crime victimization that occurs in the United States.
Also, the UCR provides only limited information about the offense, criminal, and victim.
To find out about victimizations that are reported and not reported to the police and to
understand the patterns and characteristics of victims and victimization events, we often use
the NCVS. So, let’s discuss residential burglary using statistics from the NCVS.
According to the NCVS, in 2018, there were 1,724,720 household burglaries, which
does not include household burglaries in which someone became a victim of a violent crime
or was threatened (Morgan & Querderk, 2019). According to NCVS classification rules,
those incidents would be classified as personal victimizations according to what occurred
(e.g., rape/sexual assault, simple assault). If a household burglary occurred and no one was
hqme OT N0 One was h.urt or threatened, it would be classified as a property victimization. It
Is interesting to examine both types of incidents, however, and the Bureau of Justice Statis-
tlés (BIJ 5) published a report analyzing victimization that occurs during household burglary
(Catalano, 2010). When'ta.kmg Into account all household burglaries, it is estimated that
there were almost 3.4 .rmlhon burglaries in 2011. When 2 burglar is successful, most typi-

portable electronic device is stolen. In 201 1, among house-

$1 in loss due to burglary, the median dollar value of items
. H. Walters, Moore, Berzofsky, & Langton, 2013).

VICTIMOLOGY: THE ESSENTIALS



chgracteristics of Household Burglary

In 201 8, most household burglaries were achiev

-4 involving unlawful entry (F

third mv?call ga P m;;y (FBI, 2018v). When forceful entry was used or attempted,
most typically, OW pane was damaged or removed. In about 28% of h

hold burglar}es, someone was present during the incident anci 7% of ho ohO Id Oltllie-
were burglarlzeq had someone injured as a result. Most rypiéally the type o:\Srieol:ncs that
occurred was a simple z?ssault (15%), followed by a robbery (7 %’) amtiyxl')a e/sexual azsauz;t
(3%). For those burglarlcs:) that occurred when no one was home, o;w-fourlt)h of victims said
they were at work at the time and slightly less than one-fourth said they were participating
in a leisure activity away from home. About 40% of household burglaries occurred between
6:00 a.m. and 6:00 p.m. A larger percentage of burglaries occurred during this time period
when no one was home, as compared with burglaries that occurred when someone was
present. Even though burglary might seem to be one crime that would be perpetrated by

a stranger, almost two-thirds (65%) of household burglaries that involved violence were
perpetrated by someone known to the victim (Catalano, 2010).

ed through forcible entry, with about one-

What Households Are Burglarized?

If a burglar is intent on entering a house, which house does he or she choose? Is it random
or more systematic? Well, it appears that some houses are at greater risk than others for
burglary. Households composed of married couples without children have the lowest rates
of burglary. When examining households with children, single female-headed households
had the highest burglary rates (J. H. Walters et al., 2013).

Race, income, age, and type of housing unit are also risk factors for burglary. House-
holds with a non-Hispanic Black person as head have the highest rates of burglary.
Lower-income households (those with an income of $14,999 or less) and those headed
by younger persons (up to age 19) had higher rates of burglary than did higher income
households and those headed by older persons. Finally, burglary rates were highest for
households residing in rural areas and urban areas compared to suburban areas (BJS, 2019).

Risk Factors for Household Burglary

As with most types of victimization, researchers have attempted to identify why some
households are more likely to be burglarized compared with others. This line of inquiry
has mainly focused on the decision making of burglars—why they select certain homes
to break into but leave others alone. This body of research has concluded that, at least
to some degree, household burglars choose suitable targets that lack capable guardians
(Cromwell, Olson, & Avary, 1991; Tunnell, 1992; R. T. Wright & Dec!<e1:, 1994). In other
words, routine activities theory is a viable explanation for burglar)f vic.nmx.zaFion. Remem-
ber from Chapter 2 that routine activities theory suggests victimization 1s likely to occur
when motivated offenders, suitable targets, and lack of capable guax:dianship coalesce in
time and space. Let’s consider household burglary from thus perspective. L
Motivated offenders do not need to be explained, according to routine activities
theory (L. E. Cohen & Felson, 1979). Given opportunit}f, then, motivated offenders W_ill
burgle homes. The selection of homes is what is interesting. What makes a home a suit-
able target? Ethnographic research conducted via interviews on burglars shows that they
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| ngert & Wasilchick, 1985) and
- ich-income nelghborhoods (Re . ,

tend t.o ta.rget middle-or zfggnmct:)urglary indicates that expensive homes are most propg

quantitative research predicting 1998)—even though statistics from, the

to burglary (Fishman, Hakim, & Shachmurove, cate that lower-income households are

| for other factors) indi | -
:Srgigx:?t(lohtztsgggﬁoburglafy (Catalano, 2010). A target also becomes suitable to ,

- ' erial routes
burglar when it lies on a familiar route that 1s also along major art (Rengert &

Was,ll-ilc]):lcske,hlgliiss).that lack capable guardians are also most 1ikhely to obel burgled. For
instance, homes are most likely to be burgled during the day, when people are at work
! .« home (Catalano, 2010). Because burglars see)

nces of havi
out unoccupied homes, research shows that one way o reduce the cha having your

home burglarized is by making 1t appear that someone 1 f(llo.me.;iwar}il tkoe go. this arle b.y
keeping a car in your driveway, keeping ligth on outside an ;nSl €, pIng a televi-
sion or radio on even if you are not home (Flshman. et al., 1998).

In addition, houses located on quiet residential streets are more prone to burglary
than others (Fishman et al., 1998), whereas households in high-density areas are Jess

likely to be burglarized (Catalano, 2010). Homes on quict Streets are les§ llkely. to bave
watchful eyes, and burglars may feel that they can successfully getaway w1tb their crime.
Although it is difficult to change the location of your hc?me, sgnply having a burglar
alarm reduces the chances that your house will be burglarized (Fishman et al., 1998). In
addition, findings from the NCVS show that homes located in gated or .w.alled communi-
ties have lower burglary rates than homes not located in such communities. Also of note,
residences with restricted access, such as those having doormen or a reception desk, were
targeted less frequently by burglars than other residences without restricted access (J. H.

Walters et al., 2013).

IDENTITY THEFT

As technology advances, the means by which a person’s property and money are taken also
change. Especially with the widespread use of computers and the ready access people have
to them, it is easier today than ever for people to access other people’s money illegally. With
key pieces of identifying information, criminals can assume your identity and either access
your existing accounts or open new accounts in your name. Collectively, these actions
are known as identity theft, and this section describes its occurrence, its effects, and the
system’s response,

Generally, identity theft is defined as the use of personal identifying information by
a person to commit some type of fraud (Federal Deposit Insurance Corporation [FDIC],
2004). According to the FDIC, it is one of the fastest-growing types of consumer fraud.

Identity theft became a federal offense when the Identity Theft and Assumption Deter-
rence Act (1998) was passed. It made it a crime for anyone to

knowingly transfer or use, without lawful authority, a means of identification of

another person with the intent to commit, or to aid or abet, any unlawful activity
that constitutes a violation of Federal law, or that constitutes a felony under any
applicable State or local law. (FDIC, 2004, pp. 4-5)
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aocount hl);clanf iS dlroughlphlshln g broad term that covers 2 range of tactics used to get
peop!e to share key persona lnformatlofl. When phishing occurs, deceptive e-mails or fake
websites are used to get people to provide use€rnames, passwords, and sometimes account
numbers to perpetrators who then are able to use this information to access accounts (FDIC
2004). Phishing incidents are those that do not specifically target a person with informatiog
specific to them. On the other hand, spear phishing occurs when a person is directly tar-
geted with personal information that makes the sender seem more legitimate. An example
of phishing is when an e-mail is sent to people en masse indicating a problem with their
account and they are asked to log in to his or her account through a hyperlink included in the
e-mail. Unfortunately, the hyperlink takes the person to a spoofed website. If the person does,
indeed, go to the site through the hyperlink and enters his username and password, the infor-
mation is then collected and the account can be hijacked (FDIC, 2004). Spear phishing may
involve an e-mail about a recent purchase made at an online store that is targeted to a specific
individual. Other types of phishing include vishing—phishing that is perpetrated over the
phone. Smishing occurs when users are targeted via SMS alerts. Whaling is a specific form
on phishing that involves attackers pretending to be senior-level employees who target other
senior or key individuals at their organization.

You may wonder how often phishing occurs. In the fourth quarter .of .2019, th.e
Anti-Phishing Working Group (2020) determined that 132,5§ 3 unique phishing e-mail
campaigns were reported, and 162,155 unique phishing w§b51tes were detecte;i. Recent
data suggests a 3% click rate for 3% of phishing emails (Verizon, 2020). From 5% (FDIC,
2004) to 22% (Gartner, 2006) of the people who receive such phishing e-rr.13115 respox}d
to them (FDIC, 2004). Account hijacking can also occur wher? people hack into financial
institutions or service providers and access customers’ information (FDIC, 2004). Accounts

P ‘ from unsus-
also may be hijacked using software, called spyware, t.h:“t collects mdfon;anon <o opens
pecting persons’ computers. This software 1s surreptitiously loaded when a person op
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an e-mail attachmentor clicks on a p op-up
advertisement. The software then tryc|,
keystrokes and information such as yger.
names, passwords, and account inform,_
tion and sends it to the defrauder (S, Berg,
2009). It may not take SOphiSticated Soft-
ware, however, to hijack an account, It j
estimated that 65% to 70% of identiy
theft is committed by employees who haye
access to sensitive personal data (as cited jp

FDIC, 2004).

Extent of Identity Theft
Victimization
It is quite difficult to know exactly how

much identity theft victimization occurs each year in the United States'. Itis pqssible that
you could have your identity stolen and be completely unaware—or if you d.ld become
aware, it could be weeks, months, or even years after it initially occurred. Even if you were
aware your identity had been stolen, you may not notify the police. And the UCR does not
neatly measure identity theft; it is not one of the eight index crimes that the FBI includes
in its yearly report. To begin to understand the extent and characteristics of identity theft,
an identity theft victimization supplement to the NCVS was collected for the first time in
2008. Unlike with the NCVS, only persons over the age of 16 participated in the survey,
and persons were asked about experiences of identity theft they experienced in the previous
2 years (Langton & Planty, 2010). Persons completing the Identity Theft Supplement
(I'TS) were also people participating in the NCVS. The final sample in the 2016 ITS

included 96,100 persons (Harrell, 2019).
The I'TS collected data on the use or attempted use of existing accounts (account

hijacking), use of personal information to open a new account, or misuse of personal
information for other fraudulent purposes. Existing accounts that a person might hijack
include a credit card account, savings account, mortgage account, loan, or checking
account. Persons may want to use personal information to obtain a job, for medical care,
when interacting with law enforcement, to rent an apartment, or for government ben-
efits (Harrell, 2015). Based on findings, it was estimated that 26 million people (10% of
persons 16 years old or older) were the victims of identity theft during the previous 12
months. When only one type of existing account was targeted, most commonly (86%), 1n
the most recent incident, victims reported that they had an existing credit card account
or bank account information misused or attempted to be misused, equating to about 22.1
million victims. About 3% of identity theft victims indicated that only a new account
was opened. About 8% of victims reported multiple types of identity theft or misuse of
accounts during their single or most recent incident. (Harrell, 2019). There are other
ways to assess the extent to which people are victimized by identity theft. One of these
ways is.to.look to agencies where people report their victimizations. The Federal Trade
Commx.ssm.n (F'T'C) publishes a report, the Consumer Sentinel Network Databook, of
complaints it and oth?r agencies (the Internet Crime Complaint Center, the Better Busi-
ness Bureau, Canada’s PhoneBusters, United States Inspection Service, Identity Theft
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Assistance Center, and the National Frayd | .
regarding fraud and identity theft. In this rzgoonr]:ain on Center, among others) receive
complaint received by the FTC in 2019, with 209, of

: Jentity theft complaints made to the FT . ,
::ard fraud complaints (FTC, 2020), & Of these complaints, 271,823 were credit

characteristics of Identity Theft Victimizations

how the.ir .identl:ty had been stolen (Harrell, 2019). Of those victims, about 1 in 4 believed
that their identity l‘fa.d been stolen during a purchase or transactior,l (Harrell, 2015). It is
probably not SUrprising to you to learn that most victims of identity theft d,o not l;now
their offender——.94.% did not know anything about their offender’s identity (Harrell, 2019).
What do victims of identity theft do after realizing that their identities have been
stolen? According to findings from the ITS, only 7% of identity theft victims notified a
law enforcement agency about the incident. Victims who had offenders misuse their per-
sonal information (35%) and those who had experienced multiple forms of identity theft
were more likely to report than others. If victims do not tell the police, are they telling
others? Results from the I'TS indicate that they often do disclose the incident. About 90%
of victims contacted a credit card company or bank to report that their account or personal
information had been misused and 8% notified a credit bureau (Harrell, 2019).

Who Is Victimized by Identity Theft?

Identty theft can happen to anyone, but results from the I'TS show to whom identity theft
is most likely to occur. Males and females face similar risks of being identity theft victims
(Harrell & Langton, 2013). Remember that young people (ages 12-34) are the typical vic-
tims of most property and personal victimizations (Morgan & Ouerderk, 2019). Younger
persons are actually less likely than older persons to experience identity theft. In fact, once
accounting for credit card ownership, persons ages 35 to 49 and 50 to 64 are actually the
most likely to report having their credit card misused (Harrell, 2019). Reports to the FTC
also indicate that older persons are more often victims of identity theft than are younger
persons. About a quarter of complaints filed with the FTC were by persons between the
ages of 30 and 39 and by those 50 and older (FTC, 2020). leferences across race and
ethnic groups were also found in the ITS. Persons who are white have greater rates of
identity theft than Black, Hispanic, or people of other races. There also was a difference
in the types of identity theft experienced. Income is also releva.nt for understanding who is
likely to be victimized by identity theft. As household income increases, so t00 does a per-
son’s likelihood of being victimized. Persons living in housgho}ds with incomes of $75,000
or more were more likely than others to be identity theft vicums (Harrell, 2019). Locales
also differed in their rates of identity theft reporting. Tl}e SEALE with the highest rates of
identity theft reports for 2019 are Georgia, Florida, C.ahfor.ma, Texas, and Nevada (FTC,
2020). For an example of a state’s 2019 occurrences of identity theft, see Table 11.3, which

shows the extent of reports in Virginia for 2019.
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Tuble 11.3 ' Reports of

2 Other identity theft 3,394
3 Loan or lease fraud 1,748
4 Phone or utilities 1,337
o Bank fraud 1,234

Source: Federal Trade Commission, Consumer Sentinel Network Data Book (2020, p. 69).

Note: Complaints n = 10,284.

Risk Factors for Identity Theft Victimization

Routine activities theory helps us understand who is vulnerable to identity. theft. Motivated
offenders are, by definition, present. It is when motivated offenders come into contact with
suitable targets in time and space without capable guardianship that identity theft is likely
to occur. Suitable targets are likely to be those who are easily victimized. Why would a
person be an easy target for identity theft? Consider the mechanisms by which offenders
steal a person’s identity. Leaving personal identification intact in the trash, making phone
calls in public places to discuss personal information, and using public Internet connections
to access personal accounts all make a person a suitable target. A novice to the Internetora
person who does not understand the intricacies of how secure Internet sites work will also
be a more suitable target than a savvier Internet user. Notably, even persons who are aware
of the dangers are still likely at risk. What is interesting about identity theft achieved via
the Internet is that potential victims will not or cannot curtail their Internet usage, even
if they fear victimization. Capable guardianship, then, is a particularly important concept
for identity theft, especially when considering online accounts, usernames, and passwords.
Guardianship often comes in the form of warning e-mails, antivirus software, and firewalls
(Cox,]oh{lson, & Bjchards, 2009). But simply having bank accounts, credit card accounts,
and a Social Security number puts you at risk of having this personal information stolen.

For this reason, as discussed in a later chapter, everyone should take precautions to protect
these pieces of information.

Consequences of ldentity Theft

On.e consequence is the financial cost that being a victim of identity theft carries. The
majority of victims incurred some financial cost associated with their victimization. These
COSts can b.e direct or indirect. Direct costs are monjes and the value of goods and services
taken. Indirect costs consist of things such as legal bills, phone calls bo%mced checks, and
notary fees (Langton & Planty, 2010). The ITS estimates that 67% o;' identity theft vic,tims

238 VICTIMOLOGY: THE ESSENTIALS



erienced either a direct or indirect financig] e« ;
: : , $S in i
on indirect anq direct loss, the median was $300, and f(z)l/?sgfffthojc victims who suffered
chat was not relmb_“rsed. Other problems that arose for vict; e #1 out-of-pocket cost

centage noted that the experience of
3 to identity theft, about 45% of victims
trying to clear up problems resulting from

dentity theft was severely distressing. In respondin
qoted that they had to spend more than one day 8
having their identidies stolen (Harrell, 2019),

Responses to ldentity Theft Victimization

As noted in the first part of this chapter, the Identity Th fr and :
of 1998 introduced identity theft into the federal Zinﬁialaclldfsumpuon e

| The New Fa.ir anfi Accurate Credit Transactions Act of 2003 enacted several pro-
visions to reduce identity theft and also to help identity theft victims. This act

° manfiated that the three major credit reporting bureaus provide a free copy of
credit reports to consumers once every 12 months;

o created the National Fraud Alert System, which allows persons who reasonably

suspect that they are or will become a victim of identity theft, or who are on
active duty in the military, to place an alert on their credit file;

e provided that credit card receipts must have shorter account numbers and
developed rules for financial institutions and creditors for the disposal of
sensitive credit report information;

e noted that if a person establishes that she or he has been a victim of identity
theft, credit reporting agencies are required to stop reporting the fraudulent
account information;

o established that creditors and businesses must provide copies of records of
fraudulent accounts or transactions related to them so that victims can attempt

to prove their victimization; and

* provided for victims to report accounts affected by identity theft directly to
creditors. (FT'C, 2004)

The CAN-SPAM Act of 2003 also addressed identity theft. This act made it a
federal crime to send spam e-mail under certain circamstances. For the specifics of this

act, see Box 11.1. The Identity Theft Penalty Enhancement Act (2004) was passed
and created the crime of aggravated identity theft, which z.added 2. years to tl.le sentence
of anyone convicted of unlawful identity theft during and in relation to specified felony
violations. It also created an additional 5-year prison term enhancement for unlawful
identity theft related to terrorist acts. In addition to these fe('ieral laws, each of the 50
states and the District of Columbia have laws addressing identity theft. See Box 11.2 for

the law in Illinois.
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BOX11.1

IN GENERAL—Whoever, in or affecting interstate
or foreign commerce, knowingly—

1. accesses a protected computer without
authorization, and intentionally initiates
the transmission of multiple commercial
electronic mail messages from or through
such computer,

2. uses a protected computer to relay or
retransmit multiple commercial electronic
mail messages, with the intent to deceive or
mislead recipients, or any Internet access
service, as to the origin of such messages,

3. materially falsifies header information
In multiple commercial electronic mail
messages and intentionally initiates the
transmission of such messages,

4. registers, using information that mat.en'auy
falsifies the identity of the actual registran;
for five or more electronic mail accounts
or online user accounts or two or more
domain names, and intentionally initiatesg
the transmission of multiple commercia]
electronic mail messages from any
combination of such accounts or domain

names, or

5. falsely represents oneself to be the registrant
or the legitimate successor 1n interest to
the registrant of 5 or more Internet Protocol
addresses, and intentionally initiates the
transmission of multiple commercial
electronic mail messages from such
addresses, or conspires to do so, shall be
punished as provided in subsection (b).

Source: Federal Trade Commission. (2004). The CAN-SPAM Act: A compliance guide for business. Retrieved from http://
business.ftc.gov/docurnents/bu561-can-spam-act-compliance-guide-busmess.

L T ——rh .

BOX11.2 IDENTITY THEFT LAW, ILLINOIS

A person commits the offense of identity theft
when he or she knowingly uses any personal
identifying information or personal identifica-
tion document of another person to fraudulently
obtain credit, money, goods, services, or other

property. Penalties for identity theft depend on
the value of the theft,

If the value of the credit, money, goods, ser-
vices, or other property is less than $300, the crime
is a Class 4 felony, punishable by one to three years
In prison and a fine up to $25,000. Subsequent
offenses are upgraded to a Class 3 felony, punish-
able by two to five years in prison, as is the penalty
for people who have previously been convicted of

certain crimes, including burglary, theft, or fraud.
If the amount is between $300 and

$2,000, it is a Class 3 felony; between $2,000
and $10,000 is a Class 2 felony (punishable by two
to seven years in prison); between $10,000 and
$100,000 is a Class 1 felony (punishable by four to
fifteen years in prison); and over $100,000is a Class
X felony (punishable by six to thirty years in prison).

Penalties are increased one step (with the
exception of a Class X felony) if the victim of the
offense is an active duty member of the Armed
Services or Reserve Forces of the United States or
of the Illinois National Guard serving in a foreign

country,

Source: Reprinted by permission of the National Conference of State Legislatures,
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sses, they sh.ould have your information. If

sent to you in writing (U.S. Department of Justice, n.d.). Shred all documents that displ
your account num.bers or personal information before discarding them. Anti-virus sofltswsaiy
should be used—it can detect software on your computer that can t.rack your aCtivitiez
and cause damage to your computer. Companies may also provide cybercrime aware-
ness training for employees. In part, they can run simulated phishing attacks to see who
clicks on phishing e-mails and then use this information to teach why those e-mails are
phishing attacks.

As you can tell, as technology advances, the ways in which your property and goods
can be stolen also expand. It will take new prevention strategies to reduce your chances of
being victimized. Nonetheless, the connections between the types of property victimiza-
tion and the factors that place individuals and homes at risk are evident. Although property

crimes may not always make the news, these types of offenses are the ones you are most
likely to experience.

CYBERVICTIMIZATION

In addition to identity theft, other types of victimizations occur via the cyberworld. This
form of victimization occurs when offenders use the online environment to harm others—
this includes using the Internet but can be accomplished through a variety of tools. People
can use computers, cell phones, and gaming systems to effect their victimization. Although
the types of victimizations that can occur in cyberspace are many, this section will focus
on technology-facilitated sexual violence, technology-based coercive control (a form of

intimate partner violence), romance scams, and cyberbullying.

Technology-Facilitated Sexual Violence

The expansion of the Internet has brought .bout lots of wonderful things—the instant

access to information has changed the nature of society. Unfortunately, d:fellmemit
may also be a place for harmful behavior to occur. A brc?;a.d cat(clzgory ol vr;(t)c;;r:lec ;
facilitated sexual victimization is called technology-facilitated sexua

|IZATION IDENTITY THEFT VICTIMIZATION, AND CYBERVICTIMIZATION
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(TFSV) (Henry & Powell, 2018). THthin this lage
category, such behaviors include reveng Eor f, sexual
harassment, cyberstalkmg, ook dOt =l th'"g§-
One way the Internct has been use as a harm i
) « porn.” Revenge porn, or what is known 5
revenge raphy, occurs when sexuall
nonconsensual pornograpiy e | Xually
graphic images of individuals are d1§tnbuted without
the person’s consent. Not alwa).’S mot.:lvz%ted b)f revenge,
a person may choose to disseminate intimate Images of
another for a variety of reasons. It bas been estimated
that some 3,000 websites are dedicated to revenge
porn (DeKeseredy & Schwartz., 2016). One notorioys
website, “Is Anyone Up?,” received upwards of 300,00
unique Visitors each day until it was shut down in
2012 (Lee, 2012). Recent laws in 40 states make such
2 behavior illegal. For example, in Connecticut doing
so is a Class A Misdemeanor so long as the person
has suffered harm as a result (Public Act No. 15-213).
Many major technology companies including Google,
Microsoft, Facebook, and Twitter have banned revenge
porn and have procedures that victims can use to
remove these images (Franks, 2017). A national-
representative study found that about 12% of adult
social media users have been victimized or threatened
with the unauthorized distribution of sexually explicit
images or videos (as cited by Franks, 2017). Another
study of college students revealed that 10% had a
private photo shared to people other than the original
recipient (Branch, Kilinski-Rosick, Johnson, &
Solano, 2017). The effects of revenge porn are many.
Research on victims of revenge porn shows that victims
experience trust issues, depression and anxiety, PTSD,
and suicidal ideation (Bates, 2017). Importantly, it may
be difficult to completely remove images from the
Internet, meaning that the consequences can be long-
. lasting (Bates, 2017).

&IE addition to .regrenge plorn, the Internet can be used for sexual harassment. One specific
Wway tus can occur is by people receiving unwanted sexually explicit images. In one earl study
;)ti;'l t(lil;sof;o(:lr:: zfu '{;SI‘SS?/', J}.lljén: (2903) found that over half of c.ollege stugdents includedyin the
reported that many g;o le Zw::ie unwantedl [}Jlornograpl-uc R cher researchers hz.ave
e —r nlirlx)e ch:froo Ilrllws_szf:;asmsrassment online. ’Ehls could mean feeling
uate students had experienced this form of onlj prepeatecing 16% of pollsge g X d-

ne sexual harassment (Goodson, McCormick,
& Evans, 2001). Other research shows that people receive unw ’

. : anted requests to speak about
sex or are asked intimate questions. A more recent Pew Research C ; I; d that
6% of Internet users had experienced sexual h ot wEIIET Spvey o

P xtatharassment (as cited by Henry & Powell, 2018).
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Most research finds that females are more |jke]
ore males (Henry &'Powell, 2018). This discr : :
olay multiplayer online games—females repo €Pancy 1n sex is also found among people who

. rt higher levels of sexual h
(as cited by Henry & Powell, 2018). Others have used social media to l:ﬁf;ﬁ:;?ﬁ:l:;ﬁ:

‘ : .
Y to experience online sexual harassment than

ville, Ohio, rape case (although she did not commit suicide)
how people resp.ond online to victims and their familjes. ’

Social media may also be used for good by victims. Consider the #MeToo movement
that has received lots of recent attention, although it was founded in 2006 by Tarana Burke
to help young women, particularly of color from low-income communities. heal. Follow-
ing a tweet by actress Alyssa Milano in late 2017, the #MeToo movement t(’)ok Twitter by
storm. In this tweet she asked that anyone who had been sexually harassed or assaulted to
write “me too” as a reply. By the next morning, some 40,000 had replied (Stevens, 2017).
Shortly thereafter, stories about sexual abuse of many gymnasts at the hands of Larry Nas-
sar, about abuse by media mogul Harvey Weinstein, and about abuse by actors such as
Kevin Spacey were published. The movement has been so successful that Timze maga-

zine named “Silence Breakers” its 2017 Person of the Year, citing individuals behind the
#MeToo movement (C. A. Johnson & Hawbaker, 2018).

suggesting the need for care in

Technology-Based Coercive Control (Digital Coercive Control)

A specific type of intimate partner violence is coercive control. Coercive control involves
intimidation, isolation, and control of victims and has been argued to underlie serious
intimate partner physical abuse and keep victims enmeshed in abusive relationships
(Stark, 2007). A specific way that offenders can coercively control their partners is
through technology, called technology-based coercive control. That is, digital media
can be used to facilitate abuse against intimate partners. Examples of this include stalking
using GPS data, audio and video recordings taken without knowledge of the partner,
using SMS to threaten, monitoring e-mail, accessing accounts }vit.hout permission,
impersonating the partner, publishing private information, or publishing sexual content
(Dragiewicz et al., 2018). |

Although it is difficult to know the context in which behavior may occur anc! wher:e
the line between normal communication and abuse is, researchers have begun to invest-
gate the extent to which technology-based coercive control occurs. Picard (2007) found
that over one-third of American teenagers had 2 boyfriend or girlfriend who checked up
on them more than 10 times per day—asking thin.gs like “where ar(?f);ﬁu’ l:v:at .arefyolu
doing, etc.” Perhaps it is the perception of the receiver that matters; ;{ e ;1 awgr eels
threatening or elicits negative emotional responses, 1t M3y be abusive. Research on omes};
tic violence vietims in Australia shows that abusive text messages, surveillance throug

v
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d the use of social media to harass VICtIMS was commgy,
nh 12 focused on dating violence that involves the yse of

. N ce. Study of youth show that mjy,
digital media—often termed e_le“mmc d;?tmg ‘:: Igrllle poll sh(}),wed that 22% of youth il};
e d——— F?'zliz:tzl?ecl,(ed up on them too often either on|ipe
3 ro?natlr:d’c Zzllalml(:lc:;}:&iecl)tthd;?tstdss;r (ffayouth across 10 schools foundfthag abzutoa quarter
2; :rl;utheil; a cul:'rent or recent relationship e.xpenence;i- Si](;m: fnglgla Sh ;}; nerZOaIt;r)lg hi:btl;ﬁe
victimization during the previous year (Zweig, Dan.k, e ’ber datin ab:lsc thar'l l )
study, a greater percentage of females reported experlencdlng8 cy S reseagr iy males,
In a large-scale study of youth between the ages of 1 l.an 1. yedk l’ =l . l'(rlnu?ed
that 12% of students had been a victim of electronic dating vi0 ence. Iactromc. atu?g
violence was found to commonly co-occur with oth.er f:ox.'ms of dating (‘1’10 SHRce (Hinduja,
& Patchin, 2011). In another study, interviews with mdmd\.lals who ha e);penenced teen
dating violence revealed that of the 56 participants, 23 mentioned the use of technology by
their partner in their interviews to perpetrate emoqonal or verba.l aggression (Drau.cker, &
Martsolf, 2010). Other forms of electronic dating violence experienced include having text
messages read without giving permission, being made to remove CONtacts of .former boy-
friends or girlfriends from social media, being made to give password§ to e-mail or Internet
accounts, among other behaviors (Stonard, Bowen, Lawrence, & Price, 2014). Although a

new area of research, some researchers have found that perpetrating psychologic:al Fiating
abuse, perpetrating physical dating violence, and experience sexual harassment victimiza-

tion increase the odds of experiencing electronic dating aggression victimization (Cutbush,
Williams, Miller, Gibbs, & Clinton-Sherrod, 2012).

GPS and mobile applications,
(Woodlock, 2015). Other researc

Romance Scams

As the use of the Internet has exploded over the past several decades, so too has the use of
Internet dating sites. There are at least 1,400 dating sites in North America alone (Rege,
2009). Although these sites are used by many to find partners, there is a dark side of them
as well. Unfortunately, they are ripe venues for romance scams (sweetheart swindles) where
people are bilked out of money. Although the way in which these scams work can vary, they

fake profile is removed (Kopp, Layton, Sillitoe, & Gondal, 2015 ). Eventually, the scammer
requests money for some type of €MErgency or tragic circumstances (e.g., their mother was

: 11l invent new reasons
for needing money (Rege, 2009).

You may think that it would be hard to be

come a victim of a romance scammer, but
some scammers make upwards of $30,000 a mo

nth (as cited by Rege, 2009). Many of these
oups rather than by individuals acting alone
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FOCUS ON RESEARCH

One way to determine how romance se

lew] ams
is by reviewing fraudulent profileg o work

ing common characteristics, One styg
37 fraudulent profiles on a dating
free to use for European women an
are searching for an internationg]
researchers found that male profiles highlighted
masculine features where they describe them-

i
Y analyzeq

d men who

d ident; fy- f’ften rEf.erenced religion. Male profiles indicated
nterestin romantic dancing, fitness, swimming,

site that is Zr °°°1fi“8- Female profiles used descriptions
. 18playing confidence and indicating financial
partner. The Independence, .but often also have flirtatious or
Sexual suggestions. They expressed interest in
music, fitness, or sports. In short, the authors

selves as wealthy, loyal, and humorous, ang concluded that the profiles were generated to

source: Adapted from Kopp, C., Layton, R., Sillit

Create the illusion of a “perfect partner.”

qualitative analysis of fraudulent profiles. Internatio & Gondal, 1. (2015). The role of love stories in romance scams: A

to be more trustworthy
to have idealized notion

Whitty, 2014).

This type of victimization may be especially difficult for victims to experience as their
emotions are involved. Not only their emotions, but victims also have lost money. They
often blame themselves and are blamed by others (Sorell & Whitty, 2019), and experience a

sense of real loss of.re!ationship (Whitty & Buchanan, 2016). Because of this complex array
of feelings, many victims will delay seeking help or not get any at all.

but also score high in impulsivity (Whitty, 2018). They are likely
s of what romantic partners should be and look like (Buchanan &

Cyberbullying

As discussed in Chapter 10 on school victimization, one of the types of victimization that
people may experience is bullying, in particular when perpetrated using the cyberworld.
Cyberbullying can be conducted through e-mail, social media, websites, gaming systems,
and cell phones. It is defined as “intent to consistently harass another individual to cause
harm via any electronic method, including social media, and includes defamation, public
disclosure of private facts, and intentional emotional distress” (Watts, Wagner, Velasquez,
& Behrens, 2017, p. 269). Because of the distance between the offender anc.l the victim,
it can be easily perpetrated and the consequences may not be Vi§ibly or ez.lsﬂy detected.
Cyberbullying can be especially harmful in that it may not be private—using the cybe.r-
world to bully in some contexts can be seen by many. Think about a post made to a social
media platform—it may be seen by the intended target but also seen by others and then
shared; thus, one post may make its way through the cyberworld quickly and snowball.

Extent of Cyberbullying

' ' i iffer depending on the age of the
Estimates of the extent to which cyberbullying occurs differ dep
sample and the methodology used to study it. That 1s, cyberbullying can take many forms,
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. berbullying. Some sty ;
: : designed to measure ¢y | Studies
an(.i iEdLL ISR mduc;l e:;::; ;2ZZC§ youf;hn are the victims of cyberlgullymg.(L,, 2006;
estimate that between 177 - hat between 2% and 14% of children apq

| Tinduja, 2008). Others estimate that D L ‘
fc?(t)(l::;:eftslizlgﬂgpe have experience pullylng l()lem%:toz:‘,, ;slii(idtc})]r;}, GO}r)zog, &
Olaf . Specific forms of cyberbullying may o® Cl others, [p
ol | : was discovered that 35% had been abuse( ¢

one study of cyberbullying in chatrooms, of primarv and
: ; hak, 2009). In a survey OI p ry seconda
insulted (Katzer, Fetchenhauer, & Belscha, by e-mail or mobile phone was the mo?;

| ts made or insults given D
sc?r:xe:c: ?;l‘)’:rlgut]ﬁuy;ag reported followed by having someonc pretend to be someone els,

and having gossip spread by e-mail or mobile phone (Vandebosch 81cVan C;eeﬂgpug, 2099),

Studies using college samples generally ﬁnd. that the preva ednce 0 ICY erbullying
victimization is lower, although small-scale studies have reported prevalence rates of
31% for college students (Chapell et al., 2006). Qnt? stufiy showed that C0“§ge. students
reported higher levels of cyberbullying victimization in rnlddlc.t sc:'hqol th.an ufhﬂe in college
(Zacchilli, & Valerio, 2011). It appears that those who are victimized in high school are

more likely to be victimized in college as well (Watts et al., 2017).

Who Are Victims of Cyberbullying?

Some research suggests that females are at greater risk of experiencing cyberbullying than
are males (M. Campbell, Spears, Slee, Butler, & Kift, 2012). Others show that type of vic-

timization may be related to sex. Male youth report higher levels of chat room cyberbully-
ing than do females (Katzer et al., 2009). Age is also a relevant factor—for youth enrolled
in Grades 6 through 12, younger students are at greater risk than older students. One of
the most consistent correlates of cybervictimization is being a bully perpetrator (Katzer et
al., 2009; §léglové, & Cerna, 2011; Vandebosch, & Van Cleemput, 2009). In this way, the
victim—offender overlap has been demonstrated in the cyberbullying literature.

Risk Factors for Cyberbullying

Similar to identity theft, the routine activities/lifestyles-exposure theory may be used to help
understand why some people are cyberbullying victims. Those individuals who have routines
that lead them to frequently use the Internet or frequent particular websites may be at greater
risk of being cyberbullied than others. Kraft and Wang (2010) note that those who visited
social media sites more than 14 times per week were more likely to experience cyberbullying
than those who used social media less often. The time spent online has also been positively
ass.ociated with cyberbullying victimization (Celik, Atak, & Erguzen, 2012; Patchin & Hin-
du;a,‘2006).Visiting extreme chatrooms (e.g., pornographic, right-wing extremist) Increases
the r}sk of .experienc.ing cyberbullying in chat rooms as does the frequency of using socially
:er;:pzlgggie behavior such as providing false information regarding age or sex (Katzer
Other re.searc.h reveals that certain individual-level characteristics may be related

to cyberbullying victimization. Victims of chatroom cyberbullying have lower levels of
self-e§tecm an'd more negative emotional parental relationships than those who did not
experience th1§ type of cyberbullying (Katzer et al., 2009). They also have lower levels
‘c))f ?elf-per ception of QOPulariry and low social integration in school (Katzer et al., 2009):
ther research examining Internet or mobile phone bullying more generally has also
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plaints, which may be a function of the way v: depressive feclings and health com.-
Bolman, Dehue, & Jacobs, 2012). Distrys

with experiencing Cybgrbullymg. In the e : S
increased aggression (Sléglovi & Cerna, s reported engaging in self-harm,

All 50 U.S. states currently have laws addressing cyberharassment or cyberstalking, with 48

having laws specifically including cyberbullying or electronic harassment (Hinduja & Patchin
2018). Not all states have criminal sanctions for cyberbullying or electronic harassment. As,
of November 2018, six states did not include these sanctions and five do not have provisions
such that schools can sanction for cyberbullying behavior (Hinduja & Patchin, 2018).

It may be especially difficult to ameliorate the harms of cyberbullying because many vic-

tims do not disclose to people with authority what has happened to them. As such, some have
called for schools and universities to set up private e-mail address for students to use to report

cyberbullying (Kraft & Wang, 2010). Educators should also be trained on cyberbullying to
increase their awareness. Students and parents should also be trained on how to respond
effectively to cyberbullying behavior. It is possible that existing anti-bullying curricula and
programs can be modified to include components of digital literacy and specific tactics to
reduce cyberbullying. Encouragingly, at least one small-scale study found that adolescents
who had been cyberbullied were able to change their behavior to avoid its recurrence. For
example, they used less risky online resources (Sléglovd & Cerna, 2011). Others note that
things like changing a screen/account name or changix.lg’ phone numbers may be relanvely
easy ways to reduce cyberbullying (Slonje, Smith, & Frisén, 201.2). Anoth.er potential source
of prevention is bystanders. As noted in Chapter 7, b.ystander intervention programs have
recently been instituted to reduce sexual victimization. B.ystandf:r intervention may also
be effective at reducing cyberbullying. A bystander in this case is anyone who m&;}essc}:(sl
cyberbullying behavior who could intervene. 1o be an e.ffectlv? bystander, a petll.jo?)sllOP
intervene by extending support to the victim or by takmg actions to prtf;ven;;1 e bullying
(stopbullying.gov, 2018). Similar to bystander intervention, one Erogéam at §d ::s:fs:;rlr;l:
uses cybermentors to log on computers and mentor on demand and to provi

Ccounseling or other mentors (Slonje et al,, 2012).
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