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g Spousal Abuse

i injuri sistent with spousal abuse.
> An elderly woman is seen in clinic and appears to have injurles COT e waes
g In that her husband is her primary caregiver, she feels very dependent on him.

n *

; tion her, she begs you not to say anything to him. "
w 1. Google and review the function of “Adult Protective Services.
2 2. Howwould you handle this situation?
)

nt-provider relationship and has along history

 yee s i atie
Confidentialtys an expectz’ion orep ly pledged to respect confidential-

in the practice of health care. Early Greek physicians not on

Ily l)‘ll 'lley were kll()Wll to INSCI ll)e l)allell‘s ]l]S‘()I 1€S alld tr eatIIlentS on C()luxllns Wlthul the
’

is pri le was limited.!
is privacy, access to the temp
P cant in Western health care today, and

rinciple of respect for confidentiality. The

temple and, to assure termp
Privacy and confidentiality are no less signifi

contemporary codes of ethics echo the Hippocratic p

Woﬂd l\lle 1 1 0 tion e lalatloxl Of eneva, fOI eXaInple contains tlle StateII'leIlt IVVI].]
dCaASS ciatio SDC Gn y ]

nfided in me, even after the patient has died? -

information he or she gives a health care practitioner to
of the four systematic approaches
duty- oriented, virtue

respect the secrets which are co

A patient’s basic right to expect the '
be held in confidence canbe arrived atand defended using any thefo
e reasoning is from a utilitarian,

ali ed issue.
thics, or divine command standpoint, confidentiality seems to be a settl : . .
- t of view, the long-term consequences of making public any p
' .
patient relationship would have a

sonal information . ey
hilling effect on the truth telling in that relationship. Because health care p
c

practitioners who breach this trust are in

to ethical decision making. Whether th

From a utilitarian poin ¢
gained as a result of the practitioner-

conducted under a tacit agreement of confidentiality,

itical i in which the
iolati f an agreed-on expectation. This is especially critical in psychotherapy, 1.n Wi e
o . take the risks involved in personal disclosure. 1f the patient has los

ient is encouraged to . he ‘
P et ; discuss personal issues with the practitioner, the quality

confidence in the process and fails to
of care provided will be severely limited.

From a duty-oriented perspective, pers

i _standing codes of pro

firmly based not only in long-stan . ' o

The anarranted disclosure of a patient’s private affairs, the unauthonzed.use ocf1 a pte . H;:I -

h, or exploitation of a person’s name have traditionally been considered ac ; . e
e i i individual’s right to privacy. The me

ive ri i ounds of invasion of an individu '
e o con o ts could be argued on the basis of our general rights as

duty to protect the confidentiality of patien . . B O aoueight
itizens to be free from invasion of privacy. Individuals in our society N
. i al privacy. In so )
i i d the protection of personal p
1 of personal information an acy.
e abesie while confidentiality is the professional’s duty.

onal privacy is a basic right, with its foundations

fessional practice but also in common law.

e
privacy can be viewed as a person’s right,

i
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From the vantage point of virtue ethics, the practice of patient confidentiality has been a
mainstay of health care practice and forms one of the virtues one would expect from the “good
practitioner”

Confidentiality is a critical principle, and, regardless of the specialty, the good practitioner
cannot be viewed as cavalier in regard to protecting patients’ confidences and privacy. While
itis obvious that confidential information must be shared among practitioners in order to pro-
vide the best care for the patient or to extend the body of knowledge within health care, it is
equally obvious that this does not take the form of conversations in elevators, in cafeterias, or
with friends at a party.

The real question, then, is not whether confidentiality is a good—regardless of what
reasoning you use—but whether it is a moral absolute, or might be overridden by other
considerations. In the classic Tarasoff case, a young man by the name of Prosenjit Poddar
confided to his clinical psychologist that he intended to kill a young woman he read-
ily identified as Tatiana. The psychologist, understanding that his patient presented a real
danger to the young woman, decided Prosenjit should be committed for 72 hours to allow

further evaluation, and he notified security to assist in securing the patient’s confinement.
The patient, however, convinced the security officers that he was rational, and he was
released following his promise to stay away from the young woman. The health care pro-
viders rescinded the orders to place Prosenjit in confinement for evaluation, and no efforts
were made to warn Tatiana or her family of potential danger. Within weeks of these events,
Prosenjit murdered the young woman.?

The health care practitioners later defended their decision to maintain patient confiden-
tiality on the basis that they had a duty only to their patient, and in the absence of duty they
were not required to protect the life and safety of others. To whom did the caregivers owe duty:
to their real patient or to the potential victim? They had chosen to serve the one and ignore the
other. Arguments used in their defense were that effective treatment required the patient’s full
disclosure of his innermost thoughts and that, without the promise of confidentiality, patients
needing treatment would fail to seek care.

In its decision, the court recognized the difficulty that a practitioner might have in
attempting to predict whether statements made by a patient would actually be carried out.
However, the court ruled that the specialist would be held to the standard of reasonable practice,
and where that standard indicated a foreseeable danger to another, a duty to warn was created.
The protective privilege of confidentiality is limited where the health and safety of others is in-
volved. This breaching of the trust of confidentiality is recognized and allowed by the Code of
Medical Ethics: Current Opinions of the American Medical Association, which states:

the obligation to safeguard patient confidences is subject to certain excep-
tions, which are ethically and legally justified because of overriding social
considerations. Where a patient threatens to inflict bodily harm to another
person or to himself or herself and there is a reasonable probability that the
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patient may carry out the threat, the physician should take reasonable precau-

tions for the protection of the intended victim, including notification of law

enforcement.*

In her book Secrets: On the Ethics of Concealment and Revelation, Sissela Bok cites several

s in which confidentiality is overridden by more compelling oblig
practitioners are generally

instance ations.® Many

of these instances have found their way into legal statutes, and

required to report cases involving child abuse, contagious diseases, sexually transmitted

diseases, wounds caused by guns or knives, and other cases in which identifiable third parties
would be placed at risk by failure to disclose the information. Bok feels that the personal pro-
tective privilege of confidentiality is limited by the harm principle. This principle requires that
health care providers refrain from acts or omissions that would foreseeably result in harm to

others, especially in cases in which the individuals are particularly vulnerable to the risk.

The harm principle is modified by the level of vulnerability. Consider the case of a mar-
tests HIV positive. In that the risk to the community at large is rather minimal,
deprivation of rights, and occupational

an obligation to be very discrete inre-

ried man who
whereas the risk to the man in regard to discrimination,
and social harm are great, the practitioner would have
gard to confidentiality, and to do little more than that which is legally required in reporting the
test results. However, in the case of the wife, who is far more vulnerable than the community

at large, the practitioner must either be assured that the situation is modified in order to lessen

the woman'’s vulnerability or disclose the information to the wom
nfidentiality must always be balanced by the

ally if the other individual is particularly

an. It would seem, then, that

the practitioner’s observance of the principle of co
need to protect others from foreseeable harm, especi

vulnerable to that harm.

@7 LEGAL FOUNDATION OF PRIVACY

The right to be left alone, free from unwanted publicity, is considered an important freedom in

ican society and has found its way into both state and federal statutes. The phrase right

Amer
hts thought to be necessary for

to privacyis a generic concept encompassing a variety of rig

an ordered democracy. American law has sought to prevent governmental interference into

intimate personal relationships, activities, and decision making. In 1965, the U.S. Supreme

wn a Connecticut ban on the sale of contraceptives in the landmark Griswold

Court struck do
d by several constitu-

v. Connecticut case. Justice Douglas described a “zone of privacy” create
tional guarantees, which forbade governmental intrusion into the homes and lives of citizens.
privacy and self-determination formed the basis of

This constitutional recognition of a right to
determined that a woman’s

the Roe v. Wade (1973) decision on abortion. The Supreme Court
right to make this personal choice rested first, on the avoidance of disclosing personal matters

and, second, on the need to provide for an arena where independent decision making could

take place.
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y f al e
IV’Ian state Statutes and a feW fedelal regulatlons requlre [he reportlng 0O certain typ S
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Of lIlfOXIIlaUOIl fI'OIn dle medlcal record, to appIO riate a; encie Wlth orwi 1]0“ tlle tle[lt S

i i nd in mos
authorization. Common legal reporting requirements fou

include:®

« Child abuse
« Drugabuse

« Communicable disease

« Births and deaths

« Injuries with guns or knives

. Blood transfusion reactions

« Poison and industrial accidents

« Misadministration of radioactive materials

irements deal with issues thought to be vital to community health
that hospitals and practitioners re-
protected from liability

These reporting requ '
e. The child abuse statutes in most states require
In these cases, the practitioners are
d faith even if the reported abuse proves to be false. F !
by those required to do so can leave them legally liable
the hostile home environment.

and welfar
port incidents of suspected abuse.
if they are making the report in goo
to make a report in regard to child abuse

for any additional injuries the child may suffer upon return to e h obtn
S states maintain a registry of the names and addresses ol all p e
ot i been upheld as a reason
j ting regulations have be
biect to abuse. These repor ' _
e anindi lice powers. In the absence of alegal regulation to pro

ty to examine a medical record without

ailure

exercise of an individual state’s broad po !
i i
vide patient information, a police agency has no author!

the patient’s authorization.

@) MODERN HEALTH CARE AND
CONFIDENTIALITY

maintaining ¢
the turn of the last century, .
. percent of the direct medical care se .
fidentiality in regard to medical re-

onfidentiality and privacy of the medical record
rvices were delivered by
was a relatively easy task as 85

s to and the obligation to maintain con

e are staff. The records kept were main-

imi ician and a small direct ¢ :
Sy exed, with poor handwriting, with little opportunity

the private nature of the

cord: .
tained as paper charts, usually poorly ind
ticular clinic or hospital. Ina real sense,
implicity and inefficiency of our processes.

nic health care record databases, the prin-

for access outside of the par
medical record was generally maintained by the s
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€ CO t 11ty and legal Ilgh‘ to peraCy 1S no 10nger pIO[eCted by SlIllpllClty and
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inefficiency, but is threatened by our ability to store and share data that has opened up an
almost unlimited opportunity for health information to be stolen and misused.

Today over 80 percent of direct patient care is provided by allied health and nursing pro-
fessionals. In the hospital, only about a third of the patient’s record is maintained by physicians,
with the rest being recorded by other members of the health care team. As reported in Time
magazine: The patient’s record is not only accessible to physicians but also readily available
to technical and administrative staff who generate and handle patient data. During an average
five days of inpatient care within a teaching hospital as many as 150 staff—from nursing, respi-
ratory care, radiology, and billing clerks—have legitimate access to a patient’s record to provide
both direct and/or supportive services.®

Moreover, the problem of access to patient information has been exacerbated by the grow-
ing use of computerized information systems. The large scale on which information can be
stored and the ease of access to this data has made distribution of the information outside the
arena of the patient-health care practitioner interface a daily routine, as patient data is used
for administration, payment, utilization review, teaching, and research. In addition to the
health care providers, patient files may be available to the following: insurance companies
(because they pay the bills); public health agencies (to assist in monitoring and investigating
disease outbreak patterns); employers (to assess job-related injuries); federal, state, and local
government (to develop health care plans and allocate resources); attorneys and law enforce-

ment agencies (as evidence to settle civil or criminal matters); media (to report health hazards
and help report medical research development); and accreditation, licensing, and certification
agencies (to assess compliance with various criteria and standards).

The concerns of these third-party payers with access to medical information may or may
not coincide with the patient’s best interests, inasmuch as confidentiality and privacy are not
necessarily a high priority for groups such as governmental regulators, third-party payers, in-
surers, or utilization reviewers. Given the tasks they perform, they may favor safety, truth, and
knowledge far more than they value the personal privacy of a single patient. The computerized
accumulation, analysis, and storage of unlimited quantities of medical information have over-
whelmed the medical record professionals who are entrusted with protecting patient privacy
and confidentiality.

By the early 1990s it was clear that the use of computers and complex database retrieval
systems was making confidentiality of patient information difficult to maintain. Periodic sto-
ries involving computers put up for sale as surplus from medical schools or other agencies that
were later found to contain confidential files providing case details of thousands of patients, or
marketing companies that advertised databases with literally millions of names and addresses
of people with conditions such as bladder cancer, allergies, and clinical depression, under-
scored the scope of the problem. It was obvious that the patchwork of state laws governing the
area left gaps in the protection of patients’ privacy and confidentiality. Prior to the enactment
of HIPAA and the Privacy Rule there was no unifying federal privacy act for medical records.
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IN THE NEWS

!

ssive Hack of Hospital Network
‘ Files—4.5 Million Records

UCLA Hospital System's president, Dr. James Atkinson, apologized to the public for the potential
loss of millions of records. Information lost included patients’ names, medical information, Social
Security numbers, Medicare numbers, health plan IDs, birthdays, and physical addresses. The
hospital group isnow notifying staff and patients, offering them one year of identity theft recovery.

The UCLA system is just one of many health systems who have lost control of millions of
near constant attack by hackers, some of which are operating

records. These systems are under
and universities have all become

health insurance companies,
e databases of personal information. Profile data,

Social Security numbers, and health records sell on the black market. Illegal data brokers -
tolen information and then gell access to identity thieves.}®

in foreign countries. Hospitals,
a frequent target for hackers seeking massiv

amass large databases of this s
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@3 HEALTH INSURANCE PORTABILITY
AND ACCOU NTABILITY ACT

nfidentiality problem associat
Portability and Accountability Act (HIPAA) in

ion of health information (to assist in cost

Recognizing the growing co ed with electronic databases,

Congress enacted the Health Insurance

1996 tq encourage the use of electronic {ransmiss

containment) and provide new safeguards to protect the security and confidentiality of the

information. HIPAA has three self-declared major purposes:
d enhance the rights of consumers by providing them access to their health

« To protect an
information and controlling the inappropriate use of that information.

« To improve the quality of health care in the United States by restoring trust in the health

care system among consumers, health care practitioners, and the multitude of organiza-

tions and individuals committed to the delivery of care.

ffectiveness of health care delivery by creating a national

« To improve the efficiency and e
framework for health privacy protection that builds on efforts by states, health systems,

individual organizations, and individuals.

ords. Entities covered under the law are
nursing homes, physicians, managed
electronically identifiable health
form are protected. Figure 5-1 provides the key elements
mation protected, and how information can

HIPAA rules affect virtually all health care rec

health care plans, health care clearinghouses, hospitals,

care organizations, and payers. All medical records and other

information used or disclosed in any
of the Privacy Rule including who is covered, infor:
be used and disclosed. The Rule established for the first time a set of standards for the protec-

tion of certain health information."!
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Those required to follow HIPAA Privacy Rule:

:;:Z;S;l :nlize:,n Zl:ad he:;th professionals, pharmacies, hospitals, clinics,
« Most emplo er,h alth ny other health care providers
. Cortain ;’ovimn‘:em plans, HMOs, and health insurance companies

Medicaid programs that pay for health care, such as Medicare and

Protected information:

o Information
; your doctor, nurses, and other health care provid i
medical record o

» Conversations your doctor had about your care or treatment wi
other health care professionals i nassesand
. Ile(?rm‘ation about you in your health insurer’s computer system
» Billing information about you from your clinic/health care provider
N nolakMost Otl:r heaith information about you, held by those who must follow this law
e sure health care information i i
the patient’s health care, informatizilnc;snpl;: :f::ii::iil‘:;?;(til'lat fossmotimertae i
« For treatment and care coordination -
. To‘ pay physicians and hospitals for the patient’s health care
. VV‘lth fan.lily, relatives, friends, and others the patient identifies as being i
. with their health care or health care bills, unless the patient objects Fnginohed
Without the patient’s authorization health care providers generally cannot:
. ﬁive information to the patient’s employer |
. Us s
: Shaer(;r psrlil‘z,i;:ethe patient’s 1nform.'—ftion for marketing or advertising purposes
notes about the patient’s mental health counseling sessions

Patient’s rights:

. nght to see and get a copy of your health records
» Right to have corrections added to your medical records

« Right to receiv i
e a notice as to how your health information may be used and

shared
|

« Right to decide i i ]
: g cide if you want to give permission before your health informati
e used or shared for certain purposes, such as marketing e
« Rightto
) Rigl; a report on how and why your health information was shared
ght to due process if your rights are denied

FIGURE 5-1 Summary of the HIPAA Privacy Rule

Adapted from Carin Inf(), National }105p1ce and Palliative Care Or anization (NHPCO Summar y of the
g 8 ( ) a
4
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‘@ Why

IN THE NEWS

Doctors Are Demoralized

st (June 2015), physicians are becoming demor-

According to an article in the Washington Po
omy as they are forced to attend to ever-

alized by the loss of traditional professional auton
lawyers, and government. A major point of

increasing demands and interference from insurers,
which mandates that all medical offices

grievance is the federal electronic health record (EHR),
go paperless by the end of 2015. While it is thought that this change will save lives by reducing

medical errors, and result in cost savings of billions of dollars, it is also having the effect of turn-

ans into typists rather than healers. If doctors are spending their time tapping data

this comes at the expense of listening to patients, €ye contact with patients,
f their time complet-

ing physici
into computers,
and time with patients. One study found physicians spending 44 percent o

ing what might be considered secretarial duties.'”

1. Doyou feel thisis governmental overreach into health care practice?

2. Are the benefits of electronic health care records in cost savings and reductions in
medical errors important enough to alter traditional medical practice?

3. If we assume both sides are correct here—how can we make the transition easier?

£

a T +
-

@] LEGITIMATE INTEREST

The medical record goes far beyond just medical information and ¢

financial and social nature. It is the property of the hospital or clinic,

ontains personal data of a
but the patient has a legal

interest and right to the information.

It is generally considered that the record is con
authorized representatives of the patient, the attending physician, and
xact specification of who has a

fidential and that access to it should be

limited to the patient,

hospital staff members who have a legitimate interest. The e

legitimate interest is a great concern to health care practitioners, but some general guidelines

are accepted where the need is for patient care, professional education, administrative func-
functions, research, public health reporting, and criminal law requirements.
any information may be shared among health care providers who
treating facility. Modern medicine is a team prac-

for patient care. Table 5-1 provides

tions, auditing
In regard to patient care,
are responsible for the patient within the
tice, and adequate exchange of information is necessary
an indication of the large numbers of individua

care information.

1s with possible legitimate access to health
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LEGAL CASE STUDY

TABLE 5-1

Health Records and Legitimate Access

LEVEL-ONE—DIRECT PATIENT CARE

Institutional Services

Physicians

Nurses
Therapists/technologists

LEVEL TWO—SUPPORTIVE SERVICES

Service Pa
' yers Quality Care Reviews
Risk Management
LEVEL THREE—SOCIAL SERVICES
Insurance R h
esea
Licensing Educartion
Employment Decisions Media
Civil/Criminal Judicial Review Law Enforcement
‘ T
Public Health Reporting Rehabilitation
et W Estate of Behringer v. Medical Center

at Princeton, 1991

IIl Estate OfBeh’ l”ge’ \A ]Medlcal Ce"te’ at I’lnceton, tlle court was COI‘lfl'OIlted Wlth a Cllalge Of
dlSCIlmlnathIl by an Otolat yngolo 1St plaSth surgeon VVh.OSe SllIglcal leVllegeS were lllltlally
cte 11 I ft T h I\/ I 1 gn 1 1
p S H d
restri d aIld t.he eVOked aite e tested ositive fOI . Frrom th.e ate Of d a 0818 untll h S
death. two yeaIS late!‘, he dld not peIfOIIIl any fuI theI Surgel‘les at tlle medlcal center.
One Of t_he m y IObleHl 0Cl ted wi th BehIlIl €r case w e lOSS () Ollal -
an p S ass al th e g as th fpers pl'l
Vacy Suﬂeled by the lIlfeCted pIaCtlthneI as news Of hlS 1nfect10n. Spread Iapldly across the
pl al. hour gan I tio matte
hOS t 1 Wlthlll S lle be ecewlllg In.essag con C
€es Of cern alld OnSOla n as the T
p g . he pl as en rec g e Spltal and
l)ecalne l]hllc kll()VVled (5] I al]lt.lﬁ W tltled to recover dama es fl‘Om tl-l hO
abOI' T y 1irec h u d p =
ltsl ato. d tor fOI the una dlS fhlS
uthOIlZed ClOSUIe (o) congdlition. The hOS ltal aIld dlIec
tor bl‘eac hell‘ duty maln: ty edlcal IeCOIdS by allOWIIlg place-
lled t to tain conﬁdentlah Of llls m
ment Of the patlent S test IeSul S g y
t: ‘Nlthout hmltlng access to I‘.he Clla]:t even tll()u. ll t.he kne w it
d
W Ould be avallable to the entire hOSpltal Commulllty.

th u h thlll f con. tla.ll in terms Of aneIltS, we ha‘le t.he same IeSponSIblll to
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The need for professional education usuaily permits iflformation tin r.egeafutrzi?g_}:;;:;
patients to be exchanged for these purposes. This gener.ally 1nc1udes. mel 1c;nh; e ;are. <
health, psychology, social services, or any other professional grf)up mx./o ve atieit o
the information is to be disseminated outside the treatin&lg facil?li r(;cs) ::; :é)on e cest
this may not be done without prior patient consent or uniess
predu'de's ag p:zr:lisp:?i;z;i:gfrclaiojéeded for the administrative functions of appoir?lt-
meni:,rzlt;:nisasions, discharges, billing, compiling census data, and the like are necessarily
shared among clerical and administrative staff. oo shared with all the

Data in regard to the conducting of research c.an ge.nera .y e ooty In che
researchers involved, provided that the patient is not 1d'ent1ﬁed d.lrelc tifl e
process or subsequently in any other report or presentation. Hospitals :; ep e
to engage in research generally have research committees set up to' scr'een thp —
institutional review boards (IRBs) attempt to balance the potelrltlal risk tod edp o e
the potential benefits of the research. In the absence of more stringent standards,

q dS.
committees Should require the follo Wlng as minimuim Stalldal

i i e anonymity
1. The research results should be presented in such a fashion as to protect th ym

of the patients.
2. Only those involved in the study will have access to the raw data.
| i ol.
3. Safeguards to protect the patient’s privacy will be part of the research protoc o
| iality i ice of hea
* 4. The same level of obligation to maintain patient confidentiality in the practice o

care is expected in the conduct of medical research.

Health care providers often record far more than is needed for cilocuinir;:t;:?y of:) ;((:: szg-
vey the necessary information required for patient care. It generally is no natient prioreon
dences to be recorded in explicit detail. A note in the record tha? a i;ungr :ctitioner,s -
relationship” with her boyfriend would generally be. adequate to ](;:g, ; t: Spconﬁdemial memory
in regard to the need for counseling of a sexually active tee'n.ager. Thele PO
tion written explicitly into the record, the fewer opportunities there ar'e o:md oo
involving patient privacy. Only material necessary for documentatltci);loner themmpente o
should be recorded; for example, in the case ofa stab w01'md, the prach o

sarily confide to the record other privileged information in regard to the a )
mvol;i?:szlzltiljzgrl‘gif::;ed by law that hospitals establish effP:ctive procedltlir(:is to f:::::
the content of medical records, not only from the standpoint f)f patient conﬁ;i:nU :llf (:Z;unately'
against the possibility of intentional falsification or alteratl(.)n of }:he rz;:l(; . t.o o
records have been doctored by patients and practitioners alike who wi

chances in pending legal actions.

LEGAL CASE STUDY

\
o

—1
-

Altered ,Medi;al Records

A middle-aged man presented himselfto a community clinic in California complaining of
bone pain from multiple myeloma and asked for something to control the pain. He was seen
by a physician assistant (PA) and hydrocodone bitartrate and acetaminophen were prescribed.

Over the next year the patient presented himself on multiple occasions requesting refills
for the opioids. During this time period his examinations showe
weight loss, anemia, or lesions on X-ray. Becoming suspicious,
who confessed that he did not suffer from multiple myeloma b
withdrawal symptoms,

d no clinical deterioration,
the PA confronted the patient,
ut needed the refills to control

The PA brought the matter to her supervising physician,

opioids should be stopped and he should be referred to an a
continued care.

and they determined that the
ddiction medical specialist for

The patient consulted an attorney who asked for the medical records to review the case.
Risk management at the clinic’s affiliated hospital was informed of the potential lawsuit but
concluded that there were no legal merits to the case and that the PA had acted in good faith
and could not have initially known that the patient was fabricatin,

Avyear later the plaintiff’s attorney asked to review the medic
the review, requested a settlement conference with the hospital’s attorneys. What the plaintiff’s
attorney had found was that in the interim the PA had altered the records without dating the
changes and had used a similar pen to the one used in the original notes.

Unfortunately, following the initial intent to sue,
have included more details within the record descri
exam. She remembered that she had questioned hi
had not included this in her notes, She did not dat
as if they were originally included in the record.

g his medical history.
al records again and, following

the PA became concerned that she should
bing key aspects of the history and physical
m about any history of substance abuse but
e or sign the addendum, which made it look

Although risk management had determined that there was no legal merit to the case even
with the incomplete record, once the additions were discovered, it fell within California Penal
Code 471.5 (Any person who alters or modifies the medical record of any person, with Sraudulent
intent, or who, with fraudulent intent, creates any false medical record, is guilty o

fa misdemeanor,)
The case was settled for $1.5 million because of the falsification of the medical record.!®

Humans make €rTors, $0 it's inevitable that medical record entry errors will occur. In

the absence of specific state statutory or regulato

ry rules concerning the amending of med-
ical records,

health care facilities should provide a clear process for making corrections. If

the needed correction is of a significant nature, someone designated in the facility’s policy

should review the correction to determine that it meets policy requirements. Spelling errors,
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i i are
dered minor and do not requiré review. Health ¢

thin the scope of practice for their specialty. As an

mally amend a physician’s med-
harting error will normally
ot should

or miswritten dates are generally consl

practitioners should make changes only wi ol
d health practitioner or nurse would not nt .

n correctingac
then enter the correction. The err
made unreadable, as

example, an allie
n error. When amending a record, the perso
ect entry,
that mistakes are not erased or

icatio .
draw a single line to cross out the incorr

be initialed and dated.'® It is important

that might give rise to questions as t0 the origin

sho
it is threatened, no changes
e ' aintiff can show thata record was altered

d may be undermined. When charting or amending a
ome states (e.g., Kentucky), a practl-

al record. .
uld be made in the medical record without
without justifi-
consulting risk management. 1f the pl
the credibility of the whole recor
mportant to keep a potential jury L
d a medical :
conduct) can be subject to license revocatio

cation,
record itisi
tioner who is found to have falsifie

orable, unethical, or unprofessmnal

nmind.Ins

record (an act considered to constitute dishon-
17
n.

) HUMAN SUBJECT RESEARCH

@ Did She Give Informed Consent?

d to participate in a clinical study

entia is aske . :
f the condition. She has periods of time when
ed to her and she signed

ale patient hospitalized for dem:
progress O .
period that the trial was explain

An elderly fem

testing a new drug designed to slow
s . . o sucha . et
is quite lucid. It is during § . ' ! o

. fq d consent form. However, when the investigator meets with her ag

the informe .

] ] ] . ] ] ]] . l ‘ . . 1 .
stu Yr she stares atmm a! Y: Seerﬂlng V not remem ernlg arly tl)ulg a out it.

CASE STUDY

1. Whatshould he do?
a. Inthat she signed the consent when she
she might benefit from the clinical trial, h

appeared to understand, and given that
e should go forward with the study.

b- P rhaps ﬂlere 1sa Suf!ogate WhO coO uld glve a Vahd Consent fOI‘ ller paIUCIPatIOKI 2.
€

he should cancel the previously signed document.

c. Given herlevel of vulnerability,

pects of health care education and prac-
ticipate in research. Research projects
s and formal proce-

One of the more interesting and rewarding as
tice is the opportunity for clinicians and students to par e oetne
Ity are described in 2 protocol that sets forth the exp e g
generady ioned to reach these objectives. The objectives themselves may Inv
dures designe

hysio
from gaining an understanding of normal and abnormf:ll phy! '
to evaluating the efficacy of diagnostic,

logical, psychological, and

i
4]
SOClOlOglcal phenOIIlena [hel‘apeutlc or pre ventive

interventions and variations in service or practice. To reach these objectives, researchers may
conduct both invasive and noninvasive procedures, the collection of body tissues and fluids,
the administration of chemical substances, randomization of subjects, modification of diet or
daily routine, orchestration of strenuous physical exercise, alteration of environment, adminis-
tration of questionnaires, reviews of records, and a host of other activities.

The basic ethical principles that need to be considered in planning a research protocol
involving human subjects are autonomy, beneficence, nonmaleficence, confidentiality, and
justice.'® Autonomy in these cases flows from two important considerations. The first is that
subjects are individual autonomous agents and have the right to expect that the researcher
will support their opinions and choices while refraining from obstructing their actions un-
less they are clearly detrimental to others. One basic application of this principle is informed
consent. The researcher has an obligation to ensure that the individual has adequate infor-
mation on which to base an autonomous choice. The second consideration deals with the
fact that not all individuals are capable of self-determination. For individuals who have either
not gained the capacity for self-determination or have lost this capacity due to illness, mental
disability, or circumstances that severely restrict liberty, special considerations need to be put
in place to ensure their protection, even if this means excluding them from participation in
the research.

Patient benefit and risk calculations should always be considered in human research un-
der the principles of beneficence and nonmaleficence. Every effort should be made to secure
for all participants their well-being. Two general rules that have been formulated to extend to
these activities are (1) do no harm, and (2) maximize possible benefits and minimize possible
harm. Obviously the process of learning what will in fact provide benefit may involve exposing
research subjects to some risk. In all cases of human subject research, this cost-benefit analysis
must be done to decide when it is justifiable to seek benefits despite risks and when the bene-
fits should be forgone because of the risks.

The principle of justice involves questions such as who benefits from the research and
who bears the burden. Often in the nineteenth and early twentieth centuries, the burdens of
serving as research subjects fell disproportionately on groups such as the poor ward patients,
and the benefits of improved medical care flowed primarily to private patients.

History is unfortunately replete with the exploitation of unwilling prisoners as research
subjects, such as in the Japanese and Nazi concentration camps, and in the exploitation of
disadvantaged groups such as in the Tuskegee syphilis study. It is against this historical back-
ground of abuse that the consideration of justice within human research takes place. It is
critically important that the selection of research subjects be scrutinized to ensure that vul-
nerable groups (e.g., welfare patients, racial and ethnic minorities, or persons confined in
institutions) are not being selected simply because of their easy availability, their compro-
mised position, or their manipulability, but rather for reasons directly related to the purpose
of the study.

Jp—
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Finally, a consideration of justice requires that research supported by public funds that

leads to improvement of technologies or therapies should benefit more than those who can

afford them and that the research should not depend unduly on populations unlikely to be
among the beneficiaries of the applications of research findings.

Whenever human subjects are part of the research protocol, great care must be used to
ensure professional and ethical standards are followed. Generally the use of human subjects

requires that the following are satisfied:'®

1. Risks to subjects are minimized by using procedures consistent with sound research
design that do not unnecessarily expose subjects to risk. Whenever appropriate, the re-

search will use procedures already being performed on the subjects for diagnostic or

treatment purposes.
2. Risks to subjects are reasonable in relation to anticipated benefits, if any, to them, and
the importance of the knowledge that may reasonably be expected to result. Researchers
should consider only risks and benefits that may result from the research (as distinguished
from risks and benefits of therapies subjects would receive if they were not participat-
ing in the research). Researchers should not consider the long-range effects of applying
knowledge gained in the research (e.g., the possible effects of the research on public pol-

icy) as among those research risks that fall within the purview of their responsibilities.
3. Selection of subjects is equitable. In making this assessment, the researcher should take
into account the purposes of the research and the setting in which the research will be con-
. ducted. The researcher also should be particularly cognizant of the special problems of
research involving vulnerable populations, such as children, prisoners, pregnant women,
mentally disabled persons, or economically or educationally disadvantaged persons.
ought and appropriately documented from the subject or the
s of law and ethical

4. Informed consent willbe s
subject’s legal representative, in accordance with the requirement

practice.

5. There will be appropriate provision for monitoring the data collected to ensure the safety

of subjects.

6. There will be adequate provision for the protection of privacy and the maintenance of

confidentiality of collected data.

@) INSTITUTIONAL REVIEW BOARDS

To ensure satisfactory compliance with appropriate research standards, institutions create

o review the research protocols prior to implementation. One

institutional review boards t
of the many important activities gathered under the aegis of role duty is service on an IRB.
are of human subjects recruited

These boards are established to protect the rights and welf
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p th in resea T Tt auspices o h
to participate ese Icll activities uIlde Ile S
p S fthe institution Wlth W lCh a board
Ior the urpo Of thl d. onre f an I y ¥ ¥
p p se § diSCussl T gal‘dlng tlle activities o RB esea Ch 18 deﬁned as
a Systen:latlc lnvestlgatlon lncludlng IeseaI'Ch developxllellt te tlIlg, alld eva. uathIl, deSlgned
» y S l
g g
to develop or COIltIlbute to gener ahZable kIlOVVled €. Iiuman Sub ects are deflxlEd llVlIlg
] as
llldIVldu(aIS) about WhOIIl an lnveStlgatOI (“lle tlle]: PIOfeSSIOIlal or Student) C()nduct_lrlg IeSeaICh.
g
Obtalns 1 data thIOu h intervention or interaction with the lnlel 2 lde ble
h h dual Or( ) ntlﬁa
Slnce the end Of HOIld var II aIld ﬂle genelal kllo“ledge Of the h.UIIOIS asso Clated Hlth
g
g
tlle concentration Canlp pIaCtlceS re aIdlII hUIIlan experllnentatlon, Seieral docunlents
aIld COdeS deahng Wlth the proper and reasonable Conduct Of l’esearch uSlng human Sub]eCtS
haVe be d \ eo
€I ae eloped. Included m these COdeS and documents are the Nuremberg COd f
’ € Heisin eclaration o (hlt ater Ie"lSIOIlS)I e Belmont eport 0 [
Depaltnlellt ()f Ilealt_h and Hunlan SeI vices Iltle 45 Of 2001 and the AIIleIICaIl F SyChOlOglCal
’

consideri icipating i i
ing participating in research involving human subjects or on an IRB will fi
documents a valuable starting place. i hese

Tainted Data

YOUI SeCIetaIy 1sa pEISOIl Of lerSh descellt VVhO [ecelldy Iead a bOOk abOllt 111Edlcal eXpeIl-
course VVOIk She aSkS yOll ‘Nhethel yO pp p
" u thlnk itisa ropriate fOI scientists to use th.e data
COlleCted ﬁoxrl ﬂlese expeIlI'IlentS. In the convelsathIll VOU leaI n that a I‘ecent SCleIltlhc papeI
Iefel ences t_he material. y I y g
l It alSO beCOIﬂeS CleaI that our secreta. feelS that it 1s an outrage fO[
the lnfOI mation galned n t] 1ese eXperlIIlentS to be used

1.

CASE STUDY

I‘ect? IS t_he Hlf rmation g ﬂle]e m t]le eXpeIl]lle]ltS lalllle(l ])ey()] ld use ])y
IS Slle Cor 0] atlo: al d

2. Isthe information gathered morally neutral?

If this i - .
this information was used, should it be referenced differently from other data?

&7 CONCLUSION

I EISOIlal prl v ac) appears to b e undeI SIEge m an aspeCtS Of our h VES. Ihe use 01 COInp uters has
gIeaﬂy lncreased tllls concern, as it is common kIlOVVledge that all Of us have d()SSletS 1 severa.
. . l

major data banks.
s. These governmental and commercial data sources provide information to
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others in regard to credit ratings, marital status, and even hobbies and interests. It seems at
perhaps to save the

times that one need only provide a small donation to a favorite charity (

woodlands) before being inundated by an avalanche of offers for the type of person who might

want to save woodlands, or at least look woodsy.
The general patient population still places a great deal of faith in

health care providers maintain the principle of confidentiality. Confidentiality seems to serve

the principle acknowledges a respect for the individual’s right to

shrined in our cultural values. Second, and

the promise of confidentiality provides
nd honest disclosure of

the manner in which

two basic purposes. First,
privacy as guaranteed by our legal system and en

perhaps more important to the health of the patient,
d patient that allows for a full a

a bond between the practitioner an

information.
Confidentiality is arguably the most commo
at the vastness 0

n basic principle found in codes of health care
f our database systems, the complexity of

ethics. However, some now argue th
ave access to the informa-

the large numbers of personnel who h

govemmental requirements,
quired rules makes confidentiality as itis

tion and the perfunctory way that we carry out the re

rently practiced in health care a “Decrepit Concept
it is difficult to imagine a healthy patient/ provider

cur 720 yorn out and useless.

Regardless of our current problems,
relationship or health care system where confidentiality asa principle is not honored. Itis the
duty of all health care practitioners to work to create an underlying cultural environment that

supports this important principle.

EY CONCEPTS

nfidentiality can be defended as a posit
virtue, or utilitarian).

jve duty from any of the

m The principle of co
accepted ethical trameworks (duty orientation,

m The “harm principle” providesa rationale for overcoming the duty to maintain confidenti-

ality to protect yulnerable individuals. Confid
that at times force a practitioner to reveal c

entiality is a principle with qualifications, as
there are important considerations onfidences.

m In cases in which there is an important societal need, legal duties to report information

have been developed (child abuse is an example).

practice. Not only clinicians and patients have a need to

& Modern health care is a team
view the records, but also those who function in an administr

monitoring capacity.

oals of the Health Insurance Portability

onic transmission o

provide new safeguards to protect the

m The general g
were to encourage the use of electr

in cost containment as well as to
confidentiality of the information.

ative, clerical, research, or

and Accountability Act (HIPAA)
f health care information to assist
security and

B HIPAA Privacy Rul i
e .
ovidi y provides new rights to patient access and new requi
P ing enhanced security for medical records quirements for

n IIunlan SubleCt IeseaICh and the lIlstltutlonal review board are lIIlpOItaIlt alld Iewatdlng
.

duties that requir il
alito. b quire constant diligence in regard to the principles of autonom
ty, beneficence and nonmaleficence, and justice y, confiden-

B Legal Standa d p y yp p Iy
I fOI invasion Of rivacy is tllat Of a ll Othetlcal erson Of OIdln.a
SenSlbllltleS. If Such a peISOIl Would flIld the appropnatlon, or explOItatlon Of ones
’
peISOIlallty, tlle publlClZIIlg Of ones prl‘/ate affalrs, or ‘Nlongful intrusion into one’'s

private activities wa:
privet® s unwarranted and brought mental suffering, shame or humiliati
ere would be grounds for legal action meton

REVIEW EXERCISES

A. Unauthorized v
ersus authorized disclos i
ure: In this exercise, st
, state whether you think
the

dlsc‘losure Of lnforrnatlorl was appI Oleate or lIlap pI Uprlate aIld de{end) our p osition.

1. Ayoung woman
requies fn ) who states she has just been raped comes into the emergenc
ing a pelvic inati . room
ll 8. p examination and a morning-after pill but insists that th :
e police. The staff reports the incident e staff not

2. Ayoungfath i o by
et ri ) h(:r bbnngs his child into the emergency room for treatment of an arm inju
it she isy s 1’;;Ught the child in several times for similar injuries with the e e
som : . . XCUS
ot o four (:Ef\I:h at clumsy and is having difficulty learning to ride her bike. The chilz
e parent and, upon questionin, .
' g, confirms the ) :

events. - parent’s vi

nts. The staff reports the injury as a possible child abuse case ersion ofthe

3. YOU are a phySICal the[ py ’ y
a Student ona pedlatllcs rotation Wlthln the hOSpltal and ou
g y p S h mitt to the sur ger unit. DUI lllg
notice that the nel, thI Of our parent as been ad 1 ed 4] h
yOllI lunCh b[eak, yOu review hel IeCOId before you dIOp into see her

4. YOu are a tec = y
I hIllcal nurse ]ust Completlng pOSt Op care Of a Oung woman WhO 1sa
C mb ha t h an al rtion. YOLI are Ver C()]lce[l]ed iOI
iel]()w (:llul Il me. er alld Wh() S JuS ad bO
the young woman and deCIde to conﬁde thlS lIlfOl'matl()Il to your minister.

N g 1
5 Ix yOun man WhO l ves 1 the same hOUSlIl compile you d() comes Into tlle h.()Spl
g pl X t.hat
tal ca abO a OIy 0 SIS a. d. S COIlflrIned as b g pOSl S
S CllIl! l l rati f I test nai €eln IIIV tive. A the managel‘

Of that labO a OIy y ty g g p
rat , you feel ita du to tell the manager Of tlle 11()[151“ com] lex t}lat (] 1€
peISOn m Ulut I ive haS an lnfectlous dlsease

6. You are a respir i
ouses bpt atc;ry therapist, and your patient states that she would like to tell
g only if you would hold it in strictest confidence. She then relat .
. ates to
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you that she is very depressed and is thinking about taking her own life once she is
discharged from the hospital. You relate this information to the attending physician.

7. You are a medical records technician and are in the department when two men come in
and flash badges indicating that they are from the FBI and need to see the Hiram Jones
record as a matter of national security. You cooperate and allow them access to the files.

8. In the course of caring for a patient, a school bus driver, the physician notes that she is at
risk for having a heart attack and recommends that she cease driving, since she may be
placing the children at risk. The driver asks that the physician not notify the school dis-
trict because it would put her at risk of losing her job. The physician notifies the district.

9. During the course of a patient evaluation, you find that the family has incest problems.
You recommend the notification of the police.

10.” You have been invited to present at the monthly meeting of your health specialty’s local
chapter. One of your patients is a very interesting case, which you use as a case study for

your presentation.

B. Under the HIPAA legislation, each covered health care institution is required to provide

patients with a clear, written explanation of the conditions of use and disclosure of health
information. If possible, collect several of these from your local area hospitals and clinics.
Evaluate the provided information for clarity of understanding and for compliance with the

intent of the HIPAA legislation. Several sites on the Internet will provide you with a review of
the exact legislation requirements.

C. You are a student radiographer and are assigned to the surgery suite to assist another

technician performing an X-ray during a surgical procedure. You gown up, assist, and are
present during much of the surgery that was being performed on Mrs. Jones by Dr. Perez.
The next day you are in Mrs. Jones’s room, and you comment that her choice of Dr. Perez
was excellent in that he is a fine surgeon. “Dr. Perez?” she replies, “My physician was Dr.
Robinson! Call my lawyer!”
Have you breached confidentiality? In that it caused the hospital and physicians to be

involved in a lawsuit, were you in error?

D. A couple comes into the emergency room, she complaining of vaginal discharge and pelvic
pain and the husband of a urethral discharge. The tests done on the husband prove positive
for gonorrhea, and he adamantly demands that you keep this information from his wife.

Her tests will not become available for two days. Should you tell the wife, or maintain the

confidentiality of the husband?

E. As the pharmacist of the local community pharmacy, you have been filling prescriptions
for Mrs. Arthur for several years. She has an extensive medication profile that suggests that
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S eral 1 ln S S, 11 l dngapsy hl lCdSO d T. nh rd llngS Wlthy y
S]le]la sev (:I[I() l(:]l esses, mncludi chiatr 1sorde I e ea ou,

:?;rz ;1;:02:3; :::;Zi :l:::;mc?ic‘:ated an inability to make competent decisions or to autho-
o vemone o 'eCISIOIlS. One ('iay her husband, Bob, comes into the pharmacy
s hat¥0 hfs . elr:sl je((::zli)ji of l;s wife’s medication profile. He indicates that he
i ki e s oo ng the correct medications and was

For this problem we will use the RESOLVEDD method of
Dr. Raymond Pfeiffer. The steps of the process are:?!

being compliant

problem solving developed by

(R) Review facts involved.

What are the relevant facts of the case?
Who, if anyone, is at fault?

How did the situation come about?

Who is charged with making the decision?

(E) Estimate of the problem or conflict involved in the case
What options do you have? .
What difficulties are presented by the case?

What is the major ethical dilemma involved?

(S) State the solutions with initial credibility.

Group the options into a small number of potential choices.

(O) Examine the outcomes of the solutions.

Wh‘ g
at are tlle Sl Illhcant pOSSlbIe OutCOIlleS tllat VVlll Iesult hoﬂl f()HOVVl]l eacll ()j t] 1€
g

(L) Likely impact on those involved.
In what way are those involved hurt or helped by the solutions?
(V) Values upheld/ compromised. |
Which of the basic values are upheld or sacrificed by the solutions?
(E) Eva.luation and refining of solution and weighing values. |
Which solution seems to have the best consequences for the individuals involved and

sacrifices the least principles?

( *
D) DECISIOII ar rlved at, C.larlﬁed, and ShOWn to lmplement equal COI’lSlderatlon Oflntetest
Declde hO W the declsloll Wlll be CaIIled Out, and explaln Why thls was th.e beSt Of the

D) D . .
(D) Defense of that decision against objections to its main weaknesses
What are the major weaknesses of the decision?

What jecti
are the best answers to objections based on the weaknesses?

Take each step as a separate exercise, and work the problem through




